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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION

JAC%UELINE WEISS and JOSEPH)

WEISS, individually and on behalf of all )
others similarly situated,

)

Plaintiffs, )

V.

/IAI\\IRCBY’S RESTAURANT GROUP,

Defendant.

N N N N N N N N N N

Case No.:

) CLASS ACTION COMPLAINT

DEMAND FOR JURY TRIAL

CLASS ACTION COMPLAINT

Plaintiffs Jacqueline Weiss and Joseph Weiss (collectively the “Plaintiffs™),
individually and on behalf of the Classes defined below of similarly situated
persons, allege the following against Arby’s Restaurant Group, Inc. (“ARG” or
“Defendant™) based upon personal knowledge with respect to themselves and on

information and belief derived from, among other things, investigation of counsel

and review of public documents as to all other matters:
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NATURE OF THE CASE

1. This is a consumer class action against ARG for its failure to secure
and safeguard its customers’ credit and debit card numbers and other payment card
data, and other personally identifiable information which ARG collected at the
time Plaintiffs and other Class members' made purchases at ARG (collectively,
“Customer Data”).

2. In or around October 2016, computer hackers began using malware to
access the point-of-sale (“POS”) systems at approximately 1,000 ARG corporate
restaurant locations? to gain access to customers’ debit and credit card information,
including credit card numbers.

3. This private Customer Data was compromised due to ARG’s acts and
omissions and its failure to properly protect the Customer Data.

4, In addition to ARG’s failure to prevent the data breach, ARG also
failed to detect the breach for nearly three months, and only learned of it after
“industry partners” notified ARG of the breach in mid-January, 2017.°

5. ARG disregarded the rights of Plaintiffs and Class members by

intentionally, willfully, recklessly, or negligently failing to take adequate and

! Classes defined infra in Paragraphs 57-59.

2 According to ARG, only corporate-owned restaurants were impacted.
http://arbys.com/security/ (last visited on March 22, 2017).

3 https://krebsonsecurity.com/2017/02/fast-food-chain-arbys-acknowledges-breach/
(last visited on March 22, 2017).
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reasonable measures to ensure its data systems were protected, failing to take
available steps to prevent and stop the breach from ever happening, and failing to
disclose to its customers the material facts that it did not have adequate computer
systems and security practices to safeguard Customer Data.

6. Had ARG implemented and maintained adequate safeguards to protect
Customer Data, deter the hackers, and detect the beach within a reasonable amount
of time, it is more likely than not that the breach would have been prevented.

7. As a result of the ARG data breach, the Customer Data of the Class
members has been exposed to criminals for misuse. The injuries suffered by
Plaintiffs and Class members as a direct result of the ARG data breach include:

a. unauthorized charges on their debit and credit card accounts;
b. theft of their personal and financial information;

Cc. costs associated with the detection and prevention of identity theft
and unauthorized use of their financial accounts;

d. damages arising from the inability to use their debit or credit card
accounts because their account were suspended or otherwise
rendered unusable as a result of fraudulent charges stemming from
the ARG data breach including but not limited to foregoing cash
back rewards;

e. loss of use of and access to their account funds and costs
associated with inability to obtain money from their accounts or
being limited in the amount of money they were permitted to
obtain from their accounts, including missed payments on bills and
loans, late charges and fees, and adverse effects on their credit
including decreased credit scores and adverse credit notations;
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f. costs associated with time spent and the loss of productivity from
taking time to address and attempt to ameliorate, mitigate and deal
with the actual and future consequences of the data breach,
including finding fraudulent charges, cancelling and reissuing
cards, purchasing credit monitoring and identity theft protection
services, imposition of withdrawal and purchase limits on
compromised accounts, and the stress, nuisance and annoyance of
dealing with all issues resulting from the ARG data breach;

g. the imminent and certainly impending injury flowing from
potential fraud and identify theft posed by their credit card and
personal information being placed in the hands of criminals and
already misused via the sale of Plaintiffs’ and Class members’
information on the Internet black market;

h. damages to and diminution in value of their Customer Data
entrusted to ARG for the sole purpose of purchasing products and
services from ARG and with the mutual understanding that ARG
would safeguard Plaintiffs’ and Class members’ data against theft
and not allow access to and misuse of their information by others;

I. money paid for products and services purchased at ARG stores
during the period of the ARG data breach, in that Plaintiffs and
Class members would not have shopped at ARG had ARG
disclosed that it lacked adequate systems and procedures to
reasonably safeguard customers’ Customer Data; and

J. continued risk to their Customer Data which remains in the
possession of ARG and which is subject to further breaches so
long as ARG fails to undertake appropriate and adequate measures
to protect Plaintiffs’ and Class members’ data in its possession.

8. The injuries to the Plaintiffs and members of the Classes were directly

and proximately caused by ARG’s failure to implement or maintain adequate data

security measures for Customer Data. ARG failed to take steps to employ adequate



Case 1:17-cv-01035-TWT Document 1 Filed 03/22/17 Page 5 of 37

security measures despite recent, well-publicized data breaches at large national
retail and restaurant chains, including P.F. Chang’s, Wendy’s, Dairy Queen, and
Noodles & Company. Furthermore, ARG exacerbated the situation by failing to
detect the data breach earlier. Had ARG detected the breach earlier, less data
would have been stolen and customers would have been able to take earlier action
to mitigate their damages.

9. Plaintiffs retain a significant interest in ensuring that their Customer
Data, which remains in the possession of ARG, is protected from further breaches,
and seek to remedy the harms they have suffered on behalf of themselves and
similarly situated consumers whose Customer Data was stolen as a result of the
ARG data breach. Plaintiffs assert claims against ARG for violations of the
Connecticut’s Unfair Trade Practices Act (“CUTPA?”), breach of implied contract,
and negligence.

10. Plaintiffs, on behalf of themselves and similarly situated consumers,
seek to recover damages, equitable relief including injunctive relief to prevent a
reoccurrence of the data breach and resulting injury, restitution, disgorgement,
reasonable costs and attorneys’ fees, and all other remedies this Court deems
proper.

JURISDICTION AND VENUE
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11.  This Court has subject matter jurisdiction over this action under the
Class Action Fairness Act, 28 U.S.C. § 1332(d)(2). The amount in controversy
exceeds $5 million exclusive of interest and costs. At least one Plaintiff and
Defendant are citizens of different states. There are more than 100 putative class
members.

12.  This Court has personal jurisdiction over Defendant because ARG
maintains its principal place of business in Georgia, regularly conducts business in
Georgia, and has sufficient minimum contacts in Georgia. Defendant intentionally
avails itself of this jurisdiction by marketing and selling products and services from
Georgia to millions of consumers nationwide.

13.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391(b) because
Defendant’s principal place of business is in this District.

PARTIES

14.  Plaintiffs Jacqueline Weiss and Joseph Weiss are residents of
Glastonbury, Connecticut and were Connecticut residents during the period of the
ARG data breach. On November 20, 2016, Plaintiffs purchased food at an ARG
corporate store located at 3206 Berlin Turnpike, Newington, CT 06111, with a
joint Fidelity Visa credit card which was swiped through an ARG point-of-sale

payment device. ARG has confirmed that this location has been affected by the
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breach. * In or around December 2016, Plaintiffs discovered thousands of dollars in
unauthorized charges on the Fidelity Visa credit card used at the affected ARG
location, and were forced to cancel that credit card as a result. Plaintiffs expended
time contacting the credit card company and attempting to resolve the issues
caused by the theft of their identity. During the period of time Plaintiffs were
awaiting their replacement credit card, Plaintiffs were required to use alternative
sources of funds to make purchases, thereby foregoing credit card reward points
and/or cash-back rewards and experiencing actual damages.

15.  Plaintiffs would not have used their credit or debit cards to make
purchases at ARG—indeed, they would not have shopped at ARG at all during the
period of the ARG data breach—had ARG told them that it lacked adequate
computer systems and data security practices to safeguard customers’ Customer
Data from theft.

16. Each of the Plaintiffs suffered actual injury from having his or her
Customer Data compromised and stolen in and as a result of the ARG data breach.

17. Each of the Plaintiffs suffered actual injury and damages in paying
money to and purchasing products from ARG during the ARG data breach that
they would not have paid had ARG disclosed that it lacked computer systems and

data security practices adequate to safeguard customers’ Customer Data.

* http://arbys.com/security/ (last visited on March 22, 2017).
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18. Each of the Plaintiffs suffered actual injury in the form of damages to
and diminution in the value of his or her Customer Data — a form of intangible
property that each of the Plaintiffs entrusted to ARG for the purpose of purchasing
its products and that was compromised in and as a result of the ARG data breach.

19. Each of the Plaintiffs has suffered imminent and impending injury
arising from the substantially increased risk of future fraud, identity theft and
misuse posed by his or her Customer Data being placed in the hands of criminals
who have already misused such information stolen in the ARG data breach via sale
of Plaintiffs’ and Class members’ Customer Data on the Internet black market.
Plaintiffs have a continuing interest in ensuring that their private information,
which remains in the possession of ARG, is protected and safeguarded from future
breaches.

20.  Plaintiffs are likely to purchase food or services from ARG with a
credit or debit card in the future if ARG’s data security was improved to protect
against future data breaches.

21. Defendant Arby’s Restaurant Group, Inc. is a Delaware corporation
with its principal place of business located at 1155 Perimeter Center, Suite 1200,
Atlanta, Georgia 30338. ARG’s restaurant system consists of over 3,300 corporate-
owned and franchisee locations across the U.S. and worldwide. Approximately one

third of these are corporate-owned restaurants. ARG restaurants accept payment
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for their goods and services through a POS system, through which customers swipe
credit and debit cards to pay.

STATEMENT OF FACTS

I. Background

22. The ARG was founded in 1964 and is America’s first nationally
franchised sandwich restaurant. ARG’s restaurant system consists of over 3,300
restaurants worldwide. In 2016, ARG produced system-wide sales of more than
$3.6 billion.> A large majority of these sales at ARG locations are made to
customers using credit or debit cards.

23. When ARG customers pay using credit or debit cards, ARG collects
Customer Data related to those cards including the cardholder name, the account
number, expiration date, card verification value (CVV), and PIN data for debit
cards. ARG stores the Customer Data in its POS system and transmits this
information to a third party for completion of the payment.

24. At all relevant times, ARG was well-aware, or reasonably should have
been aware, that the Customer Data it maintains is highly sensitive and could be

used for wrongful purposes by third parties, such as identity theft and fraud.

5

http://www.businesswire.com/news/home/20170125005654/en/ Arby%E2%80%99
s-Achieves-Record-Annual-Revenue-FY16-Same-Store (last visited on March 22,
2017)
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25. Stolen Customer Data is a valuable commodity. A “cyber black-
market” exists in which criminals openly post stolen payment card numbers, social
security numbers, and other personal information on a number of underground
Internet websites. The Customer Data is “as good as gold” to identity thieves
because they can use victims’ personal data to open new financial accounts and
take out loans in another person’s name, incur charges on existing accounts, or
clone ATM, debit, or credit cards.

26. As the FTC recognizes, once identity thieves have personal
information, “they can drain your bank account, run up your credit cards, open new
utility accounts, or get medical treatment on your health insurance.”®

27. Furthermore, identity thieves may commit various types of
government fraud such as: immigration fraud; obtaining a driver’s license or
identification card in the victim’s name but with another’s picture; using the
victim’s information to obtain government benefits; or filing a fraudulent tax return
using the victim’s information to obtain a fraudulent refund. Some of this activity
may not come to light for years.

28. At all relevant times, ARG was well-aware, or reasonably should have

been aware, of the importance of safeguarding its customers’ Customer Data and

®  https://www.consumer.ftc.gov/articles/0271-warning-signsidentity-theft  (last

visited March 22, 2017).

10
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of the foreseeable consequences that would occur if its data security systems were
breached, specifically, including the significant costs that would be imposed on
customers as a result of a breach.

29. Atall relevant times, ARG was well-aware, or reasonably should have
been aware, that hackers had been targeting the payment card data of major U.S.
retailers, including national restaurant chains, for many years. Indeed, in the years
leading up to the ARG breach, retailer such as Home Depot and Target and
restaurant chains including P.F. Chang’s, Wendy’s, Dairy Queen, and Noodles &
Company were subject to well-publicized data breaches. In a number of these
breaches, hackers were able to install data-stealing malware on the restaurants’
POS systems.

30. Due to the extensive network of financial institutions involved in
credit and debit transactions and the large volume of daily transactions, financial
institutions and credit card processing companies have issued rules and standards
governing the basic protective measures that merchants must take to ensure that a
customer’s valuable Customer Data is safeguarded.

31. Furthermore, the requirements of industry standards, the FTC Act, and
other authorities imposed a duty on ARG to use adequate care to protect its
customers’ sensitive Customer Data:

32.  Industry Standards:

11
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a. The payment card industry (MasterCard, Visa, Discover Financial

Services, and American Express), long before the ARG data
breach, issued Card Operating Regulations that: (1) are binding on
ARG; (2) required ARG to protect cardholder data and prevent its
unauthorized disclosure; (3) prohibited ARG from storing such
data, even in encrypted form, longer than necessary to process the
transaction; and (4) mandated that ARG comply with industry
standards.

. The payment card industry has also set rules requiring all
businesses, including ARG, to upgrade to new card readers that
accept EMV chips. EMV chip technology uses embedded
computer chips instead of magnetic stripes to store payment card
data. Unlike magnetic-stripe cards that use static data (the card
information never changes), EMV cards use dynamic data. Every
time an EMV card is used, the chip creates a unique transaction
code that cannot be used again. Such technology greatly increases
payment card security because if an EMV chip’s information is
stolen, the unique number cannot be used by the hackers making it

much more difficult for criminals to profit from what is stolen.

12
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c. The set deadline for businesses to transition their systems from
magnetic-stripe to EMV technology was October 1, 2015, a
deadline ARG, on information and belief, did not meet. According
to Creditcards.com, “Following an Oct. 1, 2015 deadline created
by major U.S. credit card issuers MasterCard, Visa, Discover and
American Express, the liability for card-present fraud shifted to
whichever party is the least EMV-compliant in a fraudulent
transaction.”’

d. Under the Card Operating Regulations that are binding on
Defendant, businesses accepting payment cards but not meeting
the October 1, 2015 deadline agree to be liable for damages
resulting from any data breaches.

e. Further, the Payment Card Industry Security Standards Council
promulgates minimum standards which apply to all organizations
that store, process, or transmit payment card data. These standards

are known as the Payment Card Industry Data Security Standards

(“PCI DSS”). PCI DSS is the industry standard governing the

! http://www.creditcards.com/credit-card-news/emv-fag-chip-cards-answers-

1264.php (last visited on March 22, 2017).

13
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security of payment card data, although it sets the minimum level
of what must be done, not the maximum.

PCI DSS 3.1, the version of the standards in effect at the time of
the ARG data breach, sets detailed and comprehensive
requirements for satisfying each of the following 12 “high-level”

mandates:®

PCIl Data Security Standard — High Level Overview

Build and Maintain a Secure
Network and Systems

Install and maintain a firewall configuration to protect cardholder data
Do not use vendor-supplied defaults for system passwords and other
security parameters

Frotect Canikoidor Data 3. Protect stored cl:arfi holder data .
4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability Protect all systems against malware and regularly update anti-virus
M software or programs
anagement Program o o
6. Develop and maintain secure systems and applications
Imbloment Strong Access 7. Restrict access to cardholder data by business need to know
P g 8. Identify and authenticate access to system components
Control Measures , ]
9. Restrict physical access to cardholder data
Regularly Monitor and Test  10. Track and monitor all access to network resources and cardholder data
Networks 11. Regularly test security systems and processes

Maintain an Information

Security Policy

12. Maintain a policy that addresses information security for all personnel

g.

Among other things, PCI DSS required ARG to properly secure
payment card data; not store cardholder data beyond the time
necessary to authorize a transaction; maintain up-to-date antivirus
software and a proper firewall; restrict access to payment card data

on a need-to-know basis; establish a process to identify and timely

https://www.pcisecuritystandards.org/documents/PCIDSS QRGv3 1.pdf (last

visited on March 22, 2017).

14
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fix security vulnerabilities; assign unique identification numbers to
each individual with access to its systems; and encrypt payment
card data at the point of sale.

h. PCI DSS also required ARG to not store “the full contents of...the
magnetic stripe located on the back of a card” or “the card
verification code or value” after authorization.®

I. At all relevant times, ARG was fully aware of its obligations to
protect Customer Data in light of its participation in the payment
card processing networks and its daily collection and transmission
of tens of thousands of sets of payment card data. ARG was also
fully aware that customers such as Plaintiffs were entitled to, and
did, rely on ARG to use adequate care and follow PCl DSS
requirements in protecting their sensitive Customer Data from data
thieves.

J. While compliance with the PCI DSS is required as a minimum
guarantee of protection, PCI DSS compliance in and of itself is
insufficient. For example, Georgia Weidman, CTO and founder of

Shevirah (a company that tests data security for retailers and other

® PCI Security Standards Council LLC, PCI DSS Requirements and the Security
Assessment Procedures, Version 3.1, 38 (Apr. 2015).

15
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merchants), has stated that “[e]very company that has been
spectacularly hacked in the last three years has been PCI complaint
. ... Obviously, based on that evidence, while a good step in the
right direction, PCI is not sufficient to protect against breaches.”*°
33. FTC Act:

a. Pursuant to the Federal Trade Commission (“FTC”), the failure to
employ reasonable and adequate measures to protect against
unauthorized access to confidential consumer data constitutes an
unfair act or practice prohibited by Section 5 of the Federal Trade
Commission Act (“FTCA”), 15 U.S.C. §45.

b. In 2007, the FTC published guidelines that establish reasonable
data security practices for businesses, noting businesses should
protect the personal customer information that they keep; properly
dispose of personal information that is no longer needed; encrypt
information stored on computer networks; understand their
network’s vulnerabilities; and implement policies for installing

vendor approved patches to correct security problems. The

guidelines also recommend that businesses consider using an

10 http://www.eweek.com/security/eddie-bauer-reveals-it-was-the-victim-of-a-pos-
breach (last visited on March 22, 2017).

16
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intrusion detection system to expose a breach as soon as it occurs;
monitor all incoming traffic for activity indicating someone may
be trying to hack the system; watch for large amounts of data being
transmitted from the system; and have a response plan ready in the
event of a breach.

c. The FTC also has published a document entitled “FTC Facts for
Business,” which highlights the importance of having a data
security plan, regularly assessing risks to computer systems, and
implementing safeguards to control such risks.™

d. The FTC has issued orders against businesses that failed to employ
reasonable measures to secure customer data. These orders provide
further guidance to businesses with regard to their data security
obligations.

34.  State Statutes:

a. The state of Connecticut has enacted the Connecticut Unfair Trade
Practices Act (“CUTPA”), which prohibits unfair trade practices,
including the failure to employ reasonable security processes to

protect payment card data. Conn. Gen. Stat. § 42-110(b), et seq.

1 https://www. ftc.qov/tips-advice/business-center/quidance/protecting-personal-

information-guide-business (last visited on March 22, 2017).

17
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II. The ARG Data Breach

35. As early as 2009, the predecessor entity of Defendant was well-aware

of the risks of a data breach:

We rely on computer systems and information technology to run our
business. Any material failure, interruption or security breach of
our computer systems or information technology may adversely
affect the operation of our business and results of operations.

We are significantly dependent upon our computer systems and
information technology to properly conduct our business. A failure or
interruption of computer systems or information technology could
result in the loss of data, business interruptions or delays in business
operations. Also, despite our considerable efforts and technological
resources to secure our computer systems and information technology,
security breaches, such as unauthorized access and computer viruses,
may occur resulting in system disruptions, shutdowns or unauthorized
disclosure of confidential information. Any security breach of our
computer systems or information technology may result in adverse
publicity, loss of sales and profits, penalties or loss resulting from
misappropriation of information.

Wendy’s/Arby’s Restaurants, LLC, Prospectus (Nov. 9, 2009)

36. Further, in the years following this acknowledgment of the risks,
massive data breaches plagued the restaurant industry, including national
restaurant chains such as Wendy’s, Noodles & Co., and P.F. Chang’s. Each of
these restaurant chains had employed the Aloha POS system at the time of breach,
the same system employed by ARG during the ARG breach. Based on those data

breaches and Defendant’s own acknowledgment of the risks, ARG knew or should

18
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have known that the Aloha POS system it employed was at high risk for a similar
malware data breach.

37. Inoraround October 20, 2016, hackers installed malicious malware to
access POS systems at approximately 1,000 ARG corporate-owned restaurant
locations nationwide, allowing the thieves to download and steal copies of ARG
customers’ Customer Data.

38. ARG estimates that the breach occurred between October 20, 2016
and January 12, 2017."

39. PSCU, an organization that handles 800 credit unions, was the first to
report the breach, reporting that both Track 1 and Track 2 data may have been
compromised in the ARG data breach. Track 1 and Track 2 data normally includes
credit and debit card information such as the cardholder name, primary account
number, expiration date, and, in certain instances, PIN number. The PSCU alert
also indicated that at least 355,000 credit and debit cards were compromised.™

40. This private customer information was compromised due to ARG’s
acts and omissions and its failure to properly protect the Customer Data, despite

being aware of the recent data breaches impacting other national restaurant chains.

12 http://arbys.com/security/ (last visited on March 22, 2017).
Bhttps://krebsonsecurity.com/2017/02/fast-food-chain-arbys-acknowledges-
breach/ (last visited on March 22, 2017)

19



Case 1:17-cv-01035-TWT Document 1 Filed 03/22/17 Page 20 of 37

41. In addition to ARG’s failure to prevent the data breach, ARG also
failed to detect the breach for nearly three months, and only learned of it after
“industry partners” notified ARG of the breach in mid-January.**

42. The breach occurred because ARG failed to implement adequate data
security measures to protect its POS network from the potential danger of a data
breach, and failed to implement and maintain adequate systems to detect and
prevent the breach and resulting harm that it has caused.

43. Had ARG implemented and maintained adequate safeguards to protect
the Customer Data, deter the hackers, and detect the data breach within a
reasonable amount of time, it is more likely than not that the breach would have
been prevented.

44. In permitting the data breach to occur, ARG breached its implied
agreement with customers to protect their personal and financial information and
violated industry standards.

I1l. The ARG Data Breach Caused Harm and Will Result in Additional

Fraud

45. The ARG data breach was a direct and proximate result of ARG
failure to properly safeguard and protect Plaintiffs’ and Class members’ Customer

Data from unauthorized access, use, and disclosure, as required by state and federal

4.

20



Case 1:17-cv-01035-TWT Document 1 Filed 03/22/17 Page 21 of 37

regulations, industry practices, and statutory law, including ARG failure to
establish and implement appropriate administrative, technical, and physical
safeguards to ensure the security and confidentiality of Plaintiffs’ and Class
members’ Customer Data to protect against reasonably foreseeable threats to the
security or integrity of such information.

46.  As a result of the breach, the Customer Data of Plaintiffs and Class
members has been exposed to criminals for misuse.

47. The ramifications of ARG’s failure to keep Plaintiffs’ and Class
members’ data secure are severe.

48. The FTC defines identity theft as “a fraud committed or attempted
using the identifying information of another person without authority.”* The FTC
describes “identifying information” as “any name or number that may be used,
alone or in conjunction with any other information, to identify a specific person.”*®
49.  Thieves are already using the Customer Data stolen from ARG to

commit actual fraud, as evidenced by the unauthorized charges to Plaintiffs’ credit

card, as alleged herein.

°17 C.F.R § 248.201 (2013).
4.

21
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50. The injuries suffered by Plaintiffs and the proposed Classes (and
which they will continue to suffer) as a direct result of the ARG data breach
include, but are not limited, to those listed in Paragraph 7.

51. In addition to fraudulent charges and damage to their credit, many
victims spent or will spend substantial time and expense relating to:

a. Finding fraudulent charges;

b. Canceling and reissuing cards;

c. Purchasing credit monitoring and identity theft prevention;

d. Addressing their inability to withdraw funds linked to
compromised accounts;

e. Removing withdrawal and purchase limits on compromised
accounts;

f. Taking trips to banks and waiting in line to obtain funds held in
limited accounts;

g. Resetting automatic billing instructions; and

h. Paying late fees and declined payment fees imposed as a result of
failed automatic payments.

52. Examples of the foregoing harms caused to ARG customers as a
direct and foreseeable consequence of ARG’s conduct include the experiences of

Plaintiffs, who experienced unauthorized charges on their credit card.

22
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53. Moreover, there may be a time lag between when harm occurs versus
when it is discovered, and also between when Customer Data is stolen and when it
Is used. According to the U.S. Government Accountability Office, which
conducted a study regarding data breaches:*’

[L]aw enforcement officials told us that in some cases, stolen data

may be held for up to a year or more before being used to commit

identity theft. Further, once stolen data have been sold or posted on

the Web, fraudulent use of that information may continue for years.

As a result, studies that attempt to measure the harm resulting from

data breaches cannot necessarily rule out all future harm.

54. There is a strong probability that entire batches of stolen information
have yet to be dumped on the black market, meaning ARG customers could be at
risk of fraud and identity theft for years into the future.

55.  Therefore, as a result of ARG’s conduct, Plaintiff and Class members
now have to deal with the repercussions of fraud, identity theft, and constant
surveillance of their personal and financial records for years to come.

56. Despite acknowledging the repercussions from its wrongful actions
and inaction and the resulting the breach, ARG has not offered customers any

recourse such as free credit monitoring. As a result, Plaintiffs and Class members

are left to their own actions to protect themselves from the financial damage ARG

" Government Accounting Office. Personal Information: Data Breaches Are
Frequent, but Evidence of Resulting ldentity Theft Is Limited; However, the Full
Extent Is Unknown, 29 (June 2007), http://www.gao.gov/new.items/d07737.pdf
(last visited March 22, 2017).
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has allowed to occur. The additional cost of adequate and appropriate coverage, or
insurance, against the losses and exposure that ARG actions have created for
Plaintiffs and Class members, is ascertainable and is a determination appropriate
for the trier of fact. ARG has also not offered to cover any of the damages
sustained by Plaintiffs or Class members.

CLASS ALLEGATIONS

57. Plaintiffs seek relief on behalf of themselves and as representatives of
all others who are similarly situated. Pursuant to Fed. R. Civ. P. 23(a), (b)(2), and
(b)(3), Plaintiffs seek to certify a class of all persons residing in the United States
who made a credit or debit card purchase at any ARG affected location from
October 20, 2016 through January 12, 2017 (the “Nationwide Class”).

58. Plaintiffs also seek to certify a class of all persons residing in the
Connecticut who made a credit or debit card purchase at any ARG affected
location from October 20, 2016 through January 12, 2017 (the “Connecticut
Subclass”).

59. The Nationwide Class and Connecticut Subclass are individually
referred to as “Class” and collectively referred to as the “Classes.”

60. Excluded from each of the Classes is Defendant and any of its parents
or subsidiaries, any entities in which they have a controlling interest, as well as its

officers, directors, affiliates, legal representatives, heirs, predecessors, successors,
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and assigns. Also excluded are any Judge to whom this case is assigned as well as
his or her judicial staff and immediate family members.

61. Plaintiffs hereby reserve the right to amend or modify the class
definitions with greater specificity or division after having had an opportunity to
conduct discovery.

62. Plaintiffs are members of both Classes.

63. Each of the proposed Classes meet the criteria for certification under
Federal Rule of Civil Procedure 23(a), (b)(2), and (b)(3):

64. Numerosity. The proposed Classes include at least 355,000 customers
whose data was compromised in the ARG data breach. While the precise number
of Class members has not yet been determined, the massive size of the ARG data
breach indicates that joinder of each member would be impracticable.

65. Commonality. Common questions of law and fact exist and
predominate over any questions affecting only individual Class members. The
common questions include:

a. Whether ARG had a duty to protect Customer Data;

b. Whether ARG was negligent in failing to implement reasonable
and adequate security procedures and practices;

c. Whether ARG conduct constituted deceptive trade practices under

Connecticut law.
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d. Whether ARG conduct, including its failure to act, resulted in or
was the proximate cause of the breach of its systems, resulting in
the loss of the Customer Data of Plaintiffs and Class members;

e. whether ARG’s breaches of its legal duties caused Plaintiffs and
the Class members to suffer damages;

f. whether Plaintiffs and Class members are entitled to recover
damages; and

g. whether Plaintiffs and Class members are entitled to equitable
relief, including injunctive relief, restitution, disgorgement, and/or
the establishment of a constructive trust.

66. Typicality. Plaintiffs’ claims are typical of the claims of the Classes.
Plaintiffs and Class members were injured through ARG’s uniform misconduct
and their legal claims arise from the same core practices employed or omitted by
ARG.

67. Adequacy. Plaintiffs are adequate representatives of the proposed
Classes because their interests do not conflict with the interests of the Class
members they seek to represent. Plaintiffs’ counsel are experienced in litigating
consumer class actions and complex commercial disputes, and include lawyers

who have successfully prosecuted similarly massive retail data breach cases.
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68. Superiority. A class action is superior to all other available methods
of fairly and efficiently adjudicating this dispute. The injury sustained by each
Class member, while meaningful on an individual basis, is not of such magnitude
that it is economically feasible to prosecute individual actions against ARG. Even
if it were economically feasible, requiring millions of injured plaintiffs to file
individual suits would impose a crushing burden on the court system and almost
certainly lead to inconsistent judgments. By contrast, class treatment will present
far fewer management difficulties and provide the benefits of a single adjudication,
economies of scale, and comprehensive supervision by a single court.

69. Class certification is also appropriate under Fed. R. Civ. P. 23(b)(2)
and (c). ARG has acted or has refused to act on grounds generally applicable to the
Classes, so that final injunctive relief or corresponding declaratory relief is
appropriate as to the Classes as a whole.

70.  Finally, all members of the proposed Classes are readily ascertainable.
ARG has access to information regarding which of its restaurants were affected by
the breach, the time period of the breach, which customers were potentially
affected, as well as the addresses and other contact information for members of the
Classes, which can be used for providing notice to the Class members.

COUNT |

Violation of Connecticut Unfair Trade Practices Act (“CUTPA”),
Conn. Gen. Stat. § 42-110a, et seq.

27



Case 1:17-cv-01035-TWT Document 1 Filed 03/22/17 Page 28 of 37

(On Behalf of Plaintiffs and Connecticut Subclass)

71.  Plaintiffs restate and reallege Paragraphs 1 through 70 as if fully set
forth herein.

72.  Plaintiffs and Connecticut Subclass members are consumers who used
their credit or debit cards to purchase food and drink products from ARG.

73. ARG engages in in transactions intended to result, and which did
result, in the sale of goods or services to consumers, including Plaintiffs and
Connecticut Subclass members.

74. ARG is engaged in, and its acts and omissions affect, trade and
commerce. ARG acts, practices, and omissions were done in the course of ARG’s
business of marketing, offering for sale, and selling goods and services throughout
Connecticut.

75.  ARG’s conduct constitutes unfair methods of competition and unfair,
deceptive, fraudulent, unconscionable and/or unlawful acts or practices
(collectively, “Deceptive Trade Practices™), including, among other things, ARG’s:

a. failure to maintain adequate computer systems and data security
practices to safeguard Customer Data;
b. failure to disclose that its computer systems and data security

practices were inadequate to safeguard Customer Data from theft;
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c. continued acceptance of credit and debit card payments and
storage of other personal information after ARG knew or should
have known of the security vulnerabilities that were exploited in
the breach; and

d. continued acceptance of credit and debit card payments and
storage of other personal information after ARG knew or should
have known of the data breach and before it allegedly fixed the
breach.

76. ARG knew or should have known that its computer systems and data
security practices were inadequate to safeguard the Customer Data of Plaintiffs and
Connecticut Subclass members, deter hackers, and detect a breach within a
reasonable time, and that the risk of a data breach was highly likely.

77. By engaging in such Deceptive Trade Practices, ARG has violated the
CUTPA.

78. As a direct result of ARG violation of CUTPA, Plaintiffs and
Connecticut Subclass members damages, including, but not limited, to those listed
in Paragraphs 50-51.

79. Also as a direct result of ARG violation of CUTPA, Plaintiffs and
Connecticut Subclass members are entitled to injunctive relief, including, but not

limited to:
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a. Ordering that ARG engage third-party security auditors/penetration

testers as well as internal security personnel to conduct testing,

including simulated attacks, penetration tests, and audits on ARG’s

systems on a periodic basis, and ordering ARG to promptly correct

any problems or issues detected by such third-party security

auditors;

b. Ordering that ARG engage third-party security auditors and

internal personnel to run automated security monitoring;

c. Ordering that ARG audit, test, and train its security personnel

regarding any new or modified procedures;

d. Ordering that ARG segment customer data by, among other things,

creating firewalls and access controls so that if one area of ARG is

compromised, hackers cannot gain access to other portions of ARG

systems;

e. Ordering that ARG purge, delete, and destroy in a reasonable

secure manner customer data not necessary for its provisions of

services;

f. Ordering that ARG conduct regular database scanning and

securing checks;
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g. Ordering that ARG routinely and continually conduct internal
training and education to inform internal security personnel how to
identify and contain a breach when it occurs and what to do in
response to a breach; and

h. Ordering ARG to meaningfully educate its customers about the
threats they face as a result of the loss of their financial and
personal information to third parties, as well as the steps ARG
customers must take to protect themselves.

80. Because of ARG’s Deceptive Trade Practices, Plaintiffs and the
Connecticut Subclass members are entitled to relief, including restitution of the
costs associated with the data breach, disgorgement of all profits accruing to ARG
because of its Deceptive Trade Practices, attorneys’ fees and costs, declaratory
relief, and a permanent injunction enjoining ARG from its Deceptive Trade
Practices.

81. Plaintiffs bring this action on behalf of themselves and Connecticut
Subclass members for the relief requested and for the public benefit in order to
promote the public interests in the provision of truthful, nondeceptive information
to allow consumers to make informed purchasing decisions and to protect Plaintiffs
and Connecticut Subclass members and the public from ARG unfair methods of

competition and unfair, deceptive, fraudulent, unconscionable and unlawful
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practices. ARG wrongful conduct as alleged in this Complaint has had widespread
Impact on the public at large.

82. Plaintiffs will provide notice of this action and a copy of this
Complaint to the appropriate Attorneys General pursuant to Conn. Gen. Stat. § 42-
110g(c).

COUNT 11
Breach of Implied Contract
(On Behalf of Plaintiffs and all Classes)

83. Plaintiffs restate and reallege Paragraphs 1 through 70 as if fully set
forth herein.

84. ARG solicited and invited Plaintiffs and Class members to eat at its
restaurants and make purchases using their credit or debit cards. Plaintiffs and
Class members accepted ARG offers and used their credit or debit cards to make
purchases at ARG restaurants from October 20, 2016 through January 12, 2017.

85.  When Plaintiffs and Class members made and paid for purchases of
ARG services and products from October 20, 2016 through January 12, 2017, they
provided their Customer Data to ARG. In so doing, Plaintiffs and Class members
entered into implied contracts with ARG pursuant to which ARG agreed to

safeguard and protect such information and to timely detect any breaches of their

Customer Data.
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86. Plaintiffs and Class members would not have provided and entrusted
their Customer Data with ARG in the absence of the implied contract between
them and ARG.

87.  Plaintiffs and Class members fully performed their obligations under
the implied contracts with ARG.

88. ARG breached the implied contracts it made with Plaintiffs and Class
members by failing to safeguard and protect the Customer Data of Plaintiffs and
Class members and by failing to timely detect the data breach within a reasonable
time.

89. As a direct and proximate result of ARG’s breaches of the implied
contracts between ARG and Plaintiffs and Class members, Plaintiffs and Class
members sustained actual losses and damages as described in detail above and
deserve to recoup those losses and damages.

COUNT 11
Negligence
(On Behalf of Plaintiffs and all Classes)

90. Plaintiffs restate and reallege Paragraphs 1 through 70 as if fully set
forth herein.

91. By accepting and storing the Customer Data of Plaintiffs and Class

Members in its computer systems, ARG undertook and owed numerous duties to

Plaintiffs and to members of the Classes, including the duty to exercise reasonable
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care to secure and safeguard that information and to use commercially reasonable
methods to do so. ARG knew that the Customer Data was private and confidential
and should be protected as private and confidential. ARG also knew about
numerous, well-publicized data breaches by other national retailers.

92.  Furthermore, the law imposes an affirmative duty on ARG to timely
detect unauthorized access and theft of the Customer Data.

93. ARG breached the duties it owed to Plaintiffs and Class members in
numerous ways, including:

a. by creating a foreseeable risk of harm through the misconduct
previously described,;

b. by failing to implement adequate security systems, protocols and
practices sufficient to protect the Customer Data both before and
after learning of the data breach;

c. by failing to comply with the minimum industry data security
standards, including the PCI-DSS, during the period of the data
breach; and

d. by failing to timely detect the data breach;

94. Through ARG’s acts and omissions described in this Complaint,
including ARG’s failure to provide adequate security and its failure to protect

Customer Data of Plaintiffs and Class members from being foreseeably captured,
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accessed, disseminated, stolen and misused, ARG unlawfully breached its duty to
use reasonable care to adequately protect and secure Customer Data of Plaintiffs
and Class members during the time it was within ARG’s possession or control.

95.  Neither Plaintiffs nor the other Class members contributed to the data
breach and subsequent misuse of their Customer Data as described in this
Complaint.

96. But for ARG’s wrongful and negligent breach of the duties it owed
Plaintiffs and Class members, their Customer Data either would not have been
compromised or they would have been able to prevent some or all of their
damages.

97. As a direct and proximate cause of ARG’s negligent conduct,
Plaintiffs and the Class suffered damages including, but not limited to those stated
in Paragraphs 50-51. Moreover, the nature of other forms of economic damage and
Injury may take years to detect, and the potential scope can only be assessed after a
thorough investigation of the facts and events surrounding the theft mentioned
above. Accordingly, Plaintiffs and the Class members have suffered injury and will
continue to do so, and are entitled to damages in an amount to be proven at trial.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, on behalf of themselves and the Classes,

respectfully request that the Court enter judgment in their favor that:
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A. certifies the Classes requested, appoints the Plaintiffs as class
representatives of the applicable Classes and appoint the Counsel
representing Plaintiffs as Class counsel;

B. awards the Plaintiffs and Class members appropriate monetary relief,
including actual damages, restitution, and disgorgement,

C. on behalf of Plaintiffs and the Classes, enter an injunction against ARG’s
Deceptive Trade Practices and requiring it to implement and maintain
adequate security measures, including the measures specified above to
ensure the protection of Plaintiffs’ and Class members’ information,
which remains in the possession of ARG;

D. orders ARG to pay the costs involved in notifying the Class members
about the judgment any administering the claims process;

E. awards Plaintiffs and the Classes pre-judgment and post-judgment
interest, reasonable attorneys’ fees, costs and expenses as allowable by
law; and

F. awards such other and further relief as this Court may deem just and
proper.

JURY TRIAL DEMANDED

Plaintiffs demand a trial by jury on all issues so triable.
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Dated: March 22, 2017 Respectfully Submitted,

/s/ James M. Evangelista
James M. Evangelista
Ga. Bar No. 707807
David J. Worley

Ga. Bar No. 776665
EVANGELISTA WORLEY, LLC
8100A Roswell Road
Suite 100

Atlanta, GA 30350
Phone: (404)205-8400
Fax: (404)205-8395
jim@ewlawllc.com
david@ewlawllc.com

Robert W. Killorin

Ga. Bar No. 417775
Attorney at Law

5587 Benton Woods Drive
Atlanta, GA 30342

(404) 847-0617
rwk@bellsouth.net

Stuart J. Guber

Ga. Bar No. 141879

Timothy J. Peter

(pro hac vice forthcoming)
FARUQI & FARUQI, LLP
101 Greenwood Avenue, Suite 600
Jenkintown, Pennsylvania 19046
Phone: (215) 277-5770

Fax: (215) 277-5771
squber@farugilaw.com
tpeter@farugilaw.com

Counsel for Plaintiffs
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