September 7, 2025 Brian H. Myers
(202) 626-7695 (direct)
Brian.Myers@WilsonElser.com

Via Online Portal:

Office of the Attorney General
6 State House Station
Augusta, Maine 04333

Re:  Notice of Cybersecurity Incident
Office of the Attorney General:

Wilson Elser Moskowitz Edelman and Dicker LLP (“Wilson Elser”) represents Wayne Memorial
Hospital (“WMH”), located at 865 South 1% Street in Jesup, Georgia, and we are providing notice
of a cybersecurity incident (hereinafter, the “Incident”). By providing this notice, WMH does not
waive any rights or defenses regarding the applicability of Maine law or personal jurisdiction.

This letter will serve to inform you of the nature of the Incident, what information may have been
affected, and the steps that WMH has taken in response to the Incident. We have also enclosed
hereto a sample copy of the notice letter we recently mailed to the affected individuals on August
27, 2025.

1. Nature of the Incident

On June 3, 2024, WMH detected a ransomware event, whereby an unauthorized third party gained
access to WMH’s network, encrypted some of WMH’s data, and left a ransom note on WMH’s
network. Upon discovery of this event, WMH immediately disconnected access to its network
and took certain systems offline while it worked to safely and securely restore its network from
backups. WMH also engaged legal counsel and cybersecurity professionals to help secure WMH’s
network and conduct a forensic investigation.

WMH’s forensic investigation found evidence that the unauthorized actor had access to a limited
number of WMH systems between May 30, 2024 and June 3, 2024. Upon learning this, WMH
began a comprehensive review of those files to identify and notify any individuals whose personal
information was contained in those files.

2. Number of individuals and information involved.

WMH’s investigation determined that the personal information of 34 Maine residents may have
been involved. While the information involved varies for each individual, WMH’s investigation
determined that the unauthorized actor may have had access to the following categories of
information: name, date of birth, Social Security number, driver’s license number, state
identification number, user identification and password, financial account number, credit or debit
card number, credit card expiration date or CVV code, Medicare or Medicaid number, health
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insurance member number, healthcare provider number, diagnoses, medical history, treatment
information, prescription information, and lab test results or images.

Again, the information involved varies for each individual, and not every category applies in each
individual case. The notice letters that WMH mailed to affected individuals list the specific data
elements that may have been involved for each individual.

3. Steps taken in response to the Incident.

Data privacy and security are among WMH’s highest priorities. Since the discovery of the event,
WMH moved quickly to secure our systems. WMH added new intrusion detection and response
tools, reset all passwords, and made additional enhancements to WMH’s network security. WMH
also engaged specialized cybersecurity professionals to conduct a forensic investigation to
determine the nature and scope of the Incident. On August 2, 2024, WMH published a public
notice of this event on its website and published a media notice with the Press Sentinel in Jesup,
Georgia while WMH completed its comprehensive review to identify any individuals whose
personal information may have been affected.

WMH mailed individual notification letters on August 27, 2025 that include an offer of
complimentary credit monitoring and identity theft protection services, along with instructions on
how to enroll in those services.

4. Contact information

If you have any questions or need additional information, please do not hesitate to contact me at
Brian.Myers@WilsonElser.com or (202) 626-7695.

Regards,

Wilson Elser Moskowitz Edelman & Dicker LLP

Brian H. Myers, Esq.
Certified Information Privacy Professional, United States (CIPP/US)

Encl.
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