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SUPREME COURT OF THE STATE OF NEW YORK
COUNTY OF WESTCHESTER

NONI WAHAB, GINA ADDORISIO,
DANIEL OUGRIN, LAVERNE CARR,
DIANE YOUNG, as parent and guardian of | Index No. 73692/2024
Q.Y., a minor, and STEPHEN
SCHLAUGIES, individually and on behalf of
all others similarly situated,

Plaintiffs,
V.

BOSTON CHILDREN’S HEALTH
PHYSICIANS, LLP and ATSG, INC.,

Defendants.

SETTLEMENT AGREEMENT

This Settlement Agreement' is entered into between Plaintiffs, on behalf of themselves and
the Settlement Class, and Defendants, as of the date last signed below. The Parties hereby agree to

the following terms in full settlement of the Action, subject to a Final Approval Order entered by

the Court.
L. Procedural History
1. Defendant BCHP is a pediatric primary and specialty care physician group

consisting of 300 clinicians operating in New York and Connecticut. During the normal course of
operating its healthcare practice, Defendant BCHP collects and maintains the Private Information
of its patients’ and employees.

2. Defendant ATSG is a managed services provider that offers IT services to a variety

of customers, including Defendant BCHP. During the normal course of providing services to

! All capitalized terms herein shall have the same meanings as those defined in Section II herein.
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BCHP, ATSG provides network capabilities for BCHP to store BCHP’s data. ATSG legally
changed its name to XTIUM, Inc. on February 21, 2025. For ease of reference herein, XTIUM,
Inc., f/k/a ATSG, Inc. shall continue to be referred to herein as “ATSG.”

3. Plaintiffs allege that on or about September 9, 2024, Defendant BCHP learned that
Defendant ATSG’s computer network was targeted in a cyberattack by an unknown third party.
Plaintiffs further allege that this cyberattack may have exposed Private Information belonging to
approximately 918,000 of Defendant BCHP’s patients and employees.

4. Thereafter, Defendant BCHP began notifying the impacted individuals in 63
states/provinces that their Private Information may have been impacted by the Data Incident.

5. Following the provision of notice, Plaintiff Noni Wahab filed a complaint in
Westchester County in the Supreme Court of New York seeking to recover on behalf of a national
class of people impacted in the Data Incident.

6. Thereafter, Defendants were named in five related putative class actions that were
materially and substantively identical, that had overlapping claims, sought to represent the same
putative class members, and arose out of the same Data Incident. Some of those cases were filed
in federal court and some in state court. The federal cases were dismissed and on December 20,
2024, the state cases consolidated with this Action. The Court also appointed Christian Levis, Jean
Martin, and Jeff Ostrow as Interim Co-Lead Counsel.

7. On January 2, 2025, Plaintiffs filed a Consolidated Complaint alleging negligence,
negligence per se, breach of implied contract, breach of implied contract, breach of third-party
beneficiary contract, unjust enrichment, and violation of New York General Business Law.

8. Shortly thereafter, the Parties began discussing settlement and scheduled a

mediation with experienced class action mediator Rodney Max. In advance of the mediation,
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Plaintiffs propounded informal discovery requests on Defendants to which Defendants responded
by providing information related to, among other things, the nature and cause of the Data Incident,
the number and geographic location of victims impacted, and the specific type of information
breached. The Parties also exchanged mediation statements in advance of the mediation.

9. The Parties mediated on March 12, 2025. Following a full day of mediation, the
Parties reached an agreement on the material terms of a class wide settlement.

10. On March 13, 2025, the Parties advised the Court they had reached a settlement in
principle and requested the Court stay all deadlines pending Final Approval of the Settlement. The
Court granted the Parties request.

11. The Parties now agree to settle the Action (including all allegations made in the
Related Actions) entirely, without any admission of liability and wrongdoing, including without
limitation, with respect to all Released Claims of the Releasing Parties. Defendants have entered
into this Agreement to resolve all controversies and disputes arising out of or relating to the
allegations made in the Complaint, and to avoid the litigation costs and expenses, distractions,
burden, expense, and disruption to its business operations associated with further litigation.
Defendants do not in any way acknowledge, admit to, or concede any of the allegations made in
the Complaint, and expressly disclaims and deny any fault and liability, or any charges of
wrongdoing that have been or could have been asserted in the Complaint. Nothing contained in
this Agreement shall be used or construed as an admission of liability, and this Agreement shall
not be offered or received in evidence in any action or proceeding in any court or other forum as
an admission or concession of liability or wrongdoing of any nature or for any other purpose other
than to enforce the terms of this Agreement. Plaintiffs have entered into this Agreement to recover

on the claims asserted in the Complaint, and to avoid the risk, delay, and uncertainty of continued
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litigation. Plaintiffs do not in any way concede that the claims alleged in the Complaint lack merit
or are subject to any defenses. The Parties intend this Agreement to bind Plaintiffs, Defendants,
and all Settlement Class Members.

NOW, THEREFORE, in light of the foregoing, for good and valuable consideration, the
receipt and sufficiency of which is hereby mutually acknowledged, the Parties agree, subject to
approval by the Court, as follows.

IL. Definitions

12. “Action” means the consolidated class action lawsuit entitled: Noni Wahab, et al.

v. Boston Children’s Health Physicians, LLP, et al., Case No. 73692/2024, Westchester Supreme

Court, New York.

13. “Agreement” or “Settlement” or “Settlement Agreement” means this Settlement
Agreement.
14. “Application for Attorneys’ Fees, Costs, and Service Awards” means the

application made with the Motion for Final Approval for attorneys’ fees and costs for Class
Counsel, and Service Awards for the Class Representatives.

15. “Cash Payment” means compensation paid to Settlement Class Members who
submitted a Claim and elected Cash Payment A — Documented Losses or Cash Payment B —
Undocumented Cash Claim.

16.  “Cash Payment A — Documented Losses” means the Settlement Class Member
Benefit consisting of a maximum payment of $5,000.00 that Settlement Class members who
incurred documented losses may elect pursuant to Section V herein.

17.  “Cash Payment B — Undocumented Cash Claim” means the Settlement Class

Member Benefit consisting of a pro rata share of the Settlement Fund as described in Section V
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herein. Class Counsel currently estimates the value of this benefit to be approximately $100.00.

This value may be increased or decreased based on the number of claims received.

18. “Claim” means the submission of a Claim Form by a Claimant for Settlement Class
Member Benefits.
19.  “Claim Form” means the proof of claim, substantially in the form attached hereto

as Exhibit 4, which may be modified, subject to the Parties’ approval, to meet the requirements of
the Settlement Administrator.

20. “Claim Form Deadline” shall be 15 days before the initial scheduled Final
Approval Hearing and is the last day by which a Claim Form may be submitted to the Settlement

Administrator for a Settlement Class Member to be eligible for a Cash Payment or Medical Data

Monitoring.
21. “Claimant” means a Settlement Class member who submits a Claim Form.
22. “Claims Process” means the process by which Claimants may submit Claim Forms

online at the Settlement Website or by mail to the Settlement Administrator, including the
procedure to approve or reject Claims.

23. “Class Counsel” means Christian Levis of Lowey Dannenberg, P.C., Jean S.
Martin of Morgan and Morgan P.A. and Jeff Ostrow of Kopelowitz Ostrow P.A.

24, “Class List” means a list of Settlement Class Members’ names, postal addresses
and email addresses that Defendant BCHP shall prepare and provide to the Settlement
Administrator within 10 days of Preliminary Approval.

25.  “Class Representatives” mean the Plaintiffs who sign this Agreement.

26. “Complaint” or “Consolidated Complaint” means the Consolidated Complaint

filed by Plaintiffs on January 2, 2025.
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27. “Court” means the Supreme Court of New York in Westchester County and the
Judge(s) assigned to the Action.

28.  “Data Incident” means the cybersecurity incident involving Defendants resulting
in the unauthorized access to Settlement Class Members’ Private Information discovered on or
around September 9, 2024.

29. “Defendant ATSG” means ATSG, Inc., a defendant in the Action.

30. “Defendant ATSG’s Counsel” means Christopher Dean of McDonald Hopkins
LLC.

31. “Defendant BCHP” means Boston Children’s Health Physicians, LLP, a defendant
in the Action.

32. “Defendant BCHP’s Counsel” means Casie Collignon and Eric Fish of Baker &
Hotetler LLP.

33. “Defendants” means ATSG and BCHP, collectively.

34. “Defendants’ Counsel” means Defendant ATSG’s Counsel and Defendant BCHP’s
Counsel, collectively.

35.  “Effective Date” means the later of: (a) 31 days after entry of the Final Approval
Order if no appeals are taken from the Final Approval Order; or (b) if appeals are taken from the
Final Approval Order, then the earlier of 31 days after the last appellate court ruling affirming the
Final Approval Order or 31 days after the entry of a dismissal of the appeal.

36. “Email Notice” means the email form of Notice of the Settlement, substantially in
the form attached hereto as Exhibit 1, distributed to Settlement Class Members for whom email
addresses are provided by Defendants.

37.  “Escrow Account” means the interest-bearing account to be established by the
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Settlement Administrator consistent with the terms and conditions described herein.

38. “Final Approval” means the final approval of the Settlement, which occurs when
the Court enters the Final Approval Order.

39. “Final Approval Hearing” means the hearing held before the Court during which
the Court will consider granting Final Approval of the Settlement and the Application for
Attorneys’ Fees, Costs, and Service Awards.

40. “Final Approval Order” means the final order the Court enters granting Final
Approval of the Settlement. The proposed Final Approval Order shall be in a form agreed upon by
the Parties and shall be substantially in the form attached as an exhibit to the Motion for Final
Approval. Final Approval Order also includes the orders, which may be entered separately,
determining the amount of attorneys’ fees and costs awarded to Class Counsel and Service Awards
to the Class Representatives.

41. “Long Form Notice” means the long form notice of the Settlement, substantially
in the form attached hereto as Exhibit 3, that shall be posted on the Settlement Website and shall
be available to Settlement Class Members by mail on request made to the Settlement
Administrator.

42.  “Medical Data Monitoring” means the two years with one bureau of medical data
monitoring that Settlement Class Members may elect to receive pursuant to Section V herein.

43.  “Motion for Final Approval” means the motion that Plaintiffs and Class Counsel
shall file with the Court seeking Final Approval of the Settlement, including Class Counsel’s
Application for Attorneys’ Fees, Costs, and Service Awards.

44. “Motion for Preliminary Approval” means the motion that Plaintiffs shall file

with the Court seeking Preliminary Approval of the Settlement.
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45. “Notice” means the Email Notice, Postcard Notice, Long Form Notice on the
Settlement Website, and information available via a toll-free telephone number that Plaintiffs will
ask the Court to approve in connection with the Motion for Preliminary Approval.

46.  “Notice Program” means the methods provided for in this Agreement for giving
Notice to the Settlement Class and consists of the Email Notice, Postcard Notice, and Long Form
Notice.

47. “Notice of Deficiency” means the notice sent by the Settlement Administrator to a
Settlement Class Member who has submitted an invalid Claim.

48. “Objection Period” means the period that begins the day after the earliest day on
which the Notice is first distributed, and that ends no later than 30 days before the initial scheduled
Final Approval Hearing.

49.  “Opt-Out Period” means the period that begins the earliest day on which the
Notice is first distributed, and that ends no later than 30 days before the initial scheduled Final
Approval Hearing.

50.  “Party” means each of the Plaintiffs and Defendants, and “Parties” means Plaintiffs
and Defendants, collectively.

51. “Plaintiffs” means Noni Wahab, Gina Addorisio, Daniel Ougrin, Laverne Carr,
Diane Young, on behalf of Q.Y., a minor, and Stephen Schlaugies.

52. “Postcard Notice” means the postcard notice of the Settlement, substantially in the
form attached hereto as Exhibit 2 that the Settlement Administrator shall disseminate to Settlement
Class Members by mail.

53. “Preliminary Approval” means the preliminary approval of the Settlement, which

occurs when the Court enters the Preliminary Approval Order, substantially in the form attached
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to the Motion for Preliminary Approval.
54. “Preliminary Approval Order” means the order preliminarily approving the
Settlement and proposed Notice Program, substantially in the form attached hereto as Exhibit 5.
55.  “Private Information” means information collected and/or maintained by BCHP
on the network provided by ATSG, including, but not limited to: names, addresses, Social Security
numbers, dates of birth, driver’s license numbers, medical record numbers, health insurance
information, billing information, treatment information, financial information, demographic

information, and employee benefit information.

56. “Releases” means the releases and waiver set forth in Section XIII of this
Agreement.
57. “Released Claims” means any and all actual, potential, filed or unfiled, known or

unknown, fixed or contingent, claimed or unclaimed, suspected or unsuspected claims, demands,
liabilities, rights, causes of action, damages, punitive, exemplary or multiplied damages, expenses,
costs, indemnities, attorneys’ fees and/or obligations, whether in law or in equity, accrued or
unaccrued, direct, individual or representative, of every nature and description whatsoever, based
on any federal, state, local, statutory or common law or any other law, against the Released Parties,
or any of them, arising out of or relating to actual or alleged facts, transactions, events, matters,
occurrences, acts, disclosures, statements, representations, omissions or failures to act relating to
the claims made in the Complaint.

58.  “Released Parties” means Defendants and each entity which is controlled by,
controls, or is under common control of Defendants (specifically including, but not limited to,
Boston Children’s Hospital and the Children’s Medical Center Corporation) and their past, present,

and future direct and indirect heirs, assigns, associates, corporations, successors, investors, owners,
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parents, subsidiaries, affiliates, divisions, officers, directors, shareholders, members, agents,
servants, employees, partners, attorneys, insurers, reinsurers, benefit plans, predecessors,
successors, managers, administrators, executors, and trustees

59. “Releasing Parties” means Plaintiffs and Settlement Class Members and their
respective past, present, and future heirs, devisees, beneficiaries, conservators, executors, estates,
administrators, assigns, trustees, receivers, agents, attorneys, accountants, financial and other
advisors, and any other representatives of any of these persons and entities.

60. “Service Awards” means the payment the Court may award the Plaintiffs for
serving as Class Representatives, which is in addition to any Settlement Class Member Benefit
due to Plaintiffs as Settlement Class Members.

61. “Settlement Administrator” means Kroll, Inc. or Kroll.

62. “Settlement Administration Costs” means all costs and fees of the Settlement
Administrator regarding Notice and Settlement administration.

63.  “Settlement Class” means all individuals who were directly or indirectly notified
by BCHP that their Private Information may have been impacted in the Data Incident. Excluded
from the Settlement Class are all persons who are: (a) directors and officers of Defendants; (b) the
Judge assigned to the Action, that Judge’s immediate family; and (c) Court staff.

64. “Settlement Class Member” means any member of the Settlement Class who has
not opted-out of the Settlement.

65.  “Settlement Class Member Benefit” means the Cash Payment and/or Medical
Data Monitoring that Settlement Class Members may elect to Claim pursuant to Section V herein.

66. “Settlement Fund” means the non-reversionary $5,150,000.00, in cash that

Defendants are obligated to fund under the terms of the Settlement, this being the full and complete

10
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limit and extent of Defendants’ financial obligations with respect to the Settlement

67. “Settlement Website” means the website the Settlement Administrator will
establish as a means for the Settlement Class Members to submit Claim Forms and obtain notice
and information about the Settlement, including hyperlinked access to this Agreement, the
Preliminary Approval Order, Long Form Notice, Claim Form, Motion for Final Approval,
Application for Attorneys’ Fees, Costs, and Service Awards, and Final Approval Order, as well as
other documents as the Parties agree to post or the Court orders posted. The Settlement Website
shall remain online and operable for at least six months after Final Approval.

68. “Valid Claim” means a Claim Form submitted by a Settlement Class Member that
is: (a) submitted in accordance with the provisions of the Settlement; (b) accurately, fully, and
truthfully completed and executed, with all of the information requested in the Claim Form, by a
Settlement Class Member; (c) signed physically or by e-signature by a Settlement Class Member
personally, subject to the penalty of perjury; (d) returned via mail and postmarked by the Claim
Form Deadline, or, if submitted online, submitted by 11:59 p.m. Eastern time on the Claim Form
Deadline; and (e) determined to be valid by the Settlement Administrator. The Settlement
Administrator may require additional information from the Claimant to validate the Claim,
including, but not limited to, answers related to questions regarding the validity or legitimacy of
the physical or e-signature. Failure to respond to the Settlement Administrator’s Notice of
Deficiency may result in a determination that the Claim is not a Valid Claim.

I1I. Settlement Fund

69. Within 30 days following Preliminary Approval, Defendants shall cause to be
deposited the Settlement Administration Costs through the date of Final Approval, as estimated by

the Settlement Administrator, to the Escrow Account establishing the Settlement Fund. Within five

11
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days of the Effective Date, Defendants shall cause to be deposited the balance of the Settlement
Fund into the same account. The Settlement Administrator shall provide payment instructions, a
properly completed and duly executed IRS Form W-9, and a statement of the estimated Settlement
Administration Costs through the date of Final Approval to Defendants within five days of the
entry of the Preliminary Approval Order. Class Counsel shall be responsible for notifying the
Settlement Administrator of entry of the Preliminary Approval Order. Defendants shall not be
responsible for any other payments under the Settlement. The Settlement Fund will be used to pay
all Settlement Administration Costs, any Court-awarded attorneys’ fees, costs, and Service Awards,
and all Settlement Class Member Benefits.

70. The funds in the Escrow Account shall be deemed a “qualified settlement fund”
within the meaning of United States Treasury Reg. § 1.468B-I at all times since creation of the
Escrow Account. All interest earned on the Settlement funds shall be for the benefit of the
Settlement Class. All taxes (including any estimated taxes, and any interest or penalties relating to
them) arising with respect to the income earned by the Escrow Account or otherwise, including
any taxes or tax detriments that may be imposed Defendants, Defendants’ Counsel, Plaintiffs,
and/or Class Counsel with respect to income earned by the Escrow Account, for any period during
which the Escrow Account does not qualify as a “qualified settlement fund” for the purpose of
federal or state income taxes or otherwise, shall be paid out of the Escrow Account. Defendants,
Defendants’ Counsel, Plaintiffs, and Class Counsel shall have no liability or responsibility for any
of the taxes. The Escrow Account shall indemnify and hold Defendants, Defendants’ Counsel,
Plaintiffs, and Class Counsel harmless for all taxes (including, without limitation, taxes payable

by reason of any such indemnification).
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