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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

JENNIFER VINCENT, WILLIAM BANEY,
and DAWN MONTANEZ, on behalf of
themselves and all others similarly situated,

Plaintiffs,
V.

META PLATFORMS, INC.; ALPHABET INC;
and GOOGLE LLC,

Defendants.
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Plaintiffs Jennifer Vincent, William Baney, and Dawn Montanez (“Plaintiffs”), individually and
on behalf of all other persons similarly situated, as defined below, and based on personal knowledge,
information and belief, and the investigation by counsel, allege the following against Meta Platforms,
Inc. (“Meta”), Alphabet Inc. (““Alphabet”), and Google LLC (“Google,” collectively “Defendants™).

INTRODUCTION

1. This class-action lawsuit arises from revelations that Android device users have been
subjected to systemic and malicious tracking of their online activity by Meta and Yandex Metrica
(“Yandex”)! who intentionally abused weaknesses in Android’s software. Meta and Yandex exploited
vulnerabilities in the Android software to deanonymize users’ identities and track their online browsing
activity and communications without consent. Not only did Meta and Yandex actively breach users’
privacy for their own profit, but Google negligently failed to stop them and misrepresented the privacy
protections available to Android users. These actions and inactions have resulted in severe privacy
violations for millions of Android users across the United States.

2. On June 3, 2025, journalists at Ars Technica published a stunning report that “Meta and
Yandex are de-anonymizing Android users’ web browsing identifiers,” which “allows Meta and Yandex
to attach persistent identifiers to detailed browsing histories.”?> Put simply, Meta and Yandex were
exploiting holes in Android software to link users’ anonymous online-browsing activity with identifying
information saved locally on Meta and Yandex mobile applications on their devices.

3. The journalists detailed the work of cybersecurity researchers who discovered these
novel privacy breaches. The researchers uncovered covert connections Meta and Yandex created

between users’ online browsing activity and locally saved applications on their devices. These

"'Yandex is a Russian technology company that provides search and advertising services.

2 Dan Goodin, Meta and Yandex are De-Anonymizing Android Users’ Web Browsing Identifiers, ARS
TECHNICA (June 3, 2025), https://arstechnica.com/security/2025/06/meta-and-yandex-are-de-
anonymizing-android-users-web-browsing-identifiers/ (last visited June 4, 2025).
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connections allowed Meta and Yandex to identify the users and track their online behavior with
specificity.

4. As stated by the researchers, “this method effectively allows [Meta and Yandex] to link
mobile browsing sessions and web cookies to user identities, hence de-anonymizing users’ visiting sites
embedding their scripts” and “bypass[ing] typical privacy protections such as clearing cookies,
Incognito Mode and Android’s permission controls.”

5. The researchers detected Meta’s exploitation of this attack vector since at least September
2024, whereas Yandex has been covertly tracking users in this way since at least 2017.

6. For its part, Google, the developer of the Android software, left the door wide open to
this attack. The vulnerability was made possible by, among other things, the lack of controls Android
imposes on developers operating on its platform. These failures are contrary to the assurances Google
provided to its users, and purchasers of Android devices, about the safety and privacy of Android
software.

7. For Plaintiffs and Class members the result is that when using their Android devices, and
logged into a Meta or Yandex application, what they watched, clicked, bought, communicated, or read
online was tracked without their consent or knowledge. By stripping users of their anonymity
Defendants profited from targeted advertising and the sale of Android software and devices.

8. Defendants’ actions violated multiple laws, including the Electronic Communications
Privacy Act, 18 U.S.C. § 2511 (“ECPA”), California Computer Data Access and Fraud Act, Cal. Penal
Code § 502 (“CDAFA”); the California Invasion of Privacy Act, Cal. Penal Code §§ 630, ef seq.
(“CIPA”); the Unfair Competition Law, California Business & Professions Code §§ 17200, et seq.

(“UCL”); and the California Consumers Legal Remedies Act, Cal. Civ. Code §§ 1750, et seq. (“CLRA™).

3 Aniketh Girish et al., Disclosure: Covert Web-to-App Tracking via Localhost on Android (last updated
June 3, 2025), https://localmess.github.io/#faq (last visited June 4, 2025).
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Defendants have also committed negligence, invasion of privacy, and have been unjustly enriched by
their unlawful conduct. Plaintiffs and Class members seek the maximum relief available at law and

equity to remedy Defendants’ violations.

PARTIES

9. Plaintiff Jennifer Vincent is a natural person and citizen of Pennsylvania, residing in
York, Pennsylvania.

10. Plaintiff William Baney is a natural person and citizen of Pennsylvania, residing in
Natrona Heights, Pennsylvania.

11. Plaintiff Dawn Montanez is a natural person and citizen of California, residing in El
Monte, California.

12. Defendant Meta Platforms, Inc. i1s a Delaware corporation with its principal place of

business at 1 Meta Way, Menlo Park, California 94025.

13. Defendant Alphabet Inc. is a Delaware Corporation with its principal place of business
at 1600 Amphitheatre Parkway, Mountain View, California 94043.

14. Defendant Google LLC is a Delaware limited liability company with its principal place
of business at 1600 Amphitheatre Parkway, Mountain View, California 94043. Google LLC is a wholly-
owned subsidiary of Alphabet Inc.

JURISDICTION AND VENUE

15. This Court has subject matter jurisdiction pursuant to 28 U.S.C. § 1331(d)(2) because the
amount in controversy of the proposed class claims exceeds the sum or value of $5,000,000, exclusive
of interest and costs, and at least one member of the proposed class is a citizen of a state different from
at least one of the Defendants. The Court also has original jurisdiction over Plaintiffs’ federal claims

under the Electronic Communications Privacy Act, 18 U.S.C. §§ 2511, ef seq.
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16. This Court has personal jurisdiction over the parties because Defendants are
headquartered and have their principal places of business in California.

17. Venue is proper in this District pursuant to 28 U.S.C. § 1391 because all Defendants
reside in this District.

COMMON FACTUAL ALLEGATIONS

A. Brief Overview of the Android Platform and Mobile Web Browsing

18. Android is a mobile operating system developed by Google that powers billions of
mobile devices globally, including smartphones, tablets, and wearable devices.* Android software is
available on smartphones made by third-party manufacturers such as Samsung and on Google’s
proprietary Pixel devices.” As of 2022, approximately 133 million individuals in the United States
owned a smartphone powered by the Android operating system in the United States.®

19. Google pre-installs a suite of software on Android devices including the Chrome web
browser. Consumers are additionally able to download third-party apps from the Google Play store
including the Facebook and the Instagram mobile apps.

20. Google ensures that consumer’s devices are safe when they download third-party apps

on their Android devices from the Google Play store. In its article, “How we keep Google Play safe for

* See Android, https://www.android.com/ (last visited June 4, 2025).

5 Android, Shop the Latest Android Phones, https://www.android.com/phones/shop/ (last visited June 4,
2025).

¢ iPhone vs Android Statistics, BACKLINKO.COM (last updated Mar. 31, 2025),
https://backlinko.com/iphone-vs-android-statistics (last visited June 4, 2025).
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users and developers” Google explains how it is “continually working on ways to weed out harmful
apps and keep users, and developers, safe.””

21. Indeed, Google assured consumers that it created both a human and an automatic process
to constantly review and evaluate mobile apps on the Google Play store. Google explains:

Human review plays an important role in content safety at Google overall,
combined with our machine learning systems which together strengthen
the way that we review apps. Automated classifiers constantly scan apps at
scale to look for policy violations. This includes new apps, updates to
existing apps, and apps that are already live on the Google Play store.
These extensive review processes help to prevent harmful apps from
getting into the store and find live apps that require updating as we launch
new standards for user safety.’

22. Google recently confirmed the removal of over 180 million apps from the Play Store
after detecting various harmful vulnerabilities and exploits such as trojan viruses, ad fraud schemes, and
other “nasty new spyware” responsible for collecting consumer’s location data, audio, screenshots, and
other sensitive data. *

23. Furthermore, Google represents that its smartphone devices such as its Pixel smart phone

are “designed to help protect you and your stuff, and to keep you in control.”!*“ Google’s marketing

representations claim that “Pixel helps keep you and your data safe” [and] “private by design[because

7 How we help keep Google Play safe for users and developers, Google,
https://safety.google/intl/en_us/stories/google-play-safety/ (last visited June 5, 2025).

$1d.

° Zak Doftman, Google Confirms Play Store App Deletion—What You Do Now (Mar. 16, 2025)
https://www.forbes.com/sites/zakdoffman/2025/03/16/google-confirms-play-store-app-deletion-what-
you-do-now/ (last visited June 5, 2025).

10 Google Pixel Privacy and Security Features, GOOGLE, https://safety.google/pixel/ (last visited June 4,
2025).
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it employs] machine learning intelligence.” Google even touts that its Pixel devices are “secure to the

core” and ensures that “your data is protected by multiple layers of security.” See Figure 1.

24.

(Figure 1)

Google knows and appreciates that consumers’ phone data is sensitive and understands

the importance of keeping consumer data safe and mobile apps downloaded from its own Google Play

store free of malicious software and vulnerabilities. Google proclaims: “Your life is on your phone: your
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financial information, personal data, photos, and more. So Pixel is built with security at its core. Pixel
hardware and software work together to help keep your phone and data private, safe, and secure.” !

25. With Google’s strong focus on privacy and protecting data, consumers feel confident
browsing the internet on their Android and Pixel devices.

26. When a user navigates to a website from their Android device, the browser sends an
HTTP “GET” request to the website’s server asking for the server to send back HTML code that will
allow the browser to display the website’s content.

27. When responding to users’ browsers, websites may also embed additional code within
their reply transmission that include third-party tracking scripts, cookies, or pixels that can then transmit
a user’s website activity instantaneously to third-party tracking companies for advertising purposes.

28. A “cookie” 1s a small text file that a website server transmits to a user’s browser and can
be stored on the user’s device. Cookies can either be first- or third-party cookies, with the former
generally used for website functionality and the latter used for advertising and tracking purposes. A
third-party cookie typically is used by companies to track users across websites and serve them
advertisements. In many cases, a third-party cookie will assign a unique ID to a cookie that allows the
user to be identified and tracked while browsing the internet and across websites. '

29. A tracking “pixel”—also known as a web beacon, clear GIF, or web bug—is a discreet,
single-pixel image embedded in a webpage or email to monitor user interactions. Though invisible to
the user, it enables the server hosting the image to gather data such as the user’s device type, operating

system, I[P address, the time the content was accessed, and whether any related cookies are already stored

d.
12 All About Internet Cookies, COOKIEYES.COM (June 2, 2025),
https://www.cookieyes.com/blog/internet-cookies/ (last visited June 4, 2025).
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in the browser. This mechanism helps identify user behavior without requiring visible elements or direct
interaction.'?

30. To avoid this tracking, Google claims that Android users can “personalize [their] privacy
experience” by altering their privacy settings and controlling their application permissions.'*
Additionally, some web browsers will automatically block or anonymize users’ web browsing activity
to stop third-party tracking. For example, Google claims users can opt to block third-party cookies
completely from their Android devices.'®

31. Unfortunately, Meta and a Russian company called Yandex exploited vulnerabilities in
the Android operating system allowing them to de-anonymize and otherwise obtain protected
information from consumers.

B. The Meta Tracking Pixel

32. Defendant Meta is a tech company that owns various social media mobile apps including
Facebook and Instagram. Meta’s core business is digital advertising of highly targeted ads to consumers.
33. To facilitate its advertising enterprise, Meta collects vast amounts of user data such as
interests, behavior, demographics through the Meta Tracking Pixel. The Meta Tracking Pixel is

estimated to be installed on 5.8 million websites. '

13 Patti Croft, What Is a Web Beacon and Why Should You Care? (Feb. 19, 2025),
https://allaboutcookies.org/what-is-a-web-beacon (last visited June 4, 2025).

14 Android, Android Privacy Settings and Permissions, https://www.android.com/safety/privacy/#safety-
privacy-dashboard (last visited on June 4, 2025).

5 Delete, Allow and Manage Cookies in Chrome, Google,
https://support.google.com/chrome/answer/95647 ?hl=en&co=GENIE.Platform%3DAndroid (describing
how to delete and block third-party cookies on an Android device) (last visited June 5, 2025).

'® Goodin, supra note 2.
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34. The Meta Pixel is a snippet of code that websites embed to facilitate the tracking of user

interactions, including page views, button clicks, form submissions, and other browser events. '’

35. User’s online-browsing data is valuable and has economic value to Plaintiffs and Class
members.'®
36. When a user visits a website containing the Meta Pixel, the Pixel causes the user’s

browser to make a request to Meta’s external servers to then send back instructions to the individual’s
browser. These instructions include requests that the user’s browser transmit data from the user’s device
to Meta. This data is generated while the user navigates and interacts with the website and can include
webpage URLs, search requests, events on the websites (e.g., button clicks), and form-field information
inputted by the user.

37. The Meta Pixel associates users’ online activity with their Meta accounts through
Facebook and Instagram. When a user is logged into Facebook or Instagram, the Pixel can match the
user’s off-site activity with their profile on Meta’s platforms, thereby creating detailed behavioral
profiles used for ad targeting, content customization, and algorithmic inference. As Meta explains the
Meta Pixel “relies on Facebook cookies, which enable us to match your website visitors to their
respective Facebook User accounts” and “the Pixel will track URLs visited, domains visited, and the

devices your visitors use.”"

17 About Meta Pixel, FACEBOOK.COM,
https://www.facebook.com/business/help/742478679120153?1d=1205376682832142 (last visited June
4, 2025).

'8 Online Insights Study, Google, https://onlineinsightsstudy.google/signup (offering up to $130 per year
for browsing data); Computer & Mobile Panel, Nielson,
https://computermobilepanel.nielsen.com/ui/US/en/sdp/landing (offering up to $60 for browsing data).
19 Get Started — Meta Pixel, META, https://developers.facebook.com/docs/meta-pixel/get-started/ (last
visited June 4, 2025).

10

CLASS ACTION COMPLAINT




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:25-cv-04822 Document1 Filed 06/06/25 Page 11 of 39

38. When a user visits a website that has the Meta Pixel embedded, the Meta Pixel will
download a series of cookies onto the user’s device with unique identifiers that allow Meta to track that
user.

39. The cookies that Meta causes to be downloaded on users’ devices include the “c_user,”
“datr,” “fr,”* and “_fbp” cookies. These are different types of cookies that perform different functions
for Meta.

40. The ¢_user cookie contains a unique identifier linked to an individual’s Facebook account
that necessarily reveals a consumer’s Meta social media profile. For example, appending the c_user
value to the Facebook URL reveals the consumer’s Facebook profile. If the c_user value is 123456, the
corresponding user profile can be accessed at www.facebook.com/123456. This cookie enables
Facebook to uniquely identify a user and associate their activity on external websites with their Facebook
profile.

41. The fr cookie is a browser-based tracking tool used by Meta to support personalized
advertising and collect usage analytics. It includes a unique ID that allows Meta to monitor user activity
across multiple sites and devices, building insights into user behaviors and interests. In contrast to the
c_user cookie, which is tied specifically to authenticated Facebook users, the fr cookie can be used to
track both Facebook account holders and non-users alike. This means Meta can gather data on
individuals even if they’re not actively logged into or registered on Facebook.

42. The datr and _fbp cookies are both used by Meta to identify users’ browsers and related

data.?®

20 Meta Cookies Policy, META,
https://www.facebook.com/privacy/policies/cookies?annotations[0]=explanation%2F1_common_cookie
s_and_uses (last visited June 4, 2025).
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43. In combination with the cookies listed above, the Meta Pixel enables Meta to intercept
users’ communications. When the Meta Pixel is embedded on a website, its script will cause a user’s
browser to duplicate and transmit communications that the user sends to the website and transmit that
information instantaneously to Meta, along with cookie values, browser, and device information.

44, While Meta’s tracking capabilities through the Meta Pixel are extensive, they are usually
limited to the activity that occurs within the device’s web browser and related processes. Typically, a
device’s web browser functionality will be “sandboxed” or separated from the processes on the local
device. Meaning, for example, the Facebook application on a device would not be able to access
information from a user’s web browsing.

45. Users can, and regularly do, take measures to limit the information collected by Meta and
anonymize their browsing activity and separate it from their conduct on Meta’s platforms. In fact, users
regularly opt not to share identifying information with Meta and to disable the c_user cookie. When
users do this, they believe that Meta will not be able to track their identity with their browsing activity.?!

46. However, as discussed in detail below, Meta and Yandex’s exploitation of vulnerabilities
in the Android software left users powerless to defeat the secret and malicious tracking accomplished
by breaching the barriers between a user’s browser and the applications downloaded on the device itself.
C. Meta and Yandex Exploit Android’s Vulnerabilities

47. Meta and Yandex were able to form a secret software connection between Android users’

web browsers and locally-installed applications that allowed them to de-anonymize users’ online

2! Delete, Allow and Manage Cookies in Chrome, Google,
https://support.google.com/chrome/answer/95647 ?hl=en&co=GENIE.Platform%3DAndroid (describing
how to delete and block third-party cookies on an Android device) (last visited June 5, 2025).
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activity. This connection should not have been possible and violated “[o]ne of the fundamental security
principles [that?] exists in the web, as well as the mobile system,” called “sandboxing.”??

48. Sandboxing is the principle that online websites and mobile applications each operate in
their own “sandbox” and cannot be permitted to interact with one another. Thus, an application installed
on a user’s Android device should have no way of interacting with, or collecting data from, websites
that a user visits on their browser.*

49. However, since at least 2017, Android’s operating system allowed developers to breach
these sandboxes and “bypass core security and privacy protections provided by both the Android
operating system and browsers that run on it.”**

50. By contrast, upon information and belief, other smart phone and mobile device operating
systems, such as Apple’s 10S, impose greater controls on developers attempting to access similar device
functions.?

51. In the case of Meta, from September 2024 to June 3, 2025, it was able to covertly transmit
the fbp cookie—which Meta represents is only intended to identify a user’s browsers—and other data
from mobile browsers to native Facebook and Instagram apps using WebRTC STUN messages over
local UDP ports. This means that Meta was able to correlate the fbp cookie—which is an ostensibly
anonymous browser identifier—with the account of a logged in Instagram or Facebook user.

52. This communication was not visible to users, did not seek user consent, and was able to

bypass Incognito Mode, cookie clearing, and Android permission mechanisms.

22 Goodin, supra note 2 (quoting Narseo Vallina-Rodriguez, a researcher behind the discovery of the
Android breach).

2 1d.

»1d.

2 Goodin, supra note 2.
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53. Meta’s tracking technology transmitted intercepted data instantaneously along with
persistent user identifiers stored within those applications—effectively de-anonymizing users and
linking their browsing activity to their Meta profiles.

54. When an Android user navigated to a website with the Meta Pixel embedded in it, the
Meta Pixel instructed the user’s browser to send a separate message to Meta’s external servers
simultaneously. This separate message included data collected by the Pixel as well as cookie data. At
the same time, cookie data was passed through the Android device’s local capabilities and paired with
the identity of the logged-in user of the Facebook or Instagram applications.

55. Meta accomplished this by abusing access to “local host sockets” which allow
applications, such as Facebook and Instagram, to “listen” and read data transmitted by the browsers.*

56. Due to this breach, when Android users with a Meta application installed on their device
visited websites the Meta Pixel sent “the _fbp value in a request to https://www.facebook.com/tr along
with other parameters such as page URL (dl), website and browser metadata, and the event type (ev)
(e.g., PageView, AddToCart, Donate, Purchase).”?” Depending on the users’ activity, this means that
sensitive information such as healthcare searches, financial data inputted in form fields, and any other
private activities users conducted online on their devices would be transmitted to Meta and linked with
their identities stored on their Meta applications. This invasion is especially harmful as Meta operates a
“real identity” platform where users are required to create “one account using the name they go by in
everyday life that represents their authentic identity.”®

57. Yandex, a Russian-owned technology company, has since 2017 accomplished its breach

in similar ways by utilizing the local host, except that “[a]s opposed to Meta’s Pixel case, all this

% Id.; Girish, supra note 3.

27 Girish, supra note 3.

2 Authentic Identity Representation, META, https://transparency.meta.com/policies/community-
standards/authentic-identity-representation (last visited June 5, 2025).
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information is aggregated and uploaded together to the Yandex Metrica server (e.g., mc[.]yango[.]com)
by the JavaScript code running on the web browser, rather than by the native app. In the case of Yandex,
the native app acts as a proxy to collect native Android-specific identifiers and transfer them to the
browser context through localhost sockets.”?’

D. Google Failed to Protect its Users’ Privacy

58. Google’s failure to secure its Android software to prevent unauthorized access to
consumers’ devices by Meta and Yandex is unacceptable and has led to a violation of its users’ privacy
and subjected them to actual harm and put them at a future risk of harm.

59. Google has implemented an “overly permissive” Android design that “allows Meta Pixel
and Yandex Metrica to send web requests with web tracking identifiers to specific local ports that are
continuously monitored by the Facebook, Instagram, and Yandex apps.”*°

60. Specifically, Google’s decision to allow third-party developers to access specific local
ports should have been, and upon information and belief was not, supplemented with a security protocol
to ensure such access was not misused. Due to this failure, Meta and Yandex were able to exploit
Android’s software and de-anonymize users and their browsing activity with no sufficient oversight
from Google.

61. Google knew, or should have known, that by failing to monitor this access it had allowed
a core vulnerability in the Android software that would allow developers such as Meta and Yandex to
identify users and track their online activity without consent.

62. Google has falsely claimed that Android allows users to “choose when to share certain

sensitive data with apps you download.”®! It is now clear that users had no control over their privacy

»1d.

30 Goodin, supra note 2.

3! Android, Android Privacy Settings and Permissions, https://www.android.com/safety/privacy/#safety-
privacy-dashboard (last visited June 4, 2025).
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Case 3:25-cv-04822 Document1 Filed 06/06/25 Page 16 of 39

while Google negligently and/or recklessly allowed developers to manipulate fundamental aspects of
Android’s software without corresponding safeguards. Google’s additional claims that “Android
minimizes and de-identifies your data from intelligent features. And restricts access to technically ensure
your privacy and safety,” was also false.

63. Indeed, Google sold its Pixel phones with the false promise that “[a]ll Pixel devices are
designed to respect your privacy. ... we ensure the privacy and safety of your data by minimizing the
amount of data stored, de-identifying it so that the data is not linked to you, and restricting its access
altogether.”>?

64. Google can and should have done more to protect Android users from Meta and Yandex’s
malicious attack and unauthorized tracking by securing its Android software. Google failed Android
users and violated the privacy promises it had made to them in exchange for their business.

65. Google’s failures are especially egregious when considering that Yandex has been

exploiting these vulnerabilities since at least 2017.

PLAINTIFFS’ PERSONAL EXPERIENCES

Plaintiff Jennifer Vincent

66. Plaintiff Jennifer Vincent owns a Google Pixel, an Android device, and has downloaded
the Meta applications Facebook and Instagram on that device.

67. Plaintiff Vincent purchased that device in approximately late 2023 or early 2024.

68. Plaintiff Vincent regularly browses online and visits websites on her device and
communicates with those websites by inputting information and making selections.

69. Plaintiff Vincent recalls visiting, among others, the Disney Store and USAA Insurance

websites on her Android device, which, upon information and belief, include the Meta Pixel Tracker.

32 Google Pixel Privacy and Security Features, GOOGLE, https://safety.google/pixel/ (last visited June 4,
2025).
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