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Plaintiffs Olivia Van Housen, Stefan Rebic, and Nate Dluzak, bring this action
against Amazon.com, Inc. d/b/a Just Walk Out, and Amazon Web Services, Inc.
(“AWS"), (collectively, “Amazon”), individually and on behalf of all others similarly
situated, and allege the following based on personal knowledge, the investigation of counsel,

and information and belief.

I. INTRODUCTION
1. On June 30, 2021, Plaintiff Stefan Rebic entered an Amazon Go store located

at 113 South Franklin Street, Chicago, Illinois, 60606, and made a purchase. At other times
during the Class Period, Rebic also entered Amazon Go and browsed, but did not make
purchases. On May 16, 2023, Plaintiff Nate Dluzak entered an Amazon Go store located

at 130 East Randolph Street, Chicago, Illinois, 60601, and made a purchase. On May 28,
2023, Plaintiff Olivia Van Housen entered an Amazon Fresh store located at 6939 Dempster
Street, Morton Grove, Illinois, 60053, and made a purchase.

2. During each of the Plaintiffs’ visits, Amazon Go and Amazon Fresh
employed JWO technology to collect, use, store, and disseminate their biometric
information and identifiers (“biometric data”), to identify them, regardless of whether they
made a purchase, and when they did, to charge them for items bought without using a
traditional store clerk, cash register, or “self-checkout” machine.

3. Amazon's JWO technology leverages a complex network of sensors, cameras,
machine learning, and artificial intelligence to automatically detect when products are taken
from store shelves and keep track of these items in a virtual cart. At the heart of this system
is the collection, use, storage, and dissemination of images of shoppers’ bodies-including

their faces and hands-and their voice prints-which it scans and processes via computer
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algorithm to identify shoppers and the products they select- to then process payment upon
their exit.

4. In a rapidly evolving world of technology, the drive for efficiency and
convenience comes at the steep price of personal privacy. JTWO technology is the exemplar
of this conundrum. JWO promises shoppers a frictionless shopping experience while
promising its retail customers an increase in profits by substantially decreasing labor costs
for their in-store personnel.

S. JWO presents unparalleled privacy concerns for shoppers: massive amounts
of shopper biometric data are being collected and used by the company to train complex
surveillance technology that is currently being employed in direct violation of the Illinois

Biometric Information Privacy Act (“BIPA”) (740 ILCS 14/1, et seq.).
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A. JWO Technology in Pictures

6. The images below were taken inside an Amazon Go store that employs JWO
technology. It is representative of technology also employed at Amazon's Fresh grocery
stores. Graphics A and B show shoppers entering through a store’s gates by scanning a code
on the Amazon App or their credit card, C shows a customer shopping, D shows the store’s
ceiling which contains proprietary recognition cameras (black boxes) that collect, use, store,
and disseminate biometric data to Amazon and third-party servers and follow shopper
movements through the store, track the items a shopper picks up, add them to a digital

ledger, and electronically invoice the shopper for the items upon walking out, in E and F.

Graphic A
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‘ Graphic B




26280HIE20Z Wd E¥'v €202/02/6 :31vQ A3 11

Graphic D

Graphic E
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Graphic F

B. JWO Violates BIPA

7. Consistent with the pictures shown above,! the Plaintiffs were not provided
with written disclosures about the collection, use, storage, or dissemination of their
biometric data, nor did they provide Amazon informed written consent, before entering
Amazon Go and Amazon Fresh. In capturing, storing, and disseminating the biometric data
of Plaintiffs and others without proper disclosures and without obtaining their written

consent, Amazon violated and continues to violate BIPA.

! See Inside Amazon Go a store of the future, New York Times, available at:
https://www.nytimes.com/2018/01/21/technology/inside-amazon-go-a-store-of-the-future.html
(last accessed at August 6, 2023); Amazon Go is finally a go, Geek Wire, available at:
https://www.geekwire.com/2018/check-no-checkout-amazon-go-automated-retail-store-will-
finally-open-public-monday/ (last accessed August 6, 2023); Amazon Go to Open Third Cashierless Shop
on Market Street, Eater, available at: https://sf.eater.com/2019/3/4/18250121/amazon-go-third-
location-market-street-san-francisco (last accessed August 6, 2023).
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8. In 2008, the State of Illinois enacted BIPA to serve “[t]he public welfare,
Qecurity, and safety. . . by regulating the coliection, use, safeguarding, handling, storage,
retention, and destruction of biometric data”>—namely, identifiers such as “a retina or iris
scan, fingerprint, voiceprint, or scan of hand or face geometry,” and biometric information
derived from those identifiers.* In so doing, the Illinois legislature recognized that “[t]he full
ramifications of biometric technology are not fully known,”* and that “[bliometrics.. . are
biologically unique to the individual; therefore, once compromised, the individual has no
recourse.”’

9. BIPA addresses the dangers posed by the mishandling of biometric data by
providing a right of action to any person who is subjected to a violation of the Act within
the State of Illinois.® |

10.  Asrelevant here, a private entity in the possession of biometric identifiers or
information violates BIPA when it:

i.  collects and captures biometric information before first “inform[ing] the
subject.. . in writing that a biometric identifier or biometric information is
being collected or stored[,]” “inform[ing] the subject.. . in writing of the
specific purpose and length of term for which a biometric identifier or
biometric information is being collected, stored, and used,” and then

“receiv[ing] a written release executed by the subject of the biometric
identifier or biometric information”;’

2740 ILCS 14/5(g).

3740 ILCS 14/10 (defining “biometric identifier” and “biometric information’) (emphasis
added).

4740 ILCS 14/5(6).

$ 740 ILCS 14/5(c).

6 740 ILCS 14/20.

7740 ILCS 14/15(b)(1)-(3).
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ii. fails to obtain a person’s consent before “disclos[ing], redisclos[ing], or
otherwise disseminat[ing] a person’s. . . biometric identifier or biometric
information” to a third party;® and,

ili. fails to establish a publicly available policy “establishing a retention

schedule and guidelines for permanently destroying biometric data,”® and
profits in any way from the use of her biometric data.'

11.  As a private entity in the possession of biometric information and identifiers
obtained by capturing, using, storing, and sharing them through its JWO hardware and
software, Amazon violated and continues to violate § 15(a) of BIPA by failing to establish a
publicly available policy establishing a retention schedule and guidelines for permanently
destroying biometric data obtained from customers entering establishments that use JWO in
Illinois."

12.  Amazon violated and continues to violate § 15(b) of BIPA by collecting this
biometric data without first providing written notice and obtaining written informed consent
from persons entering stores using JWO technology, including Plaintiffs and Class
Members. '

13.  Amazon violated and continues to violate § 15(c) of BIPA by wrongfully
profiting from the biometric data they collect from shoppers—including the scans of
Plaintiffs’ and Class Members' facial geometry, hand geometry, and voice print—by using

the biometric data they obtain to effectuate purchases, train, and improve JWO software,

8 740 ILCS 14/15(d).
9740 ILCS 14/15(a).
10740 ILCS 14/15(c).
" 740 ILCS 14/15(a).

12 740 ILCS 14/15(b) (requiring provision of written disclosure and obtaining written
informed consent).
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which both companies profit from in their stores. In addition, Amazon profits from selling
the technology to other businesses, like Hudson Nonstop, in the State of Illinois."?

14. Amazon violates and continues to violate § 15(d) by failing to obtain consent
from people before disclosing, redisclosing, and disseminating their biometric identifiers or
biometric information to a third party, in transferring biometric data between individual
JWO stores, AWS servers, Amazon, and third parties, without shoppers’ consent.

15. Insum, Amazon obtained Plaintiffs’ and Class Members’ facial geometry,
hand geometry, and voice print through its TWO hardware and then stored, used, and
disseminated those data scans through its software. In doing so, Amazon profited from the
Plaintiffs’ and Class Members’ biometric data and harmed the substantive privacy interests

that BIPA was intended to protect.

13 See ¢.g., Hudson Nonstop Arrives In Chicago Using Amazon’s Just Walk Out Technology, Aviation
Pros, available at: https://www.aviationpros.com/airports/airport-revenue/concessionaire-
retail/press-release/21225887/hudson-hudson-nonstop-arrives-in-chicago-using-amazons-just-walk-
out-technology (last accessed August 28, 2023).

10
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II. PARTIES

16.  Plaintiffs Olivia Van Housen, Stefan Rebic, and Nate Dluzak are natural
people residing in the State of Illinois who entered Amazon Fresh and Amazon Go stores in
Cook County, Illinois during the Class Period at least once.

17. Amazon Fresh and Amazon Go stores are divisions of Amazon.com, Inc.,"
that employ JWO technology.

18. JWO technology was created by Just Walk Out, a division of Amazon.com,
Inc.®

19.  JWO technology relies, in part, upon the servers and computing infrastructure
of AWS, Inc., a subsidiary of Amazon, Inc.!

. JURISDICTION AND VENUE
20.  This is a Class action complaint for violations of BIPA (740 ILCS 14/1, et

seq.), seeking statutory and actual damages.

21.  No federal question is presented by this complaint. Plaintiffs bring this
complaint solely under state law and not under federal law, and specifically not under the
United States Constitution, nor any of its amendments, nor under 42 U.S.C. § 1981 or 1982,
nor any other federal statute, law, rule, or regulation. Plaintiffs believe and allege that a

cause of action exists under state law for the conduct complained of herein.

"4 CEO Jassy: Amazon Fresh overhaul coming to Southern California, Winsight Grocery Business
News, available at: https://www.winsightgrocerybusiness.com/amazon/ceo-jassy-amazon-fresh-
overhaul-coming-southern-
california#:~:text=Amazon%20owns%20and%20operates%20more,30%20Amazon%20G0%20con
venience%20stores (last accessed September 5, 2023).

13 Just Walk Out, technology by Amazon, Just Walk Out, available: https://justwalkout.com/
(last accessed September 5, 2023).

16 Just Walk Out, FAQs, Amazon Web Services, available at: https://aws.amazon.com/just-
walk-out/faqs/ (last accessed September 5, 2023).

11
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22.  This Court has personal jurisdiction over the Plaintiffs and the Class because
they submit to the Court’s jurisdiction and the events at issue in the complaint took place in
Illinois. This Court has personal jurisdiction specifically over Amazon because it
deliberately targeted the Illinois market by actively using JWO technology in its own Go
and Fresh store. Too, Amazon has marketed, sold, and acquired business customers in the
state who have paid it significant sums of money to use JWO technology, i.e., Hudson, and
entered into contracts for the use of its hardware and software that captures, uses, stores,
and disseminates biometric information and identifiers, from which the company and its
business customers, i.e., Hudson, profit.!” Plaintiffs’ claims, therefore, arise out of, or relate
to, the Defendants’ extensive business contacts and contractual performance within the
State of Illinois.

23.  Venue is proper in this County under 735 ILCS 5/1-108 and 2-101 because a
substantial part of the acts or omissions giving rise to the claims occurred in Cook County.
Specifically, Amazon’s collection of Plaintiffs’ and many Class Members’ biometric
information occurred within Cook County.

| IV. FACTS
A. Amazon Collects Biometric Data.

1. Plaintiffs’ JWO Experience.
24.  Plaintiffs each visited Amazon Go and Amazon Fresh stores equipped with

Amazon’s JWO technology. Before the Plaintiffs arrived at the store, they did not receive

any disclosures about Amazon’s collection, use, or disclosure of her biometric information.

17735 ILCS 5/2-209(a)(1) (transaction of any business), (a)(7) (making or performance of
any contract connected with this State), (b)(4) (corporation doing business within this State), ()
(jurisdiction on any other basis).

12
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Upon entry, Amazon’s hardware technology took numerous images of Plaintiffs through a
network of cameras (as shown in Graphic D), which captured their body geometry-
including their facial geometry (overhead cameras) and hand geometry (cameras embedded
in shelves), as well as their voice print (microphones placed throughout the store).
Amazon’s software then processed this biometric data and tied the data to their Amazon
account (or credit card), tracked Plaintiffs’ movements through its network of cameras and
sensors, and then ran payment for the items they selected upon e;:it.

2. Plaintiffs’ Experience is Reflected in Amazon’s JWO Patents.

25. Amazon’s JWO technology and biometric data collection are shown in its
various patent filings. '8

26.  The technological underpinnings for JWO were first published in its 2015
patent, entitled “Transition Items from A Materials Handling Facility,” Pub. No. US
2015/0012396 A1 (attached as Ex. A). The abstract for the technology pronounces:

This disclosure describes a system for automatically transitioning items from a

materials handling facility without delaying a user as they exit the materials handling

facility. For example, while a user is located in a materials handling facility, the user

may pick one or more items. The items are identified and automatically associated

with the user at or near the time of the item pick. When the user enters and/or passes

through a transition area, the picked items are automatically transitioned to the user
without affirmative input from or delay to the user.”

18 While Plaintiffs have identified patents that appear to relate to JWO technology, Amazon
does not specifically confirm which patents underlie the technology employed in Amazon Go and
Fresh. In addition to Ex. A (2015-Pub. No. US 2015/0012396 A1) (JWO generally), Plaintiffs have
identified other potentially relevant patents as Ex. B (2018-Pub No. US 10,001,402 B1) (Shelf
sensors), Ex. C (2021- Pub. No. US 2021/0097547 A1) (Amazon One Palm Scanning for Entry-No¢
the subject of this lawsuif), Ex. D (2022-Pub. No. US 11,393,301 B1) (Adapting JWO to “hybrid”
retail environments), Ex. E (2023-Pub. No. US 2023/0098243 A1) (Adapting JWO technology to
existing stores), however, they are not further discussed, as Ex. A encompasses the fundamental
processes in each proceeding patent.

Ex.Aatl.

13
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The patent broadly defines “materials handling facility” to include various environments
like libraries, and warehouses, as well as retail and grocery stores like Amazon Go and
Amazon Fresh.?

27.  This procedure is succinctly demonstrated in one of the patent’s process

trees:?!

1
\ 800

N e g

Vg
H ITEM TRANSITION PROCESS )
——

DETECT USER IN
TRANSITION AREA
8 -

:/vamcourmmsToUem
3 814

.

2 See e.g., Ex. A at 17 (“For example, if the user is a customer at a retail location (materials
handling facility). . . .").

2! See, Ex. A at Fig. 8.

14
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On a macro-level, JWO technology tracks shoppers’ identities by first imaging them when
entering the store (referred to in 802 as “transition area”), employs algorithms to scan the
images, which include face geometry, to detect them (802-"detect user in transition area”)
and then ties that data to their account and/or digital cart in the event they are not an
account holder (804-“identify user”) to track items they select from shelves (806—
“transition[ing] items”) and process a payment (814-“provide confirmation to user”).

28.  Amazon describes the process at the micro-level in patent Fig. 2:%

~—224

2 Ex. A at Fig. 2.
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Cameras, Collection of Fﬁcial Geometry, Shopper, and Item Identification

29.  “Fig. 2 shows additional components of a materials handling facility 200,
according to some implementations. Generally, the materials handling facility 200 may
include one or more image capture devices, such as cameras 208. For example, one or more
cameras 208 may be positioned in locations of the materials handling facility 200 so that
images of locations within the materials handling facility can be captured. In some
implementations, the image capture devices 208 may be positioned overhead, such as on the
ceiling, to capture images of users and/or locations within the materials handling facility. In
addition, in some implementations, one or more cameras 208 may be positioned on or
inside of inventory locations. For example, a series of cameras 208 may be positioned on
external portions of the inventory locations and positioned to capture images of users and/
or the location surrounding the inventory location.”* “[C]ameras may also be positioned at
or near transition areas to capture images of users as they enter or pass through the
transition area.” %

30. “Any type of camera and/or configuration of cameras may be used with the
implementations described herein. For example, one or more of the cameras may be [red,
green, blue] [JRGB])] cameras. In other implementations, one or more of the cameras may
be depth sensing cameras. In addition to cameras, other input devices, such as pressure
sensors, infrared sensors, a scale, load cells, a volume displacement sensor, a light curtain,

etc., may be utilized with the implementations described herein. For example, a pressure

3 The use of numbers, here, and below, such as “200," references individual numbered parts
in Fig. 2. ‘

“Ex.Aatl3.
B Ex. A at 14.

16
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sensor and/or a scale may be used to detect when an item is added and/or picked from
inventory locations. Likewise, an infrared sensor may be used to distinguish between a
user’s hand and inventory items."?

31.  “Various techniques may be used to identify a user. For example, image
capture and facial recognition may be used. . . . In some implementations, the user has a
portable device that may be detected when the user enters the materials handling facility.
Alternatively, an application executing on a portable device may be utilized by the user to
identify themselves. The portable device and/or application may include a unique identifier
that is provided to the inventory management system [i.e. code from Amazon App] 150 and
used to identify the user. When the user is identified, a user profile associated with the user
and maintained by the inventory management system is determined. In some
implementations, a payment instrument (e.g., credit card, debit card, check card, etc.) is
associated with the user profile and may be checked to confirm that the payment instrument
is valid and may be used by the user to pay for any items picked by the user.”%

-32.  “In addition to identifying the user, the user’s location within the materials
handling facility and identification of the inventory location withiﬂ the user’s location may
also be determined. . . . In some implementations, imaging devices located within the materials
handling facility may be used to capture images within the materials handling facility that are

processed by the computing resource(s) 203 to identify the location of the user."*

% Ex. A at 14,
7 Ex. A at 16 (emphasis added).
B Ex. A at 16 (emphasis added).

17
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33.  “Likewise, microphones may record sounds made by the user and the computing
resource (5) may process those sounds to determine a location of the user. For example, based on

knowledge of the locations of the microphones within the materials handling facility, a time

offset between audio signals received by each microphone can be computed to determine a

location of the user. In order to identify the time offsets between signals received by various
microphones, in some instances, the computing resource(s) 203 compile each audio signal
received by respective audio transducers and then determine the time offsets between the
signals by, for instance, using any time difference—of-arrival (“TDOA") technique, or any
other suitable technique. After identifying the respective time offsets, the computing
resource(s) 203 can determine the direction and/ or source location of the audio. In addition
to, or as an alternative to visual and/or audio location determination, the inventory
management system 150 may also utilize other techniques, such as triangulation between
antennas 216, to determine the location of the user as the user moves through the materials

handling facility.”?

Cameras, Ha

34.  “(W]hen the user reaches an inventory location and passes their hand into an
inventory location within storage area 130, one or more images may be captured of the user's hand
prior to it passing into the inventory location. Again, when the user's hand is removed from the
inventory location, one or more images may be captured of the user's hand as it exits the
inventory location. Those images may be compared to determine whether a user has picked

an item from the inventory location or placed an item in the inventory location. In some

¥ Ex. A at 16 (emphasis added).

18
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simple mentions, a simple image analysis may be performed to determine changes between
the images. For example, image analysis may be performed on the first image to determine a skin
tone color of the user's hand and pixels including that color, or a range of colors similar to the
identified skin tone color, may be identified to represent the users hand.”™

35.  “Utilizing the skin tone colors, the images of the users hand obtained after the
user’s hand is removed from the inventory location may be processed to again identify the users
hand. Finally, a comparison of the segments of the images representing the users hand and
an area surrounding the users hand may be compared to determine a change between the
images to identify whether an item has been picked or placed into the inventory location.”*!

36.  “In another example, item recognition may be performed on both images to
identify different items. For example, the image(s) captured prior to the users hand entering
the inventory location may only include an item that is in the shape of a hand. In
comparison, the image(s) captured after the user's hand is removed from the inventory
location may include an object in the shapé of the user's hand plus an additional item. It will
be appreciated that any image analysis and/or comparison technique may be used to
determine if a user has placed and/or picked an item from an inventory location.”*

Checking Out

37.  “[R]ather than the user having to stop and “check out” with a cashier, teller,

or automated check station because the picked items are already known and identified on an

item identifier list associated with the user, the user may simply exit the retail location with

9 Bx. A at 13 (emphasis added).
3 Ex. A at 13 (emphasis added).
2 Ex.Aat13.

19
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the items. The exit of the user will be detected and, as the user passes through the exit
(transition area), the user, without having to stop or otherwise be delayed, will
automatically be charged a fee for the items (the items are transitioned to the user).”*
JWO Is Pervasive in Illinois

38. Employing JWO technology as described above, Amazon collects the
biometric data of thousands of other Illinois citizens and residents of other states visiting
JWO stores in Illinois. Amazon states that JWO technology is employed at Amazon Fresh
Stores (grocery) in Bloomingdale, Naperville, Oak Lawn, Schaumburg, Westmont, Morton
Grove, Naperville-Ogden, North Riverside Harlem, and Norridge, Illinois.*

39. JWO technology is also employed in Amazon Go Stores (convenience) in
Chicago-Madison Street, Chicago-South Franklin, Chicago~East Randolph, Chicago-

West Merchandise Mart Plaza, Chicago-West Chicago Avenue, Illinois.*

B3Ex.Aatl2.

3 Find Your Store, Amazon, available at: https://www.amazon.com/find-your-
store/b/Mode=17608448011 (last accessed August 6, 2023); see also, What can you expect when
shopping at an Amazon Fresh store?, Amazon, available at
https://www.amazon.com/fmc/m/30003175?almBrandId=QW1hem9ulIEZyZXNo (“Just Walk
Out [-] No more standing in line and scanning items with Just Walk Out. Scan the QR code in your
Amazon App, use Amazon One, or connect your Amazon account or credit card to bypass the
checkout line at the start of your shopping journey.”) (last accessed August 6, 2023).

35 Amazon Go is a new kind of comer store, “Locations,” Amazon, available at:
https://www.amazon.com/b/ref=s9_acss_bw_cg FYS_mdl_w?node=16008589011&pf_rd_m=AT
VPDKIKXO0DER&pf rd_s=merchandised-search-
14&pf_rd_r=Y9Z8DEJ80XFTTDSSARWO&pf rd_t=101&pf rd_p=97feccda-20df-4695-9a22-
3d1ced37ee9b&pf _rd_i=17608448011 (last accessed August 6, 2023).

20
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C. Amazon Discloses and Rediscloses Biometric Data to Third Parties Without Their
‘Written Informed Consent,

43. Inits operation of JWO technology, Amazon regularly discloses and
rediscloses the biometric data of shoppers from cameras, computers, and servers in the JWO
store itself, i.e., inside an Amazon Go, Amazon Fresh, through the internet, and to
computers and servers external to the store, like servers at AWS and Amazon, or other
third-party cloud platforms, whose employees may also have access to the data.

44, Amazon explains this process, using Fig. 2, as a reference in its patent. “As
illustrated [in Fig. 2), the computing resource(s) 203 may be remote from the environment and
implemented as one or more servers 203(1), 203(2),. . ., 203(P) and may, in some instances,
form a portion of a network-accessible computing platform implemented as a computing
infrastructure of processors, storage, software, data access, and so forth that is
maintained and accessible by components/devices of the inventory management system 150
via a network 302, such as the internet. For example, the computing resources 203 may
process images to determine whether an item has been picked from an inventory location or
placed into an inventory location. The computing resource(s) 203 do not require end-user
knowledge of the physical location and configuration of the system that delivers the services.
Common expressions associated for these remote computing resource(s) 203 include ‘on-demand
computing,’ ‘software as a service (SaaS),’ ‘platform computing,’ ‘network-accessible platform,’
‘cloud services,’ ‘data centers,” and so forth. Each of the servers 203(1)-(P) include a processor
317 and memory 319, which may store or otherwise have access to an inventory

management system 150, which may include or provide image processing (e.g., for user
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stopped in a traffic stop. When Bruno arrived, defendant, two other men, and "one or two girls,
identification and/or item identification), inventory tracking, and/or location

mﬁ;‘?ﬁe,“ﬁ wereoé}reagy ou&el%‘elgle van go ggmo daxg ng know w%)o was driving when the van was
determipation.”*® . . .

stopped. Based upon the earlier information, Bruno went directly to the spare tire. The record

D. on Fails to Provide a Publi¢ly Available, BIPA-compliant Retention Policy.
on appeal does not contain copies of the photographs.

45. Amazon is a Delaware corporation and is therefore a private entity under
96 On redirect examination, Bruno admitted that he had not met the citizen. However, Bruno
BIPA,¥ thus, if they collect biometric information in the course of their business, they are
spoke to him on the telephone and knew his name. The citizen had sent the 3hotographs to the
required to establish a publicly available retention and deletion schedule. However, despite

commander and they were forwarded to Bruno. He did not know when the photographs were
collecting biometric data, Amazon does not provide a JWO-specific retention and eletion

taken. When asked if he saw a gun in any of the photographs, Bruno pointed out what
policy on the JWO website, justwalkout.com, the WS website, AWS, azon?t‘:lom, he

believed to be portions of a gun. He believed that one of the photo ho eﬁ.nn
Amazon’s website, Amazon.com, its mobile applications? or an%p ersé WY as%%%s“v’v cres

a white t-shirt holding a and another photo, i -shi ing a’
TWO technology &8 inbses oo PO graph showed a man in a black t-shirt holding a

gun. However, he did not believe that d i
£° Amazon profics Gom (1 tse oF cifizéns” blomemme tafoARgR i endant ves

the man shown jn, the third, photogranhy rearhing yaden 8 YA NeuBRY PV TR finblol!
photograph,  sistic and efficient shopping experience. But Amazon’s JWO technology is

17 uckdenying defendants moticn i it caprhrieldtbatiteheedBrpResararimentaed
viewed the pholagmaphs, Thenmfunding enssisrthRrmmeis-idantificaticmet defendanttin
the phetegraniiva Thireat hervonad:that the-sraesd photogepAdapisied sofreapebyor other
conygpang; heingtapalmed imisancievidentthad-ennsheny ttam etifizbmtalentiandepotsgraph
clearly showed defendant reaching underneath the van. The court also found that the information

upon—-whiehBruno—acted—wasnot provided anonymously and
3% Ex. A at 15 (emphasis adged). nymously and was supported by photographs.

Ultimatelypthe, trab @t sonebadethtkstohsdnfvaifabladhiprobable cause to stop the van based
https://www.invcstopedia.com/articles/insights/0528l6/top-4-amazon-sharehol ers-amzn.asp
upoflatheqshesterh/apiast BhdW\irt further held that that the police did not impermissibly enter the

4 740 ILCS 14/15(a).

van by reaghing under the sppre, irs, beRANS LR WA Faldncation it hise dbssten ogaspants

2023); see alsp, Account Holder Privacy Policy, available at; ,
hadg g2  AXRSSHALSR Ok DHVESustomer/display. htmI?nodeld=GXTNJQ4ZBSMHFRN]J (last
accessed August 6, 2023).
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retail strategies and personalized marketing efforts to maximize profits.*> Too, Amazon
markets and sells the technology to other retailers seeking advanced solutions for in-store
management with minimal human labor costs. Inherently, by using JWO in its stores, and
selling JWO technology, Amazon is profiting from the collection, use, storage, and
dissemination of every JWO shopper’s biometric data.
V. CLASS ACTION ALLEGATIONS

47.  Plaintiffs Van Housen, Rebic, and Dluzak bring this action on behalf of
themselves and under 735 ILCS 5/2-801 as representatives of a Class defined as follows:

All persons who entered Amazon Fresh Stores in Bloomingdale, Naperville, Oak

Lawn, Schaumburg, Westmont, Morton Grove, Naperville-Ogden, North Riverside

Harlem, and Norridge, Illinois, and/or entered Amazon Go Stores in Chicago-

Madison Street, Chicago-South Franklin, Chicago—~East Randolph, Chicago-West

Merchandise Mart Plaza, and Chicago-West Chicago Avenue, Illinois during the

relevant Class Period.

48.  For purposes of this action, the Class Period is defined as September 20, 2018,
through the present, to the date of trial.

49.  Excluded from the Class are WO, AWS, Amazon Inc., and any entity in
which Defendant Amazon has a controlling interest, as well as any of Amazon’s legal
representatives, officers, directors, assignees, and successors.

50.  Members of the Class are so numerous that joinder of all Class Members is

impractical. Amazon itself currently boasts approximately 15 JWO retailers in Illinois with

42 See, Four key physical retail technology takeaways from re: MARS 2022, Amazon, available at:
https://www.aboutamazon.com/news/retail/ in-store-shopping-technology-re-mars-2022 (last
accessed August 9, 2023) (“When my team set out to reimagine the in-store shopping experience for
customers, one challenge we faced was getting diverse training data for our AI models to ensure high
accuracy. To address this challenge, our research teams built millions of sets of synthetic data—
machine-generated photorealistic data—to help build and perfect our algorithms and provide a
seamless customer experience. Combining real-world and synthetic data allowed us to build truly
robust and smart algorithms that were ready to take on all types of scenarios in stores.”) (emphasis
added).
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" the driver, and two other persons. Bruno would finally testify that he found a loaded pistol under

e ARSRTS AT Ao RRefR ash sk ATmRaon s el oed L I O e woutd so
t(_}S{ﬁ.jrrzollect; and capture biometric data in the City of Chicago, Illinois, and other cities in

inqis, including Bloomingdale, Naperville, Oak Lawn, Schaumburg, Westmont, Morton
9 1Ilnm(Pﬁtunateigfl e m%}mo%urteaccegted defendant's plea, ﬁndinguri§ to be knowingly and

Grove, Naperville~-Ogden, North Riverside Harlem, and Norridge.
voluntarily mgde and toghave a factual basis. The trial court then sgentenced defendant to eight

_51. Plaintiffs’ claims are typical of the members of Class Members who were
years in prison.

aggrieved by the same wrongful conduct of Amazon: their substantive privacy interests were
912" Defendant later filed a pro se motion to withdraw his plea, arguing that "I do not believe

harmed (i) bty Amazon obtaining their biometric identifiers or information without first
there was any factual basis to support my guilty plea; the facts in the case do[] not support my

providing adequate written notice and their informed written consent,* (ii) by Amazon

guilt." He also claimed that he "was not mentally competent to enter a gu:]lg' plea" because he
disclosing, redisclosing, or otherwise disseminating their biometric identifiers or information

had learned that his father had been shot to death.
to third parties without obtaining proper consent,* (iii) by Amazon failing to establish an

913 Post-plea, the same assistant public defender appeared for defendant. tﬁl)er
adequate publicly available policy};egarding the retéa;:ltion of Plainé%ft;’ and E‘lacs)g emggrls3’

counsel told the court that she "had an opportunity to ite a bit of i ) o
biometric data,” and (iv) by Amazon Il))r%oﬁtingtﬁom%ﬁe?;’ f ot 2 bit of dnfommation with

defendant but was awaitin; i i : .
informati on?’x‘ g more information from him and wanted to continue the case. In

Novembers%f)llpcioaulgs mWMytgﬁfgagqua el§hﬁrgﬁ§:tbﬁ3 r%}@geﬁ? m&mﬁ
defendantcs, family. <10 T RS eSS TRARe ARSI RR AdtoseshdRisteRorithischopindor”
witgggrw%&nhgsegl%&gtepﬂg-of the telephone numbers she tried were valid. '
114 OnsSebrugsy foifl e SopRestinipmy b tindrinhrespdiminde fndeabrdsaoedon ofld a
claigy of ineFstive asisancs wiopaskinhisopreieadaeiion Glavithdronstheigiiog clBlefindant
thep,filed BEPR se amendment to the motion in open court stating:
"I am relying on facts that are not in the guilty plea records, which
are conversations I have had with reliable sources outside of court
© 740 ILCS 14/15@®)(1)~(3)-
“q {g (asl.dxtJonal factual basis to support my defense. I was

“ 744 ELGErk 0 @rtain information regarding specific elements on
4 740 ILCS 14/15(c).
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54.  Questions of law and fact common to the members of the Class predominate
over questions that may affect only individual Class Members because Amazon has acted
on grounds generally applicable to the entire Class, thereby making damages concerning the
Class as a whole appropriate. Such generally applicable conduct is inherent in Amazon’s
wrongful actions.

55.  Questions of law and fact common to the Class include:;

(a) Whether Amazon established a publicly available policy for retention of
biometric data sufficient to satisfy the requirements of § 15(a) of BIPA;

(b) Whether Amazon provided written notice and obtained the written
consent of persons whose biometric data were collected by its TWO
hardware, and, if so, whether such notice and consent are sufficient to
satisfy the requirements of § 15(b) of BIPA;

(c) Whether Amazon profited from the use of the biometric data it collected
via JWO hardware to improve the JWO software itself uses, profits from,
and also sells for profit to other businesses, contrary to § 15(c);

(d) Whether Amazon obtained requisite consent before disclosing,
redisclosing, or otherwise disseminating biometric identifiers or biometric
information to a third party to satisfy the requirements of § 15(d);

(e) Whether persons who had their biometric data captured by Amazon are
entitled to damages, and, if so, in what amount;

(f) Whether Amazon should be enjoined from collecting biometric data
illegally through JWO hardware and using them in JWO software.

56. A Class action is a superior method for the fair and efficient adjudication of
the controversy. A Class action will permit a large number of similarly situated persons to
prosecute their common claims in a single forum simultaneously, efficiently, and without
the unnecessary duplication of evidence, effort, or expense that numerous individual Class
actions would engender. The benefits of proceeding through the Class mechanism,

including providing injured persons or entities a method for obtaining redress on claims that
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" court then noted there was photographic evidence of actual possession, namely the photograph of

defaidnotaratigablibe prshgd ndividualivysubsantalty presiah e RO A unsel had
ex Jifficulties igithe nanagament afthis SIS AHMrive possession. After determining that the
constructi¥e: postAXMITIRRY SEeasRscial TSP o.be cheounieTed Tt i eRar e
cotftbisastion shakwauid preclude its maintenance. %ihmaalﬁ%fc%t“gé‘[counsel was] ineffective

by any stretch of the imagi.nation‘.ﬂ 'Counsef agreeg%aiREe would file a certificate pursuant to

e B O B A 20

tric Dat
917 On that same day, counsel filed a Rd°“%%4(ﬁ) certificate. The certificate stated that

58. - Plaintiffs repeat and incorporate by reference all preceding paragraphs and
counsel consulted with defendant in person to ascertain his claim, reviewed the record including

allegations.
the transcribed plea proceedings, and "made such amendments to the motion as are necessary for
59.  Section 15(a) of BIPA prowdes that “[a] private entity in possession of
an adequate presentation of any defect in those proceedings." The record does not include
biometric identifiers or biometric information must develop a written policy, made available
counsel's amended motion to withdraw plea.
to the public, establishing a retention schedule and guidelines for permanently destroymg

718 At the March 2014 hearing on defendant's motions to withdra
biometric identifiers and biometric information . 47 The blomemcvga em%l eab defendant

testified that he wanted to withdraw his_plea e of ﬁm.h
permanently destroyed “when the mxtlal purpose orc::o ecug% ?f%gnaal%mg Such ide nlgﬁ

record, but that he could no 1 ecall Afuar
or information has been s: e eéc{ or wi 3%“&“ the m(fre %%{@&L%R%Wh

his pro se addendum, " "
£e e s enc t?fnwl%e e&%a;ngcséalhgs t bg;, was "unaware" that the State had to prove his

knowledg%(fmd Ef?fzdé%p?}gteesx %“é‘ffeﬁmlco%&%g’m&kmgﬁm
def%%%tg&%g;d that counsel discussed the charges with hlm be'forer Be pled and that the court
read the charge to him before he pled. He also attended the hearing on the motion to quash and
heard the State’s evidence against him. When shown the photographs, defendant denied that
they depicted him, but admitted that he was present. Defendant was asked if he understood that
cons&umm defense, and he testified that a person who does not have actual

possessiontof4ontedadd k3@)still be accountable for it if he had knowledge of it and immediate
4740 ILCS 14/10.
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61.  The facial geometry, hand geometry, and voice print of Plaintiffs and Class
Members are biometric identifiers under the Act, and the information that Amazon derived
from these identifiers is biometric information covered by the Act.*®

62.  As explained in Paragraph 45 above, Amazon did not properly develop a
publicly available written policy governing the retention of biometric data.

63. By improperly retaining the biometric information of Plaintiffs and Class
Members, Amazon violated the very privacy interests that BIPA was intended to protect.

64. On behalf of themselves and the Class, Plaintiffs seek:

(a) injunctive and equitable relief as is necessary to protect the
interests of Plaintiffs and the Class by requiring Amazon to
develop and make publicly available a retention policy that
complies with BIPA’s § 15(a);”

(b) the greater of liquidated damages of $5,000 or actual damages for
each of Amazon’s intentional or reckless violations of § 15(a);

(c) the greater of liquidated damages of $1,000 or actual damages for
each of Amazon's negligent violations of § 15(a);>* and,

(d) reasonable attorneys’ fees and costs and other litigation
expenses.>

B. Claim 2: Violation of Section 15(b) of Illinois’s Biometric Information Privacy
Act (740 ILCS 14/15(b)) by Obtaining Biometric Identifiers or
Biometric Information Without Written Informed Consent

65.  Plaintiffs repeat and incorporate by reference all preceding paragraphs and

allegations.

% 1d,

51 740 ILCS 14/20(4).
52740 ILCS 14/20(2).
53740 ILCS 14/20(1).
%740 ILCS 14/20(3).
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922 On appeal, defendant contends that because trial counsel was appointed as post-plea

counsel, stfflaborertinBel HRbafiRIRA mekestitialoutithfes ahat phvusatifnsobe remanded
so that his post-pEaLaGint@ AN B REchAsE) Wreivaithaonsh badacpr otbekisswivaias that the

a person’s. . . biometric identifier or biometric information, unless it
i i mrgﬁtd@ ; the sRiegh)- cineivpsithata biemetisideatiferinsel in
tial court ing 1omeui<l‘:ﬁ§|§gpr§nation 1s being collected or stored; (2) informs the
2000 ith PRISEv; IR ariineebthg s acgiq nygess 3 lenathaf e 4 inquiry was
rdance with 31 avbi?n?g ggi&?&ﬁeﬁm iometric information is being iy
nsufficient. collected, stored, and used; and (3) receives a written release executed
! by the subject of the biometric identifier or biometric

. . 55
923 Pursuant %’f?f%‘ﬁgp Aodits progeny, when a defendant makes a pro se posttrial allegation

67.  The written release required by § 15(b)(3) means “informed written .
of ineffective assistance of counsel, thg trial cgu§rt m(bﬁ%g ¢)>onduct an acfg&uate mqﬁry into the

‘consent. ¢
factual basis of the claim. People v. Moore, 207 1ll. 2d 68, 79 (2003). The court may conduct

68.  As detailed in Paragraphs 24-42 above, Amazon systematically collected,
this preliminary inquiry by: (1) questioning trial counsel about the facts and circumstances
stored, and used Plaintiffs’ and Class Members’ biometric data without providing the notice
surrounding defendant's allegations; (2) requesting more specific information from defendant; or
required by § 15(b)—including notice that their biometric data was being used for the
(3) relying on its own knowledge of defense counsel's performance at trial and the insufficiency
specific purpose of identifying them, tracking them, and tying their data to their purchases
of defendant's allegations on their face. Moore, 207 Ill. 2d at 78-79. If, following an inquiry, the
for payment, and that it would be disseminated to third parties.

court finds possible neglect of the case, new counse] should be appointed. However, if the court
68.0 Likewise, Amazon never obtained from Plaintiffs nor Class Members the

determines the claim lacks merit or pertains solely to trial strategy it need not int
¢ %edtbwﬁtten consent required by BI%A. y & appo

counsel Sg e Rptopert Colicting, stofing, and Using Plainbits and Class Members'
R e S R A A A
v. Robinsg, 2018 Thehr G RehQile oFPene i, igiiolds @ preliminary inquiry and
determines the menits At Kraiehaleififanfe Yellerae i 0nle i ipeS febeomipgtion is manifestly

interests of Plaintiffs and the Class by requiring Amazon to

erroneous. Id. comply with § 15(b)’s requirement for collecting, storing, and

using biometric data;’ . . L
924 Although defendant contends that there was a conflict of interest in trial counsel

re roceedings, trial counsel may properly represent a defendant in

%5740 ILCS 14/15(b).
post-plea praocEdissaumniess the defendant claims that counsel was ineffective. In such a case,

57740 ILCS 14/20(4).
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(b) the greater of liquidated damages of $5,000 or actual damages for
each of Amazon’s intentional or reckless violations of § 15(b);®

(c) the greater of liquidated damages of $1,000 or actual damages for
each of Amazon’s negligent violations of § 15(b);*® and.

(d) reasonable attorneys’ fees and costs and other litigation
expenses.®

C. Claim 3: Violation of Section 15(c) of Illinois’s Biometric Information Privacy
Act (740 ILCS 14/15(c)) by Profiting from Biometric Identifiers or
Biometric Information Obtained Through Just Walk Out

72.  Plaintiffs repeat and incorporate by reference all preceding paragraphs and
allegations.

73.  Section 15(c) of BIPA makes it unlawful for any “private entity in possession
of a biometric identifier or biometric information” to “sell, lease, trade, or otherwise profit
from a person’s or a customer’s biometric identifier or biometric information.”¢!

74.  As detailed in Paragraph 46 above, Amazon had possession of Plaintiffs’ and
Class Members’ biometric data and, without informing them, profited from their biometric
data by using that biometric data to make its JWO software more robust, which the
company not only used in its storefronts but marketed and sold to ozker businesses in
Illinois, e.g., Hudson, who also profited from JWO.

75. By profiting from its undisclosed use of Plaintiffs’ and Class Members’

biometric data, Amazon violated the substantive privacy interests that BIPA protects.

76.  On behalf of themselves and the Class, Plaintiffs seek:

%8 740 ILCS 14/20(2).
%9740 ILCS 14/20(1).
€ 740 ILCS 14/20(3).
¢! 740 ILCS 14/15(c).
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(a) injunctive and equitable relief as is necessary to protect the
interests of Plaintiffs and the Class by requiring Amazon to cease
profiting from the use of their biometric data;*

(b) the greater of liquidated damages of $5,000 or actual damages for
each of Amazon'’s intentional or reckless violations of § 15(c);*

(c) the greater of liquidated damages of $1,000 or actual damages for
each of Amazon’s negligent violations of § 15(c);* and

(d) reasonable attorneys’ fees and costs and other litigation
expenses,

D. Claim 4: Violation of Section 15(d) of Illinois’s Biometric Information Privacy

Act (740 ILCS 14/15(d)) by Disclosing Biometric Identifiers or Biometric

Information Obtained Through Amazon Without Written Informed Consent

77.
allegations.

78.

79.

Plaintiffs repeat and incorporate by reference all preceding paragraphs and

Section 15(d) of BIPA makes it unlawful to:

Disclose, redisclose, or otherwise disseminate a person’s or a customer’s
biometric identifier or biometric information unless: (1) the subject. . .
consents to the disclosure or redisclosure... (4) the disclosure is issued under a
valid warrant or subpoena issued by a Court of competent jurisdiction.

As explained in detail in Paragraphs 43-44, Amazon regularly discloses and

rediscloses JWO store shoppers’ biometric data, from the individual Amazon Fresh or Go

stores’ cameras, sensors, and servers, to outside AWS servers, Amazon servers, third-party

web services, and their employees.

80.

By sharing the Plaintiffs’ biometric data, Amazon violated the substantive

privacy interests that BIPA protects.

62 740 TLCS 14/20(4).
6740 ILCS 14/20(2).
64 740 ILCS 14/20(1).
6 740 ILCS 14/20(3).
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81.  On behalf of themselves and the Class, Plaintiffs seek:

(a) injunctive and equitable relief as is necessary to protect the
interests of Plaintiffs and the Class by requiring Amazon to cease
disclosing and redisclose their biometric data without consent;%

(b) the greater of liquidated damages of $5,000 or actual damages for
each of Amazon’s intentional or reckless violations of § 15(d);’

(c) the greater of liquidated damages of $1,000 or actual damages for
each of Amazon's negligent violations of § 15(d);* and,

(d) reasonable attorneys’ fees and costs and other litigation
expenses.®

VIII. PRAYER FOR RELIEF
82. Wherefore, on behalf of themselves and the Class, Plaintiffs respectfully
request that this Court enter an Order:

(a) Certifying this case as a Class action under 735 ILCS 5/2-801 on behalf of
the Class defined above, appointing Plaintiffs Van Housen, Rebic, and
Dluzak, as representatives of the Class, and appointing their counsel as
Class Counsel;

(b) Declaring that Amazon'’s actions, as set out above, violate § 15(a), (b), (c),
and (d) of BIPA;

(c) Awarding the greater of actual damages or statutory damages of $5,000 per
intentional or reckless violation of BIPA, and the greater of actual or
statutory damages of $1,000 per negligent violation of BIPA;

(d) Awarding injunctive and other equitable relief as is necessary to protect the
interests of the Class, including, among other things, an Order requiring
Amazon to collect, store, and use biometric identifiers in compliance with
BIPA,;

(e) Awarding Plaintiffs and the Class their reasonable litigation expenses and
attorney’s fees;

% 740 ILCS 14/20(4).
7 740 ILCS 14/20(2).
% 740 ILCS 14/20(1).
740 ILCS 14/20(3).
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(f) Awarding Plaintiffs and the Class pre-and post-judgment interest, to the
extent allowable; and

(8) Awarding such other and further relief as equity and justice may require.
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IV. JURY DEMAND

83. Plaintiffs and Class Members demand a trial by jury on all issues so triable.

Dated: September 20, 2023

/s/ Justin N. Boley
Justin N. Boley
Eaghan S. Davis

WEXLER BOLEY & ELGERSMA LLP
311 S. Wacker Drive, Suite 5450
Chicago, Illinois, 60606

Tel: (312) 346-2222

Fax: (312) 346-0022
jnb@wbe-llp.com
esd@wbe-llp.com

Firm ID No. 99616

Ryan F. Stephan

James B. Zouras

Catherine Mitchell

Stephan Zouras, LLP

222 W. Adamas Street, Suite 2020
Chicago, Illinois, 60606

Tel: (312) 233-1550

Fax: (312) 233-1560
rstephan@stephanzouras.com
jzouras@stephaszouras.com
cmitchell@stephanzouras.com

Attorneys for Plaint{ffs and the Proposed Class
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YERIFICATIO
Under penalties as provided by law under 735 ILCS 5/1-109 of the Code of Civil
Procedure, the undersigned certifies that the statements outlined in this instrument are true
and correct, except as to matters therein stated to be on information and belief and as to such
matters the undersigned certifies as aforesaid that he believes the same to be true.
/s/ Justin N, Boley
‘WEXLER BOLEY & ELGERSMA LLP

311 S. Wacker Drive, Suite 5450
Chicago, Illinois, 60606
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CE

F SERVICE

I, Justin N. Boley, hereby certify that on September 20, 2023, I electronically filed the

Plaintiffs’ Class Action Complaint with the Clerk of the Court using the electronic filing

system which will send such filing to all attorneys of record.

36

/s/ Justin N. Boley
WEXLER BOLEY & ELGERSMA LLP
311 S. Wacker Drive, Suite 5450
Chicago, Illinois, 60606
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