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 Privacy Notice to Patients 
Patient Handout 

 
 

Disclosure of Medical Records 
 

1. Your health information may be u sed by staff or disclosed to other 
healthcare professionals for evaluation of your medical health, diagnosis, 
testing and treatment. 

2. Your health information may be used  to request payment from insurance or 
other type companies. 

3. Your health information may be disclosed to law enforcement agencies, 
federal, state or local agencies to s upport audits or comply with mandated 
reporting.  

4. Your health information may be disclosed to public health agencies as 
required by law. 

 
Patient Rights 
 

1. The right to a copy of this notice. 
2. The right to request an accounting of  how and to whom your information 

has been disclosed. 
3. The right to request restrictions on the use and disclosure of your health 

information. 
4. The right to receive confidential information concerning your medical 

condition. 
5. The right to submit corrections  to your health information. 
6. The right to inspect and/or copy your health information. 
7. The right to submit a complaint or comment about these rights. 

 
 

 
Assured Imaging Women's Wellness 

Attn: Erin Edwards 
7717 N. Hartman Lane 

Tucson, AZ  85743 
(888) 233-6121 

Fax: (520) 572-7138 

 
Assistant Director, 

Breast Imaging Accreditation Programs 
American College of Radiology 

1891 Preston White Drive 
Reston, VA 20191-4397 

Fax: (703) 648-9176 
mamm-accred@acr.org  
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Form 10/2016 

 
 
 
 
 

Patient Rights and Responsibilities 
Patient Handout 

Your Rights: 
 The right to considerate and respectful care, regardless of race, color, religion, sex, age, physical or mental handicap, or national 

origin. 
 The right to communicate with family members and / or significant others. 
 The right to a quiet, restful and healing environment. 
 The right to agree to treatment before your physician begins any procedure or test.  
 The right to know about any specific procedure or treatment, including possible risks. 
 The right to complete, up-to-date information about any specific procedure or treatment, including possible risks. 
 The right to make decisions with your physician about your health care.  
 The right to accept or refuse care as permitted by law. 
 The right to prepare a Living Will and / or appoint a person to make healthcare decisions for you as permitted by law. 
 The right to have your legally authorized representative make healthcare decisions for you if you become incompetent according 

to law, or if your physician decides that you can not understand any proposed treatment(s) or procedure(s), or if you can not 
communicate your wishes regarding your treatment(s). 

 The right to know that you will not be discriminated against or your treatment limited based upon whether or not you decide to 
prepare a living will or durable power of attorney. 

 The right to participate in discussions about any ethical issues affecting your care.  
 We will discuss your case or exam only with healthcare providers caring for you. 
 The right to the privacy of your medical records. Without your consent, we will not release your medical record unless 

authorized by law or to those responsible for paying your bill. 
 The right to restrict the release of your medical information. 
 The right to receive an explanation of your bill, regardless of the source of payment. 
 The right to express concerns about any aspect of your care without fear of retaliation. 
 The right to receive your medical records via your indicated referral contact (physician or self) within 30 days (upon request). 
 The right to receive a result letter directly within 30 days 

 
Your Responsibilities: 

 Provide your physician and the staff complete and accurate information about your condition and care. 
 Follow your physician and staff’s orders, instructions regarding your care. 
 Accept responsibility for refusing treatment or not following your physician’s orders. 
 Be considerate of other patients. 
 Supply insurance information and pay your bill promptly so we can continue to serve you and the community effectively.  

  
We care about our patients:  
Assured Imaging is committed to providing excellent healthcare.  We would like to encourage you to return for your follow up visits. 
If your health was compromised in any way or if there are any unresolved issues regarding Assured Imaging, please contact the 
accrediting bodies of mammography by writing or calling the following facilities: 
 

 
Assured Imaging 

Attn: Erin Edwards 
7717 N. Hartman Lane 

Tucson, AZ  85743 
(888) 233-6121 

 

 
Assistant Director, Breast Imaging 

Accreditation Programs 
American College of Radiology 

1891 Preston White Drive 
Reston, VA 20191-4397 

Fax: (703) 648-9176 
mamm-accred@acr.org 
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Rezolut - HIPAA Website Notice  
 

 

 
August 26, 2020 �± �$�V�V�X�U�H�G�� �,�P�D�J�L�Q�J�� ���³�$�V�V�X�U�H�G�´����is issuing notice of a recent data security event that may 
impact the confidentiality and security of personal information of certain Assured patients. Although Assured 
is unaware of any actual misuse of this information, we are providing information about the event, our 
response, and steps affected individuals may take to better protect against the possibility of identity theft and 
fraud, should affected individuals feel it is necessary to do so. 
 
What Happened? On May 19, 2020, Assured learned that its electronic medical records system had become 
�H�Q�F�U�\�S�W�H�G�� �G�X�H�� �W�R�� �³�U�D�Q�V�R�P�Z�D�U�H�´�� �G�H�S�O�R�\�H�G�� �E�\�� �D�Q�� �X�Q�N�Q�R�Z�Q�� �D�F�W�R�U���� �%�H�F�D�X�V�H�� �W�K�H�� �L�P�S�D�F�W�H�G�� �V�\�V�W�H�P�V�� �F�R�Q�W�D�L�Q�H�G��
patient information, Assured worked quickly to (1) restore access to the patient information so it could continue 
to care for patients without disruption and (2) investigate what happened and whether this incident resulted in 
any unauthorized access to, or theft of, patient information by the unknown actor.  
 
Assured conducted an extensive investigation, with the assistance of third-party computer forensic specialists 
to determine the nature and scope of the incident. On July 1, 2020, the investigation confirmed Assured 
systems were accessible by an unknown actor between May 15, 2020 and May 17, 2020, and certain, limited 
data was exfiltrated from our systems. The investigation was unable to determine the full extent of information 
that was accessed by the unknown actor. In an abundance of caution, Assured performed a comprehensive 
review of all information stored in our systems at the time of incident to identify the individuals whose 
information may have been accessible to the unknown actor. We then worked to determine the identities and 
contact information for potentially impacted individuals. 
 
What Information was Affected. The following types of patient information were present in the electronic 
medical records system and therefore potentially accessed and acquired by the unknown actor during this 
incident during the incident: full name, address, date of birth, patient ID, facility, treating clinician, medical 
history, service performed, and assessment of the service performed, including any recommendations on future 
testing. We are unaware that any of the information was misused by the unknown actor and Assured is 
providing this notice in an abundance of caution. 

 
What We are Doing. Assured takes this incident and the security of your personal information seriously. 
Upon learning of this incident, we immediately took steps to restore our operations and further secure our 
systems. As part of our ongoing commitment to the privacy of personal information in our care, we are working 
to review our existing policies and procedures and to implement additional safeguards to further secure the 
information in our systems. Assured also notified the U.S. Department of Health and Human Services and 
other government regulators, as required. 
 
What Affected Individuals Can Do. While we are unaware of any misuse of any personal information 
contained within the impacted system, individuals are encouraged to remain vigilant against incidents of 
identity theft by reviewing account statements and explanations of benefits for unusual activity and report any 
suspicious activity immediately to your insurance company, health care provider, or financial institution. 
Additional detail can be found below, in the Steps You Can Take to Protect Your Information. 
 
For More Information.  If you have additional questions, please call our dedicated assistance line at 866-938-
0442, Monday through Friday (excluding U.S. holidays), during the hours of 8:00 a.m. to 5:00 p.m., Pacific 
Time (excluding U.S. holidays). You may also write to Assured at 7717 N. Hartman Lane, Tucson, AZ 85743 

 
Steps You Can Take To Protect Your Information  
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While we are unaware of any misuse of the personal information in the affected system, we encourage you to 
remain vigilant against incidents of identity theft and fraud, to review your account statements, and to monitor 
your credit reports for suspicious activity. Under U.S. law you are entitled to one free credit report annually from 
each of the three major credit reporting bureaus. To order your free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228.  You may also contact the three major credit 
bureaus directly to request a free copy of your credit report. 
 
�<�R�X���K�D�Y�H���W�K�H���U�L�J�K�W���W�R���S�O�D�F�H���D���³�V�H�F�X�U�L�W�\���I�U�H�H�]�H�´���R�Q���\�R�X�U���F�U�H�G�L�W���U�H�S�R�U�W�����Z�K�L�F�K���Z�L�O�O���S�U�R�K�L�E�L�W���D���F�R�Q�V�X�P�H�U���U�H�S�R�U�W�L�Q�J��
agency from releasing information in your credit report without your express authorization.  The security freeze 
is designed to prevent credit, loans, and services from being approved in your name without your consent.  
However, you should be aware that using a security freeze to take control over who gets access to the personal 
and financial information in your credit report may delay, interfere with, or prohibit the timely approval of any 
subsequent request or application you make regarding a new loan, credit, mortgage, or any other account 
involving the extension of credit.  Pursuant to federal law, you cannot be charged to place or lift a security freeze 
on your credit report.  Should you wish to place a security freeze, please contact the major consumer reporting 
agencies listed below: 
 

Experian 
P.O. Box 9554 

Allen, TX 75013 
1-888-397-3742 

www.experian.com/freeze/center.html 
 

TransUnion 
P.O. Box 160 

Woodlyn, PA 19094 
1-888-909-8872 

www.transunion.com/credit-
freeze 

Equifax 
P.O. Box 105788 

Atlanta, GA 30348 
1-800-685-1111 

www.equifax.com/personal/credit-
report-services 

 
 
In order to request a security freeze, you will need to provide the following information: 

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.); 
2. Social Security number; 
3. Date of birth; 
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior 

five years; 
5. Proof of current address, such as a current utility bill or telephone bill; 
6. A legible photocopy of a government-issued identification car�G�����V�W�D�W�H���G�U�L�Y�H�U�¶�V���O�L�F�H�Q�V�H���R�U���,�'���F�D�U�G�����P�L�O�L�W�D�U�\��

identification, etc.);  
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or 

complaint to a law enforcement agency concerning identity theft. 
 
As an alter�Q�D�W�L�Y�H���W�R���D���V�H�F�X�U�L�W�\���I�U�H�H�]�H�����\�R�X���K�D�Y�H���W�K�H���U�L�J�K�W���W�R���S�O�D�F�H���D�Q���L�Q�L�W�L�D�O���R�U���H�[�W�H�Q�G�H�G���³�I�U�D�X�G���D�O�H�U�W�´���R�Q���\�R�X�U���I�L�O�H��
at no cost.  An initial fraud alert is a 1-�\�H�D�U���D�O�H�U�W���W�K�D�W���L�V���S�O�D�F�H�G���R�Q���D���F�R�Q�V�X�P�H�U�¶�V���F�U�H�G�L�W���I�L�O�H�������8�S�R�Q���V�H�H�L�Q�J���D���I�U�D�X�G��
�D�O�H�U�W�� �G�L�V�S�O�D�\�� �R�Q�� �D�� �F�R�Q�V�X�P�H�U�¶�V�� �F�U�H�G�L�W���I�L�O�H���� �D�� �E�X�V�L�Q�H�V�V�� �L�V�� �U�H�T�X�L�U�H�G�� �W�R�� �W�D�N�H�� �V�W�H�S�V�� �W�R�� �Y�H�U�L�I�\�� �W�K�H�� �F�R�Q�V�X�P�H�U�¶�V�� �L�G�H�Q�W�L�W�\��
before extending new credit.  If you are a victim of identity theft, you are entitled to an extended fraud alert, which 
is a fraud alert lasting seven years.  Should you wish to place a fraud alert, please contact any one of the agencies 
listed below: 
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Experian 
P.O. Box 9554 

Allen, TX 75013 
1-888-397-3742 

www.experian.com/fraud/center.html 

TransUnion 
P.O. Box 2000 

Chester, PA 19016 
1-800-680-7289 

www.transunion.com/fraud-
victim-resource/place-fraud-

alert 

Equifax 
P.O. Box 105069 

Atlanta, GA 30348 
1-888-766-0008 

www.equifax.com/personal/credit-
report-services 

 
 
 
You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take 
to protect yourself by contacting the consumer reporting agencies, the Federal Trade Commission, or your state 
Attorney General.  
 
The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580, 
www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade 
Commission also encourages those who discover that their information has been misused to file a complaint with 
them. You can obtain further information on how to file such a complaint by way of the contact information listed 
above. You have the right to file a police report if you ever experience identity theft or fraud. Please note that in 
order to file a report with law enforcement for identity theft, you will likely need to provide some proof that you 
have been a victim. Instances of known or suspected identity theft should also be reported to law enforcement 
and your state Attorney General. This notice has not been delayed by law enforcement.       
 
For Maryland residents: The Attorney General can be contacted at 200 St. Paul Place, 16th Floor, Baltimore, 
MD 21202, 1-410-528-8662, www.oag.state.md.us.   
 
For North Carolina residents: The Attorney General can be contacted at 9001 Mail Service Center, Raleigh, 
NC 27699-9001, 1-877-566-7226 or 1-919-716-6000, www.ncdoj.gov. You can obtain information from the 
Attorney General or the Federal Trade Commission about preventing identity theft.  
 
For New Mexico residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be 
told if information in your credit file has been used against you, the right to know what is in your credit file, the 
right to ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant 
to the Fair Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, 
or unverifiable information; consumer reporting agencies may not report outdated negative information; access 
to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit 
�³�S�U�H�V�F�U�H�H�Q�H�G�´���R�I�I�H�U�V���R�I���F�Uedit and insurance you get based on information in your credit report; and you may seek 
damages from violator. You may have additional rights under the Fair Credit Reporting Act not summarized here. 
Identity theft victims and active duty military personnel have specific additional rights pursuant to the Fair Credit 
Reporting Act.  We encourage you to review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf, or by writing Consumer 
Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 
20580.  
 
For Rhode Island residents: The Rhode Island Attorney General can be reached at: 150 South Main Street, 
Providence, Rhode Island 02903; www.riag.ri.gov, 1-401-274-4400. Under Rhode Island law, you have the right 
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to obtain any police report filed in regard to this incident. There are 4 Rhode Island residents impacted by this 
incident.   
 
For New York residents: The Attorney General may be contacted at: Office of the Attorney General, The 
Capitol, Albany, NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/. 
 
For Washington, D.C. residents: The Attorney General may be contacted at Office of the Attorney General, 
441 4th Street, NW, Washington, DC 20001; (202) 727-3400; and www.oag@dc.gov.   
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ClassAction.org
This complaint is part of ClassAction.org's searchable class action lawsuit database and can be found in this 
post: Assured Imaging Hit with Lawsuit Over May 2020 Ransomware Attack Affecting 244,000+ Patients

https://www.classaction.org/news/assured-imaging-hit-with-lawsuit-over-may-2020-ransomware-attack-affecting-244000-patients

