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CLASS ACTION COMPLAINT

Plaintiff Bert Tipton, individually and on behalf of all similarly situated persons, alleges
the following against Casino Fandango LLC (“Defendant™) based on personal knowledge with
respect to himself and on information and belief derived from, among other things, investigation
by his counsel and review of public documents, as to all other matters.

L NATURE OF THE ACTION

1. This class action arises out of the cyberattack and data breach of which Defendant
became aware of in June 2024 (“Data Breach™) resulting from Defendant’s failure to implement
reasonable and industry standard data security practices.

2. Defendant is a hotel casino resort offering a variety of slot machines, table games,
sports book, restaurants, and bars.!

3. Plaintiff’s and Class Members’ sensitive personal information — including name, and
Social Security number (“PII”"), which they entrusted to Defendant on the mutual understanding
that Defendant would protect it against disclosure—was compromised and unlawfully accessed
due to the Data Breach.

4. The Private Information compromised in the Data Breach was exfiltrated by cyber-
criminals and remains in the hands of those cyber-criminals who targeted the Private Information
for its value to identity thieves.

5. As a result of the Data Breach, Plaintiff and Class Members, suffered concrete
injuries in fact including, but not limited to: (i) Plaintiff’s Private Information being disseminated
on the dark web; (ii) Plaintiff experiencing an increase in spam calls, texts, and/or emails; (iii) lost
or diminished value of their Private Information; (iv) lost opportunity costs associated with
attempting to mitigate the actual consequences of the Data Breach, including but not limited to

lost time; (v) invasion of privacy; (vi) loss of benefit of the bargain; and (vii) the continued and
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1 See https://casinofandango.com/ (last visited Oct. 24, 2024).
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certainly increased risk to their Private Information, which: (a) remains unencrypted and available
for unauthorized third parties to access and abuse; and (b) remains backed up in Defendant’s
possession and is subject to further unauthorized disclosures so long as Defendant fails to
undertake appropriate and adequate measures to protect the Private Information.

6.  The Data Breach was a direct result of lDefendant’s failure to implement adequate
and reasonable cyber-security procedures and protocols necessary to protect its patients’ Private
Information from a foreseeable and preventable cyber-attack.

7. Defendant maintained the Private Information in a reckless manner. In particular, the
Private Information was maintained on Defendant’s computer network in a condition vulnerable
to cyberattacks. Upon information and belief, the mechanism of the cyberattack and potential for
improper disclosure of Plaintiff’s and Class Members® Private Information was a known risk to
Defendant, and thus, Defendant was on notice that failing to take steps necessary to secure the
Private Information from those risks left that property in a dangerous condition.

8.  Defendant disregarded the rights of Plaintiff and Class Members by, inter alia,
intentionally, willfully, recklessly, or negligently failing to take adequate and reasonable measures
to ensure its data systems were protected against unauthorized intrusions; failing to disclose that
they did not have adequately robust computer systems and security practices to safeguard Class
Members’ Private Information; failing to take standard and reasonably available steps to prevent
the Data Breach; and failing to provide Plaintiff and Class Members prompt and accurate notice
of the Data Breach.

9. Plaintiff’s and Class Members’ identities are now at risk because of Defendant’s
negligent conduct because the Private Information that Defendant collected and maintained is now
in the hands of data thieves.

10. Armed with the Private Information accessed in the Data Breach, data thieves have
already engaged in identity theft and fraud and can in the future commit a variety of crimes
including, e.g., opening new financial accounts or making transactions in Class Members’ names,
taking out loans in Class Members’ names, using Class Members’ information to obtain
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government benefits, filing fraudulent tax returns using Class Members® information, obtaining
driver’s licenses in Class Members’ names but with another person’s photograph, and giving false
information to police during an arrest.

11.  As aresult of the Data Breach, Plaintiff and Class Members have been exposed to a
heightened and imminent risk of fraud and identity theft, as well as embarrassment, loss of
employment opportunities and invasion of privacy. Plaintiff and Class Members must now and in
the future closely monitor their accounts to guard against identity theft.

12, Plaintiff and Class Members may also incur out of pocket costs, e.g., for purchasing
credit monitoring services, credit freezes, credit reports, or other protective measures to deter and
detect identity theft.

13.  Plaintiff brings this class action lawsuit on behalf all those similarly situated to
address Defendant’s inadequate safeguarding of Class Members® Private Information that it
collected and maintained, and for failing to provide timely and adequate notice to Plaintiff and
other Class Members that their information had been subject to the unauthorized access by an
unknown third party and precisely what specific type of information was accessed.

14, Through this Complaint, Plaintiff seeks to remedy these harms on behalf of himself
and all similarly situated individuals whose Private Information was accessed during the Data
Breach.

15.  Plaintiff seeks remedies including, but not limited to, compensatory damages and
injunctive relief including improvements to Defendant’s data security systems, future annual
audits, and adequate credit monitoring services funded by Defendant.

IL. PARTIES

16.  Plaintiff Bert Tipton is a natural person and citizen of Nevada.

17.  Defendant is a Nevada limited liability company with its principal place of business
located in Carson City, Nevada.

III. JURISDICTION AND VENUE
18. Jurisdiction is proper in this Court pursuant to NRS 14.065. Jurisdiction is proper in
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this Court because a substantial part of the actions and omissions taken by Defendant occurred
within Carson City, Nevada and the amount in controversy is greater than $15,000.

19. Venue is proper in this Court pursuant to NRS 13.010. Venue is proper in this Court
because Defendant resides in Carson City, Nevada; Defendant conducts business and directed its
actions in Carson City, Nevada; and a substantial part of the actions giving rise to these claims
occurred in Carson City, Nevada.

IV.  BACKGROUND FACTS

A. Defendant’s Business

20. “Casino Fandango is a casino resort in Carson City, Nevada. Casino Fandango offers
table games, slots, keno, and a sports book. The resort also has a 100-room “Courtyard by
Marriott” hotel and five restaurants. Casino Fandango employs more than 311 people.™

21. Defendant obtains from its employees their PII as part of the employee-employer
relationship, and as a condition of providing employment.

22. On or about June 8, 2024, Plaintiff’s and Class Members’ PII in Defendant’s
possession was obtained by an unauthorized party, which Defendant describes in its Notice Letter
as “a cybersecurity event” which resulted in certain files being accessed and/or acquired by an
unauthorized actor.”

23.  Approximately three months later, on September 23, 2024, Defendant filed a notice
of data breach with Attorney General of Montana, indicating that the cybersecurity incident was a
cyberattack. Three months after the Data Breach, Defendant began sending out Notice Letters to

affected persons, informing them that their PII had been compromised in the Data Breach.*
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? See https://www.jdsupra.com/legalnews/casino-fandango-files-official-notice-2679576/ (last
visited Oct. 24, 2024).

3 Ex. A.

4 See id.
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24. The Notice Letter states Defendant “launched an investigation into the nature and
scope of the event. Through our investigation, we determined that certain computer systems were
accessed by an unauthorized actor and some information was copied from these systems between
June 8, 2024 and June 13, 2024. We conducted a comprehensive review of the involved files to
determine what information was present in these files and to whom the information related.™

25. Upon information and belief, the cyberattack was targeted at Defendant, due to its
status as a hotel and casino resort that collects, creates, and maintains PII on its computer networks
and/or systems.

26. As evidenced by the Data Breach, the PII contained in Defendant’s network was not
encrypted. Had the information been properly encrypted, the data thieves would have exfiltrated
only unintelligible data.

B. Defendant Fails to Safeguard Consumer PII.

27. In April 2020, ZDNet reported in an article titled “Ransomware mentioned in 1,000+
SEC filings over the past year”, that “[r]Jansomware gangs are now ferociously aggressive in their
pursuit of big companies. They breach networks, use specialized tools to maximize damage, leak
corporate information on dark web portals, and even tip journalists to generate negative news for
complaints as revenge against those who refuse to pay.”

28. In September 2020, the United States Cybersecurity and Infrastructure Security
Agency published online a “Ransomware Guide™ advising that “[m]alicious actors have adjusted

their ransomware tactics over time to include pressuring victims for payment by threatening to
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S1d

¢ Catalin Cimpanu, Ransomware mentioned in 1,000+ SEC filings over the past year, ZDNET,
(April 30,2020 2:43ntiffPM) https://www.zdnet.com/article/ransomware-mentioned-in-1000-sec-
filings-over-the-past-year/.
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release stolen data if they refuse to pay and publicly naming and shaming victims as secondary
forms of extortion.™’

29. Stolen PII is often trafficked on the dark web, as is the case here. Law enforcement
have difficulty policing the dark web due to this encryption, which allows users and criminals to
conceal identities and online activity.

30.  When malicious actors infiltrate companies and copy and exfiltrate the PII that those
companies store, that stolen information often ends up on the dark web because the malicious actors
buy and sell that information for profit.$

31.  Another example is when the U.S. Department of Justice announced its seizure of
AlphaBay in 2017, AlphaBay had more than 350,000 listings, many of which concerned stolen or
fraudulent documents that could be used to assume another person’s identity. Other marketplaces,
similar to the now-defunct AlphaBay, “are awash with [PII] belonging to victims from countries all
over the world. One of the key challenges of protecting PII online is its pervasiveness. As data
breaches in the news continue to show, PII about employees, customers and the public is housed in
all kinds of organizations, and the increasing digital transformation of today’s businesses only
broadens the number of potential sources for hackers to target.”™

32.  The PII of consumers remains of high value to criminals, as evidenced by the prices
they will pay through the dark web. Numerous sources cite dark web pricing for stolen identity

credentials. For example, PII can be sold at a price ranging from $40 to $200, and bank details have
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7 See https://www.cisa.gov/sites/default/files/2023-01-CISA_MSISAC_Ransomware%20Guide
8508C.pdf.

8 Shining a Light on the Dark Web with Identity Monitoring, IDENTITYFORCE, (Dec. 28, 2020),
https://www.identityforce.com/blog/shining-light-dark-web-identity-monitoring.

? Stolen PII & Ramifications: Identity Thefi and Fraud on the Dark Web, ARMOR, (April 3, 2018),
https://www.armor.com/resources/blog/stolen-pii- ramifications- identity-theft-fraud-dark-web.
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a price range of $50 to $2009.'° Experian reports that a stolen credit or debit card number can sell
for $5 to $110 on the dark web.!" Criminals can also purchase access to entire company data
breaches.!?

33.  Once PIl is sold, it is often used to gain access to various areas of the victim’s digital
life, including bank accounts, social media, credit card, and tax details. This can lead to additional
PII being harvested from the victim, as well as PII from family, friends and colleagues of the
original victim.

34.  According to the FBI's Internet Crime Complaint Center (IC3) 2019 Internet Crime
Report, Internet-enabled crimes reached their highest number of complaints and dollar losses in
2019, resulting in more than $3.5 billion in losses to individuals and business victims.

35. Victims of identity theft also often suffer embarrassment, blackmail, or harassment in
person or online, and/or experience financial losses resulting from fraudulently opened accounts or
misuse of existing accounts.

36. Data breaches facilitate identity theft as hackers obtain consumers” PII and thereafter
use it to siphon money from current accounts, open new accounts in the names of their victims, or
sell consumers’ PII to others who do the same.

37. For example, the United States Government Accountability Office noted in a June

2007 report on data breaches (the “GAO Report™) that criminals use PII to open financial accounts,
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19 Your personal data is for sale on the dark web. Here’s how much it costs, DIGITAL TRENDS, (Oct.
16, 2019), https://www.digitaltrends.com/computing/personal- data-sold-on-the-dark-web- how-
much-it-costs/.

"' Here’s How Much Your Personal Information Is Selling for on the Dark Web, Experian, Dec. 6,
2017, https://www.experian.com/blogs/ask-experian/heres-how-much-your-personal-information-
is- selling-for-on-the-dark-web/ (last visited Oct. 24, 2024).

12 In the Dark, VPN Overview, 2019, https://vpnoverview.com/privacy/anonymous- browsing/in-
the- dark/ (last visited Oct. 24, 2024).
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receive government benefits, and make purchases and secure credit in a victim’s name.'*> The GAO
Report further notes that this type of identity fraud is the most harmful because it may take some
time for a victim to become aware of the fraud, and can adversely impact the victim’s credit rating
in the meantime. The GAO Report also states that identity theft victims will face “substantial costs
and inconveniences repairing damage to their credit records . . . [and their] good name.”"

38. The market for PII has continued unabated to the present, and in 2023 the number of
reported data breaches in the United States increased by 78% over 2022, reaching 3205 data
breaches.!

39. The exposure of Plaintiff’s and Class Members’ PII to cybercriminals will continue to
cause substantial risk of future harm (including identity theft) that is continuing and imminent in
light of the many different avenues of fraud and identity theft utilized by third-party cybercriminals
to profit off of this highly sensitive information.

C. Defendant was on Notice of the Foreseeable Risk of the Data Breach.

40. In light of recent high profile data breaches, Defendant knew or should have known
the electronic records and PII it maintained would be targeted by cybercriminals and ransomware
attack groups.

41. Hospitality industry entities are prime targets for cyberattacks because of the

information they collect and store, including financial information, names, social security
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13 See Government Accountability Office, Personal Information: Data Breaches are Frequent, but
Evidence of Resulting Identity Theft is Limited; However, the Full Extent is Unknown (June 2007),
https://www.gao.gov/assets/gao- 07-737.pdf (last visited Oct. 24, 2024).

14 Id

!> Beth Maundrill, Data Privacy Week: US Data Breaches Surge, 2023 Sees 78% Increase in
Compromises, INFOSECURITY MAGAZINE (Jan. 23, 2024); https://www.infosecurity-
magazine.com/news/us-data-breaches-surge-2023/ (last visited Oct. 24, 2024); see also Identity
Theft Resource Center, 2023 Data Breach Report, https://www.idtheftcenter.org/publication/
2023-data-breach-report/ (last visited Oct. 24, 2024).
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numbers, and driver’s license numbers—all extremely valuable in underground markets.

42. This was known and obvious to Defendant, as it observed frequent public
announcements of data breaches affecting the hospitality industry and knew that information of
the type it collected, maintained, and stored is highly coveted and a frequent target of
cybercriminals.

43. For example, Marriot International, Inc.’s “failure to implement reasonable data
security led three large data breaches from 2024 to 2020 impacting more that 344 million
customers worldwide.'¢

44. Additionally, cyber security experts have explained that “hotels are an attractive
target for hackers because they hold a lot of sensitive information, including credit card and
passport details, but often don't have security standards as tough as those of more regulated
industries, like banking.”!”

45. In 2021, a record 1,862 data breaches occurred, resulting in approximately
293,927,708 sensitive records being exposed, a 68% increase from 2020.'8 The 330 reported
breaches reported in 2021 exposed nearly 30 million sensitive records (28,045,658), compared to
only 306 breaches that exposed nearly 10 million sensitive records (9,700,238) in 2020."

46. Therefore, the increase in such attacks, and the attendant risk of future attacks, was

widely known to the public and to companies storing sensitive PII, like Defendant.
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16 FTC Takes Action Against Marriott and Starwood Over Multiple Data Breaches, FTC.GOV
(Oct. 9, 2024), http://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-takes-action-
against-marriott-starwood-over-multiple-data-breaches

'7 Breach Puts Hotel Guests’ Data at Risk, ARKANSAS DEMOCRAT (Dec. 1, 2018),
http://www.arkansasonline.com/news/2018/dec/01/breach-puts-hotel-guests-data-at-risk-2/.

'8 See 2021 Data Breach Annual Report (ITRC, Jan. 2022) (available at
https://notified.idtheftcenter.org/s/), at 6.

19 ld.
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