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DC Health Link

1225 I Street, NW HEALTH
Suite 400 LINK
Washington, DC 20005 Get the facts. Get covered.

RE: NOTICE OF DATA BREACH

We are contacting you about a data breach involving your personally identifiable information (PII).

WHAT HAPPENED

On March 6, 2023, we received notice that data for some DC Health Link customers had been exposed on a
public forum. We immediately initiated a comprehensive investigation and are working with forensic
investigators and law enforcement. The investigation is ongoing and we will provide more information as we

have more to share.

You are receiving this letter because we have determined that your information and information of your family
members in your DC Health Link account was exposed.

We are providing credit and identity monitoring protection services that you can access immediately, at no cost
to you.

WHAT INFORMATION WAS INVOLVED IN THE DATA BREACH
The personally identifiable information that was exposed included the following:
e Your name and name of your dependents enrolled on DC Health Link, Social Security Number, Date of
Birth, Gender, Address, Email, and Phone Number. If your DC Health Link coverage is through an

employer, then the employer name and information about the employer and work email.

e Additional information exposed included Plan name, Premium Amount, APTC, Coverage Start and
End Dates, Race/Ethnicity, Citizenship, HBX ID

WHAT WE ARE DOING
In addition to immediately initiating a comprehensive investigation and working with forensic investigators and
law enforcement, we contracted with Experian to provide the following to DC Health Link customers whose

personally identifiable information was exposed:

e 3 years of credit and identity monitoring protection, including tracking through all three credit bureaus
and dark web identity monitoring.

e To activate this protection, you must enroll using the codes provided below.

We will also be providing these services to all DC Health Link customers (including those not directly affected
by the incident) out of an abundance of caution.

WHAT YOU CAN DO

You can sign up immediately for monitoring services through Experian using the following codes. We
encourage you to enroll yourself, as well as all family members and dependents on your account.

Visit the Experian IdentityWorks website to enroll:
e For adult DC Health Link customers (18 and over), go to https://www.experianidworks.com/3bplus

Questions? Call DC Health Link at 1-855-532-5465/TTY: 711, or go to www.DCHealthLink.com.
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o Activation Code:
o Engagement Number: _

o Product: Experian IdentityWorks — Credit Plus 3B

e For DC Health Link customers who are minors (under 18), go to
https://www.experianidworks.com/minorplus

o Activation Code: ||  GTGcGzG
o Engagement Number: ENGEGzcGzlN
o Product: Experian IdentityWorks — Minor Plus

You will need to provide the Activation Code listed above for the adult or minor monitoring services you are
selecting.

If you have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at (877) 890-9332.
Be prepared to provide the Engagement Number listed for your services above as proof of eligibility for the
identity restoration services by Experian. If asked for a “Client Name” mention District of Columbia Health
Benefit Exchange Authority.

You can visit FTC’s website, Identity Theft.gov/databreach, about steps you can take to help protect yourself
from identity theft.

FOR MORE INFORMATION
For all other questions, you may call DC Health Link at (855) 532-5465 (TTY: 711).

Sincerely,
DC Health Link

Questions? Call DC Health Link at 1-855-532-5465/TTY: 711, or go to www.DCHealthLink.com.
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Get help in your language

This Notice has Important Information. This notice has important information about your
application or coverage through DC Health Link. Look for key dates in this notice. You may
need to take action by certain deadlines to keep your health coverage or help with costs. You
have the right to get this information and help in your language at no cost. Call (855) 532-5465.

Este aviso contiene informacion importante. Este aviso contiene informacion importante
acerca de su solicitud o su seguro con DC Health Link. Preste atencién a las fechas que
aparecen en este aviso, puesto que podria ser necesaria alguna accion por su parte antes de
determinada fecha a fin de mantener su seguro médico con nosotros o sus ayudas con el coste.
Usted tiene derecho a recibir esta informacion y soporte en su idioma sin coste adicional.
Llame al (855) 532-5465.
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Cet avis contient des informations importantes. Cet avis contient des informations
importantes au sujet de votre demande ou de la couverture par DC Health Link. Cherchez les dates
clés dans cet avis. Vous devrez peut-étre prendre des mesures en respectant certaines
échéances afin de maintenir votre couverture de santé ou d'assumer des colts. Vous avez le
droit d'obtenir ces informations et d'étre aidé dans votre langue sans frais. Appelez le (855)
532-5465.

May Importanteng Impormasyon ang abisong ito. May Importanteng Impormasyon ang
abisong ito tungkol sa aplikasyon mo o proteksiyon mo sa DC Health Link. Tingnan ang mga
importanteng petsa na nasa abisong ito. Maaaring may mga kailangan kang gawin bago
sumapit ang ilang deadline para mapanatili ang proteksiyon mo sa kalusugan o para
makatulong sa mga gastusin.

Karapatan mong makuha ang impormasyon na ito at makakuha ng tulong na nasa wika mo
nang walang gastos. Tumawag sa (855) 532-5465.

B HacTosILIEeM YBeAOMJIEHUU COAEPXUTCH BarkHasa uHopMauma. B 3 T o wm
yBEeOoOOMNEHNUN COOEepPXUnTCA BaxXHana nudpopmaumsa o
BawWeM 3aABAeHNN AW CTPAaXOBOMTIMNOOKPL TUMU
nocpencTtTBoMDCHealthLink. MTocMoTpunTe Ha KNto4yeBble OaTbl
B HacToduwemMmyBeagomMneHunn.Bam,BoO3MOXHDO,
oTpedbyeTCcCANPUHATbL MepPbl KoNpeaeneHHDBM
penenbHBIM CPOKaMAaONsa coOXpaHeHMWA CTPaxoBOTr O
OKPbLBITUSA MAKM NOMOLWMKM C pacxogamun.BelrumeeTe npaBo
abecnnaTtTHoOe NoANy4vYeHUEe 3TONW MHDOPMaAaLUM N NOMOLMU
aBaWweMm A3blke.3BOoHUTe no TenedoHy (855) 532-5465.
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Este aviso contém informagdes importantes. Este aviso contem informacdes importantes sobre
o seu pedido ou cobertura através da DC Health Link. Procure as datas chave neste aviso.
Podera necessitar de tomar providéncias dentro de certos prazos para manter a sua cobertura
de saude ou para obter ajuda com custos. Tem o direito de obter estas informagdes e ajuda no
seu idioma sem qualquer custo. Ligue (855) 532-5465.

Questo avviso contiene informazioni importanti. Questo avviso contiene informazioni
importanti sulla tua domanda o copertura attraverso DC Health Link. Cerca le date chiave in



Case 1:23-cv-00694 Document 1-1 Filed 03/15/23 Page 5 of 8

questo avviso.

Potrebbe essere necessario un tuo intervento entro una scadenza determinata per consentirti di
mantenere la tua copertura o una sovvenzione. Hai il diritto di ottenere queste informazioni e
assistenza nella tua lingua gratuitamente. Chiama (855) 532-5465.
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Thdéng bao nay cé Théng tin Quan trong. Théng bao nay cé thong tin quan trong vé don hoic
hop dong bao hiém cda ban qua DC Health Link. Xin xem nhitng ngay quan trong trong théng
bao nay. Quy vj co6 thé phai thyc hién theo dung thoi han dé duy tri bdo hiém sirc khée hodc giup
d& chi phi. Quy vj c6 quyén dugc biét thong tin nay va dugc trg gitip bang ngdn ngir ca minh
mié&n phi. Xin goi sé (855) 532-5465.

Libihne lini li gwe banga bi niigana. Libihne lini li gwe banga bi niigana kolbaha ni ndjombi yon
tole ma teeda mon lon ni DC Health Link. Yen ma kel ma tobo tobo munu libihne lini. Bebeg le u
ga bana nguim mam i bon nwaa le guim di loo di kola i nyu | teda mateda tole nsaa u mboo
worn. U gwee kundei kosna biniguene bini ni mahola ni hop wong ngui nsaa wogui wo. Sebel |
nsinga ini (855) 532-5465.

lhe NkwupUta a were ozi di mkpa banyere ya. |lhe Nkwupyta a were ozi di mkpa banyere ya
gbasara maka aririo gi ma obu ogwugwo site na DC Health Link. Lee anya maka ubochi dj-kariri
mkpa na ihe nkwuputa a. | were ike icho ime ihe na yfodu oge mgwucha ka idebe ogwugwo ahuy
ike gi ma obu enyemaka na ikwu ugwo. Inwere ikike inweta ozi a na enyemaka na asysu gj n’efu.
Kpoo (855) 532-5465.

Akiyesi yii ni ifitonileti Pataki Ninu. Akiyesi yii ni ifitonileti pataki nipa leta-isébéére tabi
idéjutofo re nipa DC Health Link ninu. Se awari awon ojo pataki ti n be ninu akiyesi yii. O le ni lati
gbe awon igbese ni ibamu pelu awon gjo t6 gbeyin kan ni pato lati le pa idojutofo ilera re tabi
iseranwo fun o mo pelu sisanwo. O ni eto lati ri iranwo ati ifitoniléti yii gba ni édé re laisanwo. Pé
sori (855) 532- 5465.
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Die Nachricht enthélt wichtige Informationen bezuglich Ihres Antrags bei oder |hres
Versicherungsschutzes durch DC Health Link, Suchen Sie nach Schliisseldaten in dieser
Nachricht. Sie missen eventuell vor einer bestimmten Frist reagieren, um lhren
Versicherungsschutz aufrechtzuerhalten oder um Hilfe bezlglich der Kosten zu erhalten. Sie
haben das Recht, diese Information und Hilfe kostenfrei in Ihrer Sprache zu erhalten. Wahlen
Sie hierfur (855) 532-5465.
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ardin ndiscrimination, Disability, and Language Access Services

Noie Re

The D.C. Health Benefit Exchange Authority (DC HBX) complies with applicable Federal civil rights
laws and does not discriminate on the basis of race, color, national origin, age, disability, or sex. This
agency does not exclude people or treat them differently because of race, color, national origin, age,
disability, or sex.

DC HBX:
e Provides free support and services to people with disabilities to communicate effectively with us,
such as:

o Qualified sign language interpreters
o  Written information in other formats (large print, audio, accessible electronic formats,
other formats)
e Provides free language services to people whose primary language is not English, such as:
o Qualified interpreters
o Information written in other languages

If you need these services, contact:
DC Health Link Contact Center
Phone: (855) 532-5465
TTY: 711
Email: info@dchealthlink.com

If you believe that the D.C. Health Benefit Exchange Authority has failed to provide these services or
discriminated in another way on the basis of race, color, national origin, age, disability, or sex, you can
file a grievance in person or by mail, fax, or email. with: Jennifer Libster, Associate General Counsel,
D.C. Health Benefit Exchange Authority, 1225 Eye Street NW, Suite 400, Washington DC 20005, (202)
715-7576, TTY: 711, 1557.grievance@dc.gov; Fax: (202) 730-1658. You must file a grievance within 60
days of the date you became aware of the alleged discriminatory action. Jennifer Libster is also available
to help you with the grievance filing process.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office
for Civil Rights electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human Services,
200 Independence Avenue SW.,

Room 509F, HHH Building,

Washington, DC 20201

1-800-868-1019, 1-800-537-7697 (TDD).

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.




