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May 19, 2026
Martin McElligott

312.821.6219 (direct)

Martin.McElligott@wilsonelser.com

Via Electronic Mail: DOJ-CPB@doj.nh.gov
Attorney General John M. Formella
Office of the Attorney General

Consumer Protection Bureau

1 Granite Place South

Concord, NH 03301

Re:  Notice of Cybersecurity Incident Involving Southern Illinois OB-GYN

Dear Attorney General Formella:

Wilson Elser Moskowitz Edelman and Dicker LLP (“Wilson Elser”) represents Southern Illinois
OB-GYN (“SOILOBGYN”) (500 Rushing Drive, Herrin, IL 62948) with respect to a a
cybersecurity incident that was first discovered by SOILOBGYN on November 24, 2025,
(hereinafter, the “Incident”). SOILOBGY N takes the security and privacy of the information in its
control very seriously and has taken steps to prevent a similar incident from occurring in the future.

This letter will serve to inform you of the nature of the Incident, what information may have been
compromised, the number of New Hampshire residents being notified, and the steps SOILOBGYN
has taken in response to the Incident.

1. Nature of the Incident

On November 24, 2025, SOILOBGY N detected suspicious activity on their network that resulted
in a network interruption. SOILOBGYN immediately isolated the impacted environment and
worked with its IT professionals and outside experts to secure and remediate the server.
SOILOBGYN engaged a third-party cybersecurity firm to conduct a comprehensive forensic
investigation to determine the nature and scope of the incident. On or about December 6, 2026,
the investigation determined that an unauthorized third-party potentially viewed and/or
downloaded data stored on certain of SOILOBGYN’s systems.

Based on these findings, SOILOBGYN conducted a comprehensive and thorough review of the
potentially impacted data to identify the specific individuals and the types of information that may
have been compromised. On May 4, 2026, SOILOBGY N finalized the list of individuals to notify.
The type of information that may have been compromised includes individuals’ names, Social
Security numbers, dates of birth, demographic information, health insurance numbers, and health
information.
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2. Number of New Hampshire residents affected.

A total of six (6) New Hampshire residents may have been potentially affected by this Incident.
Notification letters to these individuals will be mailed on May 19, 2026 by U.S. mail. A sample
(redacted) copy of the notification letter is included with this letter as Exhibit A.

3. Steps taken in response to the Incident.

Data privacy and security is among one of SOILOBGYN’s highest priorities, and SOILOBGYN
is committed to doing everything it can to protect the privacy and security of the personal
information in its care. Since the discovery of the Incident, SOILOBGYN immediately isolated
the impacted systems and worked with IT professionals and outside experts to secure and
remediate these systems. SOILOBGYN engaged a third-party cybersecurity firm to conduct a
comprehensive forensic investigation to determine the nature and scope of the Incident.
Furthermore, SOILOBGYN is implementing additional technical safeguards, enhanced security
measures, and updated policies and procedures to mitigate against the risk of future issues.

SOILOBGYN is also offering twelve-months months of complimentary credit monitoring and identity
theft restoration services to the impacted residents. Additionally, SOILOBGYN provided guidance on
how to better protect against identity theft and fraud, including providing information on how to place a
fraud alert and security freeze on one’s credit file, the contact details for the national consumer reporting
agencies, information on how to obtain a free credit report, a reminder to remain vigilant for incidents of
fraud and identity theft by reviewing account statements and monitoring free credit reports, and the contact
details for the Federal Trade Commission.
5. Contact information

SOILOBGYN remains dedicated to protecting the sensitive information in its control. If you have
any questions or need additional information, please do not hesitate to contact the undersigned at
Martin McElligott@WilsonElser.com or 312-821-6219.

Very truly yours,

WILSON ELSER MOSKOWITZ EDELMAN & DICKER LLP

Martin McElligott
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