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June 30, 2023 

By Email 

Office of the Attorney General 
Hoover Building 
1305 E. Walnut St. 
Des Moines, IA 50319 
consumer@ag.iowa.gov 

To Whom It May Concern: 

Orrick, Herrington & Sutcliffe, LLP (“Orrick”) writes to provide notice of a security 
incident Orrick recently experienced.  Orrick is a law firm, headquartered at 405 Howard 
Street, San Francisco, CA 94105.  Orrick is making this notification on behalf of the entity 
listed on Exhibit A.   

On March 13, 2023, Orrick detected that an unauthorized third party gained remote 
access to a portion of its network, including a file share that Orrick used to store certain 
client files. Upon detection, Orrick immediately took steps to block the unauthorized 
access and initiated its response process, including launching an investigation of the 
incident with the support of a third-party forensics firm. Orrick also notified law 
enforcement. Orrick has identified no evidence of further unauthorized activity since 
detecting the security incident on March 13. 

Once Orrick identified the affected files, it began a process to determine what 
personal information was impacted, and to whom it belonged. Orrick recently determined 
that primarily between February 28 and March 13, 2023, the unauthorized actor obtained 
files containing personal information. Orrick’s client’s customers were informed about the 
incident, and Orrick then worked with the client to identify individuals with affected data 
and their contact information, which was provided to the customers in early June. The 
information affected may have included: full name, address, date of birth, phone number, 
email address, vision insurance account/identification number, health insurance 
account/identification number, and Social Security number. 

Orrick anticipates notifying individuals with impacted personal information beginning 
June 30, 2023. Orrick is offering these individuals two years of complimentary identity 
monitoring services, including credit monitoring and identity theft protection services. 
Orrick has also established a dedicated call center to answer questions. 
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In addition to these actions, Orrick deployed additional security measures and tools 
with the guidance of third-party experts to strengthen the ongoing security of its network. 
Orrick is not aware of any misuse of the affected personal information.  

The information submitted herein is proprietary and confidential and should be 
afforded confidential treatment. If you have any questions, please do not hesitate to 
contact me at (206) 839-4340 or aswaminathan@orrick.com. 

Respectfully yours, 

 

     

Aravind Swaminathan  

Partner 

Orrick, Herrington & Sutcliffe, LLP 

 

 

Enclosures  

 

  



Iowa Office of the Attorney General   Confidential Treatment Requested June 30, 2023 

3 

 
 

  

Exhibit A 

Entity 

CHI Vision Plan 

 

Total Number of State Residents to be Notified: 2120 
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June 30, 2023

-29965

Re: Notice of Data Breach

Dear ,

Orrick, Herrington & Sutcliffe, LLP (“Orrick”) recently experienced a security event. Orrick served as legal counsel for

a 2020 security event involving the manager of a vision benefits plan in which you were enrolled. During its

representation, Orrick obtained information about you that was recently impacted in a security event on Orrick systems.

Please read this notice carefully, as it provides up-to-date information on what happened and what we are doing in

response.

We recently determined that the information affected included: name, address, date of birth, and Social Security number.

these free identity monitoring services, please follow the instructions in Attachment A. You must activate by September

27, 2023 to receive these services.
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September 27, 2023 to activate your identity monitoring services.





29965


