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RE:  NOTICE OF DATA BREACH
Chevron Federal Credit Union values you and respects the privacy of your informa n,
1o advise you of a recent incident that involved some of your personal information. This

the steps we have taken in response, mdpnmdcsmramabmwﬂmmwmuw i
should you feel it ks appropeiate 10 do so. '

What Happened? MOVEIt is & popular encrypeed file mmww Pre
and used by govermment agencics, corporations., financial institutions, and other
31. 2023, Chevron Federal Credit Union, like many other mmﬁou.w
previously anknown vilecrabality in the MOVEit software. We img

MOVER software and conducted an investigation which did not ldunl&
application.

Subsequently, in late July, an independent cybersecurity firm publm
unsuthorized parties had utilized 10 compromise the MOVEt spplication
detection approaches, In light atﬂmmdcmmwmd)e;.w )
we determined that an unauthorized party was able to

decrypt am
apphication by exploiting this vulnerability between May 30.2023 nd Mlyﬂ'

What lnformation Was Lnvelved? Upon discovering th
teviewing the files to determine if they containe
personal information that inchuded ¥OUr name,
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What We Are Doing. In addition 1o
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