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Plaintiff Shawn McGlade, and his wife, Karen (the “McGlades™ or “Plaintiffs™), on their
own behalf and on behalf of the below-described Class of current and former employees of
Defendant Wawa, Inc. (“Wawa”), and their spouses (the “Wawa Employee Class™), by and
through their attorneys, hereby allege the following facts in support of their claims against the

Defendants named in this case.

INTRODUCTION

1. Shawn McGlade was a model employee of Wawa for more than 5 years, entrusted
with managing several Wawa stores in Pennsylvania in the course of his tenure, until his abrupt
and inappropriate firing on January 3, 2020 in the wake of the public revelation by Wawa on
December 19, 2019 that for more than 9 months prior Wawa had negligently allowed the
McGlades™ personal identifying and financial information (“P11”), including Shawn McGlade’s
social security number, to be accessed, manipulated and stolen without their knowledge or
consent.

2 Wawa fired Mr. McGlade in a sheepish effort to show that it was finally taking
seriously the matter of cybersecurity, after having slept at the wheel for years, allowing
cybercriminals to invade Wawa’s computers and systems with reckless abandon last year.

3. Mr. McGlade became a scapegoat, caught in the crossfire of company circling the
wagons with its lawyers to try to contain the public relations nightmare that has become its
announced data breach, one of the most sweeping and egregious data breaches of our time. He is
a victim of Wawa’s willful incompetence and gross negligence in the stewardship of the PII of
its most trusted employees and loyal customers.

4, Instead of trying to catch and prosecute the cybercriminals who have inflicted

serious financial and emotional harm upon Mr. McGlade and his family, and likely hundreds of



other Wawa employees and their families who are believed to have had their PII compromised
by the data breach but have yet to be informed by Wawa of the compromise of their PII, Wawa
chooses to police only its employees, treating them like criminals in a military state if they fail to
follow Wawa’s unwritten, but illegal, policies and procedures described more fully below.

& As a condition of his employment at Wawa, Mr. McGlade had to provide the
Wawa Defendants with his confidential PII, including his name, the names of his wife and young
children, their home address, and his social security number, among other important items of PII.

6. Mr. McGlade entrusted this confidential information about himself and his family
to Wawa’s care, but Wawa betrayed that trust.

Fs As a result of that betrayal, Mr. McGlade and his family have suffered greatly,
both financially and emotionally, for months. The suffering continues to this day, as it has been
only exacerbated by Wawa'’s improper firing of Mr. McGlade a week ago.

8. The McGlades have suffered since early September of last year, trying to reverse
wrongful and erroneous charges placed on new credit accounts opened using Shawn McGlade’s
PII. Such charges, numbering in the thousands of dollars, were placed on these new credit
accounts by unknown cybercriminals (named as “Doe Defendants™ in this lawsuit) who were
given access to Shawn McGlade's confidential information due to the gross negligence and
blatant incompetence of the Wawa Defendants who failed to engage even the most basic
cybersecurity protections, simply to try save money for the company.

0. Cutting corners on cybersecurity is just one part of Wawa’s unspoken credo to
save money to make more money in fulfillment of its “Core Purpose™ of having a “passion for

winning” at all costs. https://www.wawa.com/about. That unspoken credo has turned Wawa

into the multi-billion dollar it is today.



10.  As discussed more fully below, Wawa makes exorbitant profits at the expense of
its hard working employees and unwittingly loyal customers.

11; A company does not grow from a small mom-and-pop convenience store in
Folsom Pennsylvania to a corporate behemoth of more than 850 stores operating in 7 states and
generating $12 billion in annual revenue, without cutting a few corners, at the expense of its
trusted employees and loyal customers.

12, Trust and loyalty have price at Wawa, a price Wawa is not willing to pay.

13, Instead, Wawa betrays the trust of its employees and the loyalty of its customers
by willfully putting at risk of attack by cyberbcriminals their PII. Wawa deliberately chose to
maintain antiquated information technology systems, exposing its employees’ PII and its
customers’ credit and debit card information to cyber attack. Wawa does so in order to save the
millions of dollars it would have had to spend to design and implement a modern cybersecurity
program that complied with industry standards.

14. Through this lawsuit, the thousands of affected Wawa employees have a voice in
Shawn and Karen McGlade. The McGlades are the much-needed “whistleblowers™ in this fight
against Wawa to expose its wrongdoing, beyond what Wawa has admitted publically to date.
Through their brave decision to step forward and sue Wawa, where no active Wawa employee
could reasonably be expected to do so, Wawa’s unlawful, unfair and deceptive acts and
practices, its violations of state and federal wage and hour laws, and its egregious, gross
negligence in allowing cybercriminals to steal the PII of Wawa employees, will be brought to

light and properly adjudicated in this Court of law.



JURISDICTION AND VENUE

13. This Court has subject matter jurisdiction over this action pursuant to Class
Action Fairness Act of 2005, 28 U.S.C. § 1332(d), because Plaintiffs and members of the Wawa
Employee Class (defined below) are of diverse citizenship from the Defendants and over two-
thirds of the Class resides outside of Pennsylvania.

16.  According to Wawa, more than 30,000 employees are located in at least the seven
states in which Wawa operates, and perhaps neighboring states. Given the unfettered access to
Wawa’s computer systems cybercriminals enjoyed for the better part of last year, it is believed
and therefore averred that the PII of these many employees was exposed, accessed and stolen.

17.  Thus, the aggregate amount in controversy exceeds $5,000,000.

18.  This Court has personal jurisdiction over the parties because the Wawa
Defendants (described below) are located in Pennsylvania.

19.  The Wawa corporate Defendants, Wawa, Inc. and Wild Goose Holding Company,
are Pennsylvania citizens, are registered to do business in Pennsylvania and conduct substantial
business in Pennsylvania, have had systematic and continuous contacts within this State, and
have agents and representatives that can be found in this State.

20. The Wawa individual Defendants, Messrs.Wood, Gheysens and Collier, are
believed and therefore averred to work in Pennsylvania at Wawa headquarters, and have had
sufficient minimum contacts with and/or have purposefully availed themselves of the laws and
markets of the Commonwealth of Pennsylvania.

21. Under 28 U.S.C. § 1391, venue is proper in this District because all Defendants
engaged in substantial conduct relevant to the claims Plaintiffs and the Class, and caused harm to

members of the Wawa Employee Class in this District.



THE PARTIES

PLAINTIFF

22, Plaintiff, Shawn McGlade is a citizen and resident of Pennsylvania. Mr. McGlade
was employed as a General Manager (“GM”) of Wawa in 2019 in charge of one of the 850
Wawa stores. He has been a Wawa GM since March 2017. He was hired by Wawa over 5 years
ago, and worked his way up through the Wawa ranks to the level of “Assistant General
Manager” (“AGM?), in which role he served between September 2014 until March 2017, when
he was promoted to GM. As a condition of his employment by Wawa, Mr. McGlade was
required to provide his PII, including his social security number, home address, and the names of
his wife and minor children, among other items of confidential PII.

23, As a Wawa GM, Mr. McGlade was paid a salary and substantial benefits,
including bonuses, profit sharing, 401k matching funds, and healthcare benefits, among others.

24, Plaintiff Karen McGlade is the wife a citizen and resident of Pennsylvania. As a
result of the theft of Mr. McGlade’s social security number, along with other PII being to the
McGlades, Mrs. McGlade has been harmed, including but not limited to the drop in Mr.
McGlade’s credit score, which prevented the couple from obtaining a much-needed refinance of
their home mortgage at a lower rate. Mrs. McGlade has spent substantial time and effort trying
to cancel the new credit accounts opened in Mr. McGlade’s name, avoid the obligation to pay
credit balances for purchases not made by the, cancelling a Verizon phone account wrongfully
opened in her husband’s names, and trying to restore the couple’s credit.

25.  In September of 2019, the McGlades discovered that their confidential PII had

been compromised. Someone other than Mr. McGlade had opened a card with the national



retailer, Nordstrom, in Mr. McGlade’s name, using the social security number he had entrusted
only to Wawa, and had charged thousands of dollars in purchases.

26.  Then, the McGlades learned that someone other than Mr. McGlade had opened a
credit account with an entity known as E-commodity (believed to be a bank in Pittsburgh
Pennsylvania), in Mr. McGlade’s name, using the social security number he had entrusted only
to Wawa, and sought to bill unauthorized charges to that account.

27.  Then, the McGlades learned that someone other than Mr. McGlade had opened a
cellular telephone service account with Verizon in Mr. McGlade’s name, using the social
security number he had entrusted only to Wawa, and ran up hundreds of dollars in services fees
and other charges on that account.

28.  The McGlades are aware of other instances that someone other than Mr. McGlade
has opened, or has attempted to open, additional credit accounts in Mr. McGlade’s name, using
his PII entrusted to Wawa. However, because the McGlades’ investigation of these additional
instances of identity theft is ongoing, the Plaintiffs will seasonably supplement their factual
allegations as needed as more information becomes available to them.

29, At no time has any Wawa Defendant advised Mr. or Mrs. McGlade that their PI1
has been compromised due to the breach of data security at Wawa, which started sometime in
March 2019. To the contrary, as discussed more fully below, Mr. McGlade was intentionally
deceived by Wawa senior management, including the Wawa Individual Defendants, about what
was happening to his PII for months. Specifically, despite the fact that Wawa senior
management, including Messrs. Wood, Gheysens and Collier, all knew that the Wawa computer
systems had been invaded by cybercriminals prior thereto, Mr. McGlade was ordered to go to his

store on his day off, December 19, 2019 — the same day as Defendant Gehysens was announcing



to the world the data breach of Wawa’s computer systems — only sit stand idly by for hours
waiting for further direction from the Wawa Defendants, which direction never came.

30.  On December 19, 2019, neither Mr. McGlade nor any of the other Wawa GMs
were advised that heir employee P1I had been compromised, and that the Wawa computer
systems were invaded by cybercriminals who had access to their employee PlI. Instead,
Defendant Gheysens, believed to be with the knowledge, approval and consent of Defendants
Wood (the Board Chairman) and Collier (the CI1O), willfully misrepresented the nature and scope
of the data breach as being limited only to consumer credit card information due to malware, and
willfully deceived Wawa employees that they had nothing to worry about as it concerned their
employee PII in the care of Wawa. That deception allowed the loss of Wawa employee PII to
continue unabated, and caused continuing harm to the McGlades, including the drop in Mr.
McGlade’s credit score.

31. As discussed throughout this Complaint, the McGlades have suffered direct injury
and damages as a result of the data breach and compromise of their PII due to the gross
negligence of Wawa Defendants, and the willful conduct of the Doe Defendants. Plaintiffs seek
declaratory and injunctive relief to stop the harm, damages to compensate them and others in the
Wawa Employee Class for such harm, as well as statutory damages, fees and costs. In order to
try to minimize their harm, the McGlades has signed up for credit monitoring with Experian and
expect to press both Experian and Wawa for reimbursement of the economic losses, including
reimbursement of their time spent in trying to repair their credit as well as their attorney’s fees
and costs being incurred to assist them in addressing Wawa's breach of security and compromise

of their PII.



DEFENDANTS

The Wawa Defendants

3L Wawa, Inc. is a corporation, organized and existing under the laws of New Jersey,
with its corporate headquarters at 260 West Baltimore Pike, Wawa, Pennsylvania.

33.  Wild Goose Holding Co. (*Wild Goose”) is a corporation, organized and existing
under the laws of Delaware with its corporate headquarters at 1105 North Market Street, Suite
1300, Wilmington, Delaware.

34, Upon information and belief, Wild Goose owns Wawa, Inc. Accordingly,
Defendants Wawa, Inc. and Wild Goose Holding Co. are collectively referred to as “Wawa™ or
the “Wawa Corporate Defendants™.

33 Wawa 1s one of the largest privately owned companies in America. It began in
1803 as an iron foundry in New Jersey. Toward the end of the 19" Century, owner George
Wood took an interest in dairy farming and the family began a small processing plant in Wawa,
Pennsylvania. As home delivery of milk declined in the early 1960s, Grahame Wood. George’s
grandson, opened the first Wawa Food Market in 1964 as an outlet for dairy products

36. Today, Wawa operates a chain of convenience retail stores. Wawa does business
under the name “Wawa™ and operates 850 stores located in Pennsylvania, New Jersey, Delaware,
Maryland, Virginia, Florida and Washington.

37 In 2015, Wawa was ranked 34" on the Forbes Magazine list of the largest private
companies. By 2019, it had moved up to the rank of 25, with over $12 billion in annual revenue
and 34,000 employees.

38. Richard D. Wood, Jr. is the former Chief Executive Officer (“CEO™) of Wawa,

and the first cousin, once-removed of Grahame Wood. He currently serves as the Chairman of

10



the Board of Wawa. It is believed and therefore averred that Mr. Wood is a resident of
Pennsylvania, who works in Pennsylvania. As the Chairman of Wawa’s Board, Mr. Wood was
responsible for ensuring that Wawa senior management, including Messrs. Gheysens and Collier,
implemented appropriate cybersecurity to protect the PII of the McGlades and the Wawa
Employee Class. Mr. Wood failed to do so, and thus breached his duty of care to the McGlades
and other members of the Wawa Employee Class.

39. Chris Gheysens is the current CEO of Wawa. It is believed and therefore averred
that Mr. Gheysens is a resident of Pennsylvania, who works in Pennsylvania. As the CEO of
Wawa, Mr. Gheysens was responsible for ensuring that Wawa, including its CIO Mr. Collier,
implemented appropriate cybersecurity to protect the PII of the McGlades and the Wawa
Employee Class. Mr. Gheysens failed to do so, and thus breached his duty of care to the
McGlades and other members of the Wawa Employee Class. Mr. Gheysens also committed
multiple misrepresentations and deception of the McGlades and members of the Wawa
Employee Class by intentionally underreporting the nature and scope of the data breach on
December 19, 2019, in order to deceive the McGlades and the members of the Wawa Employee
Class about the fact that their employee PII had been compromised and to induce them to rely on
his statements to their detriment, which they did and continue to do to this day.

40. Chris Collier is the current Chief Information Officer (“CIO™) of Wawa, having
served in that role for a number of years. It is believed and therefore averred that Mr. Collier is a
resident of Pennsylvania, who works in Pennsylvania. As the senior officer in charge of Wawa
computer systems, Mr. Collier was responsible for protecting the PII of the McGlades and the
Wawa Employee Class, and failed to do so, and thus breached his duty of care to the McGlades

and other members of the Wawa Employee Class..
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41. Messrs. Wood, Gheysens and Collier are all collectively referred to as the “Wawa
Individual Defendants”. The Wawa Corporate Defendants (or Wawa) and the Wawa Individual
Defendants are collectively referred as the Wawa Defendants.

The Doe Defendants

42. Doe Defendants 1-10 (collectively “the Doe Defendants™) are persons and entities
who unlawfully accessed and received the PII of Plaintiffs and the Class. Whether their actions
are ultimately deemed criminal or not is of no moment to the claims of the McGlades and the
Wawa Employee Class. They suffered as a result of the compromise of the employee PII in the
hands of Wawa, which the Doe Defendants accessed and used.

43, The identities of the Doe Defendants are not yet known, but may be known in the
future once the investigation of others is complete. Plaintiffs anticipate that discovery will
permit them to identify and therefore specifically name the Doe Defendants in this lawsuit.

44, All the foregoing Defendants are collectively referred to herein as “Defendants”,
where appropriate.

45. The acts alleged in this Complaint to have been done by Wawa were authorized,
ordered, done and/or ratified by the company’s respective officers, directors, agents, employees
or representatives while engaged in the management, direction, control or transaction of their
respective business affairs.

46. Various persons and/or firms not named as Defendants herein, have participated
as co-conspirators in the violations alleged herein and have performed acts and made statements

or omissions in furtherance thereof.
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FACTUAL BACKGROUND

47.  Wawa’s “Core Purpose” claims to “value people”, to ““do the right thing” and to
“do things right”. However, Wawa chose to sacrifice each of these values in favor of another

“Core Purpose™: “passion for winning™ at all costs. https://www.wawa.com/about

48.  “Winning” has cost Mr. McGlade his job, and has caused the McGlades to suffer
the most egregious identity theft of any reported to date. Nowhere is this demonstrated more
clearly than in how Wawa has handled the data breach.

49.  Wawa, and the Wawa Individual Defendants, have intentionally misrepresented
the nature and scope of the breach of Wawa’s computer systems, and the fact that Wawa
employee PII has been compromised. They willfully delayed making such report — as required
by law — and then lied about when they knew and what they knew.

50. By their misrepresentations and omissions, the Wawa Defendants deceived the
McGlades and the members of the Wawa Employee Class in order to induce them to sleep on
their rights and not take appropriate measures to protect themselves and their families. Wawa’s
coverup is shameful.

51.  Asaresult of Wawa’s neglect, new credit accounts have been opened in Shawn
McGlade’s name, using the McGlades™ home address as the billing address, by unknown persons
who used the McGlades™ confidential PII Wawa was entrusted to secure. Thousands of dollars
were billed to these accounts, and the bills were sent to the McGlades® home for payment.

52.  Asaresult of Wawa’s neglect. a new Verizon phone service account was opened
in Shawn McGlade’s name, again using the McGlades’ home address as the billing address, by

unknown persons who used the McGlades® confidential PII Wawa was entrusted to secure.
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Hundreds of dollars in phone and data charges were billed to this account, and the bills were sent
to the McGlades® home for payment.

53.  Asaresult of these actions by cybercriminals, named as Doe Defendants in this
lawsuit, and due to the inactions and negligence of Wawa and the Wawa Individual Defendants,
the McGlades’ credit has been destroyed. The McGlades’ request to refinance the high interest
mortgage they obtained for the home they recently purchased for their 2 young children (with a
3™ on the way) was denied due to the reduction in Shawn’s credit score, due in large part to the
high number of credit inquiries and newly opened credit accounts with unpaid balances, all of
which were caused by the theft of the McGlades’ PII negligently maintained by Wawa.

54.  The McGlades have had to struggle and battle for months trying to avoid these
wrongful charges, to cancel these wrongful accounts, and to convince these various vendors and
creditors that the “Shawn McGlade™ who opened these accounts and incurred these charges is
not the real Shawn McGlade. But, how do you convince an anonymous customer service
representative on the other end of a telephone line that you are the real Shawn McGlade and that
an imposter was the culprit? You struggle, you claw, and you fight. But, you fight alone,
because the real culprit has chosen to remain stays silent.

55. Wawa stayed silent for weeks, if not months.

56.  Plaintiffs’ investigation has revealed that the Wawa Defendants knew long before
they chose to have Defendant CEO Chris Gheysens write an open letter to the public on
December 19, 2019 finally admitting that Wawa had allowed cybercriminals to infiltrate its
server and computer systems.

57.  The Wawa Defendants knew prior to December 3, 2019 — 16 days earlier — when

it posted a job opening looking for an “incident response associate” to help with “detection,

14



response and remediation of cyber related attacks on the Wawa enterprise.” An “incident
response associate™ is needed when a company has need of someone to “respond” to and
“remediate” a “cyber related attack on the Wawa enterprise.”

58. But, the Wawa Defendants likely knew, or should have known, that it was
experiencing a “cyber related attack on the Wawa enterprise” in mid-November 2019, when
Visa, one Wawa’s largest financial services vendors and partners with whom it has a direct
contractual relationship and direct reporting obligations, reported that gas stations, like those
maintained by Wawa stores, had emerged as attractive targets for cybercriminals because many
have been slow to adopt more-secure payment-processing technology, such as chip readers as
opposed to magnetic-stripe readers to accept credit and debit card payments.

59, Specifically, Visa advised that during the summer of the 2019 criminals used
malware in two data breaches at North American gas stations and that their retail partners, like
Wawa, needed to take appropriate steps to protect themselves, their employees and their
customers, and the PII in their care, custody and control.

60. So what did Wawa do: nothing. It decided that it was too costly to implement the
cybersecurity protections called for by Visa’s warning. So it maintained the status quo.

61. Worse, it created an information vacuum, with the Wawa Defendants willfully
and egregiously withholding important information from Wawa employees about the threat to its
computer systems, which had already been compromised and had already been causing the
McGlades to suffer identity theft. Had Wawa taken appropriate steps at the appropriate time, the
McGlades™ PII would not have stolen and used against them. The PII of the Wawa Employee

Class would not have been compromised.
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62.  The McGlade’s credit accounts have been overrun; they have been under financial
siege for months by unknown cybercriminals (the Doe Defendants), as they were struggling to
refinance their home mortgage. The stress and strain it has placed on their young family has
been almost unbearable.

63. Because the Wawa Defendants refused to tell the truth about what they knew, and
when they knew it, the McGlades were left to blame each other and others for presumed failings
on their part. But the McGlades did nothing wrong: the Wawa Defendants caused their
problems. They have failed to admit the same to the McGlades and the 34,000 other Wawa
employees to this day.

64. Because the Wawa Defendants required Mr. McGlade and other Wawa
employees to provide them their PII as a condition of their employment at Wawa, the Wawa
Defendants had a legal duty to protect the private, highly sensitive, and confidential PII of the
McGlades and the members of the Wawa Employee Class. The legal duty has been made clear
by the Pennsylvania Supreme Court.

65.  The Wawa Defendants failed to safeguard and prevent the theft of this PII from its
computers or network. They failed to take reasonable precautions to protect the PII of Plaintiffs
and the Class, and otherwise failed to act reasonably in fulfillment of their duty to current and
former employees.

The Wawa Data Breach and Coverup

66.  In early March 2019, the Doe Defendants accessed Wawa’s computer systems

and installed malware in order to attack Wawa’s point-of-sale (“POS™) payment systems.

According to Wawa, every POS system in the 850 Wawa stores was affected in some way.
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67.  The Doe Defendants maintained access to the Wawa computer systems for the
period of at least March 4, 2019 through December 10, 2019, when Wawa concedes it became
aware of the intrusion.

68. However, based on the facts set forth herein, it is believed and therefore averred
that the Wawa Defendants knew weeks, or months, before about the intrusion, but failed to admit
the same, either publically or privately to Wawa employees and customers.

69.  Wawa admits that the Doe Defendants stole payment card data of a number of
customers of Wawa. The exact number of customers is not yet known.

70.  Wawa has failed to admit that the Doe Defendants also accessed and stole the P11
of Wawa employees, like Mr. McGlade. The exact number of Wawa employees is not yet
known, but is believed to number in the thousands.

71.  The breach of Wawa's computer systems, and the compromise of its employee
PII and customer payment card data was the direct and proximate result of Wawa’s inadequate
security measures.

72.  For years, Wawa has refused to implement even the most basis, industry-standard
cybersecurity systems, software, procedures and best practices, as set forth in the below guides.

73.  Asaresult, the McGlades and other members of the Wawa Employee Class have
suffered from the unauthorized access to their employee PII, as well as their payment card
information, by the Doe Defendants. In the case of the McGlades and likely others, they have
suffered from the theft and use of their PII, which has caused their identities to be stolen, a great
personal and financial harm to them. As a result, the McGlades and members of the Wawa
Employee Class have suffered, and will continue to suffer damages from the loss of access to

and use of the existing credit, the compromise and use of such existing credit, the unauthorized
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opening of new credit accounts and use of such new credit, and the opening of other accounts,
such as the Verizone telephone account opened in Mr. McGlade’s name. There is also the very
real potential for the Doe Defendants to file false tax returns this year (as typically happens in
such cases) to collect refunds for the tax year 2019, which refunds belong to members of the
Wawa Employee Class.

The Wawa Defendants Knew or Should Have Known About the Problems of
Identity Theft and Fraud Long Before the Data Breach Occurred.

74.  The 2013 Identity Fraud Report released by Javelin Strategy & Research states
that in 2012 identity fraud incidents increased by more than one million victims and fraudsters
stole nearly $21 billion. The study identified 12.6 million victims of identity fraud in the United
States in the past year, which equates to 1 victim every 3 seconds. The report concluded that
nearly 1 in 4 data breach letter recipients became a victim of identity fraud, with breaches
involving Social Security numbers to be the most damaging.

75, In 1992, the Organization for Economic Co-operation and Development
(“*OECD?), an international treaty organization to which the United States became a signatory in
1961, promulgated a framework for corporations and governments to secure their computers and
networks. This framework included the following broad principles:

a. Accountability: The responsibilities and accountability of owners,
providers and users of information systems and other parties concerned with the security
of information systems should be explicit.

b. Awareness: In order to foster confidence in information systems, owners,
providers and users of information systems and other parties should readily be able,
consistent with maintaining security, to gain appropriate knowledge of and be informed

about the existence and general extent of measures, practices and procedures for the
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