“MasTec

June 4, 2026

Via email to DOJ-CPB@doj.nh.gov

Attorney General John M. Formella
Office of the Attorney General
Consumer Protection & Antitrust Bureau
1 Granite Place South

Concord, NH 03301

Dear Sir/Madam:

On behalf of MasTec, an American infrastructure and construction company based in
Florida, I am writing to inform your office about a security event that affected 18 New
Hampshire residents. We were the victim of an attack that exploited a zero-day
vulnerability in one of our third-party solutions. The event involved unauthorized
activity on a limited portion of our network. We promptly began working with
cybersecurity experts to investigate and determine the impacted data. On June 5, 2026,
we are mailing notice to affected individuals.

In early October 2025, we received a report from our endpoint detection and response
provider about suspicious activity affecting one of our third-party solutions. We
promptly initiated a response, including deploying the applicable patch to address the
zero-day vulnerability. We also engaged outside counsel, and they in turn retained
cybersecurity experts to conduct a forensic investigation. The investigation identified
impacted data, and we quickly pivoted to staging those files. Once we finished staging
the files, our outside counsel promptly engaged a data-review vendor to analyze the
contents of those files.

The data-review vendor shared their report with our outside counsel in February 2026.
The report identified that the following types of personal information were impacted:
names, birthdates, addresses, financial account details, Social Security numbers, and
limited account credentials. Upon receiving those results, our outside counsel promptly
began reviewing the impacted data to advise us on our notification obligations. We then
worked with a mailing vendor to update contact information for impacted individuals
and completed that process on April 23, 2026. We are mailing notices to impacted
individuals on June 5, 2026.
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We have included templates of the notices we are mailing. Those notices include 12
months of complimentary credit monitoring for any individual with a Social Security
number impacted by the event.

In addition to conducting a forensic investigation and notifying affected individuals, we
have worked diligently to bolster our cybersecurity measures. For example, we promptly
applied the patch to address the zero-day vulnerability. We also continue to employ
robust cybersecurity safeguards and training.

If you have any questions, please contact Josh Hansen, our outside counsel for this event,

at (303) 285-5306 or jahansen@shb.com.

Sincerely,
MasTec



