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without theirknowledge, authorization, orconsent.

4.

As recently as November 10, 2022, Defendants disclosed this pætected health

information through the deployment of various digital marketing and automatic m- outing tools

embedded on its websites that purposefully and intentionally m-direct customers (and/or would-

be customers') personal health information to third parties who exploit that information for

advertising purposes. Defendants' use of these m- outing tools causes their patients' personally

identifiable information and the contents of its patients' communications exchanged with

Defendants to be automatically re-directed to third parties in violation of those patients'

masonable expectations of privacy, their rights as patients, their rights as citizens of the State of

Louisiana, and both the express and implied promises ofDefendants.

5.

Defendants' conduct in disclosing such protected health information to Facebook and/or

other third parties violates Louisiana law, including La. R.S. 15:1303 (Interception and

Disclosure of Wire, Electronic, or Oral Communications), La. R.S. 51:3074 (P1otection of

Personal Information; Disclosure upon Breach in the Security of Personal Information; and

Notification Requirements), 48 La. Admin. Code Pt. 1, §9319 (Patient Rights and Privacy), and

La. Admin. Code Pt. 1, §505 (Confidentiality and Disclosure), as well as Louisiana Civil Code

Articles 2315,2316and/or2324(A).

6.

On behalf of herself and all similady situated citizens of Louisiana, Plaintiff seeks an

order enjoining Defendants from further unauthorized disclosures of her personal information;

awarding liquidated damages in the amount of $1,000 per violation, attorney's fees and costs;

and granting any otherreliefthe Court deems appropriate.

PARTIES TOTHE ACTION

7.

Defendant LCMC Health Holdings, Inc. is a Louisiana corporation with its principal

place of business located in the Parish of Odeans, at 1100 Poydras Street, 25th Floor, New

Odeans, LA 70163.
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8.

Defendant Louisiana Children's Medical Center is a Louisiana corporation with its

principal place of business located in the Parish of Orleans, at 1100 Poydras St eet, 25th Floor,

New Orleans, LA 70163. Louisiana Children's Medical Center is the parent company for

multiple healthcare facilities in Louisiana, including East Jefferson General Hospital, Children's

Hospital New Orleans, New Orleans East Hospital, Touro Infirmag, University Medical Center

New Orleans, West Jefferson Medical Center, and a network of urgent care centers across the

greaterNewOrleansarea.'

9.

Plaintiff, Pebbles Madin, is an individual dorniciled and residmg in the Parish ofOrleans,

State of Louisiana. Plaintiff has been t eated by University Medical Center, a LCMC Health

facility,' as well as LCMH Heahh-employed and/or otherwise associated physicians.

JURISDICTIONANDVENUE

10.

This Court has personal jurisdiction over Defendants because they regularly conducts

business within the State of Louisiana. Indeed, LCMC Health's principal place of business is

locatedwithinthe StateofLouisiana.

IL

Venue is appropriate in this Court because Defendants' principal place of business is

located within the Parish of Orleans and the acts or conduct giving rise to the cause of action

assened herein took place in the Parish ofOrleans.

FACTUAL BACKGROUND

A. LCMC Health routinely discloses the protected health inforniation ol' ils cusioniers
to third parties incInding Facebook.

12.

Plaintiff is a customer of LCMC Health who has received t eatment at University

Medical Center.3

' h, e.g., https://www.1cmchcalth.om/our-locations/
2 h, e.g., https://www.1cmchcalth.om/university.medical-center.new s/

3½, e.g., https://www.1cmchcalth.om/university.medical-center.new
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Notwithstanding patients' reasonable expectations of privacy, LCMC Health's legal

duties of confidentiality, and LCMC Health's express promises to the contmry, LCMC Health

disclosed the contents of patients' commumcations and protected healthea e infonnation via

automatic re-routmg mechanisms embedded in the websites operated by LCMC Health without

itspatients'knowledge,authorization, orconsent.

B. The natn e of LCMC Health's unauthorized disclosu e of customers' health care
information.

20.

LCMC Health's disclosure of personal heahheare information occurred because LCMC

Health intentionally deployed source code on the websites it operates, including

www.lcmchealth.org, that caused patients' personally identifiable information (as well as the

exact contents of their commumcations) to be tmusmitted to third parties.

2L

By design, Facebook (and/or other third parties) receives and records the exact contents

of an existing or potential customer's conunumcations before the full response from LCMC

Health to patients has been rendered on the screen of the customer's computer device and while

the communication between LCMC Heahh and the potential patient or patient remains ongoing.

22.

Websites like those maintained by Defendants are hosted by a computer server through

which the business in charge of the website exchanges and communicates with internet users via

their web browsers.

23.

The basic conunand that web browsers use to exchange data and user commumcations is

called a GET request.* For example, when a patient types "heart failure treatment" into the

search box on Defendants' website and hits 'Enter', the patient's web browser makes a

connection with the server for Defendants' website and sends the following request: "GET

search/pheart+failu e+treatment."

, e.g., https://www.w3schools.comhaes/ref httomcthods_asp
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When a server receives a GET request, the information becomes appended to the next

URL (or "Unifonn Reson ce Locator") accessed by the user. For example, if a user enters

"respiratory problems" into the query box of a website search engine, and the search engine

transmits this information using a GET request method, then the words "respiratog" and

"problems" will be appended to the queg string at the end of the URL of the webpage showing

the search results.

25.

The other basic transmission command utilized by web browsers is POST, which is

typically employed when a user enters data into a fonn on a website and clicks 'Enter' or some

other form of submission button. POST sends the data entered in the formto the server hosting

the website that the user is visiting.

26.

In response to receiving a GET or POST conunand, the server for the website with which

the user is exchanging information will send a set of instructions to the web browser and

conunand the browser with source code that di ects the browser to render the website's

responsive connnunication.

27.

Unbeknownst to most users, however, the website's server may also redirect the user's

conununications to third parties. Indeed, Google warns website developers and publishers that

installing its ad tmeking softwa e on webpages employing GET requests will result in users'

personally identifiable information being disclosed to Google.S Typically, users are provided no

notice that these disclosures are being made.

28.

Third parties (such as Facebook and Google) use the information they receive to track

user data and connnunications for marketing pmposes.

29.

In many cases, third-party marketing companies acquire the content of user

conununications through a 1x1 pixel (the smallest dot on a user's screen) called a tmcking pixel,

8 https-J/support.poople.com/platfomispotiev/answerM]56630?hl-«n
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mmain invisible to users.

30.

Tracking pixeh can be placed directly on a web page by a developer, or they can be

funneled through a "tag manager" service to umke the invisible tracking run more smoothly. A

tag manager further obscures the third parties to whom user data is transmitted.

31.

These hacking pixeh can collect dozens of data points about individual website users

who interact with a website. One of the world's most prevalent tracking pixeh, called the Meta

Pixel, is provided by Facebook.

32.

A web site developer who chooses to deploy third-party source code, like a tracking

pixel, ontheirwebsitemustenterthethird-partysource codedirectlyontotheirwebsite forevery

third party they wishtosend user data and communications. This source code operates invisibly

in the background when users visit a site employing such code.

C. Tracking pixels provide third parties with a trove of personally identifying data
perniittingtheni to uniquelyidentifytheindividualsbrowsing awebsite.

33.

Tracking pixels are lines of source code embedded in websites such as LCMC Health's.

Tracking pixeh are particularly pernicious because they msult in the disclosure of a variety of

data that permits third parties to determine the unique personal identities of website visitors.

While most users believe that the internet provides them with anonymity when, for example,

they browse a hospital website for treatment information about a medical condition, that is not

the case when the hospital website has embedded third party tracking devices, as LCMC Health

has.

34.

For example, an IP address is a number that identifies a computer connected to the

internet. IP addresses are used to identify and mute communications on the internet. IP

addresses of individual users are used by internet service providers, websites, and hacking

companies to facilitate and track internet communications and content. IP addresses aho offer
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thathas limitedprivacycontæls.'

35.

Because of their uniquely identifying character, IP address am considered pætected

pmonally identifiable information. Tracking pixels can (and typically do) collect website

visitors' IP addresses.

36.

Likewise, internet cookies also provide personally identifiable information. Cookies are

small text files that web servers can place on a user's browser and computer when a user's

browser interacts with awebsite server. Cookiesaretypically designed to acquire and record an

individual intemet user's communications and activities on websites and were developed by

programmers to aid with online advertising.

37.

Cookies am designed to operate as a means of identification for internet users.

Advertising companies like Facebook and Google have developed methods for monetizing and

profiting from cookies. These compames use third-pany trackmg cookies to help them acquim

and record user data and communications in order to sell targeted advertising that is customized

to a user's pmonal conunumcations and browsing histog. To build individual profiles of

internet users, third pany advertising companies assign each user a unique (or a set of unique)

identifierstoeachuser.

38.

Cookies am also considered pmonal identifiers, and tracking pixels can collect cookies

from website visitors.

39.

A third type of personally identifying information is what data cornpanies refer to as a

"browsefingerprint". A browser fingerprint is information collected about a computing device

that can be used to identify the specific device.

40.

These browser-fingerprints can be used to uniquely identify individual users when a

computing device's IP address is hidden or cookies are blocked and can provide a wide variety

, e.g., https://adtechexdained.com/the.future.of.ip.eddress.am«tvertising.identifier/
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of information that vaiy between users, such as what device they have or what fonts they have

installed to genemte a unique identifter which can then be used to match a user across websites."'

The value of browser fingerprinting to advertisers (and trackers who want to monetize

aggregated data) is that they can be used to track website users just as cookies do, but it employs

much mo e subtle techniques.' Additionally, unlike cookies, users cannot clear their fingerprint

and therefore cannot control how their personal information is collected³

41.

In 20I7, researchers demonstrated that browser fingerprinting techniques can

successfullyidentify99.24percentofall users."

42.

Browser-fingerprints aie also considered protected personal identifiers, and tracking

pixels can collect browser-fingerprints from website visitors.

43.

A fourth kind of personally identifying information is the unique user identifter (such as

Facebook's "Facebook ID") that perrnits companies like Facebook to quickly and autornatically

identify the personal identity of its user across the intemet whenever the identifier is

encounte ed. A Facebook ID is a number string that is connected to a user's Facebook profile.n

Anyone with access to a user's Facebook ID can locate a user's Facebook profile."2

44.

Unique personal identifiers are likewise capable ofcollection through pixel trackers.

D. Facebook's Business Model: Exploiting Users' Personal Data to Sell Advertising.

45.

Facebook, a social media platform founded in 2004 and today operated by Meta

Platforms, Inc., was originally designed as a social networking website for college students.

, e.g., https://www.blor.poopic/pteducis/chmmc/building a-more-inivate-web/

, e.g., https://pixctpiivacy.com/rcsourocs/browser-fingerprinting/

, e.g., https://www.blor.poopic/pteducis/chromc/building a-more-inivate-web/

e.g, httpsd/www.ndss-symposium.orp/ndss2017/ndss-20l7-ptugramme/cross-btowser-Engerprinting-os and-
hardwarc-Icyc1-fcatures/

e.g, httpsd/www.facebook.com/hclp/2118]32655]7027

, e.g., httpsd/smaltscotools.com/End-facebook-id/

Page9ef53

E-Filed

Case 2:23-cv-00411   Document 1-2   Filed 02/01/23   Page 9 of 50



FILED
2023JAN27 P12:20

CML
DISTRICT COURT

Facebook describes itself as a "real identity" platform.'8 This means that users are

pemntted only one account and must share "the narne they go by in everyday life."'' To that

end, Facebook requires users to provide their fint and last narne, along with their birthday,

telephone number and/or email address, and gender, when creating an account.15

47.

In 2007, realizing the value of having direct access to millions of consumers, Facebook

began monetizing its platform by launching "Facebook Ads," proclaiming this service to be a

"completely new way of advertising online," that would allow "advertisers to deliver more

tailored and relevant ads."» Facebook has since evolved into one of the largest advertising

companies in the world." Facebook can target users so effectively because it surveils user

activity both on and off its website through the use of tracking pixels." This allows Facebook to

make inferences about users based on their interests, behavior, and connections."

48.

Today, Facebook provides advertising on its own social media platforms, as well as other

websites through its Facebook Audience Network. Facebook has more than 2.9 billion users."

49.

Facebook maintains profiles on users that include users' real names, locations, ernail

addresses, friends, likes, and conununications. These profiles are associated with personal

identifiers, including IP addresses, cookies, and other device identifiers. Facebook also tracks

non-users across the web through its internet marketing products and source code. Facebook also

employs algorithms, powered by machine learning tools, to determine what advertisements to

show users based on their habits and interests, and utilizes tracking softwa e such as the Meta

Pixeltomonitorandexploit users' habitsand interests.

e .. https-J/www.wsi.com/articles/how-many-users-docs-facebk-have-thcw-ompany stmeeles-to-fleure-it-
out-l ió3484670l#:~:1cxt=Facebook%20said%20m%20its%20most.of%20them%20than%20developed%200nes.

e.g, https-J/transparcocy.fb.com/poticles/community-standards/account-inteprity-and-authentic-idcotity/
e.g, https-J/wwwface k.com/hctp/406644739431633

e.g, https-J/about.tb.com/news/2007/] Ufacebæk-unveils-facebook-ads/

¤ e.g, https-J/www.pewrcscarch.orp/fact-inok/2021Mm®l/facis-about-emericans-and-facebook/

e.g, https-J/wwwface k.com/business/hcIp/74247R679120153?id=]205376682832142

e.g, https-J/www.facchk.com/business/ads/ad-larreting

e.g, https-J/www.slatista.com/slatistics/264810/oumber-of-monthly<ictive-facebæk-users-worldwide/
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Facebook offers several advertising options based on the type of audience that an

advertiser wants to target. Those options include targeting "Core Audiences," 'Custom

Audiences," "Look Alike Audiences," and even mo e granulated approaches within audiences

called *Detailed Targeting." Each of Facebook's advertising tools allow an advertiser to target

users based, among other things, on their personal data, including geographic location,

demographics (e.g., age, gender, education, job title, etc.), interests, (e.g., p eferred food,

movies), connections (e.g., particular events or Facebook pages), and behaviors (e.g., pumbases,

device usage, and pages visited). This audience can be created by Facebook, the advertiser, or

both working in conjunction.

51.

Facebook offers several advertising options based on the type of audience that an

advertiser wants to target. Those options include targeting "Core Audiences," 'Custom

Audiences," "Look Alike Audiences," and even mo e granulated approaches within audiences

called *Detailed Targeting." Each of Facebook's advertising tools allow an advertiser to target

users based, among other things, on their personal data, including geographic location,

demographics (e.g., age, gender, education, job title, etc.), interests, (e.g., p eferred food,

movies), connections (e.g., particular events or Facebook pages), and behaviors (e.g., pumbases,

device usage, and pages visited). This audience can be created by Facebook, the advertiser, or

both working in conjunction.

52.

Ad Targeting has been extremely successful due to Facebook's ability to target

individuals at a granular level. For example, among many possible target audiences, "Facebook

offe1s advertisers 1.5 million people 'whose activity on Facebook suggests that they're more

likely engage with/distribute liberal political content' and nearly seven million Facebook users

who 'prefer high-value goods in Mexico."'2' Aided by highly granular data used to target

specific users, Facebook's advertising segment quickly became Facebook's most successful

business unit, with millions of compames and individuals utilizing Facebook's advertising

services.

" Sm e.g., https-J/wwwaytimes.comdo18/04/l]Mcchnoloey/facebook.mivacy-hearines.html
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the time.3°

61.

In exchange for installing its Meta Pixel, Facebook provides website owners like LCMC

Health with analytics about the ads they've placed on Facehk and Instagram and tools to target

people who have visited their website.31 The Meta Pixel collects data on website visitors

regardless ofwhether they have Facebook or Instagram accounts.32

62.

Facehk can then sha e analytic metrics with the website host, while at the same time

sharing the information it collects with third-party advertisers who can then target users based on

the information collected and shared by Facebook.

63.

Facehk touted Meta Pixel (which it originally called "Facehk Pixel") as "a new way

to report and optimize for conversions, build audiences and get rich insights about how people

use your website."33 According to Facebook, the Meta Pixel is an analytics tool that allows

business to measme the effectiveness of their advertising by understanding the actions people

take on their websites."

64.

Facehk wams web developers that its Pixel is a personal identifier because it enables

Facehk"tomatchyourwebsitevisitontotheirrespectiveFacehkUseraccounts.""

65.

Facehk recommends that its Meta Pixel code be added to the base code on eveg

websitepage(includingthe website'spersistentheader)toreduce thechanceofbrowseisorcode

from blocking Pixel's execution and to ensure that visitors will be tracked.»

8 https-1/themaituporg/show-vour-work/2022/04/28/how-we-built-a-meta-pixct-insucctor

5 https-1/themarkup.org/pixct-hunt/2022/06/1&facebook-is-receiving-scositive-medical-infonnation-from-hospital-
websites

32 https-1/themarkup.org/show-vour-work/2022/04/28/how-we-built-a-meta-pixct-insucctor

5 % e.g, https-J/developenfacebook.com/ads/blog/post/v2/2015/l0/14/announcing-facebook-pixcU

M ¼ e.g, https-J/wwwoviand.com/understanding-the-facebook-pixel

5% e.g, https-J/developenfacebook.com/docs6nem-pixcUect-staited

8 % e.g, https-J/developenfacebook.com/docs6nem-pixcUect-staited
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Facehk also receives personally identifying information in the forrn of user's unique IP

addresses that stay the same as users visit multiple websites. When browsing a third-party

website that has embedded Facebook code, a user's unique IP address is forwarded to Facehk

by GET requests, which are triggered by Facehk code snippets. The IP address enables

Facehk to keep tmck of the website page visits associated with that address.

76.

Facehk also places cookies on visitors' computers. It then uses these cookies to store

information about each user. For example, the "c_user" cookie is a unique identifier that

identifies a Facebook user's ID. The c_user cookie value is the Facebook equivalent of a user

identification number. Each Facehk user has one-and only one-unique c_user cookie.

Facehk uses the c user cookie to record user activities and connnunications.

77.

The data supplied by the c_user cookie allows Facehk to identify the Facehk account

associated with the cookie. One simply needs to log into Facebook, and then type

www.facehk.corn/#, with the c_user identifier in place of the "#." For example, the c_user

cookie for Mark Zuckerberg is 4. Logging into Facehk and typing www.facebook.corn/4 in

the web browser retrieves Mark Zuckerberg's Facebook page: www.facebook.com/zuck.

78.

Sirnilarly, the "lu" cookie identifies the last Facehk user who logged in using a specific

browser. Like IP addresses, cookies are included witheachrequest that a user'sbrowsermakes

to Facebook's servers. Facehk employs similar cookies such as "datr," "fr," "act," "p esence,"

"spin," "wd," "xs," and "fbp" cookies to track users on websites across the internet.* These

cookies allow Facebook to easily link the browsing activity of its users to their real-world

identities, and such highly sensitive data as medical information, religion, and political

prefe ences."

79.

Facehk also uses browser fmgerprinting to uniquely identify individuals. Web

browsers have several attributes that vary between users, like the browser software system,

® ¼ e.g, https-J/techexpertise.medium.com/facebook-cookies.unalysis.
elef6fthdfRa#:~:1cxt=bmwscWo20scssion%20cods_%E2%80%9Cdatr%E2%80%9D.scouritv%20and%20site%20int
epritv%20fcaturcs.

"h e.g, https-J/securchomes.csat.kutenven.bc/~pacar/fb tracking/fb plugins.pdf
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color depth, and more. Together, these attributes create a fingerprint that is highly distinctive.

The likelihood that two browsers have the same fingerprint is at least as low as 1 in 286,777, and

the accuracy of the fingerprint increases when combined with cookies and the user's 1P address.

Facebook recognizes a visitor's browser fingerprint each tirne a Facebook button is loaded on a

third-pany website page. Using these various methods, Facebook can identify individual users,

watch as they browse third-party websites like www.southcoast.org, and target users with

advertising based on their web activity.

F. LCMC Health has dise etely embedded the Meta Pixel tool on its website, resulting
in the capture and disclosure of customers' p otected health information to
Facebook.

80.

A third-party website that incorporates Meta Pixel benefits from the ability to analyze a

user's experience and activity on the website to assess the website's functionality and traflic.

The third-pany website also gains information from its customers through Meta Pixel that can be

used to target them with advertisernents, as well as to measure the results of advertisernent

efforts.

81.

Facebook's intrusion into the personal data of the visitors to third-pany websites

incorpomting the Meta Pixel is both significant and unprecedented. When Meta Pixel is

incorpomted into a third-party website, unbeknownst to users and without their consent,

Facebook gains the ability to surreptitiously gather every user intemction with the website

ranging from what the user clicks on to the personal information entered on a website sea ch bar.

Facebook aggregates this data against all websites.5' Facebook benefits from obtaining this

information because it improves its advertising network, including its inachine-leaming

algorithms and its ability to identify and target users with ads.

82.

Facebook provides websites using Meta Pixel with the data it captures in the "Meta Pixel

page" in Events Manager, as well as tools and analytics to reach these individuals through future

Facebook ads." Forexarnple,websitescanusethisdatatocreate"customandiences"totarget

e.g, https-l/www.facebook.condbusiness/hetØ4247R679120153?id=]205376682832142

* e.g, https-l/www.facebook.condbusiness/hetØ4247R679120153?id=]205376682832142
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LCMC Health is among the hospital systems who have embedded Meta Pixel on their

websites. When a patient enters their personal information through LCMC Health's websites

that incorporate Meta Pixel, such as to locate a doctor or make an appointment, this information,

including what the patient h being treated for, h transmitted to Facebook via the Meta Pixel.

The acquisition and disclosure of these communications occurs contemporaneously with the

transmission of these communications by patients.

87.

This data, which can include health conditions (¢4, addiction, Alzheimer's, heart

disease), diagtioses, procedures, test results, the treating physician, medications, and other

personally identifying information ("Personal Health Information"), is obtained and used by

Facebook, as well as other parties, for the purpose of targeted advertising. Worse, by correlating

users' Facebook profiles-profiles that include such details as a user's employment history and

age-Facebook gains an intimate personal profile of patients without patients' consent. Indeed,

these tracking practices allow Facebook to gain an unprecedented degree of personalized

information, including an individual's health history, likes, dislikes, inteiests, and habits over a

sigtiificant amount of time, without affording users meaningful opportunity to control or prevent

the unauthorizedexplorationoftheirprivatelives.

88.

For example, a patient searching for a doctor on LCMC Health's website is asked to

provide a variety of information to filter the various physicians available to treat various medical

conditions, including the doctor's specialty, the patient's condition, the patient's hometown, the

patient's language preference, and other information that the patient provides.

89.

All this data h disclosed to Facebook in ieal time as patients transmit their information,

along with other data, such as patient's unique Facebook ID that à captured by the c_user

cookie, which allows Facebook to link this information to patients' unique Facebook accounts.

LCMC Health also discloses other personally identifying information to Facebook, such as

patient IP addresses, cookie identifiers, browser-fingerprints, and device identifiers.
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90.

LCMC Health discloses such personally identifying infonnation and sensitive medical

infonnation even when patients are searching for doctors to assist with them conditions such as

substance abuse and addiction.
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LCMC Health also discloses patient information from other sections of its website

including (but not limited to) communications that are captured by the website's search bar,

communications that are captured when a patient searches for "Services" offe1ed by LCMC

Health, communications made by patients using the website's Bill Pay/Financials function, and

communications made when patients are msearching specific medical conditions such as

COVID-19. On information and believe, LCMC Health also makes similar disclosures to

Facebook, Google, and other parties when click on the "Log in" buttons of the password

protected portions of its website, including its patient portal and bill pay functions, confuming to

these companies that the website users are LCMC patients.

93.

As the above demonstrates, knowing what information a patient is reviewing on LCMC

Health's website can myeal deeply personal and private information. For example, a s'unple

search for "pregnancy" on LCMC Health's website tells Facebook that the patient is likely

pregnant. Indeed, Facebook might know that the patient is pregnant before the patient's close

family and friends. Likewise, most patients would not want it made public that they wem

seeking treatment for substance abuse. But there is nothing visible on LCMC Health's website

that would indicate to patients that, when they use LCMC Health's search function, their

personally identifiable data and the precise content of their communications with LCMC Health

are being automatically captured and made available to Facebook, who can then use that

information for advertising purposes even when patients search for treatment options for

sensitive medical conditions such as cancer or substance abuse.

94.

The amount of data collected is significant. Via the Meta Pixel, when patients interact

with its website, LCMC Health discloses a full-string, detailed URL to Facebook, which contains

the name of the website, folder and sub-folders on the webserver, and the name of the precise file

mquested. For example, when a patient types a search term into the search bar on LCMC

Health's website, the website ætums links to information mlevant to the search term. When

patients then click these links, a communication is created that contains a GET mquest and a full-

string detailed URL.
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Facebook's Meta Pixel collects and forwards this data to Facebook, including the full

mferral URL (including the exact subpage of the precise terms being reviewed) and Facebook

then cor1elates the URL with the patient's Facebook user ID, time stamp, browser settings, and

even the type of browser used. In short, the URLs, by virtue of including the particular

document within a website that a patient views, reveal a significant amount of personal data

about a patient. The captured search terms and the resulting URLs divulge a patient's medical

issues, personal intemsts, queries, and interests on third-party websites operating outside of

Facebook'splatform.

96.

The transmitted URLs contain both the "path" and the "query string" arising from

patients' interactions with LCMC Health's websites. The path identifies whem a file can be

found on a website. Likewise, a query string provides a list of parameters. The query string

parameters in a search, for example, can indicate that a search was done at LCMC Health's

website for information about a particular condition such as HIV. In other words, the Meta Pixel

captures information that connects a particular user to a particular healthcare provider.

97.

LCMC Health also provides Facebook with details about online forms that patients fill

out in the form of POST aquests, such as when a patient utilizes the LCMC website's "Find A

Provider" function. All the information that patients provide when filling out these forms are

also disclosed to Facebook.

98.

The contents of patients' search terms shared with Facebook plainly mlate to (and

disclose) the past, present, or future physical or mental health or condition of individual patients

who interact with LCMC Health's website. Worse, no matter how sensitive the area of the

LCMC Health's website that a patient myiews, the mferral URL is acquired by Facebook along

with cookies that precisely identify the patient.

99.

The nature of the collected data is also important. LCMC Health's unauthorized

disclosures result in Facebook obtaining a comprehensive browsing history of an individual

patient, no matter how sensitive the patient's medical condition. Facebook is then able to
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correlate that history with the time of day and other user actions on LCMC Heah ' .

This process results in Facebook acquiring a vast repository ofpersonal data about patients-all

without their knowledge or consent.

100.

By compelling visitors to its websites to disclose personally identifying data and sensitive

medical information to Facebook and other third parties, LCMC Health knowingly discloses

information that allows Facehk and other advertisers to link its patients Personal Health

Information to their private identities and target them with advertising. LCMC Health

intentionally shared the Personal Health Information of its patients with Facebook in order to

gain access to the benefits of the Meta Pixel tool

101.

LCMC Health facilitated the disclosme of Plaintiff's Personal Health inforrnation,

including sensitive medical information, to Facehk (and/or other third parties), without her

consent or authorization, when she entered information on the website that LCMC Health

maintains at www.lcmehealth.org. Plaintiff continued to have her privacy violated when LCMC

Health permitted Facehk and other companies to send her targeted advertising related to her

medical condition.

102.

For example, Plaintiff is an individual with a Facebook account who visited LCMC

Health's website in 2022 at www.lcmchealth.org and entered data, including sensitive medical

information, such as details about her medical condition and doctor. The information that

Plaintiff bansmitted included queries about a medical pmcedure ofa sensitive natme.

103.

After entering her medical information on LCMC Health's website, Plaintiff began

receiving ads on her Facebook page related to her medical condition.

104.

As a result of LCMC Health's compliance and aid in the illegal interception and

disclosure of her Personal Heahh Information, Plaintiff received advertisements that were

specifically tailored to her Personal Health Information, including sensitive medical information,

that she ente ed on LCMC Health's website. These advertisements we e tailored and directed to

Plaintiff by Facehk as part ofFacehk's advertising business in which Facebook profits from

Page250f53

E-Filed

Case 2:23-cv-00411   Document 1-2   Filed 02/01/23   Page 25 of 50



FILED
2023JAN27 P12:20

CML
providmg third parties with access to those individuals most likely to be intere YCOURT

products or services, otherwise known as the "target audience.""

105.

LCMCHealthknew thatbyembeddmgMetaPixel-aFacebookadvertisingtool-itwas

perrnitting Facebook to collect, use, and share Plaintiff's and the Class Members' Pe1sonal

Health Infonnation, including sensitive medical information and personally identifying data.

LCMC Health was also aware that such inforrnation would be shared with Facebook

simultaneously with patients' interactions with its websites. LCMC Health made the decision to

barter its patients' Personal Health Care Information to Facebook because it wanted access to the

Meta Pixel tool. While that bargain may have benefited LCMC Health and Facebook, it also

betrayedtheprivacyrightsofPlaintiffandClassMembers.

G. Plaintiff and the Class Members did not consent to the interception and disclosure
of their pmtected heakh information.

106.

Plaintiff and Class Members had no idea when they interacted with LCMC Health's

websites that their personal data, including sensitive medical data, was being collected and

transmitted to Facebook. That is because, arnong other thmgs, Meta Pixel is seamlessly

integrated into LCMC Health's websites and is invisible to patients visiting those websites.

107.

For exarnple, when Plaintiff visited LCMC Health's website in 2022 at

www.lcmchealth.orp, the e was no indication that Meta Pixel was embedded on that website or

that it would collect and transmit her sensitive medical data to Facebook.

108.

Plaintiff and her fellow Class Members could not consent to LCMC Heahh's conduct

when there was no indication that their sensitive medical information would be collected and

transmitted to Facebook in the first place.

109.

While LCMC Health purports to have "Privacy Practices", those Privacy Practices am

effectively hidden from patients, buried inside a link labeled "Privacy Policy" that is concealed

at the bottom ofLCMC Health's hornepage in type so srnall as to be umeadable to many visitom:

8 $m e.g., https-J/www.facebook.com/business/ads/ad-brectine?content
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protected health information to advertising and marketing companies like Faceb tCOURT

express written authorization from patients.© LCMC Health failed to obtain a valid written

authorization from Plaintiffs or any of the Class Members to allow the capture and exploitation

of their personally identifiable information and the contents of their communications for

marketing purposes.

113.

A patient's ieasonable expectation that their health care provider will not share their

information with third parties for marketing purposes is not subject to waiver via an

mconspicuous privacy policy hidden away on a company's website. Such "Browser-Wrap"

statements do not create an enforceable contract against consumers. Further, LCMC Health

expressly promised its patients that it would never sell or use their Personal Health Information

for marketing purposes without express authorization.

114.

Accordingly, LCMC Health lacked authorization to intettept, collect, and disclose

Plaintiffs and Class Members' Personal Health Information to Facebook or aid in the same.

IL LCMC Health's disclosures of Plaintiff and the Class Menihers' Personal Health
Infornistion to Facebookare unnecessary.

115.

There is no information anywhere on the websites operated by LCMC Health that would

alert patients that their most private information (such as their identifiers, their medical

conditions, andtheirmedical providers)isbeingautomaticallytransmittedto Facebook. Norare

the disclosures of patient Personal Health Information to Facebook necessary for LCMC Health

to maintain its healthcare website.

I16.

For example, it possible for a health care website to provide a doctor search function

without allowing disclosures to third-party advertising companies about patient sign ups or

appointments. It is also possible for a website developer to utilize tracking tools without

allowing disclosure of patients' Personal Healthcare Information to companies like Facebook.

Likewise, it is possible for LCMC Health to provide medical services to patients without sharing

"See,e.g., 48 La.Admin.CodePt I,§9319.
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their Personal Health Infonnation with Facebook so that this information can be e rCOURT

advertisingpurposes.

117.

Indeed, since the filing of this hwsuit, it appears that LCMC Health has mmoved Meta

Pixel from its websites, making clear that LCMC Health's installation of Meta Pixel to capture

and disclose patient health information was never a necessary to LCMC Health's provision of

healthcare services or otherwise conducting its business.

118.

Despite these possibilities, LCMC Health willfully chose to implement Meta Pixel on its

websites and aid in the disclosure of personally identifiable infonnation and sensitive medical

information about its patients, as well as the contents of their communications with LCMC

Health, to third-parties, including Facebook.

L Plaintiffs and Class Members have a reasonable expectation of privacy in their
Personal Health Information, especially with respect to sensitive medical
information.

119.

Plaintiffs and Class Members have a masonable expectation of privacy in their Personal

Health Information, including personally identifying data and sensitive medical information.

LCMC Health's surmptitious interception, collection, and disclosure of patients' Personal Health

Information to Facebook viohted Plaintiffs and Class Member's privacy interests.

120.

Patient Personal Health Information is specifically protected by hw. See, e.g, La. R.S.

51:3074, and, 48 La. Admin. Code Pt 1, §9319. The prohibitions against disclosing personally

identifying information include prohibitions against disclosing personally identifying data such

patient names, IP addresses, and other unique characteristics or codes. See, e.g, La. Admin.

Code Pt 1, §505; (see also, e.g, 45 C.F.R. §164.514). This legal framework applies to health

care providers, such as LCMC Health.

121.

Given the public policy expressed by these hws, Plaintiff and Class Members had a

masonableexpectationofprivacyintheirprotectedhealthinformation.
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value of the average American's data in advertising sales rose from $I9 to $I

between 20I3 and 2020."

132.

Despite the protections afforded by law, the e is an active market for health information.

Medical information obtained from health providers gamers substantial value because of the fact

that it is not generally available to third party data marketing companies because of the strict

restrictions on disclosure of such information by state laws and provider standards, including the

Hippocratic cath. Even with these restrictions, however, a multi-billion-dollar market exists for

the sale and purchase ofsuch private medical information.»

133.

Further, individuals can sell ormonetize theirowndata if they so choose. For example,

Facebook has offered to pay individuals for their voice recordings," and has paid teenagers and

adults up to $20 a month plus referral fees to install an app that allows Facebook to collect data

on how individuals use their smart phones.3

134.

A myriad of other companies and apps such as DataCoup, Nielsen Computer, Killi, and

UpVoice also offer consumers money in exchange for access to their personal data."

135.

Given the monetary value that data compames like Facebook have already paid for

personal information in the past, LCMC Health has deprived Plaintiff and the Class Members of

the economic value of their sensitive medical information by collecting, using, and disclosing

that information to Facebook and other third parties without considemtion for Plaintiff's and the

Class Members' propedy.

"h e.g, https-J/www.washingtonpast.com/icchnology/2021/0Bd9/facebook-privacy-monopoly/

" h e.g, https-J/revealnews.org/blog/your-medical-dala-is-for.salsend-theres-noihing-youau4-about-it/;see
alsohups://state.comhechmdoev/2{)22/milheakh-databokersprüncy.html

"h e.g, https-J/www.lhcverse.com/2020DJ20/2]l45584/facebook-pay-raord-voice-speech-recoenition-
viewpoints-pmununciatiomNy)p

3 % e.g. https-J/www.cnbc.comdo19A]]/29/facebook-payine-users-to-install-app-to-coticct-data-techcrunch.html

"h e.g, https-J/www.creditdonkey.com/best-apps-dataaticction.html.seeglso
https-J/www.monctha.io/bion/rewards/carn-money-frorn-vourata/
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K. LCMC Health is enriched by making unlawful, unauthorind, and COURT

disclosures of its customers' protected health information.

136.

In exchange for disclosing Personal Health Information about its patients, LCMC Health

is compensated by Facebook with enhanced online advertising services, including (but not

limitedto)m-targetingandenhancedanalyticsfunctions.

137.

Re-targeting is a form of online targeted advertising that targets users with ads based on

their previous internet actions, which is facilitated through the use ofcookies and tracking pixels.

Once an individual's data is disclosed and shared with a third-party marketing company, the

advertiser is able to show ads to the user elsewhem on the internet.

138.

For example, stargeting could allow a web-developer to show advertisements on other

websites to customers or potential customers based on the specific communications exchanged

by a patient or their activities on a website. Using the Meta Pixel, a website could target ads on

FacebookitselforontheFacebookadvertisingnetwork. Thesameorsimilaradvertisingcanbe

accomplished via disclosures to other third-party advertisers and marketers.

139.

Once personally identifiable information mlating to patient communications is disclosed

to third parties like Facebook, LCMC Health loses the ability to control how that information is

subsequently disseminated and exploited.

140.

The monetization of the data being disclosed by LCMC Health, both by LCMC Health

and Facebook, demonstrates the inheænt value of the information being collected.

L. Facebook's history of egregious privacy violations.

141.

LCMC Health knew or should have known that Facebook could not be husted with its

patients'sensitivemedical information.

142.

Due to its ability to target individuals based on granular data, Facebook's ad-targeting

capabilities have frequently come under scrutiny. For example, in June 2022, Facebook enteæd

into a settlement with the Department of Justice ægarding its Lookalike Ad service, which
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perrnitted targeted advertising by landlords based on mee and other demo

discriminatory manner. That settlement, however, reflected only the latest in a long histog of

egregious privacy violations by Facebook.

143.

In 2007, when Facebook launched "Facehk Beacon," users were unaware that their

online activity was tracked, and that the privacy settings originally did not allow users to opt-out.

As a result ofwidespread criticism, Facebook Beacon was eventually shut down.

144.

Two years later, Facebook made modifications to its Terms of Service, which allowed

Facehk to use anything a user uploaded to its site for any purpose, at any time, even afler the

user ceased using Facebook. The Terms of Service also failed to provide for any way for users

to completely delete their accounts. Under inunense public p essure, Facebook eventually

returned to its prior Terms of Service.

145.

In 2011, Facebook settled charges with the Federal Trade Counnission relating to its

sharing of Facebook user information with advertisers, as well as its false claim that third-party

apps were able to access only the data they needed to operate when, in fact, the apps could access

nearly all ofaFacebookuser's personal data. The resulting ConsentOrderprohibited Facebook

from misrep esenting the extent to which consumers can control the privacy of their information,

the steps that consumers must take to implement such controls, and the extent to which Facehk

makes user information available to third parties."

146.

Facehk found itself in another privacy scandal in 2015 when it was revealed that

Facehk could not keep tmck of how many developers were using previously downloaded

Facehk user data. That same year, it was also revealed that Facebook had violated users'

privacy rights by harvesting and storing Illinois' users' facial data from photos without asking

for their consent or providmg notice. Facebook ultimately settled claims related to this unlawful

act for $650 million.

" https-1/www.ftesovAcpal-tibrary/browsc/cases-pmecedines%92-3184-]R2-3]O9-c-4365-faccbook-inc-malter
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