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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF MISSISSIPPI
ABERDEEN DIVISION

CRIS MARSH and TAYLOR
MARSH, individually and on behalf of
all others similarly situated,

JURY TRIAL DEMANDED

CADENCE BANK,

Defendant.

CLASS ACTION COMPLAINT
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lawsuit against Defendant Cadence Bank (“Cadence” or “Defendant”). The following
allegations are based on Plaintiffs’ knowledge, investigations of counsel, facts of public

record, and upon information and belief.

j AL L l\ODUCTION

1. Plaintiffs bring this class action lawsuit against Defendant for its failure to

numoers, and accoumnt statements) (COoleCuvely, e  rrivate Inrormaton or rersonat

Information™). As a result, well-known Russian cybergang Cl0p (“Clop”) easily accessed

1
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data breach (the “Data Breach” or “Breach”). Now, Plaintiffs’ and the Class’s confidential
PII is in the hands of cybercriminals who have already posted it for sale on dark web and who
)OSes.
— Car v 1, —veu, wuuenes wsal€d that the file transfer application/software it
used (the “Software”), and failed to adequately secure, was the subject of a cyberattack.
3. After the Breach, Cadence initiated an investigation and determined that
the sensitive PII of Plaintiffs and the Class

Uulllyg uic ata picavil.

4, Regrettably, Clop has already ¢
preventable.
6. Indeed, Software users, such as Cadence, are each separately responsible tor

deciding what kinds of files to transfer using the Software, and for configuring the application
lent environments.
7. However, Cadence utterly fail

secure manner in its independent environment.
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Breach” (“Notice Letter”) to those impacted by the Data Breach, informing them that their

Private Information was stolen in the Data Breach and was now at risk of misuse.
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accessed in the Data Breach, data thieves can immediately commit a variety of sordid crimes

including, e.g., opening new financial accounts in Class Members’ names, taking out loans

Cl1add 1VICLIIVCLd 1H1ULauvlil v vvlalll gUVCLLILCHIL UCTLICLILS, 11HHE 11dUUUulICLIl ldA 1CLULLLS

using Class Members’ information, obtaining driver’s licenses in Class Members’ names but

receive financial services.
11. Defendant willingly accepted the responsibility to adequately secure,
safeguard, protect, and maintain the PII of Plaintiffs and the Class.
12. There has been no assurance of X )
wwn environment sufficiently to avoid a similar
data breach in the future.

13. Similarly, Cadence has not sta

failed to secure.
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immediate, and continuing increased risk of suffering ascertainable losses in the form of harm
from identity theft and other fraudulent misuse of their Private Information, out-of-pocket
fects of the Data Breach, and the value of their

iy svuounwosy v v wo avneay w aaagne& the effects of the Data Breach.
15. The improper access and theft of Plaintiffs’ and Class Members’ Private

Information was a known risk to Defendants.

applupliatc SCLULILY LHTAdULTd WILL IS UdC UL UIC Jullwalg, Uuldl a Udla vicavll would vllul

and Plaintiffs’ and the Class’s PII would be unlawfully exposed and at risk.

procedures, infrastructure, and protocols, and failed to encrypt data. Had Defendant properly
monitored and secured its computer digital environment, the Data Breach would not have

happened.

te Information that Defendant collected and
maintained is now in the hands of data thieves and other unauthorized third parties. There is

no question that well-known cybergang, Clop, has stolen Plaintiffs’ and the Class’s PII.

. A Ateariviaa Som Al Avmeea AR \AVAAAAWAL ) ARAAL YT AL VI SCAAl A VEwAALSL ) Ay SEAANs WL Seas Lasaaws

mentioned herein was, an individual citizen of Lewisville, Texas. Plaintiff Cris Marsh received
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20. Plaintiff Taylor Marsh is, and at all times mentioned herein was, an

individual citizen of Lewisville, Texas. Plaintiff Taylor Marsh received a Notice Letter from

approximately 413 branches across the states of Texas, Alabama, Mississippi, Arkansas,

Missouri, Illinois, Louisiana, Tennessee, Georgia, Florida, and Oklahoma.* Cadence’s

LL. T 1ddDd LVICLIIUCLD dlT UULLLILVIICU dULUDD LIIC UILLILICU OLlaLod.

III. JURISDICTION AND VENUE

costs, and at least some members ot the Class are citizens ot states that ditter trom Detendant.
24.  This Court has personal jurisdiction over Defendant because Defendant
conducts a substantial amount of business in t

Mississippi.

? See Exhibit 2 (Notice Letter).

4 See https://cadencebank.com/find-a-location.
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§ 1391(a)(1) because Defendant’s principal place of business is in this District and many of
Defendant’s acts complained of herein occurred within this District.

IV. FACTUAL ALLEGATIONS

A. Defendant’s Businesses and the Collection of Plaintiffs’ and Class Members’ Private
Information.

26.  Cadence Bank, established in 1876, is a Mississippi based bank that employs
mately $1.8 billion in annual revenue. ®
;rvices to individuals and businesses across
several states.’
28. To receive financial services from Cadence, Plaintiffs and the Class were
required to provide Cadence with their PII.

store and/or transfer Plaintiffs’ and the Class’s

30.  Because of the highly sensitive:

acquired and stored, Defendant promised to, among other things: keep Plaintifts’ and the

[ v 'S

and provide adequate notice to individuals if their Private Information is disclosed without

authorization.
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31. By obtaining, collecting, using
Class Members’ Private Information, Defendant assumed legal and equitable duties and knew

or should have known that they each individually responsible for protecting Plaintiffs’ and

[CTELVER Vi U TR EVANE VTN

32.  Plaintiffs and Class Members relied on Defendant to keep their Private
Information confidential and securely maintained and to only make authorized disclosures of
failed to do.
. 1ne vua preacn anu vejenaune s 1inuuequate Notice to Plaintiffs and Class Members
33. On June 1, 2023, Cadence learned that that the file transfer application it used,

trated by cybercriminals in a massive and

May 28, 2023, through May 31, 2023.
35. During the Data Breach, cybercriminals had unfettered access to Plaintiffs’
and the Class’s PII.
sibility for the Data Breach on its data leak

website on the dark web:®

[IMAGE ON NEXT PAGE]
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was stolen by Clop. Specifically, Cadence stated that Clop “accessed and downloaded”
highly sensitive PII such as: names, addresses, dates of birth, Social Security numbers,
driver’s license numbers, and financial account information (e.g., credit card numbers, bank

account numbers, and account statements).

39. Cadence has yet to disclose hov
Breach.

40. Despite learning of the Data B
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15, 2023 (the date of the Notice Letter). Thus, criminals were given over a three-month head
start in misusing Plaintiff’s and the Class’s information.

yosted data it exfiltrated in the Data Breach on

Breach is now on the dark web!?:

[LIVIAJ L UIN INLA L FAJLY]

? https://www.resecurity.com/blog/article/cl0p-ups-the-ante-with-massive-moveit-transfer-
supply-chain-exploit.

19 https://thecyberexpress.com/clop-leaks-victim-data-moveit-hack-clear-web/.
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43. “|Clop] also threatened that the exfiltrated data will be posted on the clear web

which will enable all the users to see the exposed data without using specialized tools that are

e o v yeeeweee — 3> and the Class’s PII was stolen in the Data
Breach and is on the dark web.

45. Defendant had obligations created by contract, industry standards, common

AVINVILIUNLD 4 11vVvaAalv 1111V1111dL1vil vulliiuviiuial alig w tJlUb\d\/b 10 11V111 Ul1l1dauuiivi 1Z,vuy avevwoo aliu

disclosure.
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its obligations to keep such Information confidential and secure from unauthorized access

and to provide timely notice of any security breaches.
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ensure the applications it used were secure.

48. Defendant’s data security obligations were particularly important given the

STLULT 11IC UdlldICl LuLLIpallod KT ALLCIHIIVULL dallu 1'uluad vdlliCu VUl Uy LUIC >Aalllc Nuddlall

cybergang, Clop.!?

Kulilvyvalyv dallu vyuulu 11avw tJlUVUlLLUU ulilv L/awa wJiivavil 111U 11au wanwviit o uuio IUDPULLDLULLLL)’

12 See https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-

linked-to-clop-ransomware- gang/; see also https://www.bleepingcomputer
.com/news/security/fortra-shares- findings-on-goanywhere-mft-zero-day-attacks/.

L AIVUEIVOU VLILYTULY UL PULIMLIUVLIL WG UL LD VY ALWIL WG LUILVLILI VLML ) WU LIV DOVWWIL LVl v

Progress Software Corporation and/or Ipswitch. Plaintiffs allege Cadence Bank is separately
and independently liable and responsible for the Data Breach.
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sole responsibility of designing and developing its security network.

52. It is up to Cadence to employ software and practices to control and monitor

cer tumeies was snuspenuen, sosponsible for deciding what kinds of files to
transfer using the Software and configuring the product to operate in a secure manner in its
environments.
sponsibility to determine:

d) rnMuow w pruccL duu CuLlLguIc the environments in which the
Software was operating;

b) What kind of data was transferred and stored via the Software;
c) Whether and how to encrypt that data; and

d) Whether to monitor or respond to early indicators that hackers
were taking steps to access and exfiltrate that data.

55.  The creator of the Software acknowledges as much and publishes detailed
recommendations for users, such as Cadence, regarding the configuration of the Software:

Updates, settings, accounts, and policies should be reviewed on
a regular cadence to ensure the configuration is meeting current
compliance frameworks and to review for unexpected activity or
behavior that needs to be addressed. It is recommended that [the
Software] administrators perform a regular security audit with
their corporate security and compliance teams. Many teams
perform this monthly or quarterly. This document is intended to
provide [the Software] administrators with a starting point to
create their own security checklist that can be used for regular
reviews. The list is not exhaustive and not all recommendations
will apply to all [Software]installations. !4

14 https://community.progress.com/s/article/MOVEit-Security-Best-Practices-Guide.
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ves a detailed installation and configuration

manual so that the Software users are in control of the security features offered in the

Software. Cadence disregarded these directives and failed to employ any security features in
the Software.

57.  The creator of the Software also provides an administrator guide and a security

best practices guide to aid in configuring and securing the Software. However, Cadence

disregarded these directives and did not implement them.

LVLILVIUDULL OWVYL, OCLVCL (LVIOOVL,) UL IVIYOUL, dallu 11D, WIlULIL UdUuClILT 1dllCU LU dOLUulC.

59.  Additionally, other software and hardware solutions are involved such as

the creator ot the Sottware to secure. It 1s the responsibility ot Cadence, and Cadence did not
take this responsibility seriously.

60.  The data is hosted, maintained, and secured by Cadence, not the creator of the
Software. Hence, Cadence did not secure the data it hosted and maintained.

61. Cadence was responsible for securing its installation of the Software and

designing and securing the network infrastructure. However, Cadence utterly failed to do so.

~e . ArAvEm M Ay Uvasaw UaA LAAw A UALTTMA S WUTAL AAWINS W A VLA AMIVS  ARALALAVLA saarsy Saatns U vaswa

security measures in place and, as a result, were able to detect and thwart efforts to exploit
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64. For instance, on May 27, 2023, Akamai, a managed detection and response

service that corporations can hire to monitor their data systems, detected the attack and

FETTIVITL VSTV T VIVIC IR VI EL V7 ge ) Uil Ultuvl UL YTUo vivenvu vy LIV L ARG L AVUP LY Y VYU y

Engine.”!®

65.  For this particular vulnerability with the Software, Cadence exercising some

11ave p1CVvCLLCU WC Dlicavll.

66.  Clop used the ATT&CK Techniques for Enterprise.

accessing the server would have stopped the Breach 1n 1its tracks. However, Cadence did not
have these security measures in place.

69. A deny all default approach to
However, Cadence did not have this in place.

70.  Any one of the following security measures, if employed by Cadence, could

have stopped the Data Breach from occurring:

VA e T UL Maats Mas WU A ME T SAUL LU W Asiw VA rAA W LLA ] Laimiy U v aavv

15 See https://www.akamai.com/blog/security-research/moveit-sqli-zero-day-exploit-clop-
ransomware.
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notification in the event files are accessed, created, or modified.
b) A firewall dropping all packets originating from IP addresses
outside of the organization. By dropping all packets from

foreign IP addresses, this would have prevented Clop the ability
to connect to perform the SQL injection.

the orgénizatic;n where they can traverse systems on the inside of
any perimeter firewalls. A DMZ would help mitigate that
vulnerability.

71.  Unfortunately for Plaintiffs and the Class, Cadence failed to implement any of

the above measures prior to the Data Breach resulting in serious demonstrable harm.

practices. According to the F'1C, the need tor data security should be tactored into all business
decision making. Indeed, the FTC has concluded that a company’s failure to maintain
reasonable and appropriate data security for consumers’ sensitive personal information is an
“unfair practice” in violation of Section 5 of the Federal Trade Commission Act (“FTCA”),
15 U.S.C. § 45. See, e.g., FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).

73. In October 2016, the FTC updated its publication, Protecting Personal

LIV SUIUMVILLIED UL WIUL U BUIHVO D WY DU GBIY P UL WY P VIO UMD LI VLTI LI UL WL Wi ) AV

properly dispose of personal information that is no longer needed, encrypt information stored
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correct any security problems. The guidelines also recommend that businesses use an

intrusion detection system to expose a breach as soon as it occurs, monitor all incoming traffic

Vi VUL UVLIL s WULIOLIII LYY L1 VLI LIV D ) DLWy WLLW LIU Y W U LW P VLDV I LWL Y LI LW VWY VLU VL W

breach.

74. The FTC further recommends that companies not maintain PII longer than is

passwoulus U UC UdCU ULl HCLWUILKS, UdDC 1HUUSU Y=LCSLCU HICUIVUDS 101 SCLULILy, 111ULIVL UIC

network for suspicious activity, and verify that third-party service providers, have

- fie . © smee wsvepee —esw---1€NL actions against businesses for failing to
adequately and reasonably protect customer data by treating the failure to employ reasonable
and appropriate measures to protect against unauthorized access to confidential consumer
data as an unfair act or practice prohibited by the FTCA. Orders resulting from these actions
further clarify the measures businesses must take to meet their data security obligations.

76. As evidenced by the Data Breach, Cadence failed to properly implement basic

by Section 5 of the FTCA.
/1. perenagant was at all umes tully aware of its obligations to protect the Private

Information of Plaintiffs and Class Members yet failed to comply with such obligations.
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