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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF MISSISSIPPI
ABERDEEN DIVISION

CRIS MARSH and TAYLOR
MARSH, individually and on behalf of
all others similarly situated,

JURY TRIAL DEMANDED
V.
CADENCE BANK,
Defendant.
CLASS ACTION COMPLAINT

lawsuit against Defendant Cadence Bank (“Cadence” or “Defendant”). The following
allegations are based on Plaintiffs’ knowledge, investigations of counsel, facts of public

record, and upon information and belief.

I. INTRODUCTION

1. Plaintiffs bring this class action lawsuit against Defendant for its failure to

numoers, and accoumnt statements) (COoleCuvely, e  rrivate Inrormaton or rersonat

Information™). As a result, well-known Russian cybergang Cl0p (“Clop”) easily accessed

1
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data breach (the “Data Breach” or “Breach”). Now, Plaintiffs’ and the Class’s confidential
PII is in the hands of cybercriminals who have already posted it for sale on dark web and who
)OSes.
— Car v 1, —veu, wuuenes wsal€d that the file transfer application/software it
used (the “Software”), and failed to adequately secure, was the subject of a cyberattack.
3. After the Breach, Cadence initiated an investigation and determined that
the sensitive PII of Plaintiffs and the Class

Uulllyg uic ata picavil.

4, Regrettably, Clop has already ¢
preventable.
6. Indeed, Software users, such as Cadence, are each separately responsible for

deciding what kinds of files to transfer using the Software, and for configuring the application
lent environments.
7. However, Cadence utterly fail

secure manner in its independent environment.
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Breach” (“Notice Letter”) to those impacted by the Data Breach, informing them that their

Private Information was stolen in the Data Breach and was now at risk of misuse.

DVLLDLILL Y W MULUL LLIUL LV VOIS W UL LIV LU VLU LIV Y W £ ALV VY LULL LAV L 11 Y ULV LU VL LI LT

accessed in the Data Breach, data thieves can immediately commit a variety of sordid crimes

including, e.g., opening new financial accounts in Class Members’ names, taking out loans

Cl1add 1VICLIIVCLd 1H1ULauvlil v vvlalll gUVCLLILCHIL UCTLICLILS, 11HHE 11dUUUulICLIl ldA 1CLULLLS

using Class Members’ information, obtaining driver’s licenses in Class Members’ names but

receive financial services.
11. Defendant willingly accepted the responsibility to adequately secure,
safeguard, protect, and maintain the PII of Plaintiffs and the Class.
12. There has been no assurance of X )
wwn environment sufficiently to avoid a similar
data breach in the future.

13. Similarly, Cadence has not sta

failed to secure.
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immediate, and continuing increased risk of suffering ascertainable losses in the form of harm
from identity theft and other fraudulent misuse of their Private Information, out-of-pocket
fects of the Data Breach, and the value of their

iy svuounwosy v v wo avneay w aaagne& the effects of the Data Breach.
15. The improper access and theft of Plaintiffs’ and Class Members’ Private

Information was a known risk to Defendants.

applupliatc SCLULILY LHTAdULTd WILL IS UdC UL UIC Jullwalg, Uuldl a Udla vicavll would vllul

and Plaintiffs’ and the Class’s PII would be unlawfully exposed and at risk.

procedures, infrastructure, and protocols, and failed to encrypt data. Had Defendant properly
monitored and secured its computer digital environment, the Data Breach would not have

happened.

te Information that Defendant collected and
maintained is now in the hands of data thieves and other unauthorized third parties. There is

no question that well-known cybergang, Clop, has stolen Plaintiffs’ and the Class’s PII.

e itveas m i rrmemnas \Aasiimany mtru ras s s s msvmay vy eises ev aas varssmo
mentioned herein was, an individual citizen of Lewisville, Texas. Plaintiff Cris Marsh received

4
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20. Plaintiff Taylor Marsh is, and at all times mentioned herein was, an

individual citizen of Lewisville, Texas. Plaintiff Taylor Marsh received a Notice Letter from

approximately 413 branches across the states of Texas, Alabama, Mississippi, Arkansas,

Missouri, Illinois, Louisiana, Tennessee, Georgia, Florida, and Oklahoma.* Cadence’s

LL. T 1ddDd LVICLIIUCLD dlT UULLLILVIICU dULUDD LIIC UILLILICU OLlaLod.

III. JURISDICTION AND VENUE

costs, and at least some members ot the Class are citizens ot states that ditter trom Detendant.
24.  This Court has personal jurisdiction over Defendant because Defendant
conducts a substantial amount of business in t

Mississippi.

? See Exhibit 2 (Notice Letter).

4 See https://cadencebank.com/find-a-location.
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§ 1391(a)(1) because Defendant’s principal place of business is in this District and many of
Defendant’s acts complained of herein occurred within this District.

IV. FACTUAL ALLEGATIONS

A. Defendant’s Businesses and the Collection of Plaintiffs’ and Class Members’ Private
Information.

26.  Cadence Bank, established in 1876, is a Mississippi based bank that employs
mately $1.8 billion in annual revenue. ®
;rvices to individuals and businesses across
several states.’
28. To receive financial services from Cadence, Plaintiffs and the Class were
required to provide Cadence with their PII.

store and/or transfer Plaintiffs’ and the Class’s

30.  Because of the highly sensitive:

acquired and stored, Defendant promised to, among other things: keep Plaintifts’ and the

[ v 'S

and provide adequate notice to individuals if their Private Information is disclosed without

authorization.
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31. By obtaining, collecting, using
Class Members’ Private Information, Defendant assumed legal and equitable duties and knew

or should have known that they each individually responsible for protecting Plaintiffs’ and

[CTELVER Vi U TR EVANE VTN

32.  Plaintiffs and Class Members relied on Defendant to keep their Private
Information confidential and securely maintained and to only make authorized disclosures of
failed to do.
. 1ne vua preacn anu vejenaune s 1inuuequate Notice to Plaintiffs and Class Members
33. On June 1, 2023, Cadence learned that that the file transfer application it used,

trated by cybercriminals in a massive and

May 28, 2023, through May 31, 2023.
35. During the Data Breach, cybercriminals had unfettered access to Plaintiffs’
and the Class’s PII.
sibility for the Data Breach on its data leak

website on the dark web:®

[IMAGE ON NEXT PAGE]
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was stolen by Clop. Specifically, Cadence stated that Clop “accessed and downloaded”
highly sensitive PII such as: names, addresses, dates of birth, Social Security numbers,
driver’s license numbers, and financial account information (e.g., credit card numbers, bank

account numbers, and account statements).

39. Cadence has yet to disclose hov
Breach.

40. Despite learning of the Data B

8
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15, 2023 (the date of the Notice Letter). Thus, criminals were given over a three-month head
start in misusing Plaintiff’s and the Class’s information.

yosted data it exfiltrated in the Data Breach on

Breach is now on the dark web!?:

[LIVIAJ L UIN INLA L FAJLY]

? https://www.resecurity.com/blog/article/cl0p-ups-the-ante-with-massive-moveit-transfer-
supply-chain-exploit.

19 https://thecyberexpress.com/clop-leaks-victim-data-moveit-hack-clear-web/.
9
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43. “|Clop] also threatened that the exfiltrated data will be posted on the clear web

which will enable all the users to see the exposed data without using specialized tools that are

e o v yeeeweee — 3> and the Class’s PII was stolen in the Data

Breach and is on the dark web.

45. Defendant had obligations created by contract, industry standards, common

AVINVILIUNLD 4 11vVvaAalv 1111V1111dL1vil vulliiuviiuial alig w tJlUb\d\/b 10 11V111 Ul1l1dauuiivi 1Z,vuy avevwoo aliu

disclosure.

10
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its obligations to keep such Information confidential and secure from unauthorized access

and to provide timely notice of any security breaches.

VARMNVVWMLIULL UM LU LUUL . LIV VL D WUMLIVLLL e WLIUL WUHBVLIVEY VY U BIU LRV U PV PLIULY LLIVUO WL WO LY

ensure the applications it used were secure.

48. Defendant’s data security obligations were particularly important given the

STLULT 11IC UdlldICl LuLLIpallod KT ALLCIHIIVULL dallu 1'uluad vdlliCu VUl Uy LUIC >Aalllc Nuddlall

cybergang, Clop.!?

Kulilvyvalyv dallu vyuulu 11avw tJlUVUlLLUU ulilv L/awa wJiivavil 111U 11au wanwviit o uuio IUDPULLDLULLLL)’

12 See https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-

linked-to-clop-ransomware- gang/; see also https://www.bleepingcomputer
.com/news/security/fortra-shares- findings-on-goanywhere-mft-zero-day-attacks/.

L AIVUEIVOU VLILYTULY UL PULIMLIUVLIL WG UL LD VY ALWIL WG LUILVLILI VLML ) WU LIV DOVWWIL LVl v

Progress Software Corporation and/or Ipswitch. Plaintiffs allege Cadence Bank is separately
and independently liable and responsible for the Data Breach.

11
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sole responsibility of designing and developing its security network.

52. It is up to Cadence to employ software and practices to control and monitor

cer tumeies was snuspenuen, sosponsible for deciding what kinds of files to
transfer using the Software and configuring the product to operate in a secure manner in its
environments.
sponsibility to determine:

d) rnMuow w pruccL duu CuLlLguIc the environments in which the
Software was operating;

b) What kind of data was transferred and stored via the Software;
c) Whether and how to encrypt that data; and

d) Whether to monitor or respond to early indicators that hackers
were taking steps to access and exfiltrate that data.

55.  The creator of the Software acknowledges as much and publishes detailed
recommendations for users, such as Cadence, regarding the configuration of the Software:

Updates, settings, accounts, and policies should be reviewed on
a regular cadence to ensure the configuration is meeting current
compliance frameworks and to review for unexpected activity or
behavior that needs to be addressed. It is recommended that [the
Software] administrators perform a regular security audit with
their corporate security and compliance teams. Many teams
perform this monthly or quarterly. This document is intended to
provide [the Software] administrators with a starting point to
create their own security checklist that can be used for regular
reviews. The list is not exhaustive and not all recommendations
will apply to all [Software]installations. !4

14 https://community.progress.com/s/article/MOVEit-Security-Best-Practices-Guide.
12
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ves a detailed installation and configuration

manual so that the Software users are in control of the security features offered in the

Software. Cadence disregarded these directives and failed to employ any security features in
the Software.

57.  The creator of the Software also provides an administrator guide and a security

best practices guide to aid in configuring and securing the Software. However, Cadence

disregarded these directives and did not implement them.

LVLILVIUDULL OWVYL, OCLVCL (LVIOOVL,) UL IVIYOUL, dallu 11D, WIlULIL UdUuClILT 1dllCU LU dOLUulC.

59.  Additionally, other software and hardware solutions are involved such as

the creator ot the Sottware to secure. It 1s the responsibility ot Cadence, and Cadence did not
take this responsibility seriously.

60.  The data is hosted, maintained, and secured by Cadence, not the creator of the
Software. Hence, Cadence did not secure the data it hosted and maintained.

61. Cadence was responsible for securing its installation of the Software and

designing and securing the network infrastructure. However, Cadence utterly failed to do so.

et tremmay siie v e sttt v s s n s Aiasassvniapy iiee s eanes
security measures in place and, as a result, were able to detect and thwart efforts to exploit

13
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64. For instance, on May 27, 2023, Akamai, a managed detection and response

service that corporations can hire to monitor their data systems, detected the attack and

FETTIVITL VSTV T VIVIC IR VI EL V7 ge ) Uil Ultuvl UL YTUo vivenvu vy LIV L ARG L AVUP LY Y VYU y

Engine.”!®

65.  For this particular vulnerability with the Software, Cadence exercising some

11ave p1CVvCLLCU WC Dlicavll.

66.  Clop used the ATT&CK Techniques for Enterprise.

accessing the server would have stopped the Breach 1n 1its tracks. However, Cadence did not
have these security measures in place.
69. A deny all default approach to
However, Cadence did not have this in place.
70.  Any one of the following security measures, if employed by Cadence, could

have stopped the Data Breach from occurring:

VA e T UL Maats Mas WU A ME T SAUL LU W Asiw VA rAA W LLA ] Laimiy U v aavv

15 See https://www.akamai.com/blog/security-research/moveit-sqli-zero-day-exploit-clop-

ransomwarc.
14
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notification in the event files are accessed, created, or modified.
b) A firewall dropping all packets originating from IP addresses
outside of the organization. By dropping all packets from

foreign IP addresses, this would have prevented Clop the ability
to connect to perform the SQL injection.

the orgénizatic;n where they can traverse systems on the inside of
any perimeter firewalls. A DMZ would help mitigate that
vulnerability.

71.  Unfortunately for Plaintiffs and the Class, Cadence failed to implement any of

the above measures prior to the Data Breach resulting in serious demonstrable harm.

practices. According to the F'1C, the need tor data security should be tactored into all business
decision making. Indeed, the FTC has concluded that a company’s failure to maintain
reasonable and appropriate data security for consumers’ sensitive personal information is an
“unfair practice” in violation of Section 5 of the Federal Trade Commission Act (“FTCA”),
15 U.S.C. § 45. See, e.g., FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).

73. In October 2016, the FTC updated its publication, Protecting Personal

LIV SUIUMVILLIED UL WIUL U BUIHVO D WY DU GBIY P UL WY P VIO UMD LI VLTI LI UL WL Wi ) AV

properly dispose of personal information that is no longer needed, encrypt information stored

15
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correct any security problems. The guidelines also recommend that businesses use an

intrusion detection system to expose a breach as soon as it occurs, monitor all incoming traffic

Vi VUL UVLIL s WULIOLIII LYY L1 VLI LIV D ) DLWy WLLW LIU Y W U LW P VLDV I LWL Y LI LW VWY VLU VL W

breach.

74. The FTC further recommends that companies not maintain PII longer than is

passwoulus U UC UdCU ULl HCLWUILKS, UdDC 1HUUSU Y=LCSLCU HICUIVUDS 101 SCLULILy, 111ULIVL UIC

network for suspicious activity, and verify that third-party service providers, have

- fie . © smee wsvepee —esw---1€NL actions against businesses for failing to
adequately and reasonably protect customer data by treating the failure to employ reasonable
and appropriate measures to protect against unauthorized access to confidential consumer
data as an unfair act or practice prohibited by the FTCA. Orders resulting from these actions
further clarify the measures businesses must take to meet their data security obligations.

76. As evidenced by the Data Breach, Cadence failed to properly implement basic

by Section 5 of the FTCA.
/1. perenagant was at all umes tully aware of its obligations to protect the Private

Information of Plaintiffs and Class Members yet failed to comply with such obligations.

16
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to do so.

78. Banks and other financial c

LIV ) WULIVVL WLIG Lt

79. Some industry best practices tl

Defendant include but are not limited to educating all employees, strong password

ClIVLy PuUull, Hdlu=1avivul auulcluvauvll, vavKslilyg up Jddid, allu 1iiiung willvll CLIpluycoos vall

access sensitive data. As evidenced by the Data Breach, Cadence failed to follow some or all

actices that are standard in the industry

network ports; protecting web browsers and email management systems; setting up network
systems such as firewalls, switches, and routers; monitoring and protecting physical security
systems; and training staff and customers reg: . }
Breach, Cadence failed to follow these cybersecurity best practices.

81. Cadence failed to meet the minimum standards of any of the following

frameworks: the NIST Cybersecurity Framework Version 1.1 (including without limitation

PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-5, PR.AC-6, PR.AC-7, PR.AT-1, PR.DS-1, PR.DS-

17
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5, PR.PT-1, PR.PT-3, DE.CM-1, DE.CM-4,
Center for Internet Security’s Critical Security Controls (CIS CSC), which are all established

standards in reasonable cybersecurity readiness.

Lilw 14Ul 1Sl VUAWIL LU UV VUL,

E. Cadence Breached its Duties to Safeguc
Information.

83. In addition to their obligations under federal and state laws, Cadence owed a

duty to Plaintiffs and Class Members to exercise reasonable care in obtaining, transferring,

et i dadaddadade i <> S e e A s e ettt Attt S

persons.
84. Cadence owed a duty to Plaintiffs and Class Members to provide reasonable

data security, including complying with industry standards and requirements, training for its

t)lUt\a\/t\aU LIV 1 11valy 1111U1111Al1V11L Ul U 1AaddD LVIVIIILL D,

Defendant’s unlawful conduct includes, but
1S NOT 1IMited 10, e TOLOWING acts and/or Omissions:
a. failing to maintain an adequate data security system that would reduce the risk
S;

omers’ Private Information;
18
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d. failing to properly oversee and monitor the Software;

e. failing to sufficiently train its employees regarding the proper handling of

a. FUVITETEY O VY 1Uily VULLIpIy VY AUL 1 1 O SUIUVLILIVD 1VL V) UVIDVVLBLILY 11l YV AVIUuWIVLL VL

the FTCA;

g. failing to adhere to industry standards for cybersecurity as discussed above; and

1viICIL11UCLDd Ir11vdall 1111uUl111dallull.

86. Cadence negligently and unlaw

systems, tollowed industry guidelines, and adopted security measures recommended by
experts in the field, it could have prevented intrusion into its information storage and security
confidential Private Information.

88. Accordingly, Plaintiffs’ and Class Members’ lives were severely disrupted.

What’s more, they have been harmed as a result of the Data Breach and now face an

A AMARAVAAAL MAATE AU ATAWARAL WAL WALT AL LAAS U WAAWALL LA VAL LA ILtasa VAW ] AAAMISAS YT AVAs A wawaalsieasve

19
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Injuries that consumers 11Ke rlamtiis and Class Members Sulier Irom privacy and security

incidents such as data breaches or unauthorized disclosure of data.!”

employment.

91. Any victim of a data breach is

YTy STy ST TYTTT tYT T TTYTY TY YTTTTTY Y YTOTTTTO YT YD TTTY YT O TTTTOT T T ToITTYTYTTYT AT Yem YRty v eTITos smmTve et T v

to identity thieves who desire to extort and harass victims or to take over victims’ identities in
order to engage in illegal financial transactions under the victims’ names.

92. Indeed, Clop has already extorted Cadence and posted data obtained in the

Zo. DLLaudL a pPuidULL D IULCLILLY 1D akin to a pU.ZZIC, the more accurate pieces of

e o VY LUV U VD Y D LVLLL LIV MUV BLLIVIILD L WP UL LD L0V LU VLALLM LI VLWL L UL ) VY VROV Y U

bep- staff— perspective/informational injury workshop staff report - oct 2018 0.pdf.

18 https://thecyberexpress.com/clop-leaks-victim-data-moveit-hack-clear-web/.
20
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to obtain even more information about a victim’s identity, such as a person’s login

credentials or Social Security number. Social engineering is a form of hacking whereby a

MUUALIVIIUL VULV VALUIUL Ul U WA DULAGL 1A VLA LI UAV L VILL U U il 1aL VULLU UUVIL WD D WLLL ULIVIAY VULLD WL
r

text messages or phishing emails.

94. In fact, as technology advances, computer programs may scan the Internet

111U HIAUVLL LU all 1Hulviduadl 1l way»s ldl WCIT HUL PIOVIUUDLY PUDDIVIC. LIS 1S KIHUWIL ad ulc

“mosaic effect.” Names and dates of birth, combined with contact information like telephone

Breach, the unauthorized parties could use Plamtiits® and Class Members® Frivate

Information to access accounts, including, but not limited to, email accounts and financial

Members.
96. For these reasons, the FTC recommends that identity theft victims take several

time-consuming steps to protect their personal and financial information after a data breach,

it eirm e aaaeees ima s eiaee smmen Ava ) Saeen as S asimare wemaman aie Ameasss o Asemasvary g3 A am o aeD
their credit reports, contacting companies to remove fraudulent charges from their accounts,

21
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not guarantee protection from identity theft but can only mitigate identity theft’s long-lasting

negative impacts.

MVVLLIL ) MU VLD UL W Y UIVLY Ul VLW, LUVIV UL S VIVWLIL VUL W LI U UL, PIIVIIY UL BULLILVD LI WU,

bank fraud, to obtain a driver’s license or official identification card in the victim’s name but

with the thief’s picture, to obtain government benefits, or to file a fraudulent tax return using

Qulldl JSCLULILY 1UlllUCL, 1CIL d HUUSC 111 UIC VICLILLL > 11dllC, 1CCC1IVO 11ICUlvdl SCLVICCS 111 uIC

victim’s name, and even give the victim’s personal information to police during an arrest

consequences ot cyber thetts (which include heavy prison sentences). Even this obvious risk-
to-reward analysis illustrates beyond doubt that PII has considerable market value.

99. The U.S. Attorney General stat

x

information commonly stolen in data breaches “has economic value.”?® The increase in

https://www.identitytheft.gov/Steps.

20 See Attorney General William P. Barr Anno

Military for Hacking into Equifax, U.S. D
https://www.justice.gov/opa/speech/attorney-general-william-p-barr  announces-indictment-
fourmembers-china-s-military.

22
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cyberattacks, and attendant risk of future :
foreseeable to the public and to anyone in Defendant’s industry, including Defendant.

100.  The PII of consumers remains of high value to criminals, as evidenced by the

AVVLILILY  VIVUWLILIWLID. L VL VARLLIIPIVY, L 11 VULL UV OUVIW UL U PLIVE DU el LIV W IV LY WAV U, s

bank details have a price range of $50 to $200.2! Experian reports that a stolen credit or debit

card number can sell for $5 to $110 on the dark web and that the “fu/lz” (a term criminals

VICLLLLL) SUIU 1UL DOV 1l LV 1 /.

101.  Furthermore, even informatior

oiten this type of piecing together or a puzzie that allows hackers to successiully carry out

phishing attacks or social engineering attacks. This is reflected in recent reports, which warn

P - x

threat campaigns to compromise accounts and send phishing emails.”??

tne-aark-weo-now-mucn-11-CoSts/.

22 Here’s How Much Your Personal Informati
Dec. 6, 2017, available at: https://WWW .€XPETluis.cuiin wivpor wom voapes sy ssvavs siv v sxsuvas
your-personal-information-is-selling-for-on-the- dark-web/.

23 See https://www.magicspam.com/blog/dark-web-price-index-the-cost-of-email-data/.
23
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obtained email addresses can lead to increased spam emails. If an email address is swamped
with spam, that address may become cumbersome or impossible to use, making it less
valuable to its owner.

104.  Likewise, the value of PII is

LVUILIVLL 1L LU ULVLIVL talé\at VUDLUILLIVLD, ALllU DL1IAlvd 1l Vvilll uliu t)al LIVD 1VU1L Dllliiial PUIPUDUD.

105.  One author has noted: “Due, in part, to the use of PII in marketing decisions,

106.  Consumers also recognize the value of their personal information and offer it

in exchange for goods and services. The value of PII can be derived not only by a price at

eb-price-index-2022/.

TTooee Jonn 1. dolnd, Corporatle rrrivacy Lrend. 1ne vaiue 0f rrersondily rderiljidole

Information (‘PII’) Equals the “Value” of Financial Assets, 15 Rich. J. L. & Tech. 11, 14
(2009).

24
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o sell it, but rather by the economic benefit
consumers derive from being able to use it and control the use of it.

107. A consumer’s ability to use their PII is encumbered when their identity or

ALIAVIIIIULIVLIL VLl WHIVIL WIWWIIL 1V UL LU ) UV BVLLIVU VLIVWIIL L 110V, W VULID GLLIVL 1L ) UV BLRULY vy

open an electronic account where their email address is already associated with another user.
In this sense, among others, the theft of PII in the Data Breach led to a diminution in value of
the PII.

108.  Data breaches, like that at issue here, damage consumers by interfering with

their fiscal autonomy. Any past and potential future misuse of Plaintiffs’ PII impairs their

P B R A B e A e I e A AANS YT A vaaw asavravALLEMAW A Aaves aaans

caused by fraudulent use of PII:

LLLVL“UJ_/ LN LNL /2 1 1 nUJ_zJ

27 Steele, Jason, Credit Card and ID Theft Statistics, CreditCards.com (October 23, 2017),
https://www.creditcards.com/credit-card-news/credit-card-security-id-theft-fraud-statistics-
1276/ (image no longer available).

25
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110. It must also be noted that there

[L]aw enforcement officials told us that in some cases, stolen
data may be held for up to a year or more before being used to
commit identity theft. Further, once stolen data have been sold
or posted on the Web, fraudulent use of that information may
continue for years. As a result, studies that attempt to measure
the harm resulting from data breaches cannot necessarily rule
out all future harm.

111.  PII is such a valuable commodity to identity thieves that once the information

28 Data Breaches Are Frequent, but Evidence of Resulting Identity Theft Is Limited; However,
the  Full  FExtent Is  Unknown, GAO  (June 2007), available at
https://www.gao.gov/assets/270/262904 .html.
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1e information on the “cyber black market” for

VIIVIVY UL LU Y L0 ) LUV LU WV MV VU BLILD LUL LU ) Y WAL D LU Vv

G. Plaintiffs’ Individual Experiences

Plaintiff Taylor Marsh

vllul, dsulldal OSCLULIlY HUllIUCL, UL1VCL > LILCLDdC 11ULLVCL, dllu ldlivial avvuUulll 1iuvliiauvlil

(such as credit card numbers, bank account numbers, and account statements) to Cadence in

number, driver's license number, and financial account mtormation (such as credit card
numbers, bank account numbers, and account statements) were “accessed and downloaded”

in the Data Breach.?’

cybercriminals has already been misused for nefarious purposes following the Data Breach.
116. Specifically, after the Data Breach, Plaintiff experienced the following fraud
and identity theft:

a) Anunknown fraudulent actor opened a checking account and a savings account

29 See Exhibit 2.
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in his name through Regions Ba
he was initially unable to because the accounts were being actively used by the

fraudulent actor.

LLIDLILULIVLILY DUV U L UL VY LMD WL WWALL WUy £ L) 4 LLIGIVIULy N VLLIVILIL ) U pitu

Bank (Alphaeon-Opthamology), Mercedes Benz, JPMCB Auto Finance,

Lightstream, Bank of America, Carmax, and Jared.

Laic,

d) Multiple unauthorized and fraud

117. After the Data Breach, Plaintiff”
was a victim of identity theft and fraud.
118. Plaintiff Taylor Marsh reasonably believes the actual misuse he has
A _ irect result of his PII being stolen in the Data
Breach. Specifically because the PII that was stolen in the Data Breach is the same types of

PII needed to commit the actual misuse described above.

119. As a direct and traceable result of the Data Breach, Plaintiff Taylor Marsh

iirvariap ity mmsmisve s astveraearmass emestavys At am i asaD —amamis Aepuses Ava  Arseeesceiese
activity, and mitigating the fraud and identity theft that has already occurred. However, this
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is not the end. Plaintiffs and the Class will now
their credit reports and monitor their accounts for the rest of their lives. This is time spent at

Defendant’s direction, which has been lost forever and cannot be recaptured.

VUMD LIUL 1 WULLL Y VIDVIVOW 1l L IULIIUILL 1 Wy UL LVAUL DI WAIU ULV LD L 41 LU LS WAVLIULIL VY UL L

understanding that Defendant would keep his information secure and that Defendant would
employ reasonable and adequate security measures to ensure that his PII would not be
compromised.

121. As a direct and traceable result of the Data Breach, Plaintiff Taylor Marsh

suffered actual damages such as: (1) theft of his PII; (i1) fraud and identity theft; (ii1) lost time

Detendant did not adequately protect his P11; (V1) severe emotional distress because identity
thieves now possess his PII; (vii) exposure to an increased and imminent risk of fraud and
identity theft now that his PII has been stolen and misused; (viii) loss in value of his PII due
to her PII being in the hands of cybercriminals who can use it at their leisure; and (ix) other
economic and non-economic harm.

122. As a direct and traceable result ¢

not speculative, given the highly sensitive nature of the PII compromised by the Data Breach
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123. Cadence acknowledged the increased risk of future harm Plaintiffs and the

Class now face by offering complimentary credit monitoring services to Plaintiffs and the

VUL VYLl Uil ) UL L L IUULD VLIV I LUD WL VUL ) UV UL VU, UUUMVLIVY D LLIVUOL ) LYY U &)y v

offering of services completely ignores the fact that Plaintiffs and the Class will be at a

significant and imminent risk of future harm for the rest of their lives.

Qulilal OCLUlLIly HULLIUCL dllu llldalivial HHulHiauvll, SHUOWILE uldl UIVP 1ad dallCady 1cicadcu

data obtained in the Breach on the dark web, and having already experienced identity theft

11s PII has been stolen and misused as a result
ot the Data Breach.
125. Plaintiff Taylor Marsh has a continuing interest in ensuring that his PII which,
. : possession of Defendant, is protected, and
safeguarded from future data breaches.

126. As adirect and traceable result of the Data Breach, Plaintiff Taylor Marsh will

continue to be at heightened risk for financial fraud, identity theft, other forms of fraud, and

i Rl e N
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127.  Plaintiff Cris Marsh provided her PII, including her name, address, date of

birth, Social Security number, driver’s license number, and financial account information

VULLLIVVLIVLL VY AUL U LUV Ve Ue Y 1V MLL U PLIVULIULL P1IVL LU LIV 15Ut Ll v v,

128.  On or around September 15, 2023, Plaintiff Cris Marsh received a Notice Letter

from Cadence notifying her that her name, address, date of birth, Social Security number,

AdLLUULIL 1LTULLIVUCLS, dllu dLLUULLL SLAlCLLIICLIL> ) WELT  acceddeu unu uvwrivuueu 111 Uic pawa

Breach.?°

activity. However, this 1S not the end. Plamtitis and the Class will now be torced to expend

additional time to review their credit reports and monitor their accounts for the rest of their

recaptured.

130. Plaintiff Cris Marsh places significant value in the security of her PII and does

not readily disclose it. Plaintiff Cris Marsh entrusted her PII to Defendant with the

TAAAU AV AWMAUUIAIMU AT Masts MR L LALY U T LA AL AAA ML LA WA VL WAL LA LaALAL AAwa A aa VT U vrans savv U w

30 See Exhibit 1.
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compromised.
131. As adirect and traceable result of the Data Breach, Plaintiff Cris Marsh suffered

actual damages such as: (i) theft of her PII; (i1) lost time related to monitoring her accounts

U1V P UULIOLIVWG UL WLV VUL VY WU, (1Y ] 1UDD Ul LIV UVLIVLIL Ul LIV UL SUlL UVVUBOVY LS VAVLIGMULIL Wi

not adequately protect her PII; (v) severe emotional distress because identity thieves now

possess her PII; (vi) exposure to an increased and imminent risk of fraud and identity theft

Ul VyUClULLLIIHALd WU Ldll UdT 1L dl UlCll ICISULT, dllu ( V111) ULICL CLULIVLLIIL dallu 1HulI=CcLunuliiiv

harm.

not speculative, given the highly sensitive nature ot the P11 compromised by the Data Breach,
the fact that Plaintiff Taylor Marsh has already experienced misuse, and the fact that

1d posting data obtained in the Breach on the

133. Cadence acknowledged the increased risk of future harm Plaintiffs and the

Class now face by offering complimentary credit monitoring services to Plaintiffs and the

offering of services completely ignores the fact that Plaintiffs and the Class will be at a

32



Case: 1:23-cv-00136-SA-RP Doc #: 1 Filed: 10/12/23 33 of 53 PagelD #: 33

or the rest of their lives.
134. Knowing that thieves intentionally targeted and stole her PII, including her

Social Security number and financial information, knowing that Clop has already released

U1V L1 UUU LIUD VUUOVL L 1WA WD LV DL 51 WUL WALV LY UV ) VLW LWL VY ULl Y . P VVLLIvVALL Y

Plaintiff Cris Marsh has lost hours of sleep, is in a constant state of stress, is very frustrated,
and 1s in a state of persistent worry now that her PII has been stolen as a result of the Data
Breach.

135. Plaintiff Cris Marsh has a continuing interest in ensuring that her PII which,

upon information and belief, remains in the possession of Defendant, is protected, and

the attendant damages, tor years to come and will have to pay an identity monitoring company
for the rest of her life to protect her PII.

137.  Plaintiffs and Class Members +
had Cadence disclosed it lacked adequate data security.

138.  Additionally, Plaintiffs and Class Members would not have permitted their PII

LW Uww UL W 1.

139.  Plaintiffs and Class Members |
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Breach.

140.  Plaintiffs and Class Members s

. L AU LD WU IUOD LVAVIIIU VLD DUV VW UV UL 111 UL ) 11 WLV UL UL VULLIU S W LY

and diminution in the value of their Private Information — a form of intangible property that

Plaintiffs and Class Members entrusted to Cadence.

11ULLL WIC dSuudldlllldlly HIVITAadCuU 1I5SK Ul 1UlulC 11auu, 1IUCLILILY UlICLL, dllu HIdUSC puUdCU Uy 1iCL

Private Information being placed in the hands of criminals.

es.

144.  Plaintitts and Class Members also suffered actual injury as a result of the
Data Breach in the form of (a) damage to and diminution in the value of their Private
Information, a form of property that Defendant obtained from them; (b) violation of their
privacy rights; and (c) present, imminent, and impending injury arising from the increased
risk of identity theft, and fraud they now face.

145. As aresult of the Data Breach, I

AaALLAL ) AAtassan WML NS U ) Vasw a- il A wiawase

146.  In sum, Plaintiffs and Class Me
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of their Private Information in the Data Breach.
147.  Plaintiffs’ and Class Members’ Private Information was compromised as a

direct and proximate result of the Data Breach, which Data Breach resulted from Cadence’s

1 v, 410 U VLIVVL WU P UALLIINLY 1 VO UL Ul A4S VAVLIIUULIL D WV LIVLLD WS VLD OV,

Plaintiffs and Class Members have been harmed and are at an imminent, immediate, and

continuing increased risk of harm, including but not limited to, having loans opened in their

UpPCLCU 111 UICHL 1dlCS, dllu OUICL 1011115 Ul 11auu dllu 1UCHILLY uUIClL.

149.  Plaintiffs and Class Members also face a substantial risk of being targeted in

AAAALAAAAMLAL ARy MAsA W LU VS ALVALLA AL ML LA LSA L TT A AAAAwA ) VAUW MULEAL A AL T MILUS AsAAUassatslatas VU weaa g wuev

such targeted schemes against Plaintiffs and Class Members.

150.  The Private Information maintained by and stolen from Defendant, combined
with publicly available information, allows nefarious actors to assemble a detailed mosaic of
Plaintiffs and Class Members, which can also be used to carry out targeted fraudulent

schemes against Plaintiffs and Class Members.

and alertS witn credit reporung agencies, contacung tneir rinancial mstitutions, €losing or

modifying financial accounts, and/or closely reviewing and monitoring bank accounts and

35



Case: 1:23-cv-00136-SA-RP Doc #: 1 Filed: 10/12/23 36 of 53 PagelD #: 36

152.  Plaintiffs and Class Members may also incur out-of-pocket costs for protective
measures such as credit monitoring fees, credit report fees, credit freeze fees, and similar

costs directly or indirectly related to the Data Breach.

153.  Plaintiffs and Class Members also suffered a loss of value of their Private
Information when it was accessed, viewed, and acquired by Clop in the Data Breach.
active and robust legitimate marketplace for Private Information also exists.’! In 2019, the
data brokering industry was worth roughly $200 billion. In fact, the data marketplace is so

sophisticated that consumers can sell their non-public information directly to a data broker

to $50 a year.*’

154. As a result of the Data Breach, Plaintiffs’ and Class Members’ Private
Information, which has an inherent market value in both legitimate and illegal markets, has
been harmed and diminished due to its acquisition by cybercriminals. This transfer of

valuable information happened with no consideration paid to Plaintiffs or Class Members for

31 See Data Coup, https://datacoup.com/.

32 What is digi.me?, DIGI.ME, https://digi.me/
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readily available to others, and the rarity of the Private Information has been destroyed

because it is no longer only held by Plaintiffs and the Class Members, and because that data

LVAVILIUWILD, WIVIVY J VUUD LIS UWUULLIVLIUL 1VDD VL Y uiuv.

155.  Finally, Plaintiffs and Class Members have suffered or will suffer actual injury

as a direct and proximate result of the Data Breach in the form of out-of-pocket expenses and

L1IODC 1UDDODd LIVIUUC, VUL dlT UL LHHICU W, WTC 1ULIUWILLE.

a. Monitoring for and discovering fraudulent charges;

d. laking trips to banks and waiting in line to obtain funds held in

limited accounts;

e. Spending time on the phone with or at a financial institution to dispute
fraudulent charges;

f. Contacting financial ins
accounts;

g. Resetting automatic
compromised credit and debit cards to new ones;

h. Paying late fees and declined payment fees imposed as a result of
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failed automatic paymei
had to be cancelled; and
1. Closely reviewing and 1
for additional unauthori:
156.  Moreover, Plaintiffs and Class L.c.iovio vur v v vonumuing savervon s vasows g
that their Private Information, which is believed to still be in the possession of Defendants, is

protected from future additional breaches by the implementation of more adequate data

udla Ul UUUVULLICLIL> CULILALLLILLE PTLdulldl dallu lidalivial HHHULIIIAUULL IS HUL aLLOddIUIC ULLLLIIC, Liidl

access to such data is password- protected, and that such data is properly encrypted.

V. CLAMS ACTIUN ALLEGATIUND

158.  Plaintiffs brings this action individually and on behalf of all other persons

similarly situated, pursuant to Federal Rule of Civil Procedure 23.

159.  Specifically, Plaintiffs proposes the following Nationwide Class (referred to

bject to amendment as appropriate:

All individuals who reside in th
Notice of Data Breach Letter fr

>fendant and its parents or subsidiaries, any
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entities in which they have a controlling interest, as well as their officers, directors, affiliates,
legal representatives, heirs, predecessors, successors, and assigns. Also excluded is any
Judge to whom this case is assigned as well as their judicial staff and immediate family
members.

161.  Plaintiffs reserve the right to modify or amend the definitions of the proposed
Nationwide Class, as well as add subclasses, before the Court determines whether
certification is appropriate.

riteria for certification under Federal Rule of
U1V F1UCEUULE 20,

163.  Numerosity. The Class Members are so numerous that joinder of all

Members are ascertainable through Detendants” records.
164. Commonality. There are questions of law and fact common to the Class
common questions of law and fact include, without limitation:
a. Whether Cadence engaged in the conduct alleged herein;

b. When Cadence learned of the Data Breach;

d. whnetner Laaence uniawiully 10St Or disclosed rlamtiris: and Ll1ass

Members’ Private Information;
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e. Whether Cadence failed to implement and maintain reasonable
security procedures and practices appropriate to the nature and scope
of the Private Information compromised in the Data Breach;

to employ appropriate data security measures

g. Whether Cadence failed

h. Whether Cadence’s data security practices related to the Software
prior to and during the
security laws and regulauous,

1. Whether Cadence owed a duty to Class Members to safeguard their

their Private Information;

k. Whether Defendant had a legal duty to provide timely and accurate
notice of the Data Breach to Plaintiffs and the Class Members;

1. Whether Defendant bre:

- x -

notice of the Data Breach to Plaintiffs and Class Members;

deficient;
n. What damages Plaintiffs and Class Members suffered as a result of

Defendant’s misconduct;
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0. Whether Defendant’s conduct was negligent;
p. Whether Defendant’s conduct was per se negligent;

q- Whether Defendant breached an implied contract with Plaintiffs and

f vr s vsvnuann o 2T€ UNJUstly enriched;
s. Whether Plaintiffs and Class Members are entitled to actual and/or

statutory damages;

HIULLIVL LY dllu 111ULICLdl y 1C11CL, allu

u. Whether Plaintiffs and Class Members are entitled to equitable relief,

because FPlaintitts” Private Intormation, like that ot every other Class Member, was

compromised in the Data Breach.

and protect the interests of Class Members. Plaintiffs’ counsel is competent and
experienced in litigating class actions, including data privacy litigation of this kind.

167.  Predominance. Cadence has engaged in a common course of conduct toward

Cx e eiiim o eaipeees o Semaian eiies Shassesre aris) e seiies iasssvssve s ann tae Seeiiie tieey e s aie
common issues arising from Defendant’s conduct affecting Class Members set out above
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action has important and desirable advantages of judicial economy.

168.  Superiority. A class action is superior to other available methods for the fair

VLIVUGLILVL WU 1 LY LU M S VLTIV UL WD VAUMDD UV LIV IUD0 W VULLIIVIIL Ul VVLLLLIIVIL YU WO uvLD v

law and fact is superior to multiple individual actions or piecemeal litigation. Absent a Class

action, most Class Members would likely find that the cost of litigating their individual claims

SCpalralc avlulld VY ldlvidudl Uladd LVICIHUTLS WUULU LITAlC d 1IDK UL HHICULISIdICLIL UL val ylg

adjudications with respect to individual Class Members, which would establish incompatible

16Y.  Class certitication 1s also appropriate. Defendant has acted and/or refused to
act on grounds generally applicable to the Class such that final injunctive relief and/or
corresponding declaratory relief is appropriate as to the Class as a whole.

170.  Finally, all members of the
Defendant has access to the names, addresses, and/or email addresses of Class Members

affected by the Data Breach.
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» FOR RELIEF

NT1
GENCE

171.  Plaintiffs restate and reallege tl

herein.

Members” Private Intormation, and had a duty to exercise reasonable care 1n sateguarding

- x

173.  To fulfill this duty of care, C
adequate data security, procedures, systems, infrastructure, and protocols and implemented

such across its entire network environment.

[CAVFRR2ACTE VAFTRRVEFTUPS VAR L VANCINVIE SRV ST VAR WEVITICFE ST STV FE ST F U UG R VI T L AR WS Wk WPV G IC G S W U

175.  Cadence’s duty also included a responsibility to implement processes by which
it could detect and analyze a vulnerability quickly and to give prompt notice to those affected
in the case of a cyberattack.

176.  Cadence knew or should have known of the risks inherent in collecting the

Private Information of Plaintiffs and Class Members and the importance of adequate data
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178.  After all, Private Information is highly valuable, and Defendant knew, or

should have known, the risk in obtaining, using, handling, transferring, and storing the Private

LIV LU UL LUV Y UL VAL VIO 1 VU VLIINULY VULV L GGG ey WLV L 11 Y ULV LI VLU L VLD VLU DLV LY

179.  Cadence owed a duty of care to Plaintiffs and Class Members to provide data

CLId>ULT Uldl IS dYDLULLLS, dullwale, dallu LCIWULKS, dllu UIC PULdULLICL 1TSPULIdIVIC 1UL UICLLL,

adequately protected the Private Information in its possession.

acts and omissions committed by NEG mclude, but are not limited to:
a. Failing to adopt, implement, and maintain adequate security measures
_ ers’ Private Information;
b. Failing to employ adequate security measures in its use of the Software;

C. Failing to comply with —and thus violating— the Federal Trade

Commission Act and its rules and regulations;

44



Case: 1:23-cv-00136-SA-RP Doc #: 1 Filed: 10/12/23 45 of 53 PagelD #: 45

e. Failing to ensure that th
reasonable data security safeguards;

f. Failing to have in place mitigation policies and procedures;

faap U utvet s G Gaaeay  aaawes waws CAwos AvevenUSAU a xrees
Information had been compromised; and

1. Failing to timely notify Class Members about the Data Breach so that

UICILL allu UUICL Ualllagos.

181.  Under the Federal Trade Comm

contidential data. Plamtitts and the Class are precisely the class ot individuals the F I CA was
designed to protect.

injuries that the FTCA guards against. After all, the FTC has pursued numerous enforcement
actions against businesses that—because of their failure to employ reasonable data security
measures and avoid unfair and deceptive practices—caused the very same injuries that

Members.

e imiee © v, v o= -—wuw--able care in protecting confidential data arose
not only because of the statutes and regulations described above, but also because Defendant
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are bound by industry standards to protect confidential Private Information.
184.  Defendant owed Plaintiffs and members of the Class a duty to notify them

within a reasonable time frame of any breach of their Private Information. Defendant also

DVURMV, LIULUL Y, UL UV ULLVIIVEY Ul UV L UL L VUV L LD VMWL) 10 LIV WDUOUWL ) LUL L IULLILLL D v

Class Members to take appropriate measures to protect their Private Information, to be

vigilant in the face of an increased risk of harm, and to take other necessary steps in an effort
sach.

tov.  werenuait vweou wese uuucs 0 Plaintiffs and Class Members because they

are members of a well-defined, foreseeable, and probable class of individuals whom

1¥6. It was foreseeable that Detendant’s failure to use reasonable measures to
protect Class Members’ Private Information would result in injury to Class Members.
frequency of cyberattacks and data breaches in the financial industry. It was therefore
foreseeable that the failure to adequately safeguard Class Members’ Private Information

would result in one or more types of injuries to Class Members.

A AMVASAVAS S ALY oAVIDY AT AwAsLT RS TV VALY YRSV ATy AR ATy SRS AT LY WA TRasAnD Ty S AaveY as s s
include, but are not limited to, the theft of their Private Information by criminals, improper

46



Case: 1:23-cv-00136-SA-RP Doc #: 1 Filed: 10/12/23 47 of 53 PagelD #: 47

and money incurred to mitigate and remediate the effects of the Data Breach that resulted

from and were caused by Defendant’s negligence. Moreover, injuries-in-fact and damages

fove x sssass wnu anos sawsowes o€ €Ntitled to compensatory and consequential
damages suffered because of the Data Breach.

189.  Plaintiffs and Class Members are also entitled to injunctive relief requiring

1CZdlUlllyg UIT ODULLWALC, (L) SUUILLLL W 1ULULC dlllludl duulld UL UUDC SYDLCLLD allu 1HULLIWULLLLE
procedures; and (3) to provide adequate credit monitoring to all Class Members.

COUNT II
BREACH OF IMPLIED CONTRACT

190. Plaintiffs restate and reallege the allegations stated above as if fully set forth

herein.

timely and accurately notify Plaintiff and Class Members that their information had been

breached and compromised.

W L/ VIVLIIUULIL GO PULL UL UV PIUVVOD Vil VULGLLLIILE LIHGLIVIUL OVL VIVVYO.

193. Plaintiffs and Class Members conferred a monetary benefit on Defendant in
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Class’s Private Information.
194. Defendant accepted possession
ces.
ioer ame mupasu prossoe ve vonanitiality includes consideration beyond those
pre-existing general duties owed under state and federal regulations. The additional

consideration included implied promises to take adequate steps to comply with specific

170. 11O HIPLHICU PLULLLISTD 1HIVIUUC VUL dIT HUL LU WU, 1) ldsLLE SLCPS LU ClduLc

that any agents who are granted access to Private Information also protect the confidentiality

to protect the information against criminal data breaches; (5) applying or requiring proper
encryption; (6) multifactor authentication for access; and (7) other steps to protect against

foreseeable data breaches.

Defendant’s offers for services and provided Defendant with their Private Information.

198. Plaintiff and Class Members would not have permitted their Private

AAEVY PMmaAeTDY VST vasTas S SsT mry SaasvsssamLaTasy WY prVvsRRarYE ey VR pprY T Ay vaasawa) AAET VAT A W e
breach.
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implied contracts with Defendant.

200. Defendant breached the implied contracts by failing to safeguard Plaintiffs’ and

LIV LIVY Ul UV 1L Uulu LSl Vv,

201.  The losses and damages Plainti

above) were the direct and proximate result of Cadence’s breach of its implied contracts with

LVUL. Claluis auu Class viciioers are entitled to compensatory and consequential

damages suffered because of the Data Breach.

procedures; and (3) to provide adequate credit monitoring to all Class Members.

COUNT I
UNJUST ENRICHMENT

PAVIOR rlamuils  dna  Cldss  IVICIHIIDCIS  COICITEd d  DEencllil on  pceienadiit oy

surrendering their Private Information to Cadence.
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not be possible without Plaintiffs and Class Members turning over their Private Information,

was to be used to provide a reasonable and adequate level of data security that was in

UVVILVY UM LIUL WU WD ANUULVL ) WUUVILIYEY A WIWLALIWL ULV UVWLLWALW UL 10 VLU VY AU VUL UV L,

including the amounts of payment received that should have been used for adequate

cybersecurity practices that it failed to provide.

1, WlllLll ClCLdUadllil avLTpPLOU. olCliudllil PprulllCUu UL UICHT ULdldALUULLS dllu UdCU uIC riivalc

Information of Plaintiffs and Class Members for business purposes, while failing to use the

adequately secure their Private Information, they would not have agreed to provide such
Private Information.

211.  Due to Defendant’s conduct all: _ 3 X
:rmitted to retain the benefits of their wrongful

conduct.

212.  As adirect and proximate result of Defendant’s conduct, Plaintiffs and Class

AEATATAALAD YTY AAYT Y ASAASAVE S VN WMTETTYS ATmAAAr VAATAYY MM AT A A weAw v Y S vTassty vy Tsswe s
how their Private Information is used; (i11) the compromise, publication, and theft of their

50



Case: 1:23-cv-00136-SA-RP Doc #: 1 Filed: 10/12/23 51 of 53 PagelD #: 51

and recovery from identity theft, and/or unauthorized use of their Private Information; (v)

lost opportunity costs associated with effort expended and the loss of productivity addressing

VUL LIUL 11UV Y LY VAL UVL LD DYWL LWDVUL VLIS LIV VY LU IV Y WLIL) MWLV VL) VULILWOL, WIIW 1V WU ¥V WL 1w

identity theft; (vi) the continued risk to their Private Information, which remains in

Defendant’s possession and is subject to further unauthorized disclosures so long as

L1ULHAUIVULL 111 UICLHL CULILLIIUCU PUDDUDdSIVILL, dllu (V1) LULULC CUDLS 111 LCLLID UL UlllC, CL1VUlL, alld

money that will be expended to prevent, detect, contest, and repair the impact of the Private

are entitled to full refunds, restitution, and/or

damages trom Detendant and/or an order proportionally disgorging all profits, benefits, and

other compensation obtained by Defendant from their wrongful conduct. This can be
Members may seek restitution or compensation.

214.  Plaintiffs and Class Members plead this claim for unjust enrichment in addition

to, or in the alternative to, other claims pleaded herein.

L e ea s aass & seasivaass Vas veAinis VA fivAUSAS M iiv Catn AeLTAAv T ot vy U vaae
following relief:
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a. An order certifying this action as a Class action under Federal Rule of

the undersigned as Class counsel, and tinding that Plaintitts are proper

representatives of the Nationwide Class requested herein;

- - [ — - -

damages, equitable relief, restitution, disgorgement, and statutory
costs;

c. An order providing injur
protect the Interests 0. e wivoo, sivrwwan b vur sve s
requirements that Defendant (1) strengthen its data security systems
and monitoring procedures regarding the Software; (2) submit to future
annual audits of those systems and monitoring procedures; (3) provide
adequate lifetime credit
Plaintiffs and Class Mciuvcis, anu, 11 appropriaie, pioviuc 1o a
constructive trust.

d. An order requiring Defe
Class Members about t
process;

e. A judgment in favor of']
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costs, and expenses as allowable by law; and
f. An award of such other and further relief as this Court may deem just

and proper.

VIII. DEMAND FOR JURY TRIAL

Plaintiffs demand a trial by jury on all triable issues.

DATED: October 12, 2023

Jackson, MS 39202
Telephone: (601) 259-8484
rbm@mcdufflaw.com

1VLvVvY 1N, 1L v1111.3_y1vu111u L2V N.

Oklahoma City, OK 73120
Telephone: (405) 235-1560
Facsimile: (405) 239-2112
wbf(@federmanlaw.com

Pro hac vice application forthcoming

Counsel for Plaintiffs
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