RECEIVED
Cooley NOV 22 2022

CONSUMER PROTECTION
David Navetta CONFIDENTIAL
(917) 306-9314 Certified Mail

Return Receipt Requested

dnavetta@cooley.com

November 11, 2022

Office of the New Hampshire Attorney General
Consumer Protection and Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Dear Sirs or Madams:

1 write on behalf of my client, Longhorn I1I Investments (“LHI”), to inform you of a security incident that may have
affected the personal information of New Hampshire residents. Out of an abundance of caution, LHI is notifying
potentially affected individuals and outlining some steps they may take to help protect themselves.

On September 15, 2022, LHI became aware of a potential incident affecting LHI’s corporate servers and certain
systems supporting LHI’s operations (the “Incident”). Upon learning of the Incident, LHI engaged a reputable, third-
party information technology and forensic firm to help with the response and investigation and notified law
enforcement. While LHI cannot confirm that any specific personal information was acquired, disclosed to anyone
else, or will be misused as a result of the Incident, our investigation revealed that personal information of New
Hampshire residents may have been involved including, names, addresses, dates of birth, Social Security numbers,
driver’s license numbers, bank account numbers, and loan application numbers.

Upon detecting the incident, LHI took prompt action to determine the extent of the Incident and promptly address it,
including password resets, enabling two factor authentication requirements for all users, and installing additional end-
point monitoring software and initiating an internal investigation which is currently ongoing.

LHI is not aware at this time of any fraud or misuse arising from the information potentially accessed. LHI will provide
updates regarding this Incident should further relevant information become available through the investigation.

LHI will send notification letters to all of the potentially affected New Hampshire residents identified to date,
beginning on or about November 14, 2022. LHI will also provide one year of free identity protection and credit
monitoring services to notified individuals who opt in. ‘

Finally, a copy of the notice that will be sent to the New Hampshire residents is attached for reference.
If you have any questions or need further information regarding this Incident, please contact me at (917) 306-9314 or

dnavetta@cooley.com.

Best regards,

Dosid Maetta

David Navetta
Enlc.




LONGHORN INVESTMENTS

Date>> (Format: Month Day. Year)

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country>>

NOTICE OF DATA BREACH
Dear <<first_name middle name last_name suffix>-,

We are writing to inform you of a potential incident that may have affected certain personal information about you that
was being held by Longhorn Investments. We are providing this notice as a precaution to inform you of the incident and
to call your attention to some steps you can take to help protect yourself.

What Happened?

Longhorn Investments was recently the victim of a criminal ransomware incident. Upon learning of the incident, we
notified law enforcement and engaged a reputable, third-party information technology and forensic firm to help with
our response and to investigate. Our investigation is ongoing, but our current analysis suggests that the incident affected
Longhorn Investments corporate servers and certain systems supporting our operations.

What Information Was Involved?

Although our investigation to date has not confirmed the cause of the incident or that your personal information was
acquired, disclosed to anyone else, or will be misused, we are providing this notice out of an abundance of caution
to inform you about the incident. As a result of this incident the threat actor may have had access to and been able to
acquire personal information including date of birth, social security number, address, credit information, and real estate
transaction information.

What We Are Doing

We take the privacy of personal information seriously and deeply regret any concern this may cause you. In addition
to hiring a top forensic firm, we have taken various steps to address this issue, including password resets, enabling two
factor authentication requirements for all users, and installing additional end-point monitoring software. Additionally, we
have engaged a global cybersecurity firm to manage our network security designed to help prevent this type of incident
from reoccurring in the future.

We want to make you aware of steps you can take to guard against identity theft or fraud. We recommend that you
carefully check your credit reports for accounts you did not open or for inquiries from creditors you did not initiate. If
you see anything you do not understand, call the credit agency immediately. If you find any suspicious activity on your
credit reports, call your local police or sheriff’s office, and file a police report for identity theft and get a copy of it. You
may need to give copies of the police report to creditors to clear up your records. Also, please review the “Information
about Identity Theft Protection” reference guide, included here, which describes additional steps that you may take to
help protect yourself, including recommendations by the Federal Trade Commission regarding identity theft protection
and details on placing a fraud alert or a security freeze on your credit file.

In addition, to help protect your identity, we are offering one year of complimentary membership in identity monitoring services
through Kroll. Your identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.
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Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until <<b2b_tex1_6 (date)>> to activate your identity monitoring services.
Membership Number: «<Membership Number s_n>>

If you have questions or concemns regarding this incident, you may contact me via email at mhoffman@longhominvestments.com.,
or by phone at +1 (214) 420-7330. Again, we sincerely regret any concern this incident may cause.

Sincerely,

Michael Hoffman,
President and Chief Executive Officer
Longhorn [T Investments, LLC
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