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THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA
SAVANNAH DIVISION

SAVANNAH KOLSTEDT, et al., individually
and on behalf of all others similarly situated, | Civil Action No. 4:23-¢v-00076-RSB-CLR

Plaintiffs,

V.
JURY TRIAL DEMANDED
TMX FINANCE CORPORATE SERVICES,
INC.; TMX FINANCE LLC d/b/a “TitleMax™
d/b/a “TitleBucks” d/b/a “Instal.oan,”

Defendants.

CONSOLIDATED COMPLAINT — CLASS ACTION

Plaintiffs Sonya Albert, Makecia Berry, Ryan Carder, Sheneequa Carrington, Lana Clark,
Victoria Coria, Antonio Delesus, Leon Diaz, Tommy Domino, Patsy Eslinger, Evelyn Francis,
Jeremiah Gills, Mclvin Nicholas , Dewayne Jackson, Yolanda Jackson, Adrian Johnson, Chaplin
Johnson, Von King, Ebony Millner, Lakendra Mitchell, Jodie Petty, Sophia Pickens, Amy
Penird, LaPetra Robinson, Edwin Scheide, Tracy Starling, Joseph Trottier, Francis Ann
Washington, Adam White, and Shawn White (“Plaintifts™), on bechalf of themsclves and all
others similarly situated (“Class Members™), bring this Class Action Complaint against TMX
Finance Corporate Services, Inc,, and TMX Finance LLC d/b/a “Title Max,” “TitleBucks,” and

“InstaLoan” {collectively, “Defendants”' or “TMX™), Plaintiffs allege, based on their personal

! Plaintiffs anticipate that, through the process of discovery, they will discover additional

individuals or entities who made decisions related to TMX’s poor cybersecurity practices—such
as the decision not to employ additional sateguards or logging, which could have prevented the
data breach or discovered it before the hackers stole PIT—and reserve the right to seek leave to
amend to add them as defendants for their role in the data breach.
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knowledge as to their own actions and their counsel’s investigations, and upon information and
belief as to all other matters, the following:

NATURE OF THE CASE

1. Financial service providers that handle sensitive, personally identifying
information (“PIT"") owe a duty to the individuals to whom that data relates. This duty arises
based upon the parties’ relationship and because it is foreseeable that exposure of PII to
unauthorized persons—and especially to hackers with nefarious intentions—will result in harm
to the affected individuals.

2, The exposure of sensitive PIT to hackers, commonly referred to as a “data breach”
causes material harm to its victims in several ways, often manifesting in identity theft and
financial fraud, a substantially increased and certainly impending risk of identity theft crimes
compared to the rest of the population {potentially for the rest of a victim’s life), reputational
harm, embarrassment, misuse of sensitive information, increased exposure to scams seeking to
collect additional information, end even emotional distress. Mitigating the risk of even further
harm, to the extent that it is even possible o do so, requires individuals to devote significant ime
and moncy to closcly monitor their credit and financial accounts and take scveral additional
prophylactic measures.”

3. Defendants are financial services providers that primarily provide short term,
high-interest loans using vehicle titles as collateral. Detendant TMX Finance LLC is the parent
company of TMX Finance Corporate Services, Inc. The TMX family of companies includes

“TitleMax,” “TitleBucks,” and “Instal.oan” locations currently operating in 16 states, TMX

2 See Federal Trade Commission, What information was lost or exposed, Tdentity Theft.gov,

https://www.identitytheft. gov/assets/pdf/Data_Breach.pdf (last accessed Nov. 28, 2023).

2
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formerly operated in three additional states—California, Illinois, and Virginia—betore closing
all locations in those states between 2020 and 2023.

4, Plaintiffs bring this class action on behalf of themselves and approximately 4.8
million individuals whose personal information, including names, dates of birth, passport
numbers, driver’s license numbers, federal/state identification card numbers, tax identification
numbers, Social Security numbers, financial account information, phone numbers, residential
addresses, and email addresses {collectively, “Private Information™ or “PII""), was accessed and
stolen by unauthorized third parties during a data breach of TMX's network systems, which
TMX states occurred berween early December 2022 and February 14, 2023 (the “Data Breach™).

5. In the ordinary course of business, Defendants stored and utilized Plaintifts’ and
Class Members’ Private Information. By obtaining, collecting, using, and deriving a benefit from
the Private Tnformation of Plaintiffs and Class Members, Defendants assumed legal and
equitable duties to those individuals to protect and safeguard that information from unauthorized
access and intrusion. By voluntarily undertaking the collection of this sensitive Private
Information, Defendants assumed a duty to use due care to protect that information.

6. Plaintifts and Class Members had no choice in how Detfendants stored their
Private Information; often times, Plaintiffs and Class Members sought Defendants’ services out
of desperation, Unable to bargain the terms of their agreements, Plaintiffs and Class Members
were given little choice but to have Defendants control how their data was uscd, stored, and
disclosed—whether or not such usage, storage, and disclosure was contrary to Defendants’
promises,

7. Despite their duty to protect Plaintifts” and Class Mcmbers’ Private Information,

Defendants implemented inadequate data security procedures, safeguards, controls, and practices
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with respect to collecting and storing Private Information on its computer systems. Foresceably,
cybercriminals exploited Defendants’ data security vulnerabilities and exfiltrated Plaintiffs” and
Class Members” Private Information from TMX’s sysiems.

8. Hackers infiltrated TMX’s computer systems on or around December 10, 2022,
moved throughout the systern, and ultimately exfiltrated Plaintiffs” and Class Members’ PII
between February 3 and February 14, 2023, Despite the fact that cybercriminals breached
TMX’s systems in early December 2022, TMX claims it only first detected suspicious activity
on their systems on February 13, 2023-—after the hackers had two months” of access to the
systems and only after the hackers spent fen days siealing consumers’ PIT from TMX’s computer
systems.

9. TMX publicly confirmed that over 4.8 million consumers’ PII, including Social
Security numbers, was acquired by cybercriminals.

10. TMX waited a full 45 days after discovering the Data Breach to begin notifying
those 4.8 million victims.

11. In late August 2023, TMX sent revised notices to Data Breach victims, informing
them that the cybereriminals had actually stolen more information—including scnsitive financial
account information—trom TMX’s unsecured systems. This additional sensitive information
included account numbers and credit/debit card numbers, including security codes, access codes,
passwords, and PINs.

12. Cybercriminals possessed consumers’ PII including Social Security numbers for
nearly two months before Defendants notified victims of the Data Breach. Shockingly,

cybercriminals posscssed consumers” payment card information for over six months before
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Detendants first notified victims that this sensitive information was also lett unsecured and was
stolen in the Data Breach.

13. As a direct and proximaie result of TMX’s implementation of inadequate data
security safeguards and controls, its breach of duty to handle PII with reasonable care, and its
failure to maintain the security of consumers’ payment card information, Plaintiffs and nearly
five million Class Members® PIT is now in the hands of criminals.

14. As aresult of TMX’s conduct, Plaintifts and Class Members suffered
ascertainable losses, including but not limited to, a loss of privacy, the loss of the benefit of their
bargain, out-of-pocket monetary losses and expenses, the value of their time reasonably incurred
to remedy or mitigate the effects of the attack, the loss of value of their Private Information, and
the substantial and imminent risk of identity theft. Given the theft of information that is
immutable—such as Social Security numbers and dates of birth—this risk will remain with
Plaintiffs and Class Members tor the rest of themr lives.

15.  Upon information and belief, Plaintiffs” and Class Members’ Private Information
remains in TMX’s possession. Plainuffs and Class Members have a continuing interest in
cnsuring that information stored in TMX’s systems 1s and remains safe from further exploitation.

16.  Plaintiffs bring this class action lawsuit on behalf of themselves and all those
similarly situated against TMX for its failure to adequately safeguard Plaintffs’ and Class
Mcmbers’ Private Information, which it collected, stored, and maintainced on insufficiently-
secured systems and databases, and for failing to provide adequate notice to Plaintiffs and Class
Members that their information had been stolen by criminals.

17. To recover from TMX for these harms, Plaintifts and the Class bring ¢laims for

negligence, negligence per se, breach of bailment, unjust enrichment, invasion of privacy, and
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declaratory judgment, as well as numerous state statutory claims. Plaintifts seek damages in an
amount to be determined at trial and injunctive relief requiring TMX to, at minimum: 1) adopt
and maintain reasonable data security measures to safeguard against future breaches of PTI
collected, stored, and maintained by TMX; and 2) provide, at its own expense, all impacted
victims with lifetime identity theft protection services.
PARTIES

18. Plaintiff Sonya Albert is a citizen of the State of Georgia. and at all times
relevant to this action, resided and was domiciled in Bartow County, Georgia.

19.  Plaintiff Makecia Berry is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Spalding County, Georgia.

20.  Plamntiff Ryan Carder is a citizen of the State of Wisconsin, and at all times
relevant to this action, resided and was domiciled in Fond du Lac County, Wisconsin,

21. Plaintift Sheneequa Carrington is a citizen of the State of Virginia, and at all
times relevant to this action, resided and was domiciled in Clarke County, Virginia.

22, Plaintiff Lana Clark is a citizen of the State of California, and at all times
rclevant to this action, resided and was domiciled in Los Angceles County, Calitornia.

23. Plaintiff Victoria Coria 1s a citizen of the State of Texas, and at all times relevant
to this action, resided and was domiciled in Harris County, Texas.

24. Plaintift Antonio DelJesus is a citizen of the State of Texas, and at all times
relevant to this action, resided and was domiciled in Galveston County, Texas.

25, Plaintiff Leon Diaz is a citizen of the State of Texas, and at all times relevant to

this action, resided and was domiciled in Harris County, Texas.
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26. Plaintiftf Tommy Domino is a citizen of the State of Texas, and at all times
relevant to this action, resided and was domiciled in Harris County, Texas.

27.  Plaintff Patsy Eslinger is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Floyd County, Georgia.

28.  Plaintiff Evelyn Francis is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Brooks County, Georgia.

29.  Plaintift Jeremiah Gills is a citizen of the State of Virginia, and at all times
relevant to this action, resided and was domiciled in the City of Roanoke, Virginia.

30.  Plaintiff Dewayne Jackson is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Colquitt County, Georgia.

31.  Plaintiff Yolanda Jackson is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Dougherty County, Georgia.

32. Plaintiff Adrian Johnson is a citizen of the State of Alabama, and at all times
relevant to this action, resided and was domiciled in Calhoun County, Alabama.

33.  Plaintiff Chaplin Johnson is a citizen of the State of Texas, and at all times
rclevant to this action, resided and was domiciled in Lamar County, Texas.

34.  Plaintiff Von King is a citizen of the State of Georgia, and at all times relevant to
this action, resided and was domiciled in Muscogee County, Georgia,

35. Plaintift Ebony Millner is a citizen of the State of Virginia, and at all times
relevant to this action, resided and was domiciled in the City of Martinsville, Virginia.

36, Plaintiff Lakendra Mitchell is a citizen of the State of Alabama, and at all tmes

rclevant to this action, resided and was domiciled in Bullock County, Alabama.
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37. Plaintift Jodie Petty is a citizen of the State ot Texas, and at all times relevant to
this action, resided and was domiciled in Atascosa County, Texas.

38.  Plaintiff Sophia Pickens is a citizen of the State of Wisconsin, and at all times
relevant to this action, resided and was domiciled in Milwaukee County, Wisconsin.

39.  Plaintiff Amy Penird is a citizen of the State of Florida, and at all times relevant
to this action, resided and was domiciled in Citrus County, Florida.

40, Plaintiff L.aPetra Robinson is a citizen of the State of Missouri, and at all times
relevant to this action, resided and was domiciled in Saint Louis County, Missouri.

41, Plaintiff Edwin Scheide is a citizen of the State of Tllinois, and at all times
relevant to this action, resided and was domiciled in Lake County, Illinois.

42.  Plaintiff Tracy Starling is a citizen of the State of Georgia, and at all imes
relevant to this action, resided and was domiciled in Cobb County, Georgia.

43, Plaintift Joseph Trottier is a citizen of the State of Wisconsin, and at all times
relevant to this action, resided and was domiciled in Kenosha County, Wisconsin.

44,  Plaintiff Francis Ann Washington is a citizen of the State of Texas, and at all
times relevant to this action, resided and was domiciled in Travis County, Tcxas.

45, Plaintiff Adam White is a citizen of the State of Tennessee, and at all times
relevant to this action, resided and was domiciled in Scott County, Tennessee.

46. Plaintift Shawn White is a citizen of the State of Georgia, and at all times
relevant to this action, resided and was domiciled in Tift County, Georgia.

47.  Defendant TMX Finance, LLC is a corporation organized under the laws of

Dclaware with its principal place of busincss at 15 Bull Strect, Suite 200, Savannah, Georgia,
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31401.7 TMX Finance, LLC is a citizen of the States of Georgia and of Delaware. TMX Finance,
LLC was founded in Savannah Georgia in June 2010 and was previously known as TMX
Holdings, L1.C.

48. TMX Finance, LLC’s sole member 1s TMX Finance Holdings, Inc., a Delaware
corporation with its principal place of business at 15 Bull Street, Suite 200, Savannah, Georgia
31401.* TMX Finance Holdings, Tnc. is a citizen of the States of Georgia and of Delaware.

49, TMX Finance, LL.C, is the parent company of Detendant TMX Finance Corporate
Services, Inc. TMX Finance Corporate Services, Inc. 18 a corporation organized under the laws
of Delaware with its headquarters and principal place of business at 15 Bull Street, Suite 200,
Savannah, Georgia 31401.° Defendant TMX Finance Corporate Services, Inc. is a citizen of the
States of Georgia and of Delaware.

50. TMX Finance Corporate Services, Inc., operates consumer credit and lending
businesses, including TitleMax, which provides or provided personal loans as well as loans
secured by auto and motoreycle titles to residents of Alabama, Arizona, California, Delaware,
Georgia, Idaho, Tllinois, Kansas, Mississippi, Missour1, Nevada, New Mexico, South Carolina,
Tennessce, Texas, Utah, Virginia, and Wisconsin; Instaloan, which offers loans scecured by
automobile titles, and short-term, high-interest personal loans to residents of Florida and New
Mexico; and TitleBucks, which offers auto title loans to residents of Alabama, Arizona, Georgia,

South Carolina, Tennessce, and Texas.

3 May 14, 2013 Form 10Q, TMX Finance LLC, available at
https://'www.sec.cov/Archives/edsar/data/1511967/0001 1046591304 1451/a13-8662 110g.htm
(last accessed Nov. 28, 2023).
4

Id
> id
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JURISDICTION AND VENUE

51.  This Court has subject matter jurisdiction over this action under the Class Action
Fairness Act, 28 U.S.C. § 1332(d)(2). The amount in controversy exceeds $5 million, exclusive
of interest and costs. The number of Class Members exceeds 100, many of whom have difterent
citizenship from Defendants, including several Plaintiffs. Thus, minimal diversity exists under 28
US.C.§ 1332(dM2)(A).

52. This Court has personal jurisdiction over Defendant TMX Finance, LLC, and
Defendant TMX Finance Corporate Services, Inc. because they operate and are headquartered in
this District and conduct substantial business in this District. Defendant TMX Finance, LLC’s
sole member 1s also headquartered in this District and conducts substantial business in this
District.

53. Venue 1s proper in this Court pursuant to 28 U.8.C. § 1391(a){1) because a
substantial part of the events giving rise to this action occurred in this District. Moreover,
Defendants are based in this District, maintain Plaintiffs’ and Class Members’ Private
Information in this District, and have caused harm to Plaintuffs and Class Members in this
District.

FACTUAL ALLEGATIONS

Al Defendants Know That Sharing Customer Information with Third Parties
Can Cause or Is Likely to Cause Substantial Injury Due to Prior Bad Acts.

“The notion that [TitleMax’s customers] [fa]re reading [the contract] closely during a 15-
minute transaction in a place with a neon sign’ in the window is highly unlikely.
- John Campbell, Denver University Law Professor®

6 Walker Moskop, TitleMax is thriving in Missouri—and repossessing thousands of cars in

the process, St. Louis Post-Dispatch (Sept. 21, 2015),
https://www.stltoday.com/news/local/metro/titlemax-is-thriving-in-missouri-and-repossessing-
thousands-of-cars-in-the-process/article d8ea72b3-1687-5be4-8172-9d537a¢94123 html,
Quotations below headings are not meant to prove the allegations in Plaintiffs’ complaint, but

10
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54.  As acknowledged in court filings, despite the loans carrying harsh consequences
(including, in at least Georgia, the inability io discharge the debts in bankruptcy™), the loan
origination process for consumers “takes approximately thirty (30) to forty-five (45) minutes to
complete.”™ Luring in customers with the promise of fast cash” if they own their own car, TMX
does everything it can to avoid being transparent to its customers during the brief application
process.'”

55.  Corporate training and sales techniques were created to confuse customers and
trap them into an endless cycle of debt.!! As part of its confusing sales practices, former store
managers have also said that TMX’s standard practice is to “simply show customers contracts on

2012

a digital screen, not in a physical copy.”'* At least one manager was reprimanded and told to stop

printing sales contracts for his customers.'?

demonsirate Defendants™ ongoing culture of predatory praciices, disregard for protecting
sensitive information, and repeated violations of known duties.

/ Margaret Coker and Joel Jacobs, TitleMax Demands High-Interest Payments from
Borrowers in Bankruptcy, ProPublica (July 13, 2023), https://www.propublica.org/article/why-
title-lenders-excluded-chapter- 1 3-bankruptcy-georgia.

§ Affidavit of John Robinson, President of the Debtors, in Support of First Day Motions
and Applications, In re TitleMax Holdings, LLC, et al., No. 09-40805-LWD, ECF No. 22 (8.D.
Ga. Apr. 21, 2009), available at https://s3.documenteloud.org/documents/122721 2/tmx-exec-
delcaration-in-bk-case.pdf.

K TitleMax TV Spot, “Car & Title,” iSpot.tv, https://www.ispot.tv/ad/AEgc/titlemax-car-
and-title (at 00:11-00:13, . . .and you can get your cash in as little as thirty minutes!™; at 00:25,
fine print stating that, “Most applications processed 1n about 30 minutes.”).

1o Margaret Coker and Joel Jacobs, How Title Lenders Trap Poor Americans in Debt with
Triple-Digit Interest Rates, ProPublica (Nov. 14, 2023), https://www.propublica.org/article/title-
lenders-trap-georgia-residents-in-debt.

H Margaret Coker, Inside the Controversial Sales Practices of the Nation’s Biggest Title
Lender, ProPublica (Jan. 19, 2023), htips://www.propublica.org/article/inside-sales-practices-of-
higpest-title-lender-in-us.

12 Id.

'3 1d.
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56. In 2016, the Consumer Financial Protection Burcau ordered TMX to pay a $9
million penalty because it “lured consumers into more expensive loans with information that hid
the true cosis of the deal.”'* As part of its findings, the CFPB also found that TMX had “exposed
information about consumers’ debts to co-workers, neighbors and family.”"® Specifically, the
CFPB stated that:

Some TMX Finance employees revealed information about consumers’ past-due

debt while visiting consumers’ homes, references, or places of employment. TMX

Finance also made in-person debt collection attempts despite knowing that visitors

were not permitted at the consumer’s workplace. Such visits can damage

consumers’ reputations, interfere with their ability to do their jobs, and trigger

disciplinary action or firing.'®

57.  According to the CFPB’s enforcement action, TMX’s “employees disclosed the
existence of consumers’ past-due debts to third parties,” and that TMXs “disclosure of the
existence of consumers’ debts to third parties caused or was likely to cause substantial injury to
consumers that was not reasonably avoidable or outweighed by the countervailing benefit to
consumers or to competition.”!”

58. TMX knew—since at least 2010—that the information it collected about
consumers should not be shared with third parties. And, pursuant to the CFPB enforcement

action, TMX also knew that disclosing its customers’ Private Information—including that they

owed money on a debt to TMX—was substantially likely to cause harm.

14 CFPB Fines Titlemax Parent Company 39 Million for Luring Consumers Into More

Costly Loans, CFPB (Sept. 26, 2016), https://www.consumerfinance.gov/about-
us/newsroom/cfpb-fines-titlemax-parent-company-9-million-luring-consumers-more-costly-
loans/.

L3 Id

L6 1

17 In the Matter of- TMX Finance LLC, No. 2016-CFPB-0022 (C.F.P.B. Sept. 26, 2016),
available at

https://files.consumerfinance. gov/f/documents/092016 cfpb_TitleMaxConsentOrder.pdf.

12
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59. As part of the CFPB consent decree with TMX, TMX was permanently restrained
from:

a. “communicating with any person or enfity in relation o the consumer’s account,
other than the consumer,” save for limited circumstances; and

b. “disclosing the existence of the consumer’s debt to any person other than the
consumer,” absent prior, express consent of the consumer,'®

60. TMX’s Board of Managers were charged with ensuring that TMX followed the
provisions of the consent decree, including cessation of sharing information with third parties,
the submission of compliance plans to the CFPB, and “corrective action to remedy any material
non-compliance. .. .""”?

61.  TMX’s cavalier attitude toward personal information did not stop in 2016. In
February 2023, the CFPB found that TMX, in addition to violating the financial rights of military
families and other consumers through predatory lending practices, also “alter[ed] the personal
information of military borrowers to circumvent their protected status.”*

62.  As part of the CPFB’s enforcement action, the CFPB specifically found that TMX

“changed consumers’ personally identitiable information” in order to cvade scrvice-member

protections against predatory lending practices.”! The CFPB found that TMX did not “conduct

18 Id at 10-11.

9 Id at 13.

2 CFPB Orders TitleMax to Pay a $10 Million Penalty for Unlawful Title Loans and
Overchargnig Military Families, CFPB (Feb. 23, 2023),
https://www.consumerfinance.gov/about-us/newsroom/cfpb-orders-titlemax-to-pay-a- 1 -million-
penalty-for-unlawful-title-loans-and-overcharging-military-families/.

21 In the Matter of: TMX Finance LLC, No. 2023-CFPB-0001 (C.F.P.B. Feb. 23, 2023),
https://files.consumerfinance. gov/f/documents/cfpb_tmx-finance-lic_consent-order 2023-02.pdf.

13
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any periodic monitoring or audits or its organization activity to ensure compliance” with certain
lending laws, “allowing intentional misconduct and problematic practices to go unchecked.”??
63. TMX has been warned—repeatedly—rthat its practices are unlawful, subject its
customers to harm, and that its failure to ensure compliance with the law has led to repeated
violations.
64, Despite these warnings, hackers accessed TMX's computer systems—unfettered

and undetected by TMX—for over two months.

B. Defendants Knew the Risks of Collecting and Storing Valuable PII and the
Foreseeable Harms of Exposing Private Information to Third Parties

“Our customers are decent, hardworking people. They aren’t bums. But to TitleMax, they
have just one purpose: Money.”

- Cordelius Brown, former manager™

65. At all relevant times, TMX knew 1t was storing and permitting employees to use
its computer systems to transmit valuable, sensitive PII and that, as a result, those systems would
be attractive targets for cybercriminals.

66. The data that TMX stores is a treasure trove for cybercriminals and contains all of
the necessary building blocks to commit financial fraud against an already-vulnerable population
with few resources to detect or fight against fraud.

67. TMX required customers to entrust their sensitive PII to TMX as a condition of
seeking and/or obtaining financial services. In the ordinary course of its business practices, TMX

collected, stored, maintained, and used PII from each of its customers, including Plaintiffs and

Class Members.
= 1d at 14.
23

Margaret Coker, Inside the Controversial Sales Practices of the Nation s Biggest Title
Lender, ProPublica (Jan. 19, 2023), hups://www.propublica.org/article/inside-sales-practices-of-
biggest-title-lender-in-us.

14
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68. The PII that customers entrust with TMX includes Social Security numbers,
government document numbers, dates of birth, phone numbers, physical and email addresses,
and payment card information, all of which can be used to commit myriad financial and identity
crimes.

69.  The ramifications of TMX’s failure to safeguard Plaintiffs” and the Class’s PII are
severe. Identity theft occurs when someone uses another’s personal and financial information
such as that person’s name, account number, Social Security number, driver’s license number,
date of birth, and/or other information, without permission, to commit fraud or other crimes.

70. Additionally, the CFPB warned TMX about the dangers its customers face when
sensitive information is shared with third parties.

71.  The Federal Trade Commission defines identity theft as “a fraud committed or
attempted using the identifying information of another person without authority.”** The FTC
describes “identifying information™ as “any name or number that may be used, alone or in
conjunction with any other information, to identify a specific person,” including, among other
things, “[n]ame, Social Security number, date of birth, official State or government 1ssued
driver’s licensc or identification number, alicn registration number, government passport
number, employer or taxpayer identification number.”%

72.  According to experts, one out of four data breach notification recipients become a
victim of identity fraud.

73.  PIlis highly valued by criminals, as evidenced by the prices that such information
commands on the dark web. Numerous sources cite dark web pricing for stolen identity

credentials. For example, a single victim’s personal information can be sold at a price ranging

24 17 C.F.R. § 248.201 (2013).
= 1d
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from $40 to $200, and bank details have a price range of $50 to $200.2° Experian reports that a
stolen credit or debit card number can sell for $5 to $110 on the dark web.?? Criminals can also
purchase access to entire company data breaches from $900 to $4,500.%

74. While credit and debit card numbers have significant value to cybercriminals, this
value is limited because victims can cancel or close their credit and debit card accounts when
they are notified of a breach. In contrast, victims whose immutable personal information is
stolen—Ilike Plaintiffs and Class Members victimized by the Data Breach—have no
straightforward way of safeguarding themselves against ongoing fraud.

75. Accordingly, Personally Tdentifiable Tnformation commands a much higher price
on the black market than payment card data. As Martin Walter, senior director at cybersecurity
firm RedSeal, explained, “Compared to credit card information, personally identifiable
information . . . [is] worth more than 10x on the black market.”’

76. Moreover, there may be a time lag between when Pl is stolen and when it is used.
According to the U.S. Government Accountability Office (“GAQ”), which conducted a study
regarding data breaches:

[L]aw entorcement officials told us that in some cascs, stolen data may be held for

up to a year or more before being used to commit identity theft, Further, once stolen
data have been sold or posted on the Web, fraudulent use of that information may

26 Your personal data is for sale on the dark web. Here's how much it costs, Digital Trends,

(Oct. 16, 2019), https:/fwww.digitaltrends.com/computing/personal-data-sold-on-the-dark-web-
how-much-it-costs.

7 Here's How Much Your Personal Information Is Selling for on the Dark Web, Experian,
Dec. 6, 2017, hitps.//www.experian.com/blogs/ask-experian/heres-how-much-your-personal-
information-is-selling-for-on-the-dark-web.

In the Dark, VPNOverview, 2019, https://vpnoverview.com/privacy/anonymous-
browsing/in-the-dark.

o Tim Greene, Anthem Hack: Personal Data Stolen Sells for 10x Price of Stolen Credit
Card Numbers, IT World, (Feb. 6, 2015),

hitps:// www.networkworld.com/arnicle/2880366/anthem-hack-personal-data-stolen-sells-for-10x-
price-of-stolen-credit-card-numbers.html.
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continue for years. As a result, studies that attempt to measure the harm resulting
from data breaches cannot necessarily rule out all future harm.*?

77. Data theft 1s not a hypothetical concern; in tact, the rate of cyberattacks has
increased dramatically in recent years. In 2021, a record 1,802 data breaches occurred, resulting
in approximately 293,927,708 sensitive records being exposed, a 68 percent increase from
20203

78. Cyberattacks have become so notorious that the Federal Bureau of Investigation
and U.S. Secret Service 1ssued a warning to potential targets to be aware of, and prepared for, a
potential attack 32

79. Generally, “[c]ybercriminals choose their targets based on two conditions —
maximum impact and maximum profit . . . [f]inancial institutions perfectly meet these conditions
because they store highly valuable data, and their digital ranstormation etforts are creating
greater opportunities for cyber attackers to access that data.™**

80. Cyber-criminals can cross-reference two sources of PII to marry unregulated data
available elsewhere to criminally stolen data with an astonishingly complete scope and degree of
accuracy to assemble complete dossiers on individuals. These dossiers are known as “Fullz”
packages,

81. The development of “Fullz” packages means stolen PII from a data breach can

easily be used to link and identify it to victims’ phone numbers, email addresses, and other

30 Report to Congressional Requesters, GAQ, at 29 (June 2007), available at:

https://www.gao.gov/assets/gao-07-737.pdf.

3 See 2021 Data Breach Annual Report at 6 (ITRC, Jan. 2022), available at
hteps://notified.idtheftcenter.org/s.

32 FBI, Secret Service Warn of Targeted Ransomware, Law3060 (Nov. 18, 2019),
https://www.law360.com/articles/1220974.

33 Edward Kost, /0 Biggest Data Breach in Finance [Updated August 2022], UpGuard,
(Mar. 2, 2023), https://www.upguard.com/blog/biggest-data-breaches-financial-services.
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unregulated sources and identifiers. In other words, even it certain information such as emails,
phone numbers, or credit card numbers 18 not included in the PII stolen in a specific incident,
criminals can easily create a Fullz package and sell 1t at a higher price, over and over.

82. According to the FBI’s Internet Crime Complaint Center (IC3) 2019 Internet
Crime Report, Internet-enabled crimes reached their highest number of complaints and dollar
losses that year, resulting in more than $3.5 billion in losses to individuals and business
victims. ™

83.  According to the same report, “rapid reporting can help law enforcement stop
fraudulent transactions before a victim loses the money for good.”™?

84. Victims of identity theft sutfer embarrassment, blackmail, or harassment in person
or online, and experience financial losses resulting from fraudulently opened accounts or misuse
of existing accounts.

85. In addition to out-of-pocket expenses that can exceed thousands of dollars and the
emotional toll identity theft can take, some victims spend considerable time repairing the damage
caused by the theft of their PII. Victims of new account identity theft have to spend time
corrccting traudulent information in their credit reports and must continuously monitor their
reports for future inaccuracies. They also must close existing bank and credit accounts, open new
ones, and often must dispute fraudulent charges with creditors.

86. Further complicating the issucs faced by victims of identity theft, data thicves
may wait years before attempting to use stolen PII. To protect themselves, data breach victims

need (o remain vigilant against unauthorized data use for years or even decades to come.

34 Federal Bureau of Investigation, 2019 Internet Crime Report at 3,
https:/iwww.ic3.gov/Media/PDF/AnnualReport/2019 _TC3Report.pdf.
3 2019 Internet Crime Report Released, Federal Bureau of Investigation (Feb. 11, 2020),

https://www.ibi.gov/news/stories/2019-internet-crime-report-released-021120.
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87. According to the FTC, unauthorized PII disclosures are extremely damaging to
consumers’ finances, credit history and reputation, and can take significant time, money, and
patience to resolve the fallout.*® The FTC treats the failure to employ reasonable and appropriate
measures to protect against unauthorized access to confidential consumer data as an unfair act or
practice prohibited by Section 5(a) of the FTC Act.

88. Aside from the risks of identity theft and fraud, PTT 1s also private property that
has monetary value to data breach victims.

89.  In a consumer-driven world, the ability to capture and use customer data to shape
products, solutions, and the buying experience is critically important to a business’s success.
Research shows that organizations who “leverage customer behavior insights outperform peers
by 85 percent in sales growth and more than 25 percent in gross margin.™’

50. In 2013, the Organization for Economic Cooperation and Development
(“OECD”) even published a paper entitled “Exploring the Economics of Personal Data: A
Survey of Methodologies for Measuring Monetary Value.™* Tn this paper, the OECD measured
prices demanded by companies concerning user data derived from “various online data

warchouscs.”??

36 See Taking Charge, What to Do If Your [dentity is Stolen, Federal Trade Commission, at

3 (2012), https://www.govinfo.gov/content/pkg/GOVPUB-FT-PURL-gp02743 1/pdf/GOVPUB-
FT-PURL-gpo27431.pdf.

37 Brad Brown, Kumar Kanagasabai, Prashant Pant & Gongalo Serpa Pinto, Capturing
value from your customer data, McKinsey (Mar. 15, 2017),
https://'www.mckinsey.com/capabilities/quantumblack/our-insights/capturins-value-from-your-
customer-data.

38 Exploring the Economics of Personal Data: A Survey of Methodologies for Measuring
Momnetary Value, OECD Digital Economy Papers, No. 220 (Apr. 2, 2013),
hitps://www.oecdilibrary.org/docserver/Sk486qxldmg-en.pdf.

3 Id. at 25.
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91. OECD indicated that “[a]t the time of writing, the following elements of personal
data were available for various prices: USD 0.50 cents for an address, USD 2 [$2] for a date of
birth, USD & for a Social Security number (government TD number), USD 3 for a driver’s license
number and USD 35 for a military record. A combination of address, date of birth, Social
Security number, credit record and military [record] is estimated to cost USD 55,74

92. In The Age of Surveillance Capitalism, Harvard Business School Professor
Shoshanna Zuboftf notes that large corporations like Verizon, AT&T and Comcast have
transformed their business models from fee-for-services-provided to monetizing their users’
data—including user data that 1s not necessary for product or service, which she refers to as
“behavioral surplus.”™’

93.  This economic value has been leveraged largely by corporations who pioneered
the methods of its extraction, analysis, and use. However, the data also has economic value to
users. Market exchanges have sprung up where individual users like Plaintiff can sell or
monetize their own data. For example, Nielsen Data and Mobile Computer will pay users for
their data.*? Likewise, apps such as Zynn, a TikTok competitor, pay users to sign up and interact
with the app.*®

94.  There are countless examples of this kind of market, which is growing more
robust as information asymmetries are diminished when users discover how their data 1s being

covertly intercepted, collected, used, and disclosed.

49 ]d

4 Shoshanna Zuboft, The Age of Surveillance Capitalisin 166 (2019).

# Kevin Mercandante, Ten Apps for Selling Your Data for Cash. Best Wallet Hacks (June
10, 2020), https://wallethacks.com/apps-for-selling-your-data/.

43 Jacob Kastrenakes, 4 new TikTok Clone hit the top of the App Store by paying users to
watch videos, The Verge (May 29, 2020), https://'www.theverge.com/2020/5/29/21274994/zynn-
tiktokclone-pay-watch-videos-kuaishou-bytedance-rival.
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95. As Professors Acquisti, Taylor, and Wagman relayed in their 2016 article “The
Economics of Privacy,” published in the Journal of Economic Literature:

Such vast amounts of collected data have obvious and substantial economic value.

Individuals’ traits and attributes (such as a person’s age, address, gender, income,

and consumption habits) are increasingly regarded as business assets that can be

used to target services or offers, provide relevant advertising, or be traded with
other parties.**

96. In other words, a successful cyberattack leaves criminals with a lucrative and
rcadily monctized supply of PII—and deprives its victims of the exclusive usc of their own
information,

97. The documented increase in cyberattacks, combined with increasing monetary
incentives that heighten the risk of future attacks, was widely known to the public and to anyone
in Defendants’ industry, including Defendants, at the time of the Data Breach.

98. TMX recognizes this risk, as evidenced by the Privacy Policies it posts on its
website, assuring customers that:

To protect your personal information from unauthorized access and use, we use

security measures that comply with federal law. These measures include computer

and mobile application safeguards and secured files and buildings. We also
maintain physical, electronic and procedural safeguards (i.e., computer virus
protection software, firewalls, encryption). Only authorized employees have
access. Customer access to electronically stored account documents and

information 1s protected via customer-created or customer-specific usernames and
passwords.®

H Alessandro Acquisti, Curtis Taylor, and Liad Wagman, The Economics of Privacy, 54 J.

of Econ. Lit. 442, 444 (June 2016).

# TitleMax Privacy Policy, hitps://www tmxdisclosures.com/titlemax/privacy-policy (last
accessed Nov. 28, 2023); TitleBucks Privacy Policy,
https://www.tmxdisclosures.com/titlebucks/privacy-policy (last accessed Nov. 28, 2023);
InstaLoan Privacy Policy, hups://’www.tmxdisclosures.com/instaloan/privacy-policy (last
accessed Nov. 28, 2023).
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99. Detendants’ data security obligations were particularly important given the
substantial increase in cyberattacks and/or data breaches in the finance industry preceding the
date of the Data Breach.,

100.  Plaintiffs and Class Members, as current and former customers of Detendants,
relied on Defendants to keep their PII confidential and secure, to use their information for
business purposes only, and to make only authorized disclosure of their information,

101. By obtaining, collecting, and storing Plaintiffs” and Class Members’ PII,
Defendants assumed legal and equitable duties and knew or should have known they were
responsible for protecting Plaintiffs” and Class Members’ Private Information from foreseeable
risks of disclosure to unauthorized parties. Defendants agreed to and undertook legal duties to
securely store and maintain the Private Information of Plaintiffs and Class Members.

C. The Data Breach was Foreseeable

“You hate to see it happen. If you have a TitleMax title loan, you are screwed.”
- Elaina Massey, attorney, on excluding TMX loans from bankyuptcy repavment plans®®

102, TMX were obligated to perform its busingss operations in accordance with
industry standards with respect to Plaintiffs and the Class Members by implementing reasonable
data security measures in order to not create a foreseeable risk of harm to Plaintiffs and the Class
Members. Industry best practices places the onus of adequate cybersecurity on the entity most
capable of preventing a Data Breach. In this case, TMX was the one responsible for adequately

protecting the data that that it collected and stored.

45 Margaret Coker, TitleMax Demands High-Intevest Payments from Borrowers in

Banlauptcy, ProPublica (July 13, 2023), hups://www.propublica.org/article/why-title-lenders-
excluded-chapter-13-bankruptcy-georgia.
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103.  TMX also had existing obligations to protect Plaintifts’ and Class Members’
information from disclosure to third parties based upon a prior consent decree with the Consumer
Financial Protection Bureau.

104.  TMX understood its obligations and represented to the public that it was
following the prior consent decree by stating that it “has complied with all prior direction from
the Bureau.”’

105.  The injuries to Plaintifts and the other Class Members were reasonably
foreseeable to TMX because common law, statutes, a prior consent decree, and industry
standards require TMX to safeguard and protect their computer systems and employ procedures
and controls to ensure that unauthorized third parties did not gain access to Plaintiffs’ and the
other Class Members® PIIL.

106.  The injuries to Plaintiffs and the other Class Members also were reasonably
foreseeable because TMX knew or should have known that their systems used for safeguarding
PIT were inadequately secured and that consumer PII could therefore be breached, accessed, and
stolen by hackers and unauthorized third parties.

107.  Additionally, it was forcsccable that the Data Breach would causc harm to
Plaintiffs and the Class. Indeed, the Consumer Financial Protection Bureau informed TMX about
the risk consumers faced when their PIT was not protected or was shared with third parties.

108.  Further, TMX was awarc of the risk to consumers’s PII becausc a scparate
Consumer Financial Protection Bureau consent decree informed TMX that it had inadequate

monitoring to ensure compliance with certain lending laws.

47 TitleMux Statement of CFPB Consent Order, TMX Finance (Feb. 24, 2023),
https://www.mxfinancefamilyv.com/press-releases/titlemax-statement-on-cfpb-consent-order/.
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109.  As such, Defendants’ own misconduct created a foreseeable risk of harm to
Plaintiffs and the other Class Members.

110.  The injuries to Plaintiffs and the other Class Members also were reasonably
foresceable because TMX, all persons in data collecting industries, and a large portion of the
general public are aware of the high and ever-increasing incidence of eyberattacks perpetrated
against entities that collect PIT and the substantial increased risk of harm arising out of the same.

111.  As aresult, Defendants lett Plaintiffs’ and Class Members” PII as an unguarded
target for theft and misuse.

D. Defendants Choose to Do Business with Vulnerable Populations, Who Are
Most at Risk in Data Breaches.

“I had a hardship. I was between a rock and a hard place.”
- Gloria Whitaker, TMX customer™®

112.  Short-term, high-interest loans—Iike the ones TMX offers—are often the option
of last resort for consumers—many of whom are facing emergencies and need to access money
or credit quickly.* These consumers have few resources and little to no ability to negotiate the
terms of their loans, what information is collected, how that information is used, or what kind of
sccurity measures arc put into place to protect their information.

113, TMX knows that its average customers are individuals who are unable to obtain

traditional bank loans—most title lenders argue that they provide a vital service to people denied

48 Fred Sculte, Lawmakers protect title loan firms while borrowers pay sky-high interest

rates, Center for Public Integricy {(Dec. 9, 2015), https://publicintegrity. org/inequality-poverty-
opportunity/lawmakers-protect-title-loan-firms-while-borrowers-pay-sky-high-interest-rates/.
49 Federal Trade Commission, What to Know About Payday and Car Title Loans,
hitps://consumer.fic.gov/articles/what-know-about-payday-and-car-title-loans (last accessed
Nov. 28, 2023).
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credit by banks.™

114, The “vital service” TMX provides, however, ensures that customers can rarely, if
ever, pay off their loans—not only are the interest rates staggeringly high (in the triple digits),”!
but TMX also convinces consumers to extend the term of their loans by paying a fixed monthly
rate—which they do not mention only covers interest.’? TMX traps customers into a debt cycle,
while at the same time doing little to protect all of the sensitive information that it collects from
its desperate customers.

115, The very same individuals that TMX targets in its unfair lending schemes are the
those who face a greater risk of financial fraud and identity theft as a result of data breaches—Iike
the one identified in this lawsuit.

116. Information gathered by hackers as part of a data breach is frequently used to
commit further fraud, identity theft, and scams.

117. Financial insecurity is a major indicator as to whether an individual is more
susceptible to fraud.

Prior work by Anderson (2013) and AARP (2003) has indicated that individuals

who are under financial strain might be more susceptible to scams, especially scams

that promisc financial rewards or an opportunity to get out ot debt. In the present

study, low household income ($50,000 and below) was significantly associated

with engaging and losing money in a scam (p<.001).

Victims were also significantly more likely to agree with the statement “T have too

much debt right now” {meanvictim=3.6 meannon-victim=3.1 out of seven, p=.001).
Levels of financial insccurity varied by scam type. For cxample, respondents who

50 Fred Sculte, Giant title loan companies argue they are people too, Center tor Public

Integrity (Feb. 22, 2016), hups:/publicintegrity.org/inequality-poverty-opportunity/giant-title-
loan-companies-argue-they-are-people-too/.

a Margaret Coker and Joel Jacobs, How Title Lenders Trap Poor Americans in Debt With
Triple-Digit Interest Rates, ProPublica (Nov. 14, 2023), https://www.propublica.org/article/title-
lenders-trap-georgia-residents-in-debt.

52 Id. For example, one customer signed a contract to receive a loan of $9,518 in exchange
for a lien on his 2006 Honda Ridgeline truck, and after paying $25,000 over two years, was only
paying interest. fd.
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reported advance fee loan, investment, and sweepstakes/lottery/prizes scams were
more likely than other reporters to show signs of financial insecurity.™

118.  TMX’s carelessness and failure to implement reasonable data security exposed an
already-vulnerable population to even more harm.

E. Defendants Breached their Duty by Failing to Apply Reasonable Security
Safeguards

“She didn’t even have the screen towards me! She said, it’s a whole lot of words, don’t worry
about it. I'll take care of it for you. I didn’t see anything until she told me where to sign.”
- Rodney Paylor, TitleMax customer, on not being able to see the agreement he signed*
119.  Recognizing the risks and costs of cybercriminal activity, government agencies
and industry groups have created reasonable data security protocols that organizations should use
to safcguard scnsitive information from cxposurc to cybercriminals.
120.  Defendants breached their duty to Plaintiffs and Class Members by failing to
implement these reasonable protocols.
121.  The FBI recommends several measures for organizations like TMX to prevent
and detect unauthorized cyberattacks, including chat they:
¢ Implement an awareness and training program. Because end-users are targets,
employees and individuals should be aware of the threat of ransomware and how it 1s
delivered.
* Configurc tircwalls to block access to known malicious IP addresscs.

e Patch opcerating systems, software, and firmwarce on devices. Consider using a

centralized patch management system.

33 Exposed to Scams, What Separates Victims from Non-Victims? at 7, FINRA Foundation,
https://www.finrafoundation.org/sites/finrafoundation/files/exposed-to-scams-what-separates-
victims-from-non-victims 0 0.pdf.

M Max Diekneite, TitleMax customer warns of deceptive car title loans, WTO11 Savannah
{(May 4, 2023), https://www. wioc.com/2023/05/04/titlemax-customer-warns-deceptive-car-title-
loans/.
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e Manage the use of privileged accounts based on the principle of least privilege: no
users should be assigned administrative access unless absolutely needed; and those with a
need for administrator accounts should only use them when necessary.

e Configure access controls—including file, directory, and network share
permissions—with least privilege in mind. Tf a user only needs to read specific files, the
user should not have write access to those files, directories, or shares.

¢ Disable macro scripts from office files transmitted via email. Consider using
Ofticc Viewer softwarce to open Microsoft Oftice tiles transmitted via email instcad of
full office suite applications.

o TImplement Software Restriction Policies (SRP) or other controls to prevent
programs from executing from common ransomware locations, such as temporary folders
supporting popular Intermet browsers or compression/decompression programs, including
the AppData/Local AppData folder.

e Consider disabling Remote Desktop protocol (RDP) if it is not being used.

o Use application whitelisting, which only allows systems to execute programs
known and permitted by security policy.

+ Execute operating system environments or specific programs in a virtualized
environment.

e Categorize data based on organizational value and implement physical and logical

separation of networks and data for different organizational units.*

53 See How to Protect Your Neiworks from RANSOMWARE, at 3, available at
https://www.fbi.gov/file-repositorv/ransomware-prevention-and-response-for-cisos.pdf.
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122.  The Microsott Threat Protection Intelligence Team recommends several measures
for organizations like TMX to prevent and detect unauthorized cyberattacks, including that they:
a. Secure internet-facing assets
1. Apply latest security updates;
il. Use threat and vulnerability management,
1. Perform regular audit; remove privileged credentials.
b. Include IT Pros in security discussions
1. Ensure collaboration among [security operations], [security admins], and
[information technology] admins to configure servers and other endpoints
securely.
¢. Build credential hygiene
1. Use [multifactor authentication] or [network level authentication] and use
strong, randomized, just-in-time local admin passwords.
d. Apply principle of least-privilege
1. Monitor for adversarial activities;
ii. Hunt for brutc force attempts;
iii. Monitor for cleanup of Event Logs;
iv. Analyze logon events®®
123.  Additionally, the Federal Trade Commission {(“FTC”) has also promulgated

numerous guides for businesses to highlight the importance of implementing reasonable data

56 See Human-operated ransomware attacks: A preventable disaster (Mar 5, 2020).

hitps:/www.microsoft.com/security/blog/2020/03/05/human-operated-ransomware-attacks-a-
preventable-disaster/.
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security practices. According to the FTC, the need for data security should be factored into all
business decision making.

124, TIn 2016, the FTC updated its publication, Protecting Personal Information: A
Guide for Business, which establishes cyber-security guidelines for businesses. The guidelines
note that businesses should protect the personal information they collect and store; properly
dispose of personal information that is no longer needed; encrypt information stored on computer
networks; understand their network’s vulnerabilities; and implement policies to correct any
security problems.>’

125.  The FTC further recommends that companies not maintain PIT longer than is
needed tor authorization of a transaction; limit access to sensitive data; require complex
passwords to be used on networks; use industry-tested methods for security; monitor for
suspicious activity on the network; and verify that third-party service providers have
implemented reasonable security measures.

126.  The FTC has brought enforcement actions against businesses for failing to
adequately and reasonably protect PII, treating the failure to employ reasonable and appropriate
measurcs to protect against unauthorized access to confidential consumer data as an unfair act or
practice prohibited by Section 5 of the Federal Trade Commission Act (“FTCA™), 15 U.S8.C. §
45. Orders resulting from these actions clarify the measures businesses take to meet their data

sccurity obligations.

57 Protecting Personal Information: A Guide tor Business, Federal Trade Commission

{2016). Available at https://www.fie.gov/svstem/files/documenis/plain-language/pdt-
0136 _protetingpersonal-information.pdf.
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127.  As described above, experts studying cybersecurity routinely identity companies
in the finance industry as being particularly vulnerable to cyberattacks because of the value of
the PIT they collect and maintain.

128. Several best practices have been identified that, at a minimum, should be
implemented by service providers like TMX, including but not limited to: educating all
employees; requiring strong passwords; implementing multi-layer security, including firewalls,
anti-virus, and antimalware software; encryption, i.e., making data unreadable without a key:
multi-factor authentication; backup data; and limiting which employees can access sensitive data.

129.  Based upon information and belief, and after a reasonable investigation based
upon information publicly available, TMX failed to meet the minimum standards established by
any of the following frameworks: the NIST Cybersecurity Framework Version 1.1 {(including
without limitation PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-5, PR.AC-6, PR.AC-7, PRAT-1,
PR.DS-1, PR.DS-5, PR.PT-1, PR.PT-3, DE.CM-1, DE.CM-4, DE.CM-7, DE.CM-§, and RS.CO-
2), and the Center for Internet Security’s Critical Security Controls (CIS CSC), which are all
established standards in reasonable cybersecurity readiness.

130.  The forcgoing frameworks provide cxisting and applicable industry standards in
the finance industry, which applied at all relevant times. TMX failed to comply with these
accepted standards, thereby opening the door to the foreseeable risk of a Data Breach.

131.  BecauscTMX was storing the PII of Plaintitts and Class Mcmbers, TMX could
and should have implemented the reasonable measures outlined above to prevent and detect

cyberattacks. Instead, TMX implemented inadequate and less than basic security measures.
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132, TMX s failure to employ reasonable and appropriate measures to protect against
unauthorized aceess to Plaintiffs’ and Class Members™ PII constitutes an unfair act or practice
prohibited by Section 5 of the FTC Act, 15 U.8.C. § 45.

133.  TMX was always fully aware of its obligations to protect the PII of their
customers, including Plaintiffs” and Class Members. Defendants were also aware of the
significant repercussions that would result from their failure to do so.

F. Defendants” Breach of Duty Was the Proximate Cause of the Data Breach

“The fact is, TitleMax misled plenty of employees in order to mislead the community.™
- Cordelius Brown, former manager®

134, In or around early December 2022, an intruder gained unauthorized access to
TMX'’s computer network.™ TMX failed to detect the unauthorized access for more than two
months.

135.  Between February 3 and February 14, 2023, the intruder accessed and exfilirated
the PII of over 4.8 million customers.*

136.  Despite learning on or before March 1, 2023 that Plaintiffs” and Class Members’

PIT had been stolen, Defendants did not notify Plaintiffs, Class Members, government officials,

or the public of the Data Breach until March 30, 2023.

a8 Max Diekneite, ‘At the ead of the day. it’s about the money:’ Former TitleMax employee

discusses sales practices, WITOC11 Savannah (Aug. 25, 2023),
https://'www.wtoc.com/2023/08/25/end-day-its-about-money-former-titlemax-employee-
discusses-sales-practices/.

> TMX Finance Notice of Data Breach (Mar. 30, 2023),
https://s3.documentecloud.org/documents/23735720/tmx-finance-sample-copy-of-individual-

notice-101.pdf.
o See id.
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137.  On or around March 30, 2023, Defendants dispatched Data Breach Notice Letters
(“March Notice™) to Plaintiffs and Class Members, informing them that unauthorized actors were
able to access and acquire sensitive personal information from Defendants’ systems,®

138.  The March Notice that Defendants sent to Plaintifts and Class Members reads. in
relevant part:

What Happened? On February 13, 2023, we detected suspicious activity on our
systems and promptly took steps to investigate the incident. As part of that
investigation, global forensic cybersecurity experts were retained. Based on the
investigation to date, the earliest known breach of TMX s systems started in early
December 2022. On March 1, 2023, the investigation confirmed that information
may have been acquired between February 3, 2023 — February 14, 2023, We
promptly began a review of potentially affected files to determine what information
may have been involved in this incident. We notified the FBI but have not delayed
this notification for any law enforcement investigation.

What Information Was Involved? The personal information involved may have

included your name, date of birth, passport number, driver’s license number,

federal/state identification card number, tax identification number, social security

number and/or tinancial account information, and other information such as phone

number, address, and email address.®

139.  On or around August 23, 2023, Defendants dispatched an updated Data Breach
Notice Letters (“August Notice™) to Plaintiffs and Class Members, informing them that in
addition to the PII referenced in the March Notice, cybercriminals had also stolen tinancial and

payment card information—including account numbers, access codes, credit and debit card

numbers, passwords, and PINs—from Defendants’ unsecured systems.

ol Data Breach Notifications, Office of the Maine Attorney General,

hteps:/fapps.web.maine.gcov/online/aeviewer/ME/40/list.shuml (search for “TMX™ and select
entry dated “2023-03-30™).

62 TMX Finance Notice of Data Breach,
https://s3.documentcloud.org/documents/23735720/imx-finance-sample-copy-of-individual -
notice-101.pdf (last accessed Nov. 28, 2023)
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140.  The August Notice® did not explain to Plaintiffs and Class Members the reason
for the delay in notifying them of the theft of their payment card information. Either Defendants’
February investigation of the Data Breach, which Defendants claim was conducted by global
forensic cybersecurity experts, failed to discover that cybercriminals had stolen payment card
information from Defendants’ systems; or Defendants actually discovered the theft of payment
card information in March 2023 and failed to notify Plaintiffs, Class Members, government
agencies and the public until August 2023.

141.  As aresult of Defendants’ failure to either discover or notify Plaintiffs and Class
Members about the scope of the Data Breach, cybercriminals had unfettered access to Plaintiffs’
and Class Members” payment card information for at least six months before Plaintiffs and Class
Members even knew that this sensitive information had been stolen from Defendants’ network.

142, Because TMX failed to properly protect and safeguard Plaintiffs’ and Class
Members’ Private Information, unauthorized third parties were able to access Defendants’
computer systems and exfiltrate Plaintiffs’ and Class Members® Private Information stored
therein.,

143.  TMX could have prevented the Data Breach by properly sceuring and cnerypting
the systems containing the Private Information of Plaintiffs and Class Members.

144,  Alternatively, TMX could have destroyed the data, especially for individuals who
had tulfilled their contractual obligations with Defendants and no longer had a business

relationship with TMX.

63 Available at hitps://apps. web.maine. gov/online/aeviewer/ME/40/c5a6aaa4-3626-4fe)-

9dda-5a32al 81e814/40327988-f6¢2-4a50-b55a-3e35a8d389b&/document.html.
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145.  TMX could have prevented or mitigated the harm of the Data Breach by
monitoring event logs and discovering suspicious activity when it first occurred in December
2022, two months before Plainnffs” and Class Members® PTI was exfiltrated in February 2023,

146. TMX could have mitigated the harm of the Data Breach by timely discovering
and reporting the theft of payment card information, instead of waiting to notity Plaintiffs and
Class Members until August 2023—six months afier the theft had occurred.

147.  TMX’s negligence in safeguarding the PII of Plaintifts and Class Members is
exacerbated by the repeated warnings and alerts directed to companies like TMX to protect and
secure sensitive data they possess. Despite the prevalence of public announcements regarding
data breach and data security threats, TMX implemented inadequate measures and controls to
protect the PII of Plaintiffs and Class Members from compromise.

G. Plaintiffs and Class Members Suffered Injury

“We are deeply concerned that TMX Finance’s predatory behavior concerning title Inans
continued while under an active consent decree and seek further information on whether this
new order will prevent similar predatory behavior going forward.”

- Senators Ben Ray Lujan, Elizabeth Warren, Robert P. Casey, Alex Padilla,
and Bernard Sanders®*

148.  As a dircet and proximatc result of TMXs conduct, Plaintitts and Class Mcmbers
have been placed at an imminent, immediate, and continuing increased risk of harm from fraud
and 1dentity theft, as well as other, acknowledged harms that occur as a result of sharing sensitive
information with third partics.

149, Plaintiffs and Class Members face substantial risk of out-of-pocket fraud losses
such as loans opened in their names, medical services billed in their names, tax return fraud,

utility bills opened in their names, credit card fraud, and similar identity thett.

b4 Letter to Director Rohit Chopra, Consumer Financial Protection Bureau (Mar. 14, 2023),

https://www .lujan.senate.cov/wp-content/uploads/2023/03/CFPB-TitleMax-Letter.pdf.
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150. Plaintiffs and Class Members face substantial risk of being targeted for future
phishing, data intrusion, and other illegal schemes based on their Private Information. Potential
fraudsters can use the Private Information compromised in the Data Breach to more effectively
target such schemes to Plaintifts and Class Members.

151. Additionally, Plaintiffs and Class Members face embarrassment and humiliation
resulting from information related to high-interesi and high-pressure loans being shared with
third parties. Unfortunately, in order to protect their rights and the rights of absent Class
Members, Plaintiffs must subject themselves to embarrassment yet again by filing this lawsuit
disclosing that they used TMXs services.

152.  Plaintiffs and Class Members now face years of constantly monitoring their
financial and personal records to protect themselves from fraud and identity theft. Indeed, even
Defendants recommend that Plaintiffs and Class Members “stay vigilant”™ and continue to
monitor their financial information.® The Class is incurring and will continue to incur such
damages in addition to any economic losses resulting from fraudulent use of their PIT.

153.  Defendants’ delay in notifying affected persons of the theft of their Private
Intormation prevented carly mitigation ctforts and compounded the harm.

154, Plaintiffs and Class Members have suffered and will suffer actual injury and

damages as a direct result of the Data Breach, Many victims, including Plaintiffs and Class

63 See March Breach Notification Letter, available at

https://apps.web.maine.sov/online/aeviewer/ME/40/1 79ab0ce-2¢43-4119-ae5a-
db766d4be3e0/10c¢4989-1367-4030-bacc-¢5698f177113/document.html {(“We encourage you to
remain vigilant against potential identity theft and fraud by carefully reviewing credit reports and
account statements to ensure that all activity is valid.”); and August Breach Notification Letter,
available at https://apps.web.maine. gov/online/aeviewer/ME/40/c5abaaad-3626-4fe0-9dda-
S5a32al8fe814/40327988-foc2-4a50-b55a-3e35a8d389b&/document.htinl (same)
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Members, suffered ascertainable losses in the form of out-of-pocket expenses and the value of
lost time reasonably incurred to remedy or mitigate the effects of the Data Breach, including:
a. Reviewing and monitoring financial and other sensitive accounts and finding
fraudulent insurance claims, loans, and/or government benefits claims;
b. Purchasing credit monitoring and identity theft prevention;
¢. Placing “freezes” and “alerts” with reporting agencies;
d. Spending time on the phone with or at financial institutions and/or government
agencies to dispute unauthorized and fraudulent activity in their name;
e. Contacting financial institutions and closing or modifying financial accounts; and
f. Closely reviewing and monitoring Social Security number, bank accounts, and
credit reports for unauthorized activity for years to come.

155, TMX specifically recommended that Plaintiffs and Class Members take these
actions to protect themselves.

156.  Moreover, Plaintiffs and Class Members have a continuing interest in ensuring
that their Private Information, which is believed to remain in the possession of Defendants, is
protected trom turther breaches by the implementation of sccurity measurcs and satcguards,
including but not limited to, ensuring the storage of data or documents containing Private
Information 1s not accessible online and that access to such data is encrypted and password
protected.

157.  Upon information and belief, TMX’s computer systems are still at risk of hacking
by unauthorized individuals who may easily access the Private Information of Plaintiffs and

Class Mcmbers.
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158. To date, Detendants have done little to provide Plaintiffs and Class Members with
relief for the damages they have suffered as a result of the Data Breach, including, but not
limited to, the costs and loss of time they incurred because of the Data Breach.

159. Detendants acknowledge the harm caused to Plaintifts and Class Members
because they offer a complimentary 12-month credit monitoring program via Experian
IdentityWorks. The 12 months of credit monitoring offered to persons whose Private Information
was compromised is wholly inadequate, as it fails to account for the fact that victims of data
breaches and other unauthorized disclosures commonly face multiple years of ongoing identity
theft and financial fraud.

1600. TMX places the burden squarely on Plaintiffs and Class Members by requiring
them to expend time signing up for that service, instead of automatically enrolling all victims of
the Data Breach.

161.  As aresult of TMXs failure to prevent—and to timely detect—the Data Breach,
Plaintiffs and the Class have suffered and will continue to suffer damages, including monetary
losses, lost time, anxiety, and emotional distress. They have suffered or are at an increased risk
of suftfering:

a. The loss of the opportunity to control how their PIT is used;

b. The loss in value of their PIT;

¢. The compromisc and continuing publication of their P1I;

d. Out-of-pocket costs associated with the prevention, detection, recovery, and
remediation of identty theft or fraud;

¢. Lost opportunity costs and lost wages associated with the time and ctfort

expended addressing and attempting to mitigate the actual and future consequences of the
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Data Breach, including, but not limited to, efforts spent researching how to prevent,
detect, contest, and recover from identity theft and fraud,;

f. Delay in receipt of tax refund monies;

g. Unauthorized use of stolen PII; and

h. The continued risk to their PII, which remains in Defendants’ possession and is
subject to further breaches so long as Defendants fail to undertake the appropriate
measures to protect the PII in their possession.

162.  In addition, the stolen PII may fall into the hands of companies who will use the
information for targeted marketing, without obtaining consent from, or providing compensation
to, Plaintiffs and Class Members.

H. Plaintiffs’ Experiences

“ ... TileMax actively works to make its contracts as confusing as possible and punishes
employees who dare to actually explain to customers what they’re getting themselves into.
Which seems pretty evil.

Plaintiff Sonya Albert

163.  Plaintiff Sonya Albert is an adult individual and a natural person of Georgia,
residing in Bartow County, where she intends to stay. Plaintiff Sonya Albert received a notice
letter from Defendants informing her of the Data Breach and the exposure of her Private
Intormation. The notice letter informed Plaintiff Albert that her name, date of birth, passport
number, driver’s license number, federal/state identification card number, tax identification

number, Social Security number and/or financial account information, phone number, address,

and email address were potentially compromised in the Data Breach.

66 Collin Woodward, How TitleMax Makes Sure Customers Can Never Pay Off Their Car
Loans, Jalopnik (Jan. 19, 2023), available at htips://jalopnik.com/how-titlemax-makes-sure-
customers-can-never-pay-off-the-1850006898.
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164.  Plaintift Albert only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

165.  In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff Albert suffered injury from a loss of privacy.

166.  Plaintiff Albert has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made acecessible to and exfiltrated by cybercriminals.

167.  The Data Breach has also caused Plainiiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of criminals, as a direct and
proximate result of Defendants” misconduct.

168.  In addition to the actual harm and substantially incrcased risk of futurc harm
suffered by Plaintiff Albert, the Data Breach has forced her to spend significant time and energy
dealing with issues related to the Data Breach, including time spent verifying the legitimacy of
the Data Breach Notice Letter and sclf-monitoring her accounts and credit reports to cnsure no
fraudulent activity has occurred. This time, which has been lost forever and cannot be
recaptured, was spent at Defendants’ direction,

169. Dectendants acknowledged the risk poscd to Plaintitt Albert and her Private

Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
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and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

170.  The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Albert to suffer stress, fear, and anxiety.

171.  Plaintiff Albert has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains in Defendants’ possession, 1s protected, and
sateguarded from future breaches.

Plaintiff Makecia Berry

172, Plaintiff Makecia Berry is an adult individual and a natural person of Georgia,
residing in Spalding County, where she intends to stay. Plaintift Berry received a notice letter
from Defendants informing her of the Data Breach and the exposure of her Private Information.
The notice letter informed Plaintiff Berry that her name, date of birth, passport number, driver’s
license number, federal/state identification card number, tax identification number, Social
Security number and/or financial account information, phone number, address, and email address
were potentially compromised in the Data Breach,

173.  Plaintift Berry only allowed Detendants to maintain, store, and usc her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databascs storing her Private Information. As a result, Plaintift’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

174,  In the instant that her Private Information was accessed and obtained by a third

party without her consent or authorization, Plaintift suttered injury from a loss of privacy.
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175.  Plaintift has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

176.  Plaintiff Berry has experienced an increase in spam calls and emails since the
Data Breach.

177.  The Data Breach has also caused Plaintift Berry to suffer imminent and
impending injury arising from the substantially increased risk of additional future fraud, identity
theft, and misuse of her Private Tnformation, which 1s now in the hands of criminals as a direct
and proximate result of Defendants’ misconduct.

178.  Defendants acknowledged the risk posed to Plaintiff and her Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
security of your personal information very seriously” and by offering a 12-month identity theft
protection service.

179. Plaintiff Berry has a continuing interest 1n ensuring that her Private Information,
which, upon information and belict, remains in Defendants” posscssion, 1s protected, and
safeguarded from future breaches.

Plaintiff Ryan Carder

180.  Plaintift Ryan Carder is an adult individual and a natural person of Georgia,
residing in Fond du Lac County, where he intends to stay. Plaintiff Carder received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintift Carder that his name, datc of birth, passport number, driver’s

license number, federal/state identification card number, tax identification number, Social
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Security number and/or financial account information, phone number, address, and email address
were potentially compromised in the Data Breach.

181.  Plaintiff Carder only allowed Defendants to maintain, store, and use his Private
Intformation because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

182.  Defendants sent Plaintiff Carder a Data Breach Notice Letter. After receiving the
letter, Plaintiff Carder called Defendants to request any records in their possession, but he was
told that Defendants could not find his accounts, causing him added anxiety and stress.

183.  In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff Carder suffered injury from a loss of privacy.

184.  Plaintift Carder has been further injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
madc acccessible to and exfiltrated by cybereriminals.

185.  Upon information and belief, Plaintiff Carder’s Private Information has already
been stolen and misused as he has experienced incidents of fraud and identity theft. These
actions by unauthorized criminal third partics have detrimentally impacted Plaintift Carder’s lite.

186.  Furthermore, Plaintiff has experienced a drastic increase in daily spam emails,
texts, and phone calls following the Data Breach.

187.  The Data Breach has also caused Plaintift to sutfer imminent and impending

injury arising from the substantially increased risk of additional future fraud, identity theft, and
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misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

188.  As aresult of the actual harm he has suffered and the increased imminent risk of
future harm, Plaintiff Carder has taken steps to replace his debit card, close multiple bank
accounts, and reset automatic billing instructions on various of his accounts because of the Data
Breach.

189. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Carder, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants” direction,

190. Detendants acknowledged the risk posed to Plaintift Carder and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection scrvice.

191.  The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety related to his online security.,

192, Plaintift has a continuing intcrest in ensuring that his Private Information, which,
upon information and belief, remains in Defendants’ possession, is protected, and safeguarded

from future breaches.

43



Case 4:23-cv-00076-RSB-CLR Document 82 Filed 11/29/23 Page 44 of 172

Plaintiff Sheneequa Carrington

193.  Plaintiff Sheneequa Carrington is an adult individual and a natural person of
Virginia, residing in Clarke County, Virginia, where she intends to stay. Plaintff Carrington
received a notice letter from Defendants, informing her of the Data Breach and the exposure of
her Private Information. The notice letter informed Plaintiff that her name, date of birth, passport
number, driver’s license number, federal/state identification card number, tax identification
number, Social Security number and/or financial account information, phone number, address,
and email address were potentially compromised in the Data Breach.

194,  Plaintiff Carrington has experienced a drastic increase in spam emails, texts, and
telephone calls as a result of the Data Breach.

195.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants® misconduct.

196.  Plaintiff Carrington only allowed Defendants to maintain, store, and use her
Private Information because she belicved Detendants would use basic sceurity measures to
protect her Private Information, such as requiring passwords and multi-factor authentication to
access databases storing her Private Information. As a result, Plaintiff”s Private Information was
within the posscssion and control of Defendants at the time of the Data Breach.

197.  In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

198.  Plaintift has been further injured by the damages to and loss in value of her

Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
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information has inherent value that Plaintiff was deprived of when her Private Information was
made acecessible to and exfiltrated by cybercriminals.

199,  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintift Carrington, the Data Breach has forced Plaintift to spend significant time
and energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

200. Defendanis acknowledged the risk posed to Plaintiff Carrington and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 1 2-month identity
theft protection service.

201. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

202,  Plaintiff Carrington has a continuing intergst in ¢nsuring that her Private
Intormation, which, upon information and belict, remains in Defendants” posscssion, is
protected, and safeguarded from future breaches.

Plaintiff Lana Clark

203. Plaintift Lana Clark is an adult individual and a natural person of California,
residing in Los Angeles County, where she intends to stay. Plaintiff Clark received a notice letter
from Defendants informing her of the Data Breach and the exposure of her Private Information.
The notice letter informed Plaintitt that her name, date of birth, passport numbecr, driver’s licensc

number, federal/state identification card number, tax identification number, Social Security
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number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

204.  Plaintiff Clark only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

205. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

206. Plaintiff Clark has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

207.  Upon information and belief, Plaintiff Clark’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft. Plaintift Clark has also experienced credit issucs.

208.  Plaintiff Clark also experienced a drastic increase in spam emails and telephone
calls as a result of the Data Breach.,

209. The Data Breach causced Plaintiftt Clark to suffer imminent and impending injury
arising from the substantially increased risk of additional future fraud, identity theft, and misuse
of her Private Information, which is now in the hands of criminals as a direct and proximate

result of Defendants’ misconduct.
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210. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Clark, the Data Breach has forced Plaintiff Clark to spend significant time
and energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and selt-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants” direction,

211. Detendants acknowledged the risk posed to Plaintiff Clark and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection service.

212, The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Clark to suffer stress, fear, anxiety, and emotional distress.

213. Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, is protected, and safeguarded
from future breaches.

Plaintiff Victoria Coria

214, Plaintiff Victoria Coria is an adult individual and a natural person of Texas,
residing in Harris County, where she intends to stay. Plaintiff Coria received a notice letter from
Dctendants informing her of the Data Breach and the exposurc of her Private Information. The
notice letter informed Plaintiff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
numbecr and/or financial account information, phone number, address, and cmail address were

potentially compromised in the Data Breach.
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215.  Plaintiff Coria only allowed Detendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

216. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintift sutfered injury from a loss of privacy.

217, Plamntiff has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

218. The Data Breach has caused Plaintiff Coria to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which i1s now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

219.  In addition to the actual harm and substantially incrcased risk of futurc harm
suffered by Plaintiff Coria, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter, and sclf-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction,

220. Dectendants acknowledged the risk posed to Plaintift Coria and her Private

Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
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and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

221. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

222, Plamntiff Coria has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains in Defendants’ possession, 1s protected, and
sateguarded from future breaches.

Plaintiff Antonio DeJesus

223, Plaintiff Antonio Delesus is an adult individual and a natural person of Texas,
residing in Galveston County, where he intends to stay. Plaintiff Delesus received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff Delesus that his name, date of birth, passport number,
driver’s license number, federal/state identification card number, tax identification number,
Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach.

224, Plaintift Delesus only allowed Detendants to maintain, store, and usc his Private
Information because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databascs storing his Privatc Information. As a result, Plaintift’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

225, In the instant that his Private Information was accessed and obtained by a third

party without his conscnt or authorization, Plaintitt suftcred injury from a loss of privacy.
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226.  Plaintiff has been turther injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals.

227.  Upon information and belief, Plaintiff Delesus’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has already experienced incidents
of fraud and identity theft. The foregoing has detrimentally impacted Plaintitt Delesus’s life as a
whole, and specifically caused financial strain on him as a direct result of the Data Breach.

228. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

229. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff DelJesus, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and sclt-monitoring his accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction,

230. Dectendants acknowledged the risk poscd to Plaintiff Delesus and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity

thett protection service.
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231. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety requiring medical attention.

232, Plaintiff DeJesus has a continuing interest in ensuring that his Private
Intformation, which, upon information and belief, remains in Defendants’ possession, is
protected, and safeguarded from future breaches.

Plaintiff Leon Diaz

233,  Plaintiff Leon Diaz is an adult individual and a natural person of Texas, residing
in Harris County, where he intends to stay. Plaintiff Diaz received a notice letter from
Defendants informing him of the Data Breach and the exposure of his Private Information. The
notice letter informed Plaintift that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

234, Plaintiff Diaz only allowed Defendants to maintain, store, and use his Private
Information because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the tume of the Data Breach.

235,  In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

236, Plaintiff has been further injured by the damages to and loss in value of his

Private Information—a torm of intangiblce property that Plaintitt cntrusted to Defendants. This
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information has inherent value that Plaintift was deprived of when his Private Information was
made acecessible to and exfiltrated by cybercriminals.

237.  Upon information and belief, Plaintiff Diaz’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced incidents of fraud
and identity theft. The foregoing has detrimentally impacted Plaintiff’s life as a whole, and
specifically caused financial strain on him as a direct result of the Data Breach.

238. The Data Breach has also caused Plaintiff Diaz to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢criminals as a direct and
proximate result of Detendants” misconduct.

239.  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Diaz, the Data Breach has forced Plaintff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot
be recapturcd, was spent at Defendants” direction.

240. Defendants acknowledged the risk posed to Plaintiff Diaz and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and sccurity of your personal information very seriously” and by offering a 12-month identity
theft protection service.

241,  The substantial risk of imminent harm and loss of privacy have caused Plaintiff

Diaz to suffer stress, fear, and anxicty. Plaintitt Diaz has cxpericnced worsening depression and
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PTSD following the Data Breach, requiring regular medical attention and prescription
medication.

242, Plaintiff Diaz has a continuing interest in ensuring that his Privaie Tnformation,
which, upon information and belief, remains in Defendants” possession, is protected, and
safeguarded from future breaches.

Plaintiff Tommy Domino

243, Plaintiff Tommy Domino is an adult individual and a natural person ot Texas,
residing in Harris County, where he intends to stay. Plaintiff Domino received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

244, Plaintiff Domino only allowed Defendants to maintain, store, and use his Private
Information because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the tume of the Data Breach.

245,  In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

246,  Plaintiff has been further injured by the damages to and loss in value of his

Private Information—a torm of intangiblce property that Plaintitt cntrusted to Defendants. This
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information has inherent value that Plaintift was deprived of when his Private Information was
made acecessible to and exfiltrated by cybercriminals.

247, Upon information and belief, Plaintiff Domino’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced incidents of fraud
and identity theft, and has also experienced increased phishing and spam activity, including
hourly spam emails and telephone calls.

248.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢criminals as a direct and
proximate result of Detendants” misconduct.

249.  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Domino, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter, and self-monitoring his accounts and eredit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot
be recapturcd, was spent at Defendants” direction.

250. Defendants acknowledged the risk posed to Plaintiff Domino and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and sccurity of your personal information very seriously” and by offering a 12-month identity
theft protection service.

251,  The substantial risk of imminent harm and loss of privacy have caused Plaintiff to

suffer an extreme increasc in stress and anxicty.
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252.  Plaintiff Domino has a continuing interest in ensuring that his Private
Information, which, upon information and belief, remains in Defendants’ possession, is
protected, and safeguarded from future breaches.

Plaintiff Patsy Eslinger

253, Plaintiff Patsy Eslinger is an adult individual and a natural person of Georgia,
residing in Floyd County, where she intends to stay. Plaintiff Eslinger received a notice letter
from Defendants informing her of the Data Breach and the exposure of her Private Information.
The notice letter informed Plaintiff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

254,  Plaintiff Eslinger only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the posscssion and control of Defendants at the time of the Data Breach.

255, Inthe instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff Eslinger suffered injury from a loss of
privacy.

256.  Plaintiff Eslinger has been further injured by the damages to and loss in value of
her Private Information—a form of intangible property that Plainuff entrusted to Defendants.
This intormation has inherent value that Plaintiff was deprived of when her Private Information

was made accessible to and exfiltrated by cybercriminals.
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257.  Upon information and belief, Plaintift Eslinger’s Private Information has already
been stolen and misused as a result of the Data breach, as she has increased spam and phishing
attempts.

258. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which 1s now in the hands of criminals as a direct and
proximate result of Detendants” misconduct.

259.  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Eslinger, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

260. Defendants acknowledged the risk posed to Plaintiff Eslinger and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and sceurity of your personal information very seriously” and by offering a 12-month identity
theft protection service.

261,  The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Eslinger to sufter stress, fear, and anxicty. Plaintiff has expericnced worsening depression,
requiring regular medical attention and prescription medication, following the Data Breach.

262, Plamtiff has a continuing interest in ensuring that her Private Information, which,
upon information and belict, remains in Detendants’ possession, is protected, and satcguarded

from future breaches.
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Plaintiff Evelyn Francis

263.  Plaintiff Evelyn Francis is an adult individual and a natural person of Georgia,
residing in Brooks County, where she intends to stay. Plaintiff Francis received a notice letter
from Defendants informing her of the Data Breach and the exposure of her Private Information.
The notice letter informed Plaintiff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

264.  Plaintiff Francis only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

265.  In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

266.  Plaintift Francis has been further injured by the damages to and loss in valuc of
her Private Information—a form of intangible property that Plaintiff entrusted to Defendants.
This information has inherent value that Plainuff was deprived of when her Private Information
was madc accessible to and cxtiltrated by cybercriminals.

267.  Upon information and belief, Plaintiff Francis’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud

and idcntity theft. These actions by unauthorized criminal third partics have detrimentally
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impacted Plaintift’s life as a whole, and specifically caused tinancial strain on her as a direct
result of the Data Breach.

268.  Furthermore, Plaintiff Francis has experienced a drastic increase in spam emails
and telephone calls as a result of the Data Breach.

269.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

270.  TInaddition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Francis, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

271,  Defendants acknowledged the risk posed to Plaintiff Francis and her Private
Intormation as a result of the Data Breach, both by cxplicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

272, The substantial risk of imminent harm and loss of privacy have causcd Plaintift to
suffer stress, fear, and anxiety.

273.  Plamntiff has a continuing interest in ensuring that her Private Information, which,
upon information and belict, remains in Detendants’ possession, is protected, and satcguarded

from future breaches.
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Plaintiff Jeremiah Gills

274, Plamntiff Jeremiah Gills is an adult individual and a natural person of Virginia,
residing in the City of Roanoke, where he intends to stay. Plaintiff Gills received a notice letter
from Defendants informing him ot the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

275.  Plaintiff Gills only allowed Defendants to maintain, store, and use his Private
Intformation because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

276.  In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

277.  Plaintift has been turther injured by the damages to and loss in valuc of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
madc accessible to and cxfiltrated by cyberceriminals.

278.  Plaintiff has experienced fraudulent debit card charges and an increase in spam
emails and phishing attempts as a result of the Data Breach.

279. The Data Breach has also causced Plaintift to sutfer imminent and impending

injury arising from the substantially increased risk of additional future fraud, identity theft, and
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misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

280. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintift Gills, the Data Breach has forced him to spend significant time and encrygy
dealing with issues related to the Data Breach, including time spent verifying the legitimacy of
the Data Breach Notice Letter and self-monitoring his accounts and credit reports to ensure no
fraudulent activity has occurred. This time, which has been lost forever and cannot be
recaptured, was spent at Defendants’ direction.

281. Defendanis acknowledged the risk posed to Plaintiff Gills and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 1 2-month identity
theft protection service.

282. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

283, Plaintiff Gills has a continuing interest in ensuring that his Private Information,
which, upon information and belict, remains in Defendants” posscssion, 1s protected, and
safeguarded from future breaches.

Plaintiff Melvin Nicholas

284,  Plaintift Mclvin Nicholas is an adult individual and a natural person of Nevada,
residing in Clark County, where he intends to stay. Plaintiff Nicholas received a notice Tetter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintift Nicholas that his name, date of birth, passport number,

driver’s license number, federal/state identification card number, tax identification number,
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Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach.

285.  Plaintiff Nicholas only allowed Defendants to maintain, store, and use his Private
Intformation because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

286. In the instant that his Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff Nicholas suffered injury from a loss of
privacy.

287.  Plaintiff Nicholas has been further injured by the damages to and loss in value of
her Private Information—a form of intangible property that Plaintiff entrusted to Defendants.
This information has inherent value that Plaintift was deprived of when his Private Information
was made accessible to and exfiltrated by cybercriminals.

288, Upon information and belief, Plaintiff Nicholas’s Private Information has already
been stolen and misuscd as a result of the Data Breach, as he has experienced incidents of fraud
and identity theft.

289,  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising trom the substantially incrcascd risk of additional tuture fraud, identity thett, and
misuse of his Private Information, which is now in the hands of criminals, as a direct and
proximate result of Defendants” misconduct.

290. In addition to the actual harm and substantially incrcased risk of futurc harm

suffered by Plaintiff Nicholas, the Data Breach has forced him to spend signiticant time and
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energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

201. Defendants acknowledged the risk posed to Plaintiff Nicholas and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

292.  The substantal risk of imminent harm and loss of privacy have caused Plaintiff
Nicholas to suffer stress, fear, and anxiety.

263, Plaintiff Nicholas has a continuing interest in ensuring that his Private
Information, which, upon information and belief, remains in Defendants’ possession, is
protected, and safeguarded from future breaches.

Plaintiff DeWayne Jackson

294, Plaintiff DeWayne Jackson is an adult individual and a natural person of Georga,
residing in Colquitt County, where he intends to stay. Plaintift Jackson received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
numbecr, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

295, Plaintift Jackson only allowed Defendants to maintain, storc, and usc his Private

Information because he believed Defendants would use basic security measures to protect his
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Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

296.  In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff Jackson suffered injury from a loss of
privacy.

267.  Plaintiff has been turther injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals.

208.  Upon information and belief, Plaintiff Jackson’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced fraudulent
transactions.

299, Plaintiff Jackson also experienced a drastic increase in spam activity, including
spam emails, telephone calls and text messages, requiring him to create a new email account due
to the volume of spam cmails.

300. The Data Breach has also caused Plaintiff to suffer imminent and impending
mjury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants® misconduct.

301. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintitt Jackson, the Data Breach has forced Plaintitt to spend significant time and

energy dealing with issues related to the Data Breach, including time spent verifying the
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legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants” direction,

302. Detendants acknowledged the risk posed to Plaintitt and his Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
security of your personal information very seriously” and by offering a 12-month identity theft
protection service.

303. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

304. Plaintiff has a continuing interest in ensuring that his Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Yolanda Jackson

305.  Plaintiff Yolanda Jackson is an adult individual and a natural person of Georgia,
residing in Dougherty County, where she intends to stay, Plaintiff Jackson received a notice
letter from Detendants informing her of the Data Breach and the exposure of her Private
Information. The notice letter informed Plaintiff Jackson that her name, date of birth, passport
number, driver’s license number, federal/state identification card number, tax identification
numbecr, Social Sccurity number and/or tfinancial account information, phonc number, address,
and email address were potentially compromiised in the Data Breach.

306. Plaintiff Jackson only allowed Defendants to maintain, store, and use her Private
Intormation becausce she belicved Detendants would use basic sceurity measures to protect her

Private Information, such as requiring passwords and multi-factor authentication to access
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databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

307. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintift sutfered injury from a loss of privacy.

308. Plaintiff Jackson has been further injured by the damages to and loss in value of
her Private Information—a form of intangible property that Plaintiff entrusted to Defendants.
This information has inherent value that Plaintiff was deprived of when her Private Information
was made accessible to and exfiltrated by cybereriminals.

309. Upon information and belief, Plaintiff Jackson’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft. The foregoing has detrimentally impacted Plaintiff Jackson’s life as a whole,
and specifically caused financial strain on her.

310. Furthermore, Plaintift has experienced a drastic increase in spam emails,
telephone calls, and phishing attempts as a result of the Data Breach.

311. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially incrcascd risk of additional tuture fraud, identity thett, and
misuse of her Private Information, which i1s now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

312. In addition to the actual harm and substantially increascd risk of futurc harm
suffered by Plaintiff Jackson, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the

legitimacy of the Data Breach Notice Letter and sclt-monitoring her accounts and credit reports
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to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

313. Defendanis acknowledged the risk posed to Plaintiff and her Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
security of your personal information very seriously™ and by offering a 12-month identity theft
protection service.

314. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

315.  Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Detendants’ possession, is protected, and sateguarded
from future breaches.

Plaintiff Advian Johnson

316. Plaintiff Adrian Johnson is an adult individual and a natural person of Alabama,
residing in Calhoun County, where he intends to stay. Plaintiff Johnson received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintift that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromiscd in the Data Breach.

317.  Plaintiff Johnson only allowed Defendants to maintain, store, and use his Private
Information because he believed Defendants would use basic security measures to protect his

Private Information, such as requiring passwords and multi-factor authentication to access
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databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

318. In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintift suffered injury from a loss of privacy.

319.  Plaintiff has been further injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made acecessible to and exfiltrated by cybercriminals.

320.  Upon information and belief, Plaintiff Johnson’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced fraudulent
transactions.

321.  Additionally, Plaintiff has experienced a drastic increase in spam telephone calls
as a result of the Data Breach.

322. The Data Breach has also caused Plaintiff to suffer imminent and impending
mjury arising from the substantially increased risk of additional future fraud, identity theft, and
misusc of his Private Information, which is now in the hands of criminals as a dircet and
proximate result of Defendants® misconduct.

323. Inaddition to the actual harm and substantially increased risk of future harm
suffered by Plaintitt Johnson, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensurc no traudulent activity has occurrcd. This time, which has been lost forever and cannot

be recaptured, was spent at Defendants’ direction.
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324. Detendants acknowledged the risk posed to Plaintitt Johnson and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection service.

325. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

326. Plaintiff Johnson has a continuing interest in ensuring that his Private
Information, which, upon information and belief, remains in Defendants’ possession, is
protected, and safeguarded from future breaches.

Plaintiff Chaplin Johnson

327.  Plaintiff Chaplin Johnson 1s an adult individual and a natural person of Texas,
residing in Lamar County, where he intends to stay. Plaintiff Johnson received a notice letter
from Defendants informing him ot the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
numbecr and/or financial account information, phone number, address, and cmail address were
potentially compromised in the Data Breach.

328.  Plaintiff Johnson only allowed Defendants to maintain, store, and use his Private
Intormation because he belicved Detendants would usc basic sccurity measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information, As a result, Plaintiff”s Private Information was within

the possession and control of Defendants at the time of the Data Breach.
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329. In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff Johnson suffered injury from a loss of
privacy.

33(. Plaintiff has been further injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals.

331.  Upon information and belief, Plaintiff Johnson’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced incidents of fraud
and 1dentity theft.

332.  Furthermore, Plaintiff has experienced an increase in spam telephone calls and
spam ematls as a result of the Data Breach.

333. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢riminals as a direct and
proximate result of Detendants” misconduct.

334.  Inaddition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Johnson, the Data Breach has forced Plaintiff to spend significant time and
cnergy dealing with issucs related to the Data Breach, including time spent veritying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot

be recaptured, was spent at Defendants” direction.
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335. Detendants acknowledged the risk posed to Plaintitt Johnson and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection service.

336. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

337.  Plaintiff has a continuing interest in ensuring that his Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Von King

338.  Plaintiff Von King is an adult individual and a natural person of Georgia, residing
in Muscogee County, where he intends to stay. Plaintiff King received a notice letter from
Detendants informing him of the Data Breach and the exposure of his Private Information. The
notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
numbecr and/or financial account information, phone number, address, and cmail address were
potentially compromised in the Data Breach.

339.  Plaintiff King only allowed Defendants to maintain, store, and use his Private
Intormation because he belicved Detendants would usc basic sccurity measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information, As a result, Plaintiff’s Private Information was within

the possession and control of Defendants at the time of the Data Breach.
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340. In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

341. Plaintiff has been further injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintift entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals,

342, Upon information and beliet, Plaintift King’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced incidents of fraud
and identity theft .

343. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢criminals as a direct and
proximate result of Detendants” misconduct.

344.  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff King, the Data Breach has forced Plainuff to spend significant time and
cnergy dealing with issucs related to the Data Breach, including time spent veritying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants” direction.

345.  Defendants acknowledged the risk posed to Plaintiff and his Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
sccurity of your personal information very scriously” and by otfering a 12-month identity thett

protection service.
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346. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

347.  Plaintiff King has a continuing interest in ensuring that his Private Information,
which, upon information and belief, remains in Defendants” possession, is protected, and
safeguarded from future breaches.

Plaintiff Ebony Millner

348.  Plaintiff Ebony Millner is an adult individual and a natural person ot Virginia,
residing in the City of Martinsville, where she intends to stay. Plaintff Millner received a notice
letter from Defendants informing her of the Data Breach and the exposure of her Private
Information. The notice letter informed Plaintift that her name, date of birth, passport number,
driver’s license number, federal/state identification card number, tax identification number,
Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach..

349.  Plaintiff Millner only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the tume of the Data Breach.

350. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

351.  Plaintiff has been further injured by the damages to and loss in value of her

Private Information—a torm of intangiblce property that Plaintitt cntrusted to Defendants. This
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information has inherent value that Plaintiff was deprived of when her Private Information was
made acecessible to and exfiltrated by cybercriminals.

352, Upon information and belief, Plaintiff Millner’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft. The foregoing has detrimentally impacted Plaintiff Millner’s life as a whole,
and specifically caused financial strain on her.

353.  Furthermore, Plaintiff has experienced a drastic increase in spam telephone calls
and text messages as a result of the Data Breach.

354, The Data Breach has also caused Plainiiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of eriminals as a direct and
proximate result of Defendants” misconduct.

355. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Millner, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and sclf-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction,

356. Dectendants acknowledged the risk poscd to Plaintitt Millner and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity

thett protection service.
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357. The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Millner to suffer stress, fear, and anxiety, requiring her to seek medical attention and prescription
medication to treat depression, anxiety and panic attacks, as a result of the Data Breach.

358. Plaintiff Millner has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains in Defendants” possession, is protected, and
safeguarded from future breaches.

Plaintiff Lakendra Mitchell

359.  Plaintiff Lakendra Mitchell is an adult individual and a natural person of
Alabama, residing in Bullock County, where she intends to stay. Plaintff Mitchell received a
notice letter from Defendants informing her of the Data Breach and the exposure of her Private
Information. The notice letter informed Plaintiff that her name, date of birth, passport number,
driver’s license number, federal/state identification card number, tax identification number,
Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach.

360. Plaintiff Mitchell only allowed Defendants to maintain, store, and use her Private
Intormation because she belicved Detendants would use basic sceurity measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

361.  Inthe instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

362. Plaintift has been further injured by the damages to and loss in value of her

Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
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information has inherent value that Plaintiff was deprived of when her Private Information was
made acecessible to and exfiltrated by cybercriminals.

363.  Plaintiff has experienced an increase in spam activityas a result of the Data
Breach.

364. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

365, Inaddition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Mitchell, the Data Breach has forced Plaintiftf to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitmacy of the Data Breach Notice Letter, freezing her credit, and self-monitoring her
accounts and credit reports to ensure no fraudulent activity has occurred. This time, which has
been lost forever and cannot be recaptured, was spent at Defendants” direction.

366. Defendants acknowledged the risk posed to Plaintiff Mitchell and her Private
Intormation as a result of the Data Breach, both by cxplicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

367. The substantial risk of immincnt harm and loss of privacy have causced Plaintift to
suffer stress, fear, and anxiety.

368.  Plaintiff Mitchell has a continuing interest in ensuring that her Private
Intormation, which, upon information and belict, remains in Defendants” posscssion, is

protected, and safeguarded from future breaches.
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Plaintiff Jodie Petty

369. Plaintiff Jodie Petty is an adult individual and a natural person of Texas, residing
in Atascosa County, where she iniends to stay. Plaintiff Petty received a notice letter from
Detendants informing her of the Data Breach and the exposure of her Private Information. The
notice letter informed Plaintiff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

370.  Plaintiff Pecty only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

371. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

372.  Plaintiff has been further injurced by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
madc accessible to and cxfiltrated by cyberceriminals.

373.  Since the Data Breach, Plaintiff Petty has experienced a drastic increase in spam
activity and phishing emails, and a reduction in her credit score.

374. The Data Breach has also caused Plaintitft to sutfer imminent and impending

injury arising from the substantially increased risk of additional future fraud, identity theft, and
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misuse of her Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

375, Inaddition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Petty, the Data Breach has forced Plaintift to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitmacy of the Data Breach Notice Letter, freezing her credit, and self-monitoring her
accounts and credit reports to ensure no fraudulent activity has occurred. This time, which has
been lost forever and cannot be recaptured, was spent at Defendants” direction.

376. Defendanis acknowledged the risk posed to Plaintiff Petty and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 1 2-month identity
theft protection service.

377. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

378.  Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belict, remains in Detendants’ possession, 1s protected, and safcguarded
from future breaches.

Plaintiff Sophia Pickens

379. Plaintitf Sophia Pickens is an adult individual and a natural person of Wisconsin,
residing in Milwaukee County, where she intends to stay. Plaintiff Pickens received a notice
letter from Defendants informing her of the Data Breach and the exposure of her Private
Intformation. The notice letter informed Plaintitt that her name, date of birth, passport number,

driver’s license number, federal/state identification card number, tax identification number,
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Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach.

380. Plaintiff Pickens only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

381. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

382. Plaintiff has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

383.  Upon information and belief, Plaintiff Pickens’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft . The foregoing has detrimentally impacted Plaintift’s lifc as a whole, and
specifically caused financial strain on her.

384, Furthermore, Plaintff Pickens experienced a drastic increase in spam telephone
calls, spam cmails and suspicious letters in the mail following the Data Breach.

385. The Data Breach has also caused Plaintiff Pickens to suffer imminent and
impending injury arising from the substantally increased risk of additional future fraud, identity
thett, and misuse of her Private Information, which is now in the hands of eriminals as a direct

and proximate result of Defendants” misconduct.
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386. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Pickens, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter, disputing charges, and self-monitoring her accounts
and credit reports. This time, which has been lost forever and cannot be recaptured, was spent at
Defendants’ direction.

387. Defendants acknowledged the risk posed to Plaintitt Pickens and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection service.

388. The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Pickens to suffer stress, fear, anxiety, and depression as a result of the Data Breach.

389. Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, is protected, and safeguarded
from future breaches.

Plaintiff Amy Penird

390. Plaintiff Amy Penird is an adult individual and a natural person of Florida,
residing in Citrus County, where she intends to stay. Plainuff Penird received a notice letter from
Dctendants informing her of the Data Breach and the exposurc of her Private Information. The
notice letter informed Plaintiff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
numbecr and/or financial account information, phone number, address, and cmail address were

potentially compromised in the Data Breach.
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391. Plaintiff Penird only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

392,  In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintift sutfered injury from a loss of privacy.

393.  Plaintiff has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

394, Plaintiff Penird has experienced a drastic increase in spam activity, including
thousands of spam emails and telephone calls since the Data Breach.

395. The Data Breach has also caused Plaintiff to suffer imminent and impending
mjury arising from the substantially increased risk of additional future fraud, identity theft, and
misusc of her Private Information, which is now in the hands of crimminals as a dircet and
proximate result of Defendants® misconduct.

396. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintitt Penird, the Data Breach has torced Plaintift to spend signiticant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensurc no traudulent activity has occurrcd. This time, which has been lost forever and cannot

be recaptured, was spent at Defendants’ direction.
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397. Detendants acknowledged the risk posed to Plaintift Penird and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection service.

398. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

399.  Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff LaPetra Robinson

400. Plaintiff LaPetra Robinson is an adult individual and a natural person of Missourt,
residing in St. Louis County, where she intends to stay. Plaintiff Robinson received a notice
letter from Defendants informing her of the Data Breach and the exposure of her Private
Information. The notice letter informed Plaintiff that her name, date of birth, passport number,
driver’s license number, federal/state identification card number, tax identification number,
Social Sccurity number and/or financial account information, phonc number, address, and ecmail
address were potentially compromised in the Data Breach.

401, Plaintiff Robinson only allowed Defendants to maintain, store, and us¢ her Private
Intormation becausce she belicved Detendants would use basic sceurity measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within

the possession and control of Defendants at the time of the Data Breach.
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402. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

403.  Plaintiff has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintift entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals,

404. Upon information and belief, Plaintiftf Robinson’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft. The foregoing has detrimentally impacted Plaintiff’s life as a whole, and
specitically caused financial strain on her.

405.  Furthermore, Plaintiff Robinson has experienced a drastic increase in spam
emails, spam telephone calls, and phishing attempts since the Data Breach.

406. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which 1s now in the hands of criminals as a direct and
proximate result of Detendants” misconduct.

407. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Robinson, the Data Breach has forced Plaintiff to spend significant time and
cnergy dealing with issucs related to the Data Breach, including time spent veritying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot

be recaptured, was spent at Defendants” direction.
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408. Detendants acknowledged the risk posed to Plaintift and her Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
security of your personal information very seriously” and by offering a 12-month identity theft
protection service.

409. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

410. Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Edwin Scheide

411.  Plaintiff Edwin Scheide is an adult individual and a natural person of [linois,
residing in Lake County, where he intends to stay. Plaintift Scheide received a notice letter from
Detendants informing him of the Data Breach and the exposure of his Private Information. The
notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
numbecr and/or financial account information, phone number, address, and cmail address were
potentially compromised in the Data Breach.

412,  Plaintiff Scheide only allowed Defendants to maintain, store, and use his Private
Intormation because he belicved Detendants would usc basic sccurity measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information, As a result, Plaintiff’s Private Information was within

the possession and control of Defendants at the time of the Data Breach.
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413. In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

414,  Plaintiff has been further injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintift entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals,

415.  Upon information and belief, Plaintift Scheide’s Private Information has already
been stolen and misused as a result of the Data Breach, as he has experienced incidents of fraud
and identity theft.

416. Furthermore, Plaintiff has experienced increased spam activity and phishing
attempts since the Data Breach.

417.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants” misconduct.

418. In addition to the actual harm and substantially incrcased risk of futurc harm
suffered by Plaintiff Scheide, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and sclf-monitoring his accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction,

419. Detendants acknowledged the risk poscd to Plaintitf Scheide and his Private

Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
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and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

420. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

421. Plaintiff has a continuing interest in ensuring that his Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Tracy Starling

422, Plaintiff Tracy Starling 1s an adult individual and a natural person of Georgia,
residing in Cobb County, where she intends to stay. Plaintiff Starling received a notice letter
from Defendants informing her of the Data Breach and the exposure of her Private Information.
The notice letter informed Plainuff that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

423.  Plaintift Starling only allowed Defendants to maintain, store, and usc her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databascs storing her Private Information. As a result, Plaintift’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

424,  In the instant that her Private Information was accessed and obtained by a third

party without her consent or authorization, Plaintift suttered injury from a loss of privacy.
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425. Plaintiff has been turther injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals.

426.  Upon information and belief, Plaintiff Starling’s Private Information has already
been stolen and misused as a result of the Data Breach, as she has experienced incidents of fraud
and identity theft. The toregoing has detrimentally impacted Plaintiff’s life as a whole, and
specifically caused financial strain on her.

427. TFurthermore, Plaintiff has experienced a drastic increase in spam emails and
telephone calls since the Data Breach.

428.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of criminals as a direct and
proximate result of Defendants® misconduct.

429. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintift Starling, the Data Breach has forced Plaintift to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter, and self-monitoring her accounts and credit reports
to ensurc no traudulent activity has occurrcd. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

430, Defendants acknowledged the risk posed to Plaintiff Starling and her Private

Intormation as a rcsult of the Data Breach, both by cxplicitly stating that “TMX takes the privacy
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and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

431. The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

432, Plaintiff has a continuing interest in ensuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Joseph Trottier

433,  Plaintiff Joseph Trottier is an adult individual and a natural person of Wisconsin,
residing in Kenosha County, where he intends to stay. Plaintitt Trottier received a notice letter
from Defendants informing him of the Data Breach and the exposure of his Private Information.
The notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

434.  Plaintift Trotticr only allowed Defendants to maintain, store, and usc his Private
Information because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databascs storing his Privatc Information. As a result, Plaintift’s Private Intformation was within
the possession and control of Defendants at the time of the Data Breach.

435, In the instant that his Private Information was accessed and obtained by a third

party without his conscnt or authorization, Plaintitt suftcred injury from a loss of privacy.
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436.  Plaintiff has been turther injured by the damages to and loss in value of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
made accessible to and exfiltrated by cybercriminals.

437.  Plamtiff Trottier has experienced a drastic increase in spam activity and phishing
attempts, including approximately 10-15 spam telephone calls a day, following the Data Breach.

438. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢criminals as a direct and
proximate result of Detendants” misconduct.

439. In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Trottier, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring his accounts and credit reports
to ensure no fraudulent activicy has occurred. This time, which has been lost forever and cannot
be recapturcd, was spent at Defendants” direction.

440. Defendants acknowledged the risk posed to Plaintiff Trottier and his Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and sccurity of your personal information very seriously” and by offering a 12-month identity
theft protection service.

441, The substantial risk of imminent harm and loss of privacy have caused Plaintiff to

suffer stress, fear, and anxicty.
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442,  Plaintiff has a continuing interest in ensuring that his Private Information, which,
upon information and belief, remains in Defendants’ possession, 1s protected, and safeguarded
from future breaches.

Plaintiff Francis Ann Washington

443, Plaintiff Francis Ann Washington is an adult individual and a natural person of
Texas, residing in Travis County, where she intends to stay. Plaintift Washington received a
notice letter from Defendants informing her of the Data Breach and the exposure of her Private
Information. The notice letter informed Plaintiff that her name, date of birth, passport number,
driver’s license number, federal/state identification card number, tax identification number,
Social Security number and/or financial account information, phone number, address, and email
address were potentially compromised in the Data Breach.

444, Plaintiff Washington only allowed Defendants to maintain, store, and use her
Private Information because she believed Defendants would use basic security measures to
protect her Private Information, such as requiring passwords and multi-factor authentication to
access databases storing her Private Information. As a result, Plaintiff”s Private Information was
within the posscssion and control of Defendants at the time of the Data Breach.

445.  In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

446.  Plaintift has been turther injured by the damages to and loss in valuc of her
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was

madc accessible to and cxfiltrated by cyberceriminals.
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447,  Plaintiff Washington has experienced a drastic increase in spam activity and
phishing attempts following the Data Breach.

448.  The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of her Private Information, which is now in the hands of eriminals as a direct and
proximate result of Defendants” misconduct.

449.  In addition to the actual harm and substantially increased risk of future harm
suffered by Plaintiff Washington, the Data Breach has forced Plaintiff to spend significant time
and energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants” direction,

450. Detendants acknowledged the risk posed to Plaintiff Washington and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
thett protection scrvice.

451. The substantial risk of imminent harm and loss of privacy have caused Plaintiff
Washington to suffer stress, fear, and anxiety,

452.  Plaintift has a continuing interest in cnsuring that her Private Information, which,
upon information and belief, remains in Defendants’ possession, is protected, and safeguarded

from future breaches.
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Plaintiff Adam White

453,  Plaintiff Adam White is an adult individual and a natural person of Tennessee,
residing in Scott County, where he intends to stay. Plainuff White received a notice letter from
Detendants informing him of the Data Breach and the exposure of his Private Information. The
notice letter informed Plaintiff that his name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

454, Plaintiff White only allowed Defendants to maintain, store, and use his Private
Intformation because he believed Defendants would use basic security measures to protect his
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing his Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

455. In the instant that his Private Information was accessed and obtained by a third
party without his consent or authorization, Plaintiff suffered injury from a loss of privacy.

456.  Plaintift has been turther injured by the damages to and loss in valuc of his
Private Information—a form of intangible property that Plaintiff entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when his Private Information was
madc accessible to and cxfiltrated by cyberceriminals.

457.  Upon information and belief, Plaintiff White’s Private Information has already
been stolen and misused as he has experienced incidents of fraud and identity theft.

458.  Plaintift Whitc has also cxperienced a drastic incrcase in spam activity and

phishing attempts inquiring about loan information following the Data Breach.
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459. The Data Breach has also caused Plaintiff to suffer imminent and impending
injury arising from the substantially increased risk of additional future fraud, identity theft, and
misuse of his Private Information, which 1s now in the hands of ¢criminals as a direct and
proximate result of Detendants” misconduct.

460. In addition to the actual harm and substantially inereased risk of future harm
suffered by Plaintift White, the Data Breach has forced Plaintiff to spend significant time and
energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter, and self-monitoring his accounts and eredit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

461. Defendants acknowledged the risk posed to Plaintiff and his Private Information
as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy and
security of your personal information very seriously” and by offering a 12-month identity theft
protection service.

462, The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
sufter stress, fear, and anxicty.

463.  Plaintiff White has a continuing interest in ensuring that his Private Information,
which, upon information and belief, remains in Defendants’ possession, 1s protected, and
satcguarded trom futurc breaches.

Plaintiff Shawn White

464,  Plaintiff Shawn White 1s an adult individual and a natural person of Georgia,
residing in Tift County, where she intends to stay. Plaintiff White reccived a notice letter trom

Defendants informing her of the Data Breach and the exposure of her Private Information. The
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notice letter informed Plaintift that her name, date of birth, passport number, driver’s license
number, federal/state identification card number, tax identification number, Social Security
number and/or financial account information, phone number, address, and email address were
potentially compromised in the Data Breach.

465, Plamtiff White only allowed Defendants to maintain, store, and use her Private
Information because she believed Defendants would use basic security measures to protect her
Private Information, such as requiring passwords and multi-factor authentication to access
databases storing her Private Information. As a result, Plaintiff’s Private Information was within
the possession and control of Defendants at the time of the Data Breach.

466. In the instant that her Private Information was accessed and obtained by a third
party without her consent or authorization, Plaintiff suffered injury from a loss of privacy.

467.  Plaintiff has been further injured by the damages to and loss in value of her
Private Information—a form of intangible property that Plaintift entrusted to Defendants. This
information has inherent value that Plaintiff was deprived of when her Private Information was
made accessible to and exfiltrated by cybercriminals,

468.  Plaintift Whitc has cxpericnced a drastic increcasc in spam telephone calls and
phishing attempts following the Data Breach.

469, The Data Breach has also caused Plaintiff White to suffer imminent and
impending injury arising from the substantially increased risk of additional future fraud, identity
theft, and misuse of her Private Information, which 1s now in the hands of criminals as a direct
and proximate result of Defendants” misconduct,

470. In addition to the actual harm and substantially incrcased risk of futurc harm

suffered by Plaintiff White, the Data Breach has forced Plaintiff to spend significant time and
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energy dealing with issues related to the Data Breach, including time spent verifying the
legitimacy of the Data Breach Notice Letter and self-monitoring her accounts and credit reports
to ensure no fraudulent activity has occurred. This time, which has been lost forever and cannot
be recaptured, was spent at Defendants’ direction.

471. Defendants acknowledged the risk posed to Plaintiff White and her Private
Information as a result of the Data Breach, both by explicitly stating that “TMX takes the privacy
and security of your personal information very seriously” and by offering a 12-month identity
theft protection service.

472, The substantial risk of imminent harm and loss of privacy have caused Plaintiff to
suffer stress, fear, and anxiety.

473, Plaintiff White has a continuing interest in ensuring that her Private Information,
which, upon information and belief, remains in Defendants’ possession, 1s protected, and
sateguarded from future breaches.

CLASS ACTION ALLEGATIONS

474,  Plaintiffs bring this case as a class action on behalf of themselves and on behalf of
a Nationwide Class {“thc Class”), and on behalf of certain State Subclasscs, specitically, a
California Subclass, a Wisconsin Subclass, a Georgia Subclass, a Texas Subcelass, an Alabama
Subclass, an Tllinois Subclass, a Virginia Subclass, a Florida Subclass, a Missouri Subclass, a
Tennessee Subclass, and a Nevada Subclass pursuant to Rule 23(b)(2) and/or 23(b)(3) of the
Federal Rules of Civil Procedure:

475, Nationwide Class: All individuals in the United States whose Private Information
was actually or potentially accessed or acquired during the TMX Data Breach and for which

Detendants provided notice to Plaintiffs and other Class Members beginning on or around March

94



Case 4:23-cv-00076-RSB-CLR Document 82 Filed 11/29/23 Page 95 of 172

30, 2023 (the “Nationwide Class™ or “Class™) as identified by Defendants’ records relating to the
Data Breach .

476.  State Subclasses. All residenis of a particular state®” whose Private Information
was actually or potentially accessed or acquired during the TMX Data Breach and for which
Defendants provided notice to Plaintiffs and other Subelass Members beginning on or around
March 30, 2023,

477.  Excluded from the Class and Subclasses are the following individuals and/or
entities: Defendants and Defendants’ parents, subsidiaries, affiliates, officers and directors, and
any entity in which Defendanis have a controlling interest; all individuals who make a timely
election to be excluded trom this proceeding using the correct protocol for opting out; any and all
federal, state or local governments, including but not limited to their departments, agencies,
divisions, bureaus, boards, sections, groups, counsels and/or subdivisions; and all judges
assigned to hear any aspect of this litigation, as well as their immediate family members.

478.  Plaintiffs reserve the right to modify or amend the definition of the proposed
classes before the Court determines whether certification is appropriate.

479. The Class and Subclasscs cach satisty the prerequisites for class certification
under Fed. R. Civ. P. 23(a).

480. Numerosity: Class Members are so numerous that joinder of all members 1s
impracticable. Detendants have asscrted that there arc over 4.8 million individuals whosc Private
Information was improperly accessed in the Data Breach. Upon information and belief, each
Subclass includes at least several thousand individuals, The exact size of the Class and the

identitics and state citizenship of cach Class Member is ascertainable from Detendants’ records.

67 As described herein, California, Wisconsin, Georgia, Texas, Alabama, Tllinois, Virginia,

Florida, Missouri, Tennessee, and Nevada each have a state Subclass.
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481. Commonality: This action involves questions of law and fact common to the
Class and State Subclasses. Such common questions include, but are not limited to:

a. Whether Defendants had a duty to protect the Private Information of Plaintiffs and
Class Members;

b. Whether Defendants had duties not to disclose the Private Information of
Plaintiffs and Class Members to unauthorized third parties;

¢. Whether Defendants breached its duty to sateguard the Private Information of
Plaintiffs and Class Members;

d. Whether and when Defendants actually learned of the Data Breach;

e. Whether Defendants adequately, promptly, and accurately informed Plaintitts and
Class Members that their Private Information had been compromised,;

f.  Whether Defendants violated the law by failing to promptly notify Plaintiffs and
Class Members that their Private Information had been compromised;

g. Whether Defendants failed to implement and maintain reasonable security
procedures and practices appropriate to the nature and scope of the information
compromiscd in the Data Breach;

h. Whether Defendants adequately addressed and fixed the vulnerabilities which
permitted the Data Breach to occur;

i.  Whether Plaintifts and Class Mcmbers arc entitled to actual, conscquential, and/or
nominal damages as a result of Defendants’ wrongful conduct;

J. Whether Plaintiffs and Class Members are entitled to restitution as a result of

Detendants” wrongtul conduct; and
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k. Whether Plaintifts and Class Members are entitled to injunctive relief to redress
the imminent and currently ongoing harm faced as a result of the Data Breach.

482. Typicality: Plaintiffs’ claims are typical of those of the Class Members and of the
Subclass Members from the State they represent. The claims of the Plaintifts and Class Members
are based on the same legal theories and arise from the same failure by Defendant to safeguard
PII. Plaintiffs and Class Members were all customers of Defendants, each having their PII
compromised due to Defendant’s conduct.

483.  Adequacy of Representation: Plaintiffs are adequate representatives of the Class

and Subclasses because their interests do not conflict with the interests of other Class Members;
Plaintiffs have retained counsel competent and experienced in complex class action litigation;
Plaintiffs intend to prosecute this action vigorously; and Plaintiffs” counsel has adequate
financial means to vigorously pursue this action and ensure the interests of the Class will not be
harmed. Class Members’ interests will be fairly and adequately protected and represented by
Plaintiffs and Plaintiffs’ counsel.

484, The Class and Subclasses each satsfy the criteria for class certification under Fed.
R. Civ. P. 23(b)(3).

485. Predominance: Common questions of law and fact predominate over any

questions affecting only individual Class Members. For example, Defendant’s liability and the
fact of damagces is commeon to Plaintitt and cach member of the Class. TMX has engaged in a
common course of conduct and Plaintiffs and Class Members have been similarly impacted by
TMX’s actions and failure to act with respect to its collecting and storing the Private Information
and its implementation of sccurity procedurcs, satcguards, controls, and practices to protect such

information, as well as TMXs failure to timely alert affected patients to the Data Breach. These
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common issues predominate over any individual questions and are apt to drive the resolution of
this litigation.

486. Superiority: Class litigation is the superior method for fair and efficient
adjudication of the claims involved. Given the relatively low amount recoverable by cach Class
Member, the expenses of individual litigation are insufficient to support or justify individual
suits, making class action superior to individual action,

487. Manasgeability: Defendants assert that there are more than 4.8 million individuals

whose PII was compromised in the Data Breach. The claims of Plaintiffs and Class Members are
substantially identical as explained above. Thus, even if Class Members had the resources to
pursue individual lawsuits, the judicial system does not have the resources to hear them.
Certifying the case as a class action will centralize millions of substantially identical claims in a
single proceeding, making a class action the most manageable adjudication method for Plaintiffs,
Class Members, Defendants, and the judicial system.

488.  The Class and Subclasses each satisfy the criteria for class certification under Fed.
R. Civ. P. 23(b)(2).

489. Policies Generally Applicable to the Class: This class action is also appropriatc

for certification because Defendants have acted or refused to act on grounds generally applicable
to the Class by collecting, transmitting and storing Class Members’ PII without proper data
sccurity safeguards, creating actual, imminent, and ongoing threats that Class Members will
experience identity theft and fraud. The common threat to each Class Members can be mitigated
by Defendants’ implementation of a common set of reasonable data security protocols. An
injunction mandating that Detendant implement appropriate protocols would constitute final

injunctive relief appropriate with respect to the Class as a whole. Defendants’ policies and
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practices challenged herein apply to and affect Class Members unitormly and Plaintifts’
challenge to these policies hinges on Defendants’ conduct with respect to the Class as a whole,
not on facts or law applicable only to Plaintiffs.

CAUSES OF ACTION

FIRST CLAIM FOR RELIEF
NEGLIGENCE

On Behalf of Plaintiffs and the Nationwide Class

490.  Plaintiffs and the Class repeat the factual allegations alleged above as 1if fully set
forth herein.

491. Plaintiffs and the Class entrusted their PII to Defendants on the premise and with
the understanding that Defendants would safeguard their information, use their PIT for business
purposes only, and/or not disclose their PII to unauthorized third parties.

492.  Defendants have full knowledge of the sensitivity of the PII and the types of harm
that Plaintiffs and the Class could and would suffer if the PII were wrongfully disclosed.

493.  Detendants knew or reasonably should have known that the failure to exercise duc
care in the collecting, storing, and using of the PIT of Plaintiffs and the Class involved an
unreasonable risk of harm to Plaintiffs, the Nationwide Class and Subclasses.

494, Detendants owed a duty under common law to Plaintitts and Class Members to
exercise reasonable care in obtaining, retaining, securing, deleting, and protecting their PTI in its
possession from being compromised, lost, stolen, accessed, and misused by unauthorized
persons.

495.  Defendants’ duty to use reasonable care arose from several sources, including but
not limited to those described below.

496.  Plaintiffs and Class Members entrusted Detendants with their Private Information.
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497.  Plantiftfs and Class Members entrusted their Private Information to Defendants on
the premise and with the understanding that Defendants would safeguard their information, use
their information for business purposes only, and/or not disclose their Private Information to
unauthorized third parties.

498.  Defendants have full knowledge of the sensitivity of the Private Information and
the types of harm that Plaintiffs and Class Members could and would suffer if their Private
Intformation were compromised or wrongtully disclosed.

499,  The Data Breach was foreseeable. Defendants knew or reasonably should have
known that the failure to exercise due care in the collecting, storing, and using of the Private
Information of Plaintiffs and Class Members involved an unreasonable risk of harm to Plaintitts
and Class Members, even if the harm occurred through the criminal acts of a third party. By
accepting, storing, and maintaining Plaintiffs’ and Class Members’ Private Information,
Detendants undertook a duty to exercise reasonable care in safeguarding, securing, and
protecting such information from being compromised, lost, stolen, misused, and/or disclosed to
unauthorized parties. This duty includes, among other things, designing, maintaining, and testing
Detendants’ security protocols to ensurc that the Private Information of Plaintitfs and Class
Members in Defendants’ possession was adequately secured and protected.

500. By accepting, storing, and maintaining Plaintiffs’ and Class Members’ Private
Intormation, Dcfendants also had a duty to cxercisc appropriate clearinghousc practices to
remove Private Information they were no longer required to retain pursuant to applicable Taws
and regulations.

501. By accepting, storing, and maintaining Plaintitts’ and Class Mcmbers’ Private

Information, Defendants also had a duty to implement and maintain procedures to detect and
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prevent the improper access and misuse ot the Private Information of Plaintifts and Class
Members.

502. Defendanis’ duly to use reasonable security measures arose as a result of the
special relationship that existed between Defendants and Plaintifts and Class Members. That
special relationship arose because Plaintiffs and Class Members entrusted Defendants with their
confidential Private Information, a necessary part of obtaining services from Defendants.

503. Defendants were subject to an “independent duty,” untethered to any contract
between Defendants and Plaintiffs or Class Members.

504. A breach of security, unauthorized access, and resulting injury to Plaintiffs and
Class Members was reasonably foreseeable, due to the nature of Defendants’ industry, and
particularly in light of Defendants” inadequate security practices.

505, Plaintiffs and Class Members were the foreseeable and probable victims of any
inadequate security practices and procedures. Detendants knew or should have known of the
inherent risks in collecting and storing the Private Information of Plaintiffs and Class Members,
the critical importance of providing adequate security of that Private Information, and the
nceessity of enerypting Private Information stored on Defendants’ systems.

506. Defendants® own conduct created a foreseeable risk of harm to Plaintiffs and
Class Members. Defendants’ misconduct included, but was not limited to, their failure to take the
steps and opportunitics to prevent the Data Breach as sct forth herein. Detendants” misconduct
also included their decisions not to comply with industry standards for the safekeeping of the
Private Information of Plainuffs and Class Members, including basic encryption techniques

available to Detendants.
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507. Detendants knew or should have known Plaintifts’ and Class Members® Private
Information was stored on their database and were or should have been aware of the extreme
risks associated with failing to properly safeguard Plaintiffs” and Class Members’ Private
Information.

508. Despite being aware of the likelihood that Defendants® databases were vulnerable,
not secure, and likely to be attacked by cybercriminals, Defendants failed to correct, update, or
upgrade their security protections, thus causing the Data Breach.

509. Plaintiffs and Class Members had no ability to protect their Private Information
that was in, and possibly remains in, Defendants’ possession.

510. Detendants were in the best position to protect against the harm suftered by
Plaintiffs and Class Members as a result of the Data Breach.

511. Defendanis had and continue to have a duty to adequately disclose that the Private
Intformation of Plaintifts and Class Members within Defendants’ possession might have been
compromised, how it was compromised, and precisely the types of data that were compromised
and when. Such notice was necessary to allow Plaintiffs and Class Members to take steps to
prevent, mitigate, and repair any identity theft and the fraudulent use of their Private Intormation
by third partics.

512. Defendants had a duty to employ proper procedures to prevent the compromise
and unauthorized disclosure of Plaintitts’” and Class Members’ Private Information.

513. Defendants have admitted that the Private Information of Plaintiffs and Class
Members was disclosed due to Defendants’ technical security configuration issue, and thus also

accessed and exfiltrated by unauthorized third persons as a result of the Data Breach.
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514. Detendants improperly and inadequately sateguarded the Private Information of
Plaintiffs and Class Members in deviation of standard industry rules, regulations, and practices at
the time of the Data Breach.

515. Defendants, through their actions and/or omissions, unlawtully breached their
duties to Plaintiffs and Class Members by failing to implement industry protocols and exercise
reasonable care in protecting and safeguarding the Private Information of Plaintiffs and Class
Members during the time the Private Information was within Defendants’ possession or control.

516. Defendants failed to heed industry warnings and alerts to provide adequate
safeguards to protect the Private Information of Plaintffs and Class Members in the face of
increased risk of theft.

517. Defendants, through their actions and/or omissions, unlawfully breached their
duty to Plaintiffs and Class Members by failing to have appropriate procedures in place to detect
and prevent dissemination of Private Information.

518.  Defendants breached their duty to exercise appropriate clearinghouse practices by
failing to remove Private Information they were no longer required to retain pursuant to
rcgulations.

519.  Defendants, through their actions and/or omissions, unlawfully breached their
duty to adequately and rimely disclose to Plaintiffs and Class Members the occurrence and scope
ot the Data Breach.

520. But for Defendants® wrongful and negligent breach of duties owed to Plaintiffs
and Class Members, the Private Information of Plaintiffs and Class Members would not have

been compromised.
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521.  Said differently, if Defendants had properly prevented a technical security
configuration issue, then the Data Breach would not have oceurred, and Plaintiffs” and Class
Members’ Private Information would have been appropriately safeguarded.

522. Plaintiffs and Class Members suffered an injury when their Private Information
was accessed by unknown third parties.

523. There is a close causal connection beiween Defendants’ failure to implement
security measures to protect the Private Information of Plaintiffs and Class Members and the
harm, and increased risk of imminent harm, suffered by Plaintiffs and Class Members.

524.  The Private Tnformation of Plaintuffs and Class Members was lost and accessed as
the proximate result of Defendants’ failure to exercise reasonable care in safeguarding such
Private Information by adopting, implementing, and maintaining appropriate security measures.

525.  Asadirect and proximate result of Defendants’ negligence, Plaintiffs and Class
Members have suffered and will suffer injury, including but not limited to, the following: (i)
actual fraud and identity theft; (i) the loss of the opportunity of how their Private Information is
used; (ui1) the compromise, publication, and/or thett of their Private Information; (iv) out-of-
pocket expenscs associated with the prevention, detection, and recovery from identity theft, tax
fraud, and/or unauthorized use of their Private Information; (v) loss of productivity and lost
opportunity costs associated with addressing and attempting to mitigate the present and
continuing conscquencces of the Data Breach, including but not limited to cfforts spent
researching how to prevent, detect, contest, and recover from tax fraud and identity theft; (vi)
costs associated with placing freezes on credit reports; (vii) the continued risk and substantially
incrcascd risk to their Private Information, which remains in Defendants” possession and is

subject to further unauthorized disclosures so long as Defendants fail to undertake appropriate
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and adequate measures to protect the Private Information of Plaintitts and Class Members; and
(viil) present and continuing costs in terms of time, effort, and money that has been and will be
expended to prevent, detect, contest, and repair the impact of the Private Information
compromised as a result of the Data Breach for the remainder of the lives of Plaintiffs and Class
Members; and (ix) the loss in value of Plaintiffs’ and Class Members’ Private Information.

526.  Asadirect and proximate result of Defendants’ negligence, Plaintiffs and Class
Members have suffered and will continue to suffer other forms of injury and/or harm, including,
but not limited to, anxiety, emotional distress, loss of privacy, and other economic and non-
economic losses.

527. Additionally, as a direct and proximate result of Defendants” negligence,
Plaintiffs and Class Members have suffered and will suffer the continued risks of exposure of
their Private Information, which upon information and belief remains in Defendants’ possession
and 1s subject to further unauthorized disclosures so long as Defendants fail to undertake
appropriate and adequate measures to protect the Private Information in their continued
possession.

528.  As adircet and proximatc result of Defendants’ negligence, Plaintitts and Class
Members are entitled to recover actual, consequential, and nominal damages.

SECOND CLAIM FOR RELIEF
NEGLIGENCE PER SE

On Behalf of Plaintiffs and the Nationwide Cluss
529.  Plaintitfs and the Class repeat the factual allegations alleged above in paragraphs
1 through 489 as if fully set forth herein.
530. Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting

commerce,” including, as interpreted and entorced by the FTC, the unfair act or practice by
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businesses, such as Detendants, of failing to use reasonable measures to protect PIL The FTC
publications and orders described above also form part of the basis of Defendants” duty in this
regard.

531. Detendants violated Section 5 of the FTC Act by failing to use reasonable
measures to protect PIT and by failing to comply with applicable industry standards, as described
in detail herein, Defendants’ conduct was particularly unreasonable given the nature and amount
of PII they collected and stored and the foresecable consequences and immense damages that
would result to Plaintiffs and Class Members.

532, Plaintiffs and Class Members are within the class of persons that the FTC Act was
intended to protect.

533. Defendants’ violation of Section 5 of the FTC Act constitutes negligence per se.

534, The harm resulting from the Data Breach 1s the type of harm the FTC Act was
intended to guard against. The FTC has pursued enforcement actions against businesses, which,
as a result of their failure to employ reasonable data security measures and avoid unfair and
deceptive practices, caused the same harm as that suffered by Plaintffs and Class Members.

535. As adircet and proximatc result ot Defendants’ negligence per se, Plaintitts and
Class Members have suffered and will suffer injury, including but not Timited to: (i) actual
identity theft; (i) the loss of the opportunity of how their PII 1s used; (i11) the compromise,
publication, and/or thett of their PII; (iv) out-of-pocket expenscs associated with the prevention,
detection, and recovery from identity theft, tax fraud, and/or unauthorized use of their PIT; (v)
lost opportunity costs associated with effort expended and the loss of productivity addressing and
attempting to mitigate the present and continuing consequences of the Data Breach, including but

not limited to efforts spent researching how to prevent, detect, contest, and recover from tax
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fraud and identity theft; (vi) costs associated with placing freezes on credit reports; {vii) the
continued risk to their PII, which remains in Defendants’ possession and 1s subject to further
unauthorized disclosures so long as Defendants fail to undertake appropriate and adequate
measures to protect the PII of Plaintiffs and Class Members; and (viii) present and continuing
costs in terms of time, effort, and money that has been and will be expended to prevent, detect,
contest, and repair the impact of the PTT compromised as a result of the Data Breach for the
remainder of the lives of Plaintiffs and Class Members.

536.  As adirect and proximate result of Defendants’ negligence per se, Plaintiffs and
Class Members have suffered and will continue to suffer other forms of injury and/or harm,
including, but not limited to, anxiety, emotional distress, loss of privacy, and other economic and
non-economic losses.

537. Additionally, as a direct and proximate result of Defendants’ negligence per se,
Plaintifts and Class Members have sutfered and will suffer the continued risks of exposure of
their Private Information, which upon information and belief remains in Defendants’ possession
and 1s subject to further unauthorized disclosures so long as Defendants ail to undertake
appropriatc and adequate measurcs to protect the Private Information in their continued
possession.

538.  As adirect and proximate result of Defendants’ negligence per se, Plaintiffs and
Class Memboers are entitled to recover actual, consequential, and nominal damages.

THIRD CLAIM FOR RELIEF
UNJUST ENRICHMENT

On Behalf of Plaintiffs and the Nationwide Class
539. Plaintiffs and the Class repeat the factual allegations alleged above in paragraphs

I through 489 as 1t tully sct forth herein.
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540. To the extent the Court finds that any purported agreement fails due to an issue
with contract formation, Plaintiffs plead this claim.

541. Plaintiffs and Class Members conferred a monetary benefit on Defendants, by
providing Detendants with their valuable Private Information.

542.  Defendants enriched themselves by saving the costs they reasonably should have
expended on data security measures to secure Plaintiffs” and Class Members’ Private
Information.

543.  Instead of providing a reasonable level of security that would have prevented the
Data Breach, Defendants instead calculated to avoid their data security obligations at the expense
of Plaintifts and Class Members by utilizing cheaper, ineffective security measures. Plaintiffs
and Class Members suffered as a direct and proximate result of Defendants” failure to provide
the requisite data security.

544.  Under the principles of equity and good conscience, Defendants should not be
permitted to retain the monetary value of the benefit belonging to Plaintiffs and Class Members,
because Defendants failed to implement appropriate data management and security measures that
arc mandatcd by industry standards.

545.  Defendants acquired the monetary benefit and Private Information of Plaintiffs
and Class Members through inequitable means in that they failed to disclose the inadequate
sccurity practices previously alleged.

546.  If Plaintiffs and Class Members knew that Defendants had not secured their
Private Information, they would not have agreed to provide their Private Information to
Detendants.

547.  Plaintiffs and Class Members have no adequate remedy at law.
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548.  As a direct and proximate result of Defendants’ conduct, Plaintitts and Class
Members have suffered and will suffer injury, including but not limited to: (1) actual identity
theft; (i) the loss of the opportunity how their Private Information is used; (iii) the compromise,
publication, and/or theft of their PII; (iv) out-of-pocket expenses associated with the prevention,
detection, and recovery from identity theft, and/or unauthorized use of their Private Information;
(v) lost opportunity costs associated with effort expended and the loss of productivity addressing
and attempting to mitigate the actual and future consequences ot the Data Breach, including but
not limited to efforts spent researching how to prevent, detect, contest, and recover from identity
theft; (vi) the continued risk to their Private Information, which remains in Defendants’
possession and 1s subject to further unauthorized disclosures so long as Defendants fail to
undertake appropriate and adequate measures to protect Private Information in their continued
possession and (vin) future costs in terms of time, effort, and money that will be expended to
prevent, detect, contest, and repair the impact of the Private Information compromised as a result
of the Data Breach for the remainder of the lives of Plaintiffs and Class Members.

549,  Asadirect and proximate result of Defendants’ conduct, Plaintiffs and Class
Members have suffered and will continuc to sutfer other torms of injury and/or harm.

550. Defendants should be compelled to disgorge into a common fund or constructive
trust, for the benefit of Plaintiffs and Class Members, proceeds that they unjustly received from
them.

FOURTH CLAIM FOR RELIEF
BREACH OF BAILMENT

On Behalf of Plaintiffs and the Nationwide Class
551. Plaintiffs and the Class repeat the factual allegations alleged above 1n paragraphs

I through 489 as 1t tully sct forth herein.
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552. Plaintiffs’ and Class Members’ Private Information is personal property.

553.  Plaintiffs and Class Members provided Private Information to Defendants with
the sole purpose that Defendants would use the Private Information to enter into mutually
beneficial financial services contracts with Plaintifts and Class Members.

554.  Plaintiffs and Class Members provided their Private Information to Defendants on
the express and implied conditions that Defendants had a duty to keep the Private Information
confidential.

555.  Plaintiffs’ and Class Members® Private Information has value and is highly prized
by hackers and criminals. Defendanis were aware of the risks they took when accepting the
Private Information for safeguarding and assumed the risk voluntarily.

556.  Once Defendants accepted Plaintiffs” and Class Members® Private Information,
they were in the exclusive possession of that information, and neither Plaintiffs nor Class
Members could control that information once it was within the possession, custody, and control
of Defendants.

557. Defendants did not safeguard Plaintiffs’ or Class Members’ Private Information
when they failed to adopt and enforce adequate sceurity sateguards to prevent a known risk of a
cyberattack.

558. Defendants’ failure to safeguard Plaintffs’ and Class Members’ Private
Intormation resulted in that information being accessed or obtained by third-party
cybercriminals.

559.  As aresult of Defendants’ failure to keep Plaintiffs’” and Class Members® Private
Intormation sccure, Plaintitts and Class Mcembers suffered injury, for which compensation—

including nominal damages and compensatory damages—is appropriate.
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FIFTH CLAIM FOR RELIEF
INVASION OF PRIVACY/INTRUSION UPON SECLUSION

On Behalf of Plaintiffs and the Nationwide Class

560. Plaintiffs and the Class repeat the factual allegations alleged above in paragraphs
1 through 489 as 1f fully set forth herein.

561. Plaintiffs and Class Members had a legitimate expectation of privacy to their
Private Information and were entitled to the protection of this information against disclosure to
unauthorized third parties.

562. Detendants owed a duty to their customers and former customers, including
Plaintiffs and Class Members, to keep their Private Information secure and confidential.

563. Defendants knew that they should keep customer Private Information
confidential, as a prior consent decree and entorcement action by the Consumer Financial
Protection Bureau notified Defendants of the dangers of disclosing sensitive information to third
parties, and required them to cease disclosing such information to third parties.

564. Detendants’ failure to implement sccurity practices that would protect Plaintitfs’
and Class Members’ PIT from a data breach was an intentional choice to use less costly and
inferior safeguards on their computers and networks where Private Information was stored.

565.  Detendants’ failure to secure and protect the Private Information of Plaintifts and
Class Members from disclosure to unknown and unauthorized third parties was intentional.

566. In consciously choosing to make inferior and inadequate data security choices that
failed to protect Plaintitts” and Class Members’ Private Information, Detendants allowed
unauthorized and unknown third parties to access the Private Information of Plaintiffs and Class

Members.
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567. The unauthorized release to, custody of, and examination by unauthorized third
parties of the Private Information of Plaintiffs and Class Members is highly offensive to a
reasonable person.

568. Detfendants invaded Plaintifts’ and Class Members’ right to privacy and intruded
into Plaintiffs’ and Class Members’ private affairs by intentionally misusing and/or disclosing
their Private Information without their informed, voluntary, affirmative, and clear consent.

569. The intrusion was into a place or thing, which was private and is entitled to be
private. Plaintiffs and Class Members entrusted their Private Information to Defendants as a
prerequisite to their use of Defendants’ services, but they did so privately with the intention that
their Private Information would be kept confidential and would be protected trom unauthorized
disclosure. Plaintiffs and Class Members were reasonable in their belief that their Private
Information would be kept private and would not be disclosed without their authorization,

570. Detendants’ inadequate data security practices and the resulting Data Breach
constitute intentional interference with Plaintiffs” and Class Members’ interest in solitude or
seclusion, ¢ither as to their persons or as to their private affairs or concerns, of a kind that would
be highly offensive to a rcasonable person.

571.  Defendants acted with a knowing state of mind when they permitted the Data
Breach to occur because they knew or should have known that their data security practices were
inadequatc and insutficient.

572.  Because Defendants acted with this knowing state of mind, they had notice and
knew their inadequate and msufficient data security practices would cause injury and harm to

Plaintifts and Class Mcmbers.
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573. By intentionally failing to keep Plaintifts” and Class Members’ Private
Information safe, and by intentionally misusing and/or disclosing said information to
unauthorized parties for unauthorized use, Defendants intentionally invaded Plaintiffs” and Class
Members’ privacy by:

a. Intentionally and substantially intruding into Plaintiffs’ and Class Members’
private affairs in a manner that identifies Plaintiffs and Class Members and that would be
highly offensive and objectionable to an ordinary person:

b. Intentionally publicizing private facts about Plaintiffs and Class Members, which
is highly offensive and objectionable to an ordinary person; and,

¢. Intentionally causing anguish or suftering to Plaintitfs and Class Members.

574. Detendants knew that an ordinary person in Plaintifls” or Class Members’
position would consider Defendants’ intentional actions highly offensive and objectionable.

575.  As a proximate result of the above acts and omissions of Defendants, the Private
Intformation of Plaintitls and Class Members was disclosed to third partics without authorization,
causing Plaintiffs and Class Members to suffer damages.

576. The acts complained of herein are ongoing and/or have a substantial likelihood of
being repeated.

577. Defendants’ unlawful invasions of privacy damaged Plaintiffs and Class
Members. As a direct and proximate result of Defendants” unlawful invasions of privacy,
Plaintifts and Class Mcmbers suffered mental distress, and their reasonable expectations of
privacy were frustrated and defeated. Accordingly, Plaintiffs and Class Members are entitled to

damages in an amount to be determined at trial and/or injunctive relief.
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SIXTH CLAIM FOR RELIEF
DECLARATORY AND INJUNCTIVE RELIEF

On Behalf of Plaintiffs and the Nationwide Class

578.  Plaintiffs and the Class repeat the factual allegations alleged above in paragraphs
1 through 489 as 1if fully set forth herein.

579.  Plaintiffs pursue this claim under the Federal Declaratory Judgment Act, 28
U.S.C. § 2201.

580. Defendants owe a duty of care to Plaintiffs and Class Members that require them
to adequately secure Plaintifts’ and Class Members’ Private Information.

581. Defendants failed to fulfill their duty of care to safeguard Plaintiffs’ and Class
Members’ Private Information.,

582. As described above, actnal harm has arisen in the wake of the Data Breach
regarding Defendants’ contractual obligations and duties of care to provide security measures to
Plaintiffs and Class Members. Further, Plaintiffs and Class Members are at risk of additional or
further harm duc to the exposure of their Private Information and Defendants’ failure to address
the security failings that led to such exposure.

583, There is no reason to believe that Defendants’ employee training and security
measurcs arc any more adequate now than they were before the breach to meet Defendants’
contractual obligations and legal duties.

584,  Prior consent decrees agreed upon by Defendants have not prevented their
violations of the law or failure to prevent information from being disclosed to third partics.

585.  Plaintiffs and the Class, therefore, seek a declaration (1) that Defendants’ existing
data security measures do not comply with their contractual obligations and duties of care to

provide adequate data sccurity, and (2) that to comply with their contractual obligations and
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duties of care, Defendants must implement and maintain reasonable security measures,
including, but not limited to, the following:

a. Ordering that Defendants engage internal security personnel to conduct testing,
including audits of Defendants’ systems, on a periodic basis, and ordering Detendants to
promptly correct any problems or issues detected by such internal security auditors;

b. Ordering that Defendants engage third-party security auditors to run automated
security monitoring;

¢. Ordering that Defendants audit, test, and train their security personnel and
employees regarding any new or modified data security policies and procedures;

d. Ordering that Defendants purge, delete, and destroy, in a reasonably secure
manner, any Private Information not necessary for their provision of services;

¢. Ordering that Defendants conduct regular database scanning and security checks;
and

f.  Ordering that Defendants routinely and continually conducet internal training and
education to inform internal security personnel and employees how to safely share and
maintain highly sensitive personal information, including but not limited to, Plaintifts and
Class Members™ Personally Information.

SEVENTH CLLAIM FOR RELIEF
Violation of 0.C.G.A. § 13-6-11

On Behalf of Plaintiffs and the Nationwide Class,
or in the alternative, Georgia Plaintiffs on behalf of the Georgia Subclass

586,  Plaintiffs repeat the facmual allegations alleged above in paragraphs 1 through 489

as if fully sct forth herein.
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587. Detendants, through the actions alleged and described herein, acted in bad faith,
were stubbornly litigious, or caused Plaintiffs and Class Members unnecessary trouble and
expense with respect to the events underlying this litigation.

588. Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting
commerce” including, as interpreted and enforced by the FTC, the unfair act or practice by
companigs such as Defendants for failing to implement and use reasonable measures to protect
PII. Various FTC publications and orders also form the basis of Defendants’ duty.

589.  Defendants violated Section 5 of the FTC Act by failing to use reasonable
measures to protect PIT and not complying with the industry standards. Defendants’ conduct was
particularly unreasonable given the nature and amount of PII that they obtained and stored and
the foreseeable consequences of a data breach.

590. Defendants also have a duty under the Georgia Constitution (“the Constitution™)
which contains a Right to Privacy clause, Chapter 1, Article 1, to protect their customers’ Private
Information. The Georgia Constitution states, “no person shall be deprived of life, liberty, or
property except by due process of law.” Moreover, the Georgia Constitution identifies certain
invasions of privacy, including the Public Disclosurc of Private Lite which prohibits the public
disclosure of private facts.

591. This duty has been recognized by the Georgia Supreme Court in the Restatement
of the Law of Torts (Sccond) §652A which specifically recognized four common law invasion of
privacy claims in Georgia, which include the following: (i) appropriation of likeness; (ii)
mtrusion on solitude or seclusion; (1i1) public disclosure of private facts; and (1v) false light.

592.  Dectendants’ implementation of inadequate data sccurity measurcs, their tailure to

resolve vulnerabilities and deficiencies, and their abdication of their responsibility to reasonably
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protect data, which they required Plaintiffs and Class Members to provide and then stored on
their own servers and databases, constitutes a violation of the Georgia Constitution and the
Restatement of the Law of Torts (Second) §652A,

593. Detendants knew or should have known they had a responsibility to protect the
Private Information they collected from Plaintiffs and Class Members and stored, that they were
entrusted with this Private Information, and that they were the only entities capable of adequately
protecting the Private Information.

594,  Despite that knowledge, Defendants abdicated their duty to protect the Private
Information they required Plaintiffs and Class Members provide and that they stored.

595.  As adirect and proximate result of Defendants’ actions, Plaintitts’ and Class
Members’ Private Information was accessed and stolen by cybercriminals. The Data Breach was
a direct consequence of Defendants’ abrogation of their data security responsibilities and their
decision to knowingly employ deficient data security measures that left the Private Information
unsecured. Had Defendants adopted reasonable data security measures, they could have
prevented the Data Breach.

596.  Plaintitfs and Class Members have been injured and suftered losses dircetly
attributable to the Data Breach.

597. Plaintiffs and Class Members therefore request that their ¢laim for recovery of
attorncys’ fees and litigation expenscs be submitted to the jury, and that the Court enter a
Judgment awarding their expenses of litigation and attorneys” fees pursuant to O.C.G.A. § 13-6-

11.
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EIGHTH CLAIM FOR RELIEF
Violations of the Georgia Unitorm Deceptive Trade Practices Act
Ga. Code Ann. §§ 10-1-370, et seq. (“Georgia DTPA”)

On Behalf of Plaintiffs and the Nationwide Class,
or, in the alternative, Georgia Plaintiffs on behalf of the Georgia Subclass

598.  Plaintiffs repeat the facrual allegations alleged above in paragraphs 1 through 489
as if fully set forth herein.

599. Defendants, Plaintiffs, and Class Members are “persons’ within the meaning of
the Georgia Uniform Deceptive Trade Practices Act (“Georgia DTPA™), Ga. Code Ann. § 10-1-
371(5).

600. Defendants engaged in unfair and deceptive acts and practices in violation of the
Georgia DTPA, Ga. Code Ann. § 10-1-372, which states in pertinent part that it is a deceptive
trade practice to:

(a)}{5) Represent[] that goods or services have sponsorship,
approval, characteristics, . . . uses, [or] benefits . . . that they do not
have;

(a){7) Represent| | that goods or services arc of a particular standard,
quality, or grade . . . if they are of another; or

(2)(12) Engagc[] in any other conduct which similarly crecates a
likelihood of confusion or of misunderstanding,.

601. Dectendants engaged in deeeptive trade practices in violation of the Georgia
DTPA, Ga. Code Ann. § 10-1-372(a)(5), (7), and (12), by, among other things:

a. Omitting and concealing the material fact that they did not employ reasonable
data sccurity and privacy measurcs to protect consumers’ Private Information.
Defendants could and should have made a proper disclosure to consumers {including
their customers), during their loan process, or by any other means reasonably calculated

to inform consumers of the mmadequate data sceurity; and
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b. Making implied or implicit representations that their data security practices were
sufficient to protect consumers’ Private Information. Defendants acquired consumers’
Private Information during the loan process. In doing so, Defendants made implied or
implicit representations that their data security practices were sufficient to protect
consumers’ Private Information. By virtue of accepting Plaintiffs’” and Class Members’
Private Information during the loan process, Defendants implicitly represented that their
data security processes were sufticient to safeguard the Private Information.

602.  Past breaches in the financial services industry put Defendants on notice that their
data security practices were inadequate to safeguard Plainuffs’ and Class Members” Private
Information, and Defendants knew or should have known that the risk of a data breach was
highly likely.

603. Because Defendants required Plaintiffs and Class Members to provide their
Private Information as a prerequisite to their use of Defendants’ services, Plaintiffs and Class
Members reasonably expected that Defendants’ data security, digital platforms, and data storage
systems were adequaltely secure to protect their Private Information,

604. Bcecause Detendants required Plaintitts and Class Members to provide their
Private Information as a prerequisite to their use of Defendants’ services, Plaintiffs and Class
Members relied on Defendants 1o advise customers if their data security, digital platforms, and
data storage systems were not adequately sceurce to protect their Private Information.

605.  Plaintiffs and Class Members had no opportunity to make any inspection of
Defendants’ data security practices or to otherwise ascertain the truthfulness of Defendants’

representations and omissions regarding data sccurity, including Detendants” tailure to alert
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customers that their data security, digital platforms, and data storage systems were not
adequately secure and, thus, were vulnerable to attack.

606.  Plaintiffs and Class Members relied to their detriment on Defendants’
misrepresentations and deceptive omissions regarding their data security practices.

607. Had Defendants disclosed to Plaintiffs and Class Members that their data security,
digital platforms, and data storage systems were not secure, and thus, vulnerable to attack,
Plaintifts would not have entrusted Defendants with their Private Information.

608.  As a direct and proximate result of Defendants’ unfair and deceptive business
practices, Plaintiffs and Class Members suffered ascertainable losses, including but not limited
to, 4 loss of privacy, the loss of the benefit of their bargain, out-of-pocket monetary losses and
expenses, the value of their time reasonable incurred to remedy or mitigate the effects of the
Data Breach, the loss of value of their Private Information, the imminent and substantially
increased risk of fraud and identity theft, and the need to dedicate future expenses and time to
protect themselves against further loss.

609. To date, Defendants have not provided sufficient details regarding the full scope
of the Data Breach, or any dctails rclated to the remedial measures they have taken to improve
their data security practices and more fully safeguard Plaintiffs’ and Class Members’ Private
Information from future compromise. As a result, Plaintifts, Class Members, and Defendants’
customers remain uninformed and confuscd as to the adequacy of Defendants’ data sccurity and
Defendants” ability to protect the Private Information entrusted to them. Without adequate
improvements, Plaintiffs” and Class Members’ Private Information remains at an unreasonable

risk of tuturc compromisc.
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610. Moreover, Defendants, through their omissions and Data Breach Notice Letters,
continue to represent and imply that their data security measures are adequate to protect
consumers’ Private Information. Such continued representations and implications, without
disclosure of the full scope of the Data Breach or Detendants’ subsequent remedial
enhancements, place Plaintiffs and Class Members at a future risk of harm, as Plaintiffs, Class
Members, and Defendants’ customers are not fully informed as to whether Defendants” data
security measures have been improved since the Data Breach. By all available measures,
Defendants’ data security practices and systems have not been adequately improved, and
Plaintiffs and Class Members remain at an unreasonable risk from future cyberattacks.

611. Plaintiffs and the Class are therefore entitled to the injunctive reliet sought herein,
because, among other things, Defendants continue to retain their Private Information, future
cyber-attacks targeting the same data are foreseeable, and Defendants have not provided
sufficient notice identifying any remedial measures that will protect the data from future attack.
Moreover, absent injunctive relief, Defendants will continue to misrepresent and imply that their
data security practices and systems are adequate to protect the Private Information of Plaintiffs
and the Class from future cyberattacks without providing any firm details or basis to support
these representations.

612, The Georgia DTPA states that the “court, in its discretion, may award attorney’s
fees to the prevailing party it . . . [t]he party charged with a deceptive trade practice has willtully
engaged in the trade practice knowing it to be deceptive.” Ga. Code Ann. § 10-1-373(b)(2).
Defendants willfully engaged in deceptive trade practices knowing them to be deceptive.
Detendants knew or should have known that their data sccurity practices were deficient.

Defendants were aware that entities responsible for collecting and maintaining large amounts of
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Private Information, including Social Security numbers and tinancial information, are frequent
targets of sophisticated cyberattacks. Defendants knew or should have known that their data
security practices were insufficient to guard against those attacks.

613. The Georgia DTPA states that “[c¢]osts shall be allowed to the prevailing party
unless the court otherwise directs.” Ga. Code Ann. § 10-1-373(b). Plaintiffs and the Class are
entitled to recover their costs of pursuing this litigation.

614.  Plaintiffs and the Class seek all monetary and non-monetary relief allowed by the
Georgia DTPA, including injunctive relief and attorneys” fees.

NINTH CLAIM FOR RELIEF

Violation of the California Consumer Privacy Act of 2018
Cal. Civ. Code §§ 1798.100, ef seq. (“CCPA*)

On Behalf of Plaintiff Lana Clark and the California Subclass

615.  Plaintiff Lana Clark and the California Subclass repeat the factual allegations
alleged above in paragraphs 1 through 489 as if fully set torth herein.

616.  Plaintiff Clark brings this claim individually and on behalf of the California
Subclass against Defendants for violation of the California Consumer Privacy Act of 2018, Cal.
Civ. Code §§ 1798.100, ef seq. (“CCPA™).

617. Defendants engaged in unfair and deceptive acts and practices in violation of the
CCPA, Cal. Civ. Code § 1798.150(a)(1), which provides:

Any consumer whose noncncrypted or nonrcdacted personal information, as

defined in [Section 1798.81.5(d){1)(A)], is subject to an unauthorized access and

exfiltration, theft, or disclosure as a result of the business’s violation of the duty to
implement and maintain reasonable sccurity procedurcs and practices appropriate

to the nature of the information to protect the personal information may institute a

civil action for [statutory or actual damages, injunctive or declaratory relief, and
any other rclict the court deems proper].
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618.  Plaintiff Clark and California Subclass Members are consumers and California
residents as defined by Cal. Civ. Code §1798.140(1).

619.  Defendants are “business[es]” as defined by Cal. Civ. Code § 1798.140(d)
because they collect and store consumers’ Private Information, including sensitive and personal
information as defined by Cal. Civ. Code § 1798.81.5(d)(1)(A), and have annual gross revenues
in excess of $25 million, Defendants collect personal information from, among other sources,
consumers who use their services to purchase consumer credit products. Detendants annually
buy, receive for their commercial purposes, sell, or share for commercial purposes, alone or in
combination, the personal information of 100,000 or more consumers, householders, or devices.

620. Detfendants had a duty to implement and maintain reasonable data security
procedures and practices to protect Plaintiff Clark’s and California Subclass Members® Private
Information. As a direct and proximate result of Defendants” violations of their duty to
implement and maintain reasonable security procedures and practices, Plaintitf Clark’s and
California Subclass Members® Private Information was subject to unauthorized access and
exftiltration, theft and/or disclosure in violation of the CCPA, Cal. Civ. Code § 1798.150.

621.  As a dircet and proximatc result of Defendants’ tailure to implement reasonable
data security procedures and practices, the Private Information of approximately 4.9 million
individuals, including Plaintiff Clark and the California Subclass, was accessed and stolen by
unauthorized third partics. The Private Information compromiscd in the Data Breach included,
without limitation, names, dates of birth, passport numbers, driver’s license numbers,
federal/state 1dentification card numbers, tax identification numbers, Social Security numbers
and/or tinancial account information, and other information such as phonc numbers, residential

addresses, and email addresses.
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622. Defendants stored and maintained Plaintift Clark’s and California Subclass
Members’ Private Information in a form that allowed criminals to access it.

623. Defendants violated the CCPA, Cal. Civ. Code § 1798.150(a), by failing to
prevent Plaintift Clark’s and California Subclass Members® Private Information from
unauthorized access and exfiltration, theft, or disclosure.

624.  As adirect and proximate result of Defendants’ unfair and deceptive business
practices, Plaintiffs and Class Members suffered ascertainable losses, including but not limited
to, a loss of privacy, the loss of the benefit of their bargain, out-of-pocket monetary losses and
expenses, the value of their time reasonable incurred o remedy or mitigate the effects of the
Data Breach, the lost value of their Private Information, the imminent and substantially increased
risk of fraud and identity theft, and the need to dedicate future expenses and time to protect
themselves against further loss.

625.  Plaintiff Clark and California Subclass Members seck relief pursuant to Cal. Civ.
Code § 1798.150(a), including inter alia, actual damages, injunctive relief, and any other relief
the Court deems proper. Plainuff Clark and the California Subclass also seek attorneys’ fees and
costs pursuant to Cal. Code Civ. Proc. § 1021.5.

626. Because Defendants are still in possession of Plaintiff Clark’s and California
Subclass Members’ Private Information, Plaintiff Clark and the California Subclass seek
injunctive or other equitable relict to ensure that Detendants implement and maintain reasonable
data security measures and practices to prevent an event like the Data Breach from occurring
again,

627.  Prior to filing their claims, Plaintitt Clark and the California Subclass provided

prior written notice of their claims to Defendants, pursuant to Cal. Civ. Code § 1798.150(b).
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