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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA

SAN JOSE DIVISION

JACQUELINE JACKSON, individually and
on behalf of all others similarly situated,

Plaintiff,
V.
LINKEDIN CORPORATION,

Defendant.

Case No. 5:24-cv-00812

CLASS ACTION COMPLAINT

DEMAND FOR JURY TRIAL
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1. This case confirms and exemplifies that one of “the world’s most valuable resources
is no longer oil, but data.”! Plaintiff Jacqueline Jackson brings this proposed class action on behalf]
of all LinkedIn members who visited the California Department of Motor Vehicles (“DMV”)
website to apply for, renew, or check the status of a disability placard. Unbeknownst to Plaintiff and
Class Members, when they visited the DMV website for this purpose, Defendant LinkedIn
(“LinkedIn”) used the LinkedIn Insight Tag (the “LinkedIn Pixel”) to unlawfully obtain their
personal disability information and to learn the contents of their communications with the DMV
about their disability, and then used that information for unlawful purposes. LinkedIn’s conduct
does not fall within any permitted purpose under the law, and it occurred without Plaintiff’s or Class
Members’ consent.

2. At no time did LinkedIn or the DMV disclose to Plaintiff or Class Members that
LinkedIn was tracking the activities of its members on the DMV website, obtaining their personal
information, or learning the contents of their communications with the DMV.

3. As alleged below, the LinkedIn Pixel has allowed LinkedIn to secretly amass
massive amounts of personal information and data about Plaintiff and Class Members and then use
that information and data to generate substantial revenue from advertising and marketing services.

4. LinkedIn’s actions and activities violate the Driver’s Privacy Protection Act, 18
U.S.C. 2721, et seq. (“DPPA”), because it has obtained personal information from a motor vehicle
driving record and used it for a purpose not permitted under the law. LinkedIn’s actions and
activities also violate the California Invasion of Privacy Act, California Penal Code § 630, ef seq.,
(“CIPA”), because it learned the contents of Plaintiff’s and Class Members’ communications with
the DMV and used them without Plaintiff’s and Class Members’ consent.

5. Plaintiff’s class action complaint seeks to recover all available remedies, including

statutory penalties, and to redress the wrongs imposed by LinkedIn on Plaintiff and Class Members.

"' The Economist, The World's Most Valuable Resource Is No Longer Oil, But Data, THE
EcoNOMIST (May 6, 2017), https://www.economist.com/leaders/2017/05/06/the-worlds-most-

valuable-resource-is-no-longer-oil-but-data.
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PARTIES

6. Plaintiff Jacqueline Jackson (“Plaintiff”) is a citizen and resident of the State of
California. Plaintiff has been a registered LinkedIn user for at least the last ten years. Plaintiff
regularly accesses LinkedIn, approximately once or twice a week. Since approximately 2009,
Plaintiff has had a disability placard issued to her by the California DMV. Plaintiff renewed her
disability placard online in 2023 through the DMV website using her Samsung Galaxy 21 phone
and, in doing so, provided the DMV with her first and last name, date of birth, disability
information, email address, and URL information about each portion of the DMV site that she
visited.

7. In January 2024, Plaintiff first discovered that LinkedIn secretly used the LinkedIn
Pixel to obtain personal information from her motor vehicle record, learn the contents of her
communications with the DMV, and use the personal information and data it obtained from her
motor vehicle driving record and communications with the DMV. This information was obtained
by the DMV after Plaintiff provided it to the DMV in connection with her disability placard
application and renewal.

8. Defendant LinkedIn Corporation (“LinkedIn”) is a Delaware Corporation. LinkedIn
is licensed to do business in California and maintains its principal place of business and corporate
headquarters at 1000 West Maude Avenue, Sunnyvale, CA 94085.

JURISDICTION, VENUE AND DIVISIONAL ASSIGNMENT

9. This Court has personal jurisdiction over LinkedIn because it has its principal place
of business in California.

10.  This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §
1331 because it arises from violations of the DPPA. This Court also has subject matter jurisdiction
under 28 U.S.C. § 1332(d)(2) because it is a class action with more than $5,000,000 in controversy
where at least one Class Member is a citizen of a state of which LinkedIn is not a citizen.

11. This Court may also exercise supplemental jurisdiction over Plaintiff’s CIPA claim
pursuant to 28 U.S.C. § 1367(a) because it is so related to the DPPA claim (within the Court’s

original jurisdiction) that it forms part of the same case or controversy under Article III of the
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United States Constitution. This case does not present novel or complex issues of state law that
predominate over claims for which this Court has original jurisdiction, and there are no

compelling reasons for declining supplemental jurisdiction over those of Plaintiff’s claims that do

not arise under the DPPA.
12.  Venue is appropriate in this Court because LinkedIn resides in this District.
13. This action is properly assigned to the San Jose Division, pursuant to N.D. Cal.

Civil Local Rule 3-2(c), (e) and the Court’s Assignment Plan (General Order No. 44), because this
action arises in Santa Clara County.
COMMON FACTUAL ALLEGATIONS

A. Background of the DPPA

14. Congress enacted the DPPA in 1994 in response to state DMVs’ practice of selling
or freely disclosing drivers’ personal information acquired through the states’ coercive power. In
addition to inherent safety risks resulting from the use of such information by criminals, the DPPA
also addressed the invasion of privacy associated with unconsented disclosure of such personal
information to direct marketers for commercial purposes. As Congressman James P. Moran, the

sponsor of the bill in the United States House of Representatives, noted:

Computers have enabled individuals, with the click of a button, to pull up a person’s
DMV record. While the immediate accessibility to such personal data makes it even
more valuable, it also makes it more important that safeguards are in place to protect
personal information. . . . the release of this information to direct marketers . . .
present[s], to some people, an invasion of privacy. If you review the way in which
people are classified by direct marketers based on DMV information you can see
why some individuals might object to their personal information being sold.?

15. The DPPA protects “personal information” and provides a civil cause of action
against anyone who “knowingly obtains, discloses, or uses personal information” from a motor
vehicle record for purposes not permitted under the law. 18 U.S.C. § 2724(a). Upon finding a
violation of the statute, a plaintiff may be awarded: (1) actual damages, but not less than liquidated
damages in the amount of $2,500; (2) punitive damages upon proof of willful or reckless disregard

of the law; (3) reasonable attorneys’ fees and other litigation costs reasonably incurred; and (4)

2 Protecting Driver Privacy: Hearing on H.R. 3365 Before the Subcomm. on Civil &
Constitutional Rights, 1994 WL 212698 (Feb. 3, 1994) (statement of Rep. Moran).
4
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such other preliminary and equitable relief as the court determines to be appropriate. 18 U.S.C. §
2724(b).

16. The DPPA defines “personal information” as “information that identifies an
individual, including an individual’s photograph, social security number, driver identification
number, name, address (but not the 5-digit zip code), telephone number, and medical or disability
information.” 18 U.S.C. § 2725(3).

17. The DPPA defines “motor vehicle record” to include “any record that pertains to a
motor vehicle operator’s permit, motor vehicle title, motor vehicle registration, or identification
card issued by a department of motor vehicles[.]” Id. at § 2725(1). A disabled parking placard
“pertains to a motor vehicle operator’s permit.”

B. Background of CIPA

18.  When CIPA was passed, the California legislature recognized “that advances in
science and technology have led to the development of new devices and techniques for the
purpose of eavesdropping upon private communications and that the invasion of privacy resulting
from the continual and increasing use of such devices and techniques has created a serious threat
to the free exercise of personal liberties and cannot be tolerated in a free and civilized society.”
Cal. Penal Code § 630.

19. Specifically, with limited exceptions, CIPA prohibits “any person” from “willfully
and without the consent of all parties to the communication ... read[ing], or attempt[ing] to read,
or to learn the contents or meaning of any message, report, or communication while the same is in
transit or passing over any wire, line, or cable, or is being sent from, or received at any place
within this state; or who uses, or attempts to use, in any manner, or for any purpose, or to
communicate in any way, any information so obtained, or who aids, agrees with, employs, or
conspires with any person or persons to unlawfully do, or permit, or cause to be done any of the
acts or things mentioned[.]” /d. at § 631(a). Section 631(a) of the Penal Code prescribes three
distinct and mutually independent patterns of conduct: intentional wiretapping, willfully

attempting to learn the contents or meaning of a communication in transit over a wire, and
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attempting to use or communicate information obtained as a result of engaging in either of the
previous two activities.

C. LinkedIn and the LinkedIn Pixel

20. The LinkedIn Platform. LinkedIn markets itself as “the world’s largest
professional network on the internet[.]”* But LinkedIn is no longer just a tool to help users “find
the right job or internship, connect and strengthen professional relationships, and learn the skills
[they] need to succeed in [their] career[.]”* LinkedIn has moved into the marketing and
advertising space, and boasts of its ability to allow potential advertisers to “[r]each 1 billion+
professionals around the world” via its Marketing Solutions services.’ Recently, LinkedIn was
projected as being responsible for “roughly 0.9 percent of the global ad revenue” which included
approximately $5.91 billion in advertising revenue in 2022.%

21.  According to LinkedIn, “[t]argeting is a foundational element of running a
successful advertising campaign — getting your targeting right leads to higher engagement, and
ultimately, higher conversion rates.”” Targeting refers to ensuring that advertisements are targeted
to, and appear in front of, the target demographic for an advertisement. To that end, LinkedIn’s
Marketing Solutions services allows potential advertisers to “[bJuild strategic campaigns”

targeting specific users.® LinkedIn’s “marketing solutions allow advertisers to select specific

3 LinkedIn, What is LinkedIn and how can I use it?, LINKEDIN.COM,
https://www.linkedin.com/help/linkedin/answer/a548441 (last visited Jan. 25, 2024).
4 See id.
3 LinkedIn, Describing LinkedIn Marketing Solutions, LINKEDIN.COM,
https://business.linkedin.com/marketing-solutions (last visited Jan. 25, 2024).
® Valentina Dencheva, LinkedIn’s advertising revenue worldwide from 2017 to 2027,
STATISTA.COM (Dec. 12, 2023), https://www.statista.com/statistics/275933/linkedins-advertising-
revenue/#:~:text=In%202022%2C%20LinkedIn%20generated%205.91,0f%20the%20global%20a
d%?20revenue.
7 LinkedIn, Research your audience, Mastering Targeting on LinkedIn, p.3, LINKEDIN.COM,
https://business.linkedin.com/content/dam/me/business/en-us/marketing-solutions/cx/2020/namer-
pdfs/linkedin-marketing-solutions-updated-targeting-playbook-2020.pdf (last visited Jan. 25,
2024).
$ LinkedIn, supra note 5.
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characteristics to help them reach their ideal audience. The ads [users] see on LinkedIn are then
targeted to provide content relevant to [the users].”’

22.  Asaresult of its activities and operation of the LinkedIn Pixel, LinkedIn is able to
make extremely personal inferences about individuals’ demographics, intent, behavior,
engagement, interests, buying decisions, and more.'°

23. The personal information and communications obtained by LinkedIn are used to
fuel various services offered via LinkedIn’s Marketing Solutions including Ad Targeting,
Lookalike Targeting, Audience Expansion, Matched Audiences, LinkedIn Audience Network, and
Meet the LinkedIn Member.!!

24.  Such information is extremely valuable to marketers and advertisers because the
inferences derived from users’ personal information and communications allows marketers and

advertisers, including healthcare providers and insurance companies, to target potential

customers. 2

? LinkedIn, LinkedIn Ads and marketing solutions, LINKEDIN.COM,
https://www .linkedin.com/help/Ims/answer/a421454#:~:text=0Our%?20marketing%20solutions%20
allow%?20advertisers,provide%20content%20relevant%20t0%20you (last visited Jan. 25, 2024).
197 inkedIn, Describing Ways to Advertise to LinkedIn’s Audience of Professionals,
LINKEDIN.COM, https://business.linkedin.com/marketing-solutions/audience (last visited Jan. 25,
2024) (“Precisely target professional audiences through demographic marketing,” “Zero in on
intent, behavior, engagement, interests and more,” and “Reach the LinkedIn audience involved in
the buying decision™).
"rd.
12 LinkedIn, Privacy Policy, LINKEDIN.COM, https://www.linkedin.com/legal/privacy-policy (last
visited Jan. 25, 2024) (““We serve you tailored ads both on and off our Services. We offer you
choices regarding personalized ads, but you cannot opt-out of seeing other ads.”); LinkedIn,
Account Targeting, LINKEDIN.COM, https://business.linkedin.com/marketing-solutions/ad-targeting
(last visited Jan. 25, 2024) (“Target your ideal customer based on traits like their job title,
company name or industry, and by professional or personal interests”); LinkedIn, Examples of
Trending and Best-in-Class Healthcare Campaigns and Content, p.6, LINKEDIN.COM,
https://business.linkedin.com/content/dam/me/business/en-us/marketing-solutions/healthcare-
microsite/resources/lkin-lms-sales-healthcare-campaigns-trending-content-Jan2023.pdf (last
visited Jan. 25, 2024) (“BD zeroed in on the end-benefit with a 30 second video introducing their
PIVO needle-free blood collection device to potential customers.”); LinkedIn, Healthcare social
media strategies for 2023, p.1, LINKEDIN.COM,
https://business.linkedin.com/content/dam/me/business/en-us/marketing-solutions/healthcare-
microsite/resources/hc-social-media-trends.pdf (last visited Jan. 25, 2024) (listing “potential
customers” as “Common audiences” for insurance sector).
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25. For example, through the use of LinkedIn’s Audience Network, marketers and
advertisers are able expand their reach and advertise on sites other than LinkedIn to “reach
millions of professionals across multiple touchpoints.”'* According to Broc Munro of Microsoft,
“[w]e gravitate towards social platforms like LinkedIn to achieve more targeted marketing
engagement. However, we know that our audiences don’t spend all their time on social media.
LinkedIn Audience Network enables us to expand our reach to trusted sites while still respecting
our audience targeting. This increases the impact of our advertising.”'*

26. In July 2022, “LinkedIn Marketing Solutions surpassed $5 billion in annual
revenue[.]”!° That figure is “expected to further grow to reach 10.35 billion U.S. dollars by
20271

27. The LinkedIn Pixel. According to LinkedIn, the LinkedIn Pixel, also called
Insight Tag or Image Pixel, is “[a] simple code snippet added to [a] website [that] can help you

optimize your campaigns, retarget your website visitors, and learn more about your audiences.”!”

1.'® LinkedIn further represents

LinkedIn emphasizes that the Pixel is “simple and easy” to instal
that the Pixel “enable[s] in-depth campaign reporting” and can “unlock valuable insights about
your website visitors.”!? This was undoubtedly true of LinkedIn’s use of the Pixel on the DMV
website—it unlocked valuable insights about the DMV’s website visitors.

28.  LinkedIn’s current iteration of the Pixel is a JavaScript-based code which allows

for installation of its Insight Tag or Image Pixel. A critical new feature allows the LinkedIn Pixel

13 Introducing LinkedIn Audience Network, https://youtu.be/sutazvLV3n8.
4 LinkedIn, LinkedIn Audience Network, LINKEDIN.COM,
https://business.linkedin.com/marketing-solutions/native-advertising/linkedin-audience-network
(last visited Jan. 25, 2024).
15 Alexandra Rynne, Now Is the Time to Make LinkedIn a Strategic Priority. Here’s Why.,
LINKEDIN.cOM (July 6, 2023), https://www.linkedin.com/business/marketing/blog/linkedin-
ads/why-you-should-be-marketing-on-linkedin-right-now.
16 Dencheva, supra note 6.
17 LinkedIn, Insight Tag, LINKEDIN.COM, https://business.linkedin.com/marketing-
solutions/insight-tag (last visited Jan. 25, 2024).
B1d
19 LinkedIn, LinkedIn Insight Tag FAQs, LinkedIn.com,
https://www .linkedin.com/help/Ims/answer/a421782/linkedin-insight-faq?lang=en-
us&intendedLocale=ms#:~:text=The%20LinkedIn%20Insight%20Tag%?20is,insights%20about%2
Oyour%20website%20visitors (last visited Feb. 9, 2024).
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to avoid privacy settings in website visitors’ browsers that block third-party cookies. LinkedIn
“recommend[s] using the JavaScript-based Insight Tag or Conversions API” because third-party
cookie settings are being deprecated across the industry. Embedding the JavaScript as a first party
cookie, rather than a third-party cookie, causes users’ browsers to treat the Pixel as though it is
offered by the website being visited, rather than by LinkedIn. Doing so, ensures that the third-
party cookie-blocking functions of modern web browsers do not prevent LinkedIn from collecting
data through its Pixel. Instead, the Pixel is shielded with the same privacy exemptions offered to
first-party cookies.

29. If, before signing into LinkedlIn, a user is browsing a website where the LinkedIn
Pixel has been embedded, an HTTP request is sent using cookies, which includes information
about the user's actions on the website (see image below). As an example, the following HTTP

request is sent by LinkedIn when a visitor accesses the DMV’s website before signing into

LinkedIn.
X  ®Headers Payload Preview Response Initiator Timing  Cookies
General
Request URL: https://pw.ads.linkedin.com/collect?v=28&fmt=js8pid = 145787 68&time= 1706051815873 8wrl=https¥%3A%2 Fl2 Fwww.dmv.ca.govit 2Fportal?e2F Bicooki
esTest=true&liSync=true
Request Method: GET
Status Code: oK

Remote Address:
Referrer Policy: in-when-cross-origin
Response Headers (14)

Request Headers

:authority: p.ads.linkedin.com
'method: GET
‘path: feollect?

v=2&fmt=js8pid=1457876&time=17060518158738wrl = https33A%2Fi2Fwww.dmv.ca.govia2Fportal3:2F&icookies Test = true8iliSync =true

scheme: https
Accept: image/avifimage/webp image/apng.image/svg+xmlimage/* ~/*q=0.8
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: li_sugr=1da2cf2b-7882-4113-ba86-f1367d0902e8; bcockie="v=28/f2b03fec-93bd-478d-810c-220f7db85ca2";
-YHgTHWZUJQZI™

lide="0=0GET00:s=Cir=Cra=0ip=Cig=319%u=1x="1:i=1706051816:
Yy nMOL3zIOMPLPg-2_M_bnPeibxM stgvsUF1A20CIgbkd

AAYD4nMOLsuukzAUDNtPzWwILFwxRE DhanvwFkO-js1BHIBIXeMUcAblenWujl2A

30.  Once the user has signed into LinkedIn (even if the user subsequently logs out), a
new HTTP request is generated containing additional cookies. These cookies include data that
differentiate users from one another and can be used to link the data collected to the user’s

LinkedIn profile (see image below).
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X  ® Headers Payload Preview Response Initiator Timing Cookies
General
Request URL: https://px.ads.linkedin.com/collect?v=28fmt=jsBipid=14378768time= 1706052440044 8url=https % 3A%2F 2 Fwww.dmv.ca.govit 2 Fportal %2 F
Request Method: GET
Status Code: @ 200 0K

Remote Address:

Referrer Policy: strict-origin-when-cross-origin
Response Headers (15)
Request Headers

:authority: pr.adslinkedin.com

method:
ipath: /collect?v=28dmt=js8ipid=14578768ctime= 1706052449044 8 url=httpse3A% 2FS2Fwww.dmv.ca.govie2 Fportal %2 F

scheme: https

image/avifimage/webp,image/apng.image/svg+xmlimage/**/":q=0.8

gzip, deflate, br

Accept-Language: en-UUS.eng=09

Cookie: li_sugr=1da2cf2b-7882-4113-ba86-f1367d0902e8; beookie="v=28f2b03fec-93bd-478d-810c-220f7db85ca2"; lang=v=2&lang=en-us;
liap=true; guid=4231d045-a5ef-4c43-b37 4249450

UserMatchHistory=AQLIXRhKXAUNSAAAAYD4pZ SuRKZIg_d 1Tel0XLoBiKAWAMo ScMN3ADKIBSCp-
Lkhtb2fZx_vRDWKIPHIAIKIgNZmDwOx0ORThXISKTT 3 2uxNzSi)6Ez Tu_Fx

i_PSnL2yD-g:
4pZBFCysIUGI4RHMsQeikH MkdluaRhvhgOXPAAW g
CyslUGI4RHMsQeiKHMkdluaRhvhgOX PAA)

"b=0B96:s=Cir=0a=0rp=Crg=3292:u=390:x="1:=1706052395:t=17061387 90w =2:sig.

THAN1GV-rzsoknyzxcrBI3PWkiTc;

31.  Asdisplayed in the above screenshot, the HTTP request about an individual who
has previously signed into LinkedIn includes requests from “lms_ads” and “lms_analytics.” Each
of these are used by LinkedIn “to identify LinkedIn Members off LinkedIn” for analytics or

advertising purposes:

Used to identify
LinkedIn
Ims_ads linkedin.com Members off 30 days LinkedIn
LinkedIn for
advertising

Used to identify
LinkedIn
Ims_analytics linkedin.com Members off 30 days LinkedIn
LinkedIn for
analytics

32. It is important to note that LinkedIn is then able to use the identifier to locate,
access, and view its members’ corresponding LinkedIn profiles.
33. A LinkedIn profile generally contains information including an individual’s first

and last name, place of work, contact information, and other personal details. Through the

20 LinkedlIn, LinkedIn Cookie Table, LINKEDIN.COM, https://www.linkedin.com/legal/l/cookie-
table (last visited Jan. 25, 2024) (““Cookies LinkedIn drops on third party sites”™).
10
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information that LinkedIn obtains from the DMV, LinkedIn is able to combine disability status
with a LinkedIn member’s profile, and then target them for advertising.

D. LinkedIn’s Use of Data Obtained Through the LinkedIn Pixel

34.  LinkedIn feeds the vast quantities of personal data obtained from the LinkedIn
Pixel into its Marketing Solutions advertising systems to identify, characterize, and categorize
users’ for targeted advertising purposes.

35.  LinkedIn’s Marketing Solutions services monetizes the collected data through the
sale of adds.?! Marketers are able to target potential customers on LinkedIn through Ad Targeting,
Lookalike Targeting, Audience Expansion, Matched Audiences, LinkedIn Audience Network, and
Meet the LinkedIn Member.*?

36.  LinkedIn boasts that its Ad Targeting service will help marketers “[r]each the right
audience” by targeting specific “matched audiences” derived from +950 million LinkedIn
members, 180 million Senior-level influencers, 63 million decision makers, and 10 million C-level
executives in the LinkedIn Audience Network.? It further states that “[I]Jookalike audiences help
you expand your Matched Audience segments by finding people with similar characteristics.”*
Similarly, LinkedIn provides that “[y]ou can use Audience Expansion to increase the reach of your

campaign by showing your ads to audiences with similar attributes to your target audience.”?

2! LinkedIn, How much do LinkedIn ads cost, LINKEDIN.COM
https://business.linkedin.com/marketing-solutions/ads/pricing?trk=Ims-36b (last visited Jan. 25,
2024).

22 LinkedIn, supra note 10 (Describing Ways to Advertise to LinkedIn’s Audience of
Professionals).

23 LinkedIn, Account Targeting, LINKEDIN.COM, https://business.linkedin.com/marketing-
solutions/ad-targeting (last visited Jan. 25, 2024).

24 LinkedIn, Targeting with LinkedIn lookalike audiences, LINKEDIN.COM,

https://www .linkedin.com/help/lms/answer/a423698/targeting-with-linkedin-lookalike-audiences-
overview?src=or-search&veh=www.google.com%7Cor-search&trk=sem-

ga campid.20065362147 asid.148056420385 crid.657161018051 kw.linkedin%?20insight%20ta
g d.c_tid.kwd-

397786907754 n.g mt.e geo.1026339&mcid=7059959449221829914&gclid=EAlalQobChMIx
OP5hP2ZgwMVe6ll AB3UPQpiEAAYASAAEgIh3vD BWwE.

25 LinkedIn, Audience Expansion, LINKEDIN.COM,
https://www.linkedin.com/help/Ims/answer/a418929?src=or-
search&veh=www.google.com%7Cor-search&trk=sem-
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37.  LinkedIn Marketing Solutions allows marketers to utilize various types of ads to
reach their target audience. These ads include Carousel Ads, Conversation Ads, Event Ads,
Follower Ads, Lead Gen Forms, Message Ads, Single Image Ads, Single Job Ads, Spotlight Ads,
Text Ads, and Video Ads.?® The type of ad format is generally based on the objective of the
marketer. For instance, Message Ads are used to “[s]end direct messages to . . . prospects to spark
immediate action and website traffic.”?’ In comparison, Text Ads are used to “[d]rive new
customers to your business[.]”?®

38.  LinkedIn also promotes testimonials from marketers that utilize its Marketing
Solutions services. For instance, one marketer emphasized that it was able to generate 150% new
customers in one month.?’ Another marketer emphasized a “30% [r]eduction in cost per lead”
attributable to LinkedIn’s ability to allow the marketer to “target exactly who we want.”>°

39. At bottom, LinkedIn uses and advertises its Pixel as a way to collect information
that will be used to create targeted advertising campaigns.

E. LinkedIn Obtains Protected Information from Motor Vehicle Records and Learns

the Contents of Communications with the DMV
40.  The DMV operates www.dmv.ca.gov, which enables users to upload and manage

their data and documents, book appointments, renew registration, and order disability placards.®!

The DMV encourages users to use its website rather than visiting one of the DMV’s physical

ga_campid.20065362147 asid.148056420385 crid.657161018051 kw.linkedin%20insight%20ta
g d.c tid.kwd-
397786907754 n.g mt.e geo.1026339&mcid=7059959449221829914&gclid=EAlalQobChMIx
OP5hP2ZgwMV6ll AB3UPQpiEAAYASAAEgIh3vD BWE (last visited Jan. 25, 2024).
26 LinkedIn, Advertising made easier, LINKEDIN.COM, https://business.linkedin.com/marketing-
solutions/success/objective-based-advertising?trk=lms-25&selectedFilter=all-objectivest#all-
objectives (last visited Jan. 25, 2024).
2 1d.
8 1d.
2 LinkedlIn, supra note 5.
3071d.
31 California Department of Motor Vehicles, Online Services, DMV.CA.GOV
https://www.dmv.ca.gov/portal/dmv-online/ (last visited Jan. 25, 2024); California Department of
Motor Vehicles, Virtual Office, DMV.CA.GOV, https://www.dmv.ca.gov/portal/dmv-virtual-office
(last visited Jan. 25, 2024).
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locations.*? In 2020, the DMV reported over 23 million online transactions, the most in DMV
history.>® In 2023, the DMV reported that 40% of the 1.6 million disability placard renewals
occurred online.**

41.  LinkedIn’s Pixel is currently embedded throughout the DMV website and is
secretly transmitting personal information from the driving records maintained by the DMV to
LinkedIn and allowing LinkedIn to learn the contents of a user’s private communications with the
DMV.

42.  LinkedIn assigns a unique numerical identifier to each LinkedIn Pixel and
maintains records associating each Pixel with the data it transmits and the website where it is
embedded.* The numerical identifier associated with the LinkedIn Pixel currently operating on

the DMV website is 1457876, as indicated below.

32 California Department of Motor Vehicles, DMV Unveils New Feature to Help Californians with
New Requirement to Renew Disabled Person Parking Placard (Dec. 14, 2022), DMV.CA.GOV,
https://www.dmv.ca.gov/portal/news-and-media/dmv-unveils-online-feature-to-help-californians-
with-new-requirement-to-renew-disabled-person-parking-placard/.
33 California Department of Motor Vehicles, Millions of Californians Taking Advantage of DMV
Services Without Visiting Office (May 3, 2021), DMV.CA.GOV,
https://www.dmv.ca.gov/portal/news-and-media/
millions-of-californians-taking-advantage-of-dmv-services-without-visiting-office/.
34 California Department of Motor Vehicles, Californians Can Still Renew Disabled Person
Parking Placards After June 30 Deadline (July 20, 2023), DMV.CA.GOV,
https://www.dmv.ca.gov/portal/news-and-media/californians-can-still-renew-disabled-person-
parking-placards-after-june-30-deadline/.
35 LinkedIn, Troubleshooting the LinkedIn Insight Tag, LINKEDIN.COM,
https://www.linkedin.com/help/Ims/answer/a425696 (last visited Jan. 25, 2024) (instructing to
“[c]onfirm that you’ve used the correct Partner ID”).
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™™ L0 ETETTEnT Consore SouTCes TETWOTE FENGIMance  WIemory aYals)l ey ge) ] Secanty, g
® @ Y Q OPreservelog [ Disable cache Nothrottling ¥ %% L &
[Iir.-:a:lir..-::u“. q O Invert [ Hide data URLs [ Hide extension URLs ANl | Doc || JS || Fetch/XHR | | S8
[ Blocked response cookies [ Blocked requests [ 3rd-party raquests
| 20000 ms 40000 ms 60000 s 80000 ms 100000 ms 120000 ms 140000 s 160000 ms
MName X  ® Headers Payload Preview FResponse Initistor Timing  Cookies
|- collectiv=28fmt=jsEipid=145.. vQuery 5tring Parameters view source view URL-encoded
0O wa/ -
v 2
fmt: js
pid: 1457876
time: 1792924961876
-1 url: https:/fwww.dmv.ca.gov,/portal/
=1
o
@
o
s
7~

43.  Accordingly, LinkedIn knows that the LinkedIn Pixel is operating on the DMV
website and knows all the information and communications exchanged between users and the
DMV.

F. LinkedIn Transfers and Obtains URL Information

44.  LinkedIn’s Pixel is embedded throughout the DMV’s website, thus allowing
LinkedIn to gather information about the various URLs that users visit within the DMV website.
Many of these URLSs reveal information, including personal and disability information, about the
website users and the contents of their communications with the DMV.

45.  Users’ searches on the California DMV website’s search bar are clearly indicated
within the URL information obtained by LinkedIn, through the “lms_ads” and “lms_analytics”
code, which LinkedIn uses to uniquely identify its members. For example, LinkedIn obtains
personal information about users and learns the contents of their communications with the DMV

when they run searches for “teens” on the DMV’s website:
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X ® Headers  Payload  Preview

Genera

Request URL:

Request Method:

Status Code:

Remote Address:

Referrer Policy:
Response Headers (15)

Request Headers

authority:
method:

ipath:

scheme:

Accept:
Accept-Encoding:
Accept-language:

Cookie:

Response  Initiator  Timing Cookies

https://px.ads.linkedin.com/collect?v=28fmt=jsBipid=14578768time=17060528501488wrl=httpsfe3A%2 F22 Fwww.dmy.ca.govit 2 Fportal%.2F 363

3Dteens

strict-origin-when-cross-arigin

pr.ads.linkedin.com

G :T

feollect?v=28fmt=jsBipid=14578768:time= 1706052850148 8wrl=https3t3A%2F2 Fuwww.dmv.ca.go portal?e2F%d
https

image/avifimage/webp,image/apng,image/svg +xml.image/* */*.g=08

gzip, deflate, br
en-US.en;q=0.9
li_sugr=1da2cf2b-7882-4113-bal6-f1367d0902e8; beookie="v=28f2b03fec-93bd-478d-810c-220{7db85cal"; lang=v=28&lang=en-us;
liap=true; _guid=4231d045-a5ef-4c43-b37e-b005a424945h;
UserMatchHistory=AQLIXRhKXAUNSAAALY04pZ SURKZIg_d 1Tel0X Lo BiKAWAmMa ScN3ADKIBS Co-
Lkhtb2fZx_vRDWEIPHIAIKIgNZmDwCx0RThXIBKTT32uxNzSUBEzTu_FxVtoUHj1jwh7tTr3yCgUCBYMn3bhDNRbXX55Gzc 5 8szPYMd OWieybjeGSk
mklModLKgxMNNib7mUdhCFNAAZUHBKpmoAZVAPNXdXEKOPIBHsWxRcPjKly_EQOhiWFabGIDFZgWtGgehplikvCWS U WowytMOriU1)fn5Y
1148PoBunODwQ30p6YLBISgqKkw)SZhWhk2Ce580zU; AnalyticsSyncHistory=AQLaM2QV-
KAAAAY DL pZ 5uBGdn 1VgCUKIEDBzbXLStmVAPS1OcXIM]YkAnMGKSpIhFTh3fgHW_PSnL2yD-g;
RgS1fctfAAAAY 04pZ8FCysIUGI4RHMsQeikHMkdluaRhvhg OXPAAWUgI0VZVZKSTHANTGV-rzsoknyzxerBI3PWKITe;
AQHoCRgS 1fctfAAAAY 04pZ BFCysIUGE4RHMsQeiKH MkdluaRhvhgOX PAAWU glOV2VZKSTHAN 1 GV-rzsoknyzec rBI3PWKI T

3 g=AQH3EPZUOTIFrWGspEGpvdPdbREqc5tG"

Ug5

46. Similarly, information is obtained by LinkedIn if a user searches for “disabled

drivers” on the California DMV’s website:

X  ® Headers Payload Preview

General

Request URL:

Request Methad:
Status Code:
Remate Address:

Referrer Policy:

Response Headers (15)
Request Headers
:authornty:
:method:
‘path:

scheme:

Accept:
Accept-Encoding:
Accept-Language:

Cookie:

Response  Initiator  Timing  Cookies

https://px.ads.linkedin.com/collectfv=28fmt=js&pid= 1457876 &¢time= 170605330262 568 url = hitps a3 A%2 P2 Fwww.dmv.ca.govic2Fportal?62F3%3

3Ddisabled%2Bdrivers

1

strict-origin-when-cross-origin

3.10742.14:443

pradslinkedincom

GET

fcollect?
v=28fmt=js8pid=14578768time=17060530262568url=htt
https

image/avifimage/webp,image/apng image/svg+xmlimage/

#o3Fs¥3Ddisabled%2Bdrivers

AT ww.dmv.ca.govih2Fport

**"q=0.8

gzip, deflate, br

en-USs,eng=0.9

li_sugr=1da2cf2b-7882-4113-baB6-f1367d0902e8; beookie="v=28&2b03fec-93bd-478d-810c-e20f7dbE5ca2"; lang=v=28&lang=en-us;
liap=true; _guid=4231d045-a5ef-4c43-b37e-b005a424345k;

UserMatchHistory=AQLIXRhKXAUNSAAAAYD4p7 SuRKZIg_d 1Tel0XLoBiKAWAmMa5cN3ACKIBS Cp-

Lkhtb2fZx_wRDWEKIPHIAIKIgMZ m DwCQyx0RThXISKTT3 2uxMz5U8Ez Tu_FxVioUH) 1 jwh7tTr3yO0gUCqBVMnSbhDNRbXX5sGzc585zPYMdOWiybjeGSk
mkiMedLKgxNMNibTmUdhCFNAAZUHBKpmoAZVAPNXAXEKOPIBHsWxRcPjK)y_EQOhiWFabGIDFZgWtfGgehp 1ikvCWSU K WowytMOri U1 HnSY

SnL2yD-g;
o CRgS1fctfAAAAY 04pZ8FCysIUGI4RHM=QeikH MidiuaRhvhg OXPAAWU gIOVZVZKSTHANTGY -rzsoknyzxerBJ3PWEIT
AQHoCRgSTfctfAAANYD4pZ8FCysIUG24RHMs Gl KH MkdluaRhvhg OXPAAWUGIOVZVIKSTHANTGY-rzsoknyzxcrBl3
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47.  Users’ activity within specific sections on the website are also obtained by

LinkedIn. For instance, LinkedIn obtains information when users take a driving self-assessment

X  ® Headers Payload Preview
General

Request URL:

Request Methad:
Status Code:
Remaote Address:

Referrer Policy:
Response Headers (14)
Request Headers

authority:

methed:

:path:

scheme:

Accept:
Accept-Encoding:
Accept-Language:

Cookie:

Response  Initistor  Timing  Cookies

https://pr.ads.linkedin.com/collectfv=28fmt=js8ipid=14578768ttime= 1706053338133 &url=https3A%2 FH2Fwww.dmy.ca.govit
er-skills-self-assessment-questionnair F

GET

@ 200 OK

13.107.42.74443

strict-origin-when-cross-ongin

pr.ads.linkedin.com

GET

Fportal%2Fdriv

Jeollectfy=281mt=js&pid=14378768&1time=17060533381338wrl=httpsi: 3A% 2F%2 Fwww.dmv.ca.govit2Fportal®e2 Fdriver-skills-self-

agsessment-guestionnaireZa2F

https

image/avifimage/webp,image/apng.image/svg =xmlimage/* /" q=08

gzip, deflate, br

en-US en;q=0.9

li_sugr=1da2cf2b-7882-4113-baB6-f1367d0902e8; beookie="v=28:f2b03fec-93bd-478d-810c-e20f7db85ca"; lang=v=28&lang=en-us;
liap=true; _guid=4231d045-a5ef-4c43-b3Te-b005a4e4945h;

UserMatchHistory=AQLIXRhKXAUNSAAAAY04pT SuRKTg_d 1Tel0X Lo BiKAWAmMoScN3AOKIBSCp-
Lkhtb2fZx_vRDWIIPHIAIKIgNZmDwQxORThXISKTT3 2uxNzSU6EzTu_FxVtoUH) 1jwh7tTr3yOgUCqBVMnSbhDNREXX55GzcS8szPYMd OWaybjeGSk
mklMedLKgxMNib7mUdhCFNAAZUHBKpmoAZVAPNXdXEKOP)8Hs WxRcPJK)y_EQOhIWFabGIDFZgWHTGgchp 1ikvCW U Ky WowytMOrTU 1 fn3Y
JJ48PoBunODwQ30p6YLBISgqKkw/SZhWhk2Cc580zU; AnalyticsSyncHistory=AQLaM2QV-

Ug3kAAAAYD4p75u8Gdn Ve TUKIEDBzbXLStmVAPS 10 XIM)YkANMG KSpIhFTh3fgHW_PSnL2yD-g;

CRgS 1 fetfAAALY 04p Z8FCysIUGI4RHMsQeikHMEdiuaRhvhg OXPAAWUGIOVIVZKSTHANTGY -rzsoknyzecrBI3PWkI T
HoCRgS1ctfAAAAY 04p7 BFCysIUGI4RHMsQeikKHMkdlua Rhvhg OXPAAWU glOV2VZKSTHAN1GY-rzsoknyzxcrBI3PWiT e
GST00:s=0: p=Crg=319%u=1x="1:i=1706053 sig=AQFsx1d15G5grKTCpQohUMrSGtSnS03f

48.  LinkedIn also obtains information when users acquire information regarding

disabilities:

X ® Headers  Payload  Preview
Genera

Request URL:

Request Methad:
Status Code:
Remote Address:

Referrer Policy:

Response Headers (14)
Request Headers
authority:
'method:

ipath:

scheme:

Accept:
Accept-Encoding:
Accept-Language:

Cookie:

Response  Initiator  Timing

https://px.ads.linkedin.com/collect?v=28fmt=js8pid=1457876&time=17060539684 118 wrl=hitpsie3ATe2 FR2Feww.dmy.ca.gov’:
er-education-and-safety%2Fspecial-interest-driver-guides#2Fpeople-with-disabilities%2F

GET

@ 200 OK

13.107.42.14:443

strict-origin-when-cross-orngin

pr.ads.linkedin.com

GET
fcollect?v=28fmt=js8ipid=14578768time= 1706053968411 8url =https?3A%2F%2 Feww.dmv.ca.gov portal®2Fdriver-education-and-
safety3t2Fspecial-interest-driver-guides%2Fpeople-with-disabilities¥:2F

https

image/avifimage/webp,image/apng,image/svg=xml,image/™,*/*q=08

gzip, deflate, br

en-Us.enq=0.9

li_sugr=1da2cf2b-7882-4113-ball6-F1367d0902e8; beookie="v=2&§2b03fec-93bd-478d-810c-220f7db85ca2"; lang=v=28&lang=en-us;
liap=true; guid=4231d045-35ef-4cd3-b27e-b005a42484 5k,

UseriatchHistory=AQLIXRhKXAUNSAAAAYOLpZ SURKZIg_d 1Tel0XLoBiKAWAmMoIcN3ACHIASCp-

Fportal%2Fdrivi

Lihtb2fZx_vRDWKIPHIAIKIgNZ mDwQx0RThXIBKTT32uxNzSi6Ez Tu_FxVtoUHj1jwh7Tr3yOgUCqBVMnSbhDMRbXX55Gzc58szPY Md OWiybjeGSk

mkiMedLKgxNNib7mUdhCFNAAZUHBKpmoAZVAPNXdXBKOPIBHsWxRcPJK ly
1148PoBunODwQ30p6YLBISgqKkwSZhWhk2Cc580zU; AnalyticsSyncHistory=AQLaM2QV-
UgSkAAAAYD4pZ5u8Gdn1VgCUtEDEzbXLStmVAPET OcXIMYRANMGKS plhFTh3fgHW_PSnL2yD-g;

oCRgS 1fctfAAAAY 04pZEFCysIUGI4RHM:QeikHMkdluaRhvhg OXPAAWUGIOV2VZKSTHANT GV-rzsoknyzxcrBI3PWkiTC;
L:.E«QF o RgS1fctfAAAAY04pZ8F CysIUGS4RHMsQeiKH MkdluaRhvhgOX PAAWU gl0V2VZKSTHAN 1GV- rzsoknyzxcrBI3PWkiTe;
lide="b=0G5T00:s=Crr=0:a=0:p=0:g=319%u="1:x="1:i=1706053067:t=170614036T:v=2:5ig = AQGE TWulCYvBKY Tq6iQtPHhzOLAuhgd"

EQOhiWFabGIDFZgWHfGgchplikvCWS U Kn/WowytMOr1U1fn3Y
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G. LinkedIn Transfers and Obtains Personal Information Including Disability
Information
49.  LinkedIn also uses LinkedIn Pixel to obtain information from and about
individuals’ application for disability placards. Upon entering the California DMV’s homepage,
users can select “Vehicle Registration” to view the drop-down option of “Disabled Person Parking

Placards and Plates.”

0 0 0 o CEEENEN

Driver’s License & ID Cards ~ Vehicle Industry Services Driver Education & Safety + Appeintments Locations

GO PAPERLESS!

Opt-in for paperless notices for your driver’s license, ID card, or vehicle registration.

GO PAPERLESS

Skip the Visit. Use Our New Service Advisor!

o registration o driver’s license o replacement litle « address change « more!

Visit Service Advisor

om0 0— 0 CREENN

Vehicle Registration ~ Driver's License & ID Cards + Vehicle Industry Services Driver Education & Safety « Appointments Locations
RENEW Processing Times Title Transfers Qlli(.'k Linkﬁ
New Registration Change My Name/Address Notice of Transfer and Release of
Liability

Special Interest and Personalized
Check Registration Status - NEW! Registration Card Replacement LiF::ense Plates Orders

Calculate My Fees Need plates? Our online ordering system
License Plates, Decals, and Placards Vehicle Record makes it eazy.
Pay $14 Suspension Fee

Disabled Person Parking Placards an Smog Inspections
Plates

Paperless Notices
GO GREEN! Sign up for Paperiess Renewal
Notices.
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LinkedIn’s Pixel sends URL information to LinkedIn revealing that such an action

has been taken:

General

Request URL:

Request Method:
Status Code:
Remote Address:

Referrer Policy:

:authority:
:method:

:path:
ischeme:
Accept:

Accept-Encoding:

Cookie:

X ® Headers

Request Headers

Accept-Language:

Payload

Response Headers (14)

Preview

Response

Initistor ~ Timing  Cookies

https://pr.ads.linkedin.com/collect?v=2&fmt=js&pid=14578768&time= 1706054164984 8wrl =httpsi3A%2 FH2Peww.dmv.ca.govitd Fportal%2Fveh
GET

® 200 0K

13.107.42.14:443

strict-origin-when-cross-origin

prads.linkedin.cem
T

fcollect?v=28mt=jsBipid=14578768itime= 1706054164984 &url=https i 3A%2F%2 Fuww.dmv.ca.govic2Fportal® 2 Fvehicle

lacards-and-platesiclF

https

image/avifimage/webp.image/apng,image/svg+xmlimage/* */*:q=0.8

gzip, deflate, br
en-US en;q=0.9
li_sugr="1da2cf2b-7882-4113-baB6-f1367d0902e8; beookie="v=28f2b03fec-93bd-478d-810c-e20f7db85ca2"; lang=v=2&lang=en-us;
liap=true; _guid=4237d045-a5ef-4c43-b3Te-b005a4e4945h;

UserMatchHistory=AQLIXRhKXAUNSAALAY04pZ SURKZIg_d 1Tel0X Lo BiKAWAMoScNIAOKIEE Cp-

Lkhtb2fZx_vRDWEKIPHIAIKIgNZm DwQxORThXIBKTT32uxMNzSi)6EzTu_FxVtoUH|1jwh7tTr3yOgUCqBYMnSbhDNRbXX55Gzc58szPYMdOWaxybjeGSk
mklModLKgxNNib7mUdhCFNAAZUHBKpmoAZV4PNXdXOKOPIEHsWxRCPIK ly_EQOhiWFabGIDFZgWifGgchplikvCWIU K/ WowytMOr1U1 Jin3Y
148PoBunCDw(Q30p6YLRISgqKlkw) SThWhk2Cc580zU; AnalyticsSyncHistory=ACQLaM2
UgSkAAAAYO4pZ 5uBGdn Vg CUKIEDBzbXLStmVARET1 O XIM]YkANMGKSpIhFTh3fgHW

-

Snl2yD-g;

Ims_ads=AQHoCRgS1fctfAAAAY 04pZ 8FCysIUGI4RHM:QeikHMkdluaRhvhgOXPAAWUGIOVZVIKSTHANT GV-rzsoknyzxcrBI3PWki T c;

Ims_analyticsEAQHoCRgS 1HetfAAAAY04pZ8FCy sl UGO4RHMsQeikH MkdluaRhvhgOX PAAWUGIOVIVZKSTHAN1GY-rzsoknyzxcrBI 2PWkiTc;

lide="b=0G5T00:s=Cer=0:a=0p=0:g=319%u=1x=1:i=17060541551=1706140555:v=2:5ig=AQHbH1h7HoyYnDu5t5d-ibux)mHdegm"

51.

Users can then click a link to submit a disabled person placard (“DPP”) application,

and proceed by clicking the “Start Application” button.

Home Vehiole Rag

stration

Disabled Placards And Plates

DISABLED
PLACARDS AND
PLATES

I need to...

Apply for a Disabled Person
Placard (DPP)

Select this option to apply for an original:
¥ Permanent DPP or

Renew my permanent DPP
Select this option if you want to renew your

permanent DPP.

¥ Temporary DPP or
¥ Travel DPP

DPP Application — DPP Renewal —
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Harre DA

DISABLED PERSON
PARKING PLACARD
APPLICATION

tual Office Dizabled Person Parking Placard Application

Request an original Disabled Person Parking
Placard

Start Application B C 1‘0 re yo u l) e gil]

Complete an Application for Disabled

52. LinkedIn obtains URLs including information regarding each of these steps in the

DPP application process, thereby revealing an individual’s disability information.

X  ® Headers Payload Preview Response |Initiator Timing  Cookies
General
Request URL: https://pr.adslinkedin.com/collect?v=28fmt=js&pid=14578768time= 1706054771771 8wl = https%3A%2F22 Puww.dmv.ca.govis2Fportal%a2Fdm
w-virtual-office%2Fdpp-application3:2F
Request Method: GET
Status Code: @ 200 0K
Remote Address: 131074214443
Referrer Palicy: strict-origin-when-cross-origin
Response Headers (15)
Request Headers
authority: pradslinksdincam
method: GET
‘path: fcollect?v=2&fmt=jsBipid=14578768&time= 1706034 T1&url=https¥3A%2 F%2 Fvww.dmv.ca.govit2 Fportal %2 Fdmv-virtual-office %2 Fdpp-
application¥2F
scheme: https
Accept: image/avifimage/webp,image/apng.image/svg+xmlimage™ /" q=08
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=09
Cookie: li_sugr=1daZcf2b-7882-4113-ba86-f1367d0902e8; beookie="v=2&f2b03fec-93bd-478d-810c-220f7db85ca2"; lang=v=28&lang=en-us;

liap=true; _guid=4231d045-a5ef-4c43-b37e-b0052424945h;
UserMatchHistorny=AQLIXRhKXAUNSAALAYDA p7 SURKZlg_d1Tel0XLoBiKAWAmMo ScN3ACKIES Cp-
Likhtb2fZx_vRDWKIPHIAIKIgNZmDwQxORThXIBKTT3 2uxMzSi6EzTu_FxVioUHj1 tTr3yOgUCqBYMn5bhDNRbXX35GzcS8szPYMd OWaybjeGSk
mklModLKaxMNNib7mUdhCFNAAZUHEKpmoAZVAPNXdX6KOPIBHsWxRcPjKly_EQOhiWFabGIDFZgWifiGgehplikv CWSU Ky WowytMOr1U1 HinSY
1148PoBunODwQ30pEYLBISgqKkw)SZThWhk2Ce580zU; AnalyticsSyncHistony=AQLaM2QV-

UgSkAAAAYD4pZ5u8Gdn1VgCUKEDEZbXLStm VAP 10 XIMYkAnMGkSplIhFTh3fgHW_PSnL2y D-g;
Ims_ads=AQHeCRgSTfctfAAAAY04pZ8FCys|UGI4RHM=QeikHMkdluz Rhvhg OXPAAWUgIOVZVZKSTHANT GV-rzsoknyzxcrBJ2PWkiTe;
Ims_analyticsgAQHoCRgS TfctfAAALY 04pZEFCysIUG4RHM:QeikH MidluaRhvhgOXPAAWUIOVZVEIKSTHANIG
'b=0B896:5=0:r=0:a=0ip=0g=3292:u=390:x=1:i=1706054667:t=1706138790:v=2:5ig=AQHRTW33PTx 1Wp7

rzsoknyzxcrBI3PWKITC
2lLoSkAzRz1N-x26a"
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X ® Headers  Payload
General

Request URL:

Request Method:

Status Code:

Remote Address:

Referrer Policy:
Response Headers (15)
Request Headers

:authority:

imethod:

:path:

scheme:

Accept
Accept-Encoding:
Accept-Language:

Cogkie:

Response  Initiator  Timing  Cookies

https://px.ads.linkedin.com/callect?v=28fmt=js8pid=1457876&time= 1706054855802 8wrl=httpsH3A%2 F%2 Ferww.dmv.ca.govit2Fportal %2 Fdm
v-virtual-office%:2Fdpp-application?
GET

@ 200 0K

13.107.42.14:443

strict-origin-when-cross-origin

Fdpp-application-form%2F

pr.adslinkedincom

i
| lect?v=28fmt=jsBpid= 1457876 &time= 1706054855802 &url=https3a3A3:2F%2 Fuww.dmv.ca.govis

application?%2Fdpp-application-form%:2F

portal®2Fdmy-virtual-office%2Fdpp-

https

image/avifimage/webp image/apng,image/svg+xmlimage/™ ~/™q=0.8

gzip, deflate, br

en-US.eng=0.9

li_sugr=1dacf2b-7882-4113-baB6-f1367d0002e8; beookie="v=28f2b03fec-03bd-478d-810c-220{7db85ca2"; lang=
liap=true; _guid=4231d045-a5ef-4c43-b37e-b005a42494 5k,

UserMatchHistory=AQLSXRhKXAUNSAAAAYD4pZ SuRKZ]g_d 1Tel0XLoBiKAWAMoScN3ACXIBS Cp-
Lkhtb2fZx_vRDWKIPHIAIKIgMNZmDwQxORThXIBKTT 3 2uxNzSU6E2Tu_FxVtaUHj1jwhT7tTrIyOgUCqBVMn5bhDNRbXX55Gzc5 8szPYMd OWxybjeGSk
mkliModLKgxNMNib7mUdhCFNAAZUHBK pmoAZVAPNXdXEKOPIBHSWxRPjK)y_EQOniWFabGIDFZgWiffGgehpTikvCW3 UKy WowytMOriU 1 Jfn3Y
1148PoBunODwQ30p6YLBISggKkw)SZhWhk2Cc580zU; AnalyticsSyncHistory=AQLaM2QV-

Ug5kAAAAY04p7 5ulGdn Vg CUMKEDBzbXLStm VAPE 1O XIMjYkAnMG kS plhFTh3fgHY
Ims_ads=AQHpCRgS1fctfAAAAY DApZE8FCysIUGI4RHM:QeikH Mkdlua Rhvhg OXPAAWUgIOVZVZKS THANT GV - rzsoknyzxcrBI2PWkIT¢;
Ims_analyticsJAQHoCRgS 1 fctfAAAAY 04 pZEFCysIUGR4RHM s QeikHMkdluaRhvhg OXPAAWU g 10V2ZVZKSTHAN 1GV-rzsoknyzxcrBI3PWkiTe
lide="b=0B%6:s=0ir=Cra=0p=0g=3292:u=390:x= 1= 170605477 3:t= 1706138790 = 2:5ig =AQES-n L5 GEKgwOhd MxnNgnvOT4 D Gyddt"

2&lang=en-us;

53. In order to complete the process and submit the application, users must input their

personal information into a succession of online forms.
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Vehicle Registration v Driver's License & ID Cards v Vehicle Industry Services v Driver Education & Safety + Appointments Locations

sed Perzan Pariing Placerd

DISABLED PERSON
PARKING PLACARD
APPLICATION FORM

il Submit

Applicant Information

eone else, enter the applicant’s name and add ress below a5 it appears on their placard identification card. Any auto generatad

Vehicle Registration w Drivers Licenss & ID Cards « Vehicle Industry Services w Driver Education & Safety v Appointments Locations

Disabied Person Farking Flacard Appllcation Fom

DISABLED PERSON
PARKING PLACARD
APPLICATION FORM

Disabled Person Parking Placard Application

-]
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54. Similar information is collected from individuals who are renewing DPPs,
including, at a minimum, first and last name, and date of birth.

55.  After submitting the form, the user receives an e-mail from the DMV regarding the
DPP application. In order to review their application, users can click the “Status Checker” button.
After clicking the button, users are prompted to enter the “case number” and “email address”

associated with their application:

For any document in "incomplete” or "missing" status above, please make the nec

you reply, it 13 important that vou keep the same email subject line to ensure your infod
If vou are attaching a file to this email. pleaze note the followimng:

* Files should be either PDF or image file type
= File size should be 10MB or less

* Files cannot be password protected

You can check on your case status at any time by clicking Status Checker.

Sincerely,

California Department of Motor Vehicles

ref. 00Dt0Gyxg. 5008ySwSwR ref

CASE STATUS

Use this service to get status of a previous Virtual Office request using a case number (where do | find it?) and an email ID

Pleaze enter the case number: 25880441

Please enter the email address used to file the case: _@gmail.com
Check Status

56. Users are then redirected to the DMV website, and LinkedIn obtains a URL with

users’ email addresses directly from the DMV’s website:
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X @ Headers Payload Preview Response |Initistor Timing  Cookies
General
Request URL: https://px.ads.linkedin.com/collect?v=28&fmt=jsBpid=1453787 6&time= 1700035859202 &wrl=https o2 F2Fwww.dmv.ca.govit2Fportal%2Fdm

w-virtual-office%2Fcase-status%2F%3Fen 33025880441 % 26email % 3 Dlinkedin.litigation test.email %:40gmail.com
Request Method: GET
Status Code: @ 200 CK
Remote Address: 13,10

Referrer Policy: strict-origin-when-cross-origin

Response Headers (14)

Request Headers

:authority: px.ads.linkedin.com
:method:
:path: ww.dmv.ca.govis2 Fportal%2Fdmy-virtual-office %2 Fease]
-
ischeme: https
image/avifimage/webp,image/apng.image/svg+xmlimage/*,*/*,g=08

gzip, deflate, br

Accept-Language: en-US en:q=0.0

Cookie: 7 beookie="v=2&f2b
945k: Analy

10cJXIM]YkAn

2Qc_nnXITNIRtY
AMHiFt_pstg-8F
s=0rr=0:a=0p=0rg=3199:

57. As is clear from the foregoing images, using the LinkedIn Pixel, LinkedIn permits
the DMV to transmit users’ email addresses, disability placard information, and other identifying
information about users’ activity on the DMV website. LinkedlIn is also learning the contents of
communications between website users and the DMV. This enables advertisers to target users with
relevant content or advertisement using the personal information and data that LinkedIn harvested
from the driving records maintained by the DMV and from the contents of website users’
communications with the DMV.

58. Moreover, such personal information was obtained “knowingly” under the DPPA
because LinkedIn knows that information and communication exchanged between users and the
DMV are transmitted to LinkedIn by the Pixel specifically assigned to the DMV’s website. For the
same reasons, the information was obtained “intentionally” under CIPA.

59. LinkedIn obtains users’ personal information including, but not limited to,
disability information, from the motor vehicle record and learns of the contents of the

communications between users and the DMV.
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H. LinkedIn Does Not Obtain Data from the DMV For An Authorized Purpose and
Does Not Obtain User Consent

60. By using the LinkedIn Pixel, LinkedIn obtains personal information including, but
not limited to, disability information from individuals’ motor vehicle records and, also, learns of
the contents of their communications with the DMV.

61.  Plaintiff and Class Members did not authorize LinkedIn to obtain their personal
information or learn the contents of their communications with the DMV for any purposes, let
alone for marketing and advertising.

62.  LinkedIn’s Privacy Policy states in pertinent part that “LinkedIn’s mission is to
connect the world’s professionals to allow them to be more productive and successful. Central to
this mission is our commitment to be transparent about the data we collect about you, how it is
used and with whom it is shared.”3® However, nowhere does LinkedIn disclose that it collects
personal information or disability information from the DMV website through its use of the
LinkedIn Pixel, or that it uses the LinkedIn Pixel to surveil and learn the contents of
communications between users and the DMV. Similarly, LinkedIn falsely represents to users that
it has “lawful bases to collect, use and share data about you.”>’

63.  LinkedIn’s acquisition and use of the personal information are impermissible. The
DPPA does not permit anyone to acquire or use personal or highly restricted personal information
for marketing or advertising.

64.  As LinkedIn has its principal place of business in California, on information and
belief, decisions about its LinkedIn Pixel, including, but not limited to, designing, marketing,
advertising, promotional activities, and literature about its LinkedIn Pixel, User Agreement with a
California choice of law provision, and other policies, were coordinated at, emanated from, and
were developed, conceived, approved and otherwise controlled, at its California headquarters, and

that all critical decisions regarding its LinkedIn Pixel, were made in California and via LinkedIn’s

36 LinkedIn, Privacy Policy, LINKEDIN.COM, https://www linkedin.com/legal/privacy-policy (last
visited Jan. 25, 2024) (“’Your Privacy Matters™).
37 Id. (“Lawful Bases for Processing”).
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California-based executives and leadership personnel. Many of LinkedIn’s executives and
leadership personnel—including its Senior Vice President and Head of Engineering, Senior Vice
President and Chief Product Officer, Senior Vice President and General Counsel, Senior Vice
President and Chief Marketing and Communications Officer, and Chief Executive Officer—are
located in California. Thus, LinkedIn's scheme to obtain users' data, to learn the contents of their
communications with the DMV, and to use what was obtained and learned for unlawful purposes
via its LinkedIn Pixel as alleged herein was designed, conceived, reviewed, approved and
otherwise controlled and effectuated from LinkedIn’s global headquarters and principal place of
business in California.

65.  Neither LinkedIn nor the DMV received written consent from Plaintiff and Class
Members to allow LinkedIn to obtain personal information or to learn the contents of their
communications with the DMV. The DMV’s website specifically advises users that “[i]t is the
policy of the DMV to limit the collection of personal information and to safeguard the privacy of
personal information collected or maintained by DMV.”3

66. That Plaintiff and Class Members would not have consented to LinkedIn obtaining
their personal information or learning the contents of their communications with the DMV is not
surprising. Plaintiff and Class Members have a reasonable expectation of privacy in the data
LinkedIn collected.

67.  Several studies examining the collection and disclosure of personal data have
concluded such collection is a violation of privacy expectations that have been established as
general social norms.

68.  Privacy polls and studies are nearly uniform in showing that the overwhelming
majority of Americans consider one of the most important privacy rights to be the need for an

individual’s affirmative consent before data is collected and shared.

38 California Department of Motor Vehicles, Privacy and Security, DMV.CA.GOV,
https://www.dmv.ca.gov/portal/privacy-and-security/ (last visited Jan. 25, 2024).
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69.  For example, a recent study by Consumer Reports confirmed Americans’ shrinking
confidence that their “online information is private and secure.”** Consumers across political party
lines—92% of Americans—confirmed their belief that internet companies and websites should be
required to obtain consent before selling or sharing their data with other companies.*’ The same
percentage believe internet companies and websites should be required to provide consumers with
a complete list of the data collected about them.

70.  According to a study by Pew Research Center, a majority of Americans—roughly
six in ten U.S. adults—say that they do not think it is possible to go through daily life without
having data collected about them by companies.*! However, the holding of this belief has not
eroded people’s expectation that their data remain private. Approximately 79% of Americans
report being concerned about the way their data is being used by companies.*?

71.  LinkedIn surreptitiously obtained and used Plaintiff’s and Class Members’ personal
information without a permissible purpose. Additionally, LinkedIn surreptitiously learned the
contents of Plaintiff’s and Class Members’ communications with the DMV and used that
information, all without Plaintiff’s or Class Members’ consent and in violation of their reasonable
expectations of privacy.

TOLLING, CONCEALMENT, AND ESTOPPEL
72.  Plaintiff incorporates and realleges the foregoing factual allegations by reference.
73. Plaintiff did not know, and could not have known, when she accessed the DMV’s

website for the purpose of renewing her disability placard that a LinkedIn Pixel was installed on

39 Consumer Reports, Consumers Less Confident About Healthcare, Data Privacy, and Car
Safety, New Survey Finds, CONSUMER REPORTS (May 11, 2017),
https://www.consumerreports.org/consumer-reports/consumers-less-confident-about-healthcare-
data-privacy-and-car-safety-a3980496907/.
0 1d.
41 pew Research Center, Americans and Privacy: Concerned, Confused, and Feeling Lack of
Control Over Their Personal Information (“Americans and Privacy’), PEW RESEARCH CENTER,
(Nov. 15, 2019), https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-
concerned-confused-and-feeling-lack-of-control-over-their-personal-information/.
1.
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the DMV’s website and was obtaining her personal information and learning the contents of her

communications with the DMV.

74. Plaintiff did not have the means to discover LinkedIn’s unlawful conduct until
January 2024.
75.  Plaintiff could not have discovered, through the exercise of reasonable diligence,

the full scope of LinkedIn’s unlawful conduct. LinkedIn designed the LinkedIn Pixel to
seamlessly operate on websites, to collect personal information and to learn the contents of
communications with the DMV. LinkedIn designed the Pixel to operate so as to be undetectable
during the ordinary use of a website. Simultaneously, LinkedIn failed to disclose to Plaintiff or
Class Members that a LinkedIn Pixel was installed on the DMV website, or that it was obtaining
personal information and learning the contents of users’ communications with the DMV.

76.  All applicable statutes of limitations have been tolled by operation of the delayed
discovery rule.

77.  LinkedIn affirmatively hid its true actions and knowingly permitted the DMV to
make statements that were misleading and concealed the true nature of LinkedIn’s conduct and
operation. The circumstances of LinkedIn’s conduct on, and with respect to, the DMV website
would lead a reasonable user to believe that LinkedIn was not collecting and obtaining personal
information or learning the contents of communications with the DMV.

78.  Plaintiff was ignorant of the information essential to pursue her claims, without any
fault or lack of diligence on her own part.

79.  LinkedIn was under a duty to disclose its conduct, and the character, quality and
nature of its activities with the LinkedIn Pixel and the DMV website to Plaintiff and Class
Members. LinkedIn had superior knowledge regarding the LinkedIn Pixel and its function on the
DMV website, made partial representations in its Privacy Policy and Cookie Policy regarding its
use of pixels, and actively concealed the true nature of the LinkedIn Pixel and its function on the
DMV website.

80. Therefore, all applicable statutes of limitations have also been tolled by LinkedIn’s

knowing and active fraudulent concealment.
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CLASS ACTION ALLEGATIONS

81.  Plaintiff brings this action, pursuant to Federal Rule of Civil Procedure 23,
individually and on behalf all LinkedIn members who visited the California Department of Motor
Vehicles (“DMV”) website to apply for, renew, or check the status of a disability placard (the
“Class”). Each LinkedIn member in the Class is a “Class Member.”

82.  Excluded from the Class are: (1) any Judge or Magistrate presiding over this action
and any members of their immediate families; (2) LinkedlIn, its subsidiaries, affiliates, parents,
successors, predecessors, and any entity in which LinkedIn or its parents have a controlling
interest and their current or former employees, officers, and directors; and (3) Plaintiff’s counsel
and Defendant’s counsel.

83.  Numerosity: The exact number of Class Members is unknown and unavailable to
Plaintiff at this time. Based on the number of online transactions reported by the DMV, Plaintiff
believes that the Class includes millions of individuals.

84.  Predominant Common Questions: The claims asserted by Plaintiff and Class
Members present common questions of law and fact, and those questions predominate over any
questions that may affect individual Class Members. Common questions applicable to the Class
include, but are not limited to, the following:

a. Whether LinkedIn’s conduct violates the Driver’s Privacy Protection Act, 18

U.S.C. §§ 2721, et seq.;

b. Whether LinkedIn obtained Plaintiff’s and Class Members’ personal information
from the DMV website;

c. Whether LinkedIn obtained personal information from a “motor vehicle record;”

d. Whether LinkedIn obtained personal information and used it for an “improper
purpose;”

€. Whether LinkedIn knowingly obtained personal information;

f. Whether LinkedIn’s conduct violates the California Invasion of Privacy Act, Cal.

Penal Code § 630, et seq.;
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g. Whether LinkedIn learned the contents of Plaintiff’s and Class Members’

communications with the DMV and

h. Whether LinkedIn used the information it learned from the contents of Plaintiff’s

and Class Members’ communications with the DMV.

85. Typicality: Plaintiff’s claims are typical of the claims of other members of the
Class. The claims of Plaintiff and Class Members arise from the same conduct by LinkedIn and
are based on the same legal theories.

86.  Adequate Representation: Plaintiff will fairly and adequately represent and
protect the interests of the Class. Plaintiff has retained counsel competent and experienced in
complex litigation and class actions. Plaintiff has no interest that is antagonistic to the interests of
the Class, and LinkedIn has no defense unique to any Plaintiff or Class Member. Plaintiff and
Plaintiff’s counsel are committed to vigorously prosecuting this action on behalf of the Class, and
they have the resources to do so. Neither Plaintiff, nor Plaintiff’s counsel, have any interest
adverse to the interests of any other Class Member.

87. Superiority: This class action is appropriate for certification because class
proceedings are superior to other available methods for the fair and efficient adjudication of this
controversy and joinder of all members of the class is impracticable. This proposed class action
presents fewer management difficulties than individual litigation, and provides the benefits of
single adjudication, economies of scale, and comprehensive supervision by a single court. Class
treatment will create economies of time, effort, and expense, and promote uniform decision-
making. Class-wide damages are essential to compel LinkedIn to comply with state and federal
law. Moreover, because the amount of each individual Class Member’s claim is small relative to
the complexity of the litigation, and because of LinkedIn’s financial resources, Class Members are
unlikely to pursue legal redress individually for the violations detailed in this complaint. A class
action will allow these claims to be heard where they would otherwise go unheard because of the
expense of bringing individual lawsuits, and provides the benefits of adjudication, economies of

scale, and comprehensive supervision by a single court.
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88.  Inmjunctive Relief: Plaintiff also satisfies the requirements for maintaining a class
under Rule 23(b)(2). LinkedIn acted on grounds that apply generally to the proposed Class,
making final declaratory or injunctive relief appropriate with respect to the proposed Class as a
whole.

89.  Particular Issues: Plaintiff also satisfies the requirements for maintaining a class
action under Rule 23(c)(4). Plaintiff’s claims are common to all Class Members and are capable of
class-wide resolution that will significantly advance the litigation.

FIRST CAUSE OF ACTION
VIOLATION OF THE DRIVER’S PRIVACY PROTECTION ACT
18 U.S.C. §§ 2721, ET SEQ.

90.  Plaintiff incorporates and realleges the foregoing factual allegations by reference.

91.  Plaintiff brings this cause of action individually and on behalf of Class Members.

92. The DPPA provides a civil cause of action against any “person who knowingly
obtains, discloses or uses personal information, from a motor vehicle record, for a purpose not
permitted” under section 2721(b). 18 U.S.C. § 2724(a).

93.  LinkedIn knew that it was obtaining personal information from motor vehicle
records maintained by the DMV via the LinkedIn Pixel installed on the DMV’s website. As
alleged above, LinkedIn assigns unique identifiers to each LinkedIn Pixel, including the LinkedIn
Pixel operating on the DMV website. These unique identifiers are used by LinkedIn to associate
the data obtained from each Pixel with the website where it is embedded. Thus, LinkedIn knows
that the Pixel installed on the DMV website is obtaining personal information from the DMV and
the motor vehicle records it maintains.

94. The LinkedIn Pixel installed on the DMV website allowed (and continues to allow)

LinkedIn to obtain personal information including, but not limited to, disability information.

95.  Disability information is included within the definition of “personal information”
under the DPPA.
96. The personal information LinkedIn obtains from the DMV comes from motor

vehicle records. LinkedIn obtains information from its LinkedIn Pixel when individuals use the
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DMV website to apply for, renew, provide information about, and/or check on the status of,
among other things, disability placards which pertain to motor vehicle operators’ permits. Thus,
the information obtained by LinkedIn comes from information that the DMV requests and
maintains about individuals’ motor vehicle records.

97. LinkedIn does not obtain or use personal information for any permissible purpose
under 18 U.S.C. § 2721(b). Based on LinkedIn’s marketing and advertising business, and on the
facts alleged above, LinkedIn uses the personal information it obtains from motor vehicle records
to create profiles, categorize individuals, and derive information about them in order to sell its
customers the ability to create targeted marketing and advertising.

98.  LinkedIn’s use of the LinkedIn Pixel to obtain personal information from motor
vehicle records was willful or in reckless disregard of the law. LinkedIn is a sophisticated social
media and online marketing company that knows it cannot collect individual’s private and
personal information without obtaining consent, or for improper purposes. Despite knowing that
its practice of obtaining and using personal information is subject to restrictions, LinkedIn
willfully and/or recklessly violated the DPPA.

99. As a proximate result of LinkedIn’s violation of the DPPA, Plaintiff and Class
Members are entitled to recover: (1) actual damages, but not less than liquidated damages in the
amount of $2,500; (2) punitive damages; (3) reasonable attorneys’ fees and other litigation costs
reasonably incurred; and (4) such other preliminary and equitable relief as the court determines to
be appropriate.

100.  Furthermore, Plaintiffs and Class Members seek an injunction prohibiting LinkedIn
from continuing to obtain and using personal information from motor vehicle records maintained
by the DMV using LinkedIn Pixel.

SECOND CAUSE OF ACTION
VIOLATION OF THE CALIFORNIA INVASION OF PRIVACY ACT
CAL. PENAL. CODE §§ 630, ET SEQ.
101. Plaintiff incorporates and realleges the foregoing factual allegations by reference.

102.  Plaintiff brings this cause of action individually and on behalf of Class Members.
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103. In the California Invasion of Privacy Act (“CIPA”), the California Legislature
explained that it was their intent “to protect the right of privacy of the people of this state.” Cal.
Penal Code § 630. The Legislature also declared that such protection was necessary given “that
advances in science and technology have led to the development of new devices and techniques
for the purpose of eavesdropping upon private communications and that the invasion of privacy
resulting from the continual and increasing use of such devices and techniques has created a
serious threat to the free exercise of personal liberties and cannot be tolerated in a free and
civilized society.” Id.

104. It is illegal under CIPA for any person to use “any machine, instrument, or
contrivance, or in any other manner . . . willfully and without the consent of all parties to the
communication, or in any unauthorized manner, read, or attempt to read, or to learn the contents or
meaning of any message, report or communication while the same is in transit or passing over any
wire, line, or cable or is being sent from, or received at any place within this state; or who uses, or
attempts to use, in any manner, or for any purpose, or to communicate in any way, any
information so obtained, or who aids, agrees with, employs, or conspires with any person or
persons to unlawfully do, or permit, or cause to be done any of the acts or things mentioned in
[section 631.]” Cal. Penal. Code § 631(a).

105. LinkedIn willfully attempted to and did learn the contents or meaning of Plaintiff’s
and Class Members’ communications with the DMV. The LinkedIn Pixel is embedded on and
throughout the DMV website and transmits the URL of each page visited on the website to
LinkedIn. The LinkedIn Pixel also provides LinkedIn with information showing that Plaintiff and
Class Members communicated with the DMV in order to apply for or renew driver’s permits
and/or licenses, vehicle title and/or registration, disability information for disability placards, and
identification cards and/or to check on the status of those items. As alleged in more detail above,
the LinkedIn Pixel also provides LinkedIn with the contents of Plaintiff’s and Class Members’
searches of the DMV website.

106. LinkedIn also attempted to and did use the information it learned from the contents

of Plaintiff’s and Class Members’ communications with the DMV. Based on LinkedIn’s

32

CLASS ACTION COMPLAINT




O© &0 39 O »n K~ W NN =

[\ TR NG T NG T NG TR NG T NS T N0 T N N N S S g e S e e
o N O »n A~ W NN = O VOV 0O N N N PR WD = O

Case 5:24-cv-00812 Document 1 Filed 02/09/24 Page 33 of 35

marketing and advertising business, and on the facts alleged above, LinkedIn uses the information
it obtains and collects from the DMV in order to create profiles, categorize individuals, and derive
information about them in order to sell its customers the ability to create targeted marketing and
advertising.

107.  The information obtained by LinkedIn through the LinkedIn Pixel is not mere
“record information.” Rather, the information obtained through the LinkedIn Pixel is substantive
and personal; revealing, for example, that Plaintiff has a disability (or believes that they have a
disability) and requires a disability parking placard.

108.  The LinkedIn Pixel is active at all times on nearly every page of the DMV website
and broadly transmits other information from the DMV to LinkedIn that identifies websites users.

109. Through the foregoing practices, LinkedIn intended to learn, and did learn, the
meaning of the contents of Plaintiff’s and Class Members’ communications with the DMV
including, but not limited to, URLSs, search queries, submissions made to the DMV, and content
and/or messages exchanged between the DMV and Plaintiff and Class Members.

110.  The LinkedIn Pixel satisfies CIPA’s requirement that a person use means such as a
“machine, instrument, or contrivance, or in any other manner.” Cal. Penal Code § 631(a).
Moreover, LinkedIn satisfies the requirements of section 631 because the LinkedIn Pixel is
programmed and intended to cause other machines, instruments, contrivances and in any other
manner cause LinkedIn to obtain and learn the contents of Plaintiff’s and Class Members’

communications with the DMV. These include:

a. Plaintiff’s and Class Members’ internet browsers;

b. Plaintiff’s and Class Members’ computers, tablets, and/or mobile devices;

c. LinkedIn’s website, marketing and ad servers;

d. The website and ad servers from which LinkedIn obtained Plaintiff’s and Class

Members’ communications while they were using an internet browser to access or
navigate the DMV website; and
e. The JavaScript and/or computer code and programs that LinkedIn used to obtain

and learn the contents of Plaintiff’s and Class Members’ communications.
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111. LinkedIn conceived of and carried out its plan—to learn the contents of Plaintiff’s
and Class Members’ communications while they were using a web browser or mobile application
to visit and/or communicate with the DMV through its website—originated and was executed in
California.

112.  Plaintiff and Class Members suffered loss by reason of LinkedIn’s violations,
including, but not limited to, violations of their right of privacy, loss of value in their personally-
identifiable information, and the inequity of LinkedIn’s enrichment by means of obtaining and
identifying and private information pertaining to Plaintiff and Class Members and learning the
contents of their communications with the DMV.

113. LinkedIn did not obtain authorization or consent to learn the contents of Plaintift’s
and Class Members’ communications with the DMV or to use that information.

114.  Pursuant to Cal. Penal Code § 637.2, Plaintiff and Class Members have been
injured by LinkedIn’s violation of Cal. Penal Code § 631 and each seek damages for the greater of
$5,000 or three times the actual amount of damages they suffered.

115.  Furthermore, Plaintiff and Class Members seek an injunction prohibiting LinkedIn
from continuing to obtain and learn the contents of their communications with the DMV using
LinkedIn Pixel, or from using any of that information.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff, individually and on behalf of all others similarly situated,
respectfully requests that the Court:

a. Certify this case as a class action, and appoint Plaintiff as Class Representative and

the undersigned attorneys as Class Counsel,

b. Enter judgment in favor of Plaintiff and the Class;

c. Enjoin LinkedIn from obtaining personal information from motor vehicle records

maintained by the DMV and from using it;

d. Enjoin LinkedIn from learning the contents of Plaintiff’s and Class Members’

communications with the DMV and from using it;
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e. Award Plaintiff and Class Members actual and/or statutory damages pursuant to the
DPPA;

f. Award Plaintiff and Class Members actual and/or statutory damages pursuant to
CIPA;

g. Award Plaintiff and Class Members pre- and post-judgment interested as provided
by law;

h. Award Plaintiff and Class Members reasonable litigation expenses and attorneys’

fees as permitted by law; and

1. Award such other and further relief as the Court deems necessary and appropriate.

DEMAND FOR JURY TRIAL

Plaintiff demands a trial by jury of all issues triable as of right.

Dated: February 9, 2024

Respectfully submitted,

/s/ Roland Tellis

Roland Tellis (SBN 186269)
rtellis@baronbudd.com

Sterling L. Cluff (SBN 267142)
scluff@baronbudd.com

Michael J. Pacelli (SBN 338042)
mpacelli@baronbudd.com
BARON & BUDD, P.C.

15910 Ventura Blvd., Suite 1600
Encino, CA 91436

Telephone: 818.839.2333

Don Bivens (pro hac vice forthcoming)
DON BIVENS PLLC
don@donbivens.com

15169 N. Scottsdale Road

Scottsdale, AZ 85254

Telephone: 602.708.1450

Attorneys for Plaintiff and the Putative Class
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