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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND
DONNA HITESHEW, individually and on
behalf of all others similarly situated,
Plaintiff,

Case No.: 8:18-cv-03755
Honorable Paul W. Grimm

v.
MARRIOTT INTERNATIONAL, INC., a
Delaware corporation, and STARWOOD
HOTELS & RESORTS WORLDWIDE,
LLC, a Maryland limited liability company,
Defendants.

NOTICE REGARDING DEFENDANTS’ INTENT TO NOT ENFORCE
WEBWATCHER ARBITRATION AND CLASS ACTION WAIVER
Plaintiff Donna Hiteshew by and through her undersigned counsel, Edelson PC, hereby
respectfully submits this notice regarding Defendants Marriott International Inc.’s and Starwood
Hotels & Resorts Worldwide, LLC’s intention to not seek enforcement of the arbitration and
class action waiver provisions contained in the so-called WebWatcher terms of service, a thirdparty web-monitoring service recently offered by Defendants to class members following
announcement of their data breach. The purpose of such notice is to ensure that putative class
members and the Court are informed of Defendants’ stated position and to eliminate the potential
confusion to class members resulting from the WebWatcher terms.1 In support of the instant
filing, Plaintiff states as follows:

1

Prior to this filing, Plaintiff’s counsel informed Defendants’ counsel of the need to alert
class members and the Court of Defendants’ intention to not enforce the WebWatcher arbitration
and class action waiver, and suggested that the Parties do so jointly. (See Declaration of EveLynn J. Rapp, attached as Exhibit A, ¶ 5.) Defendants’ counsel, however, did not respond. (Id.)
1
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1.

Like so many others who were affected by Defendants’ massive data breach, on

December 6, 2018 Plaintiff Donna Hiteshew (“Plaintiff”) filed a putative Class Action
Complaint against Defendants Marriott International, Inc., and Starwood Hotels & Resorts
Worldwide LLC (collectively “Marriott” or “Defendants”), arising from the breach of Marriott’s
security system that exposed the personal data of approximately 500 million people. (Dkt. 1.)
2.

Beyond Defendants lax data security, another issue addressed in Plaintiff’s

Complaint, was the confusion being created by Defendants in notifying class members of the
breach. Namely, Defendants disseminated emails and directed class members to a website, which
among other things, advised of the breach and offered customers one-year of WebWatcher, a
web monitoring service that is ostensibly intended to aid people in monitoring whether their
information is being misused online. The confusion, however, stems from the fact that the terms
of the WebWatcher service include a mandatory arbitration and class action waiver provision,
which could be interpreted as applying to the claims arising from the breach of Defendants’
systems. (See Dkt. 1 at ¶ 43; see also Starwood Email to Valued Guests and WebWatcher Terms
& Conditions, attached as Exhibit B & C, respectively.) Specifically, the terms state that “any
controversy or claim arising out of or relating to this Agreement . . . shall be settled by binding
arbitration” and that users of the service could not bring claims “as a plaintiff or class member in
any purported class or representative proceeding.” (See Ex. C.)
3.

Given the breadth of this language, Plaintiff alleged that Defendants were creating

confusion in their communications with class members, as even sophisticated members of the
class (i.e., attorneys) could be confused about their legal rights and whether accepting the
WebWatcher terms somehow barred individuals from bringing lawsuits. (Dkt. 1 at ¶ 44.)

2

Case 8:18-cv-03755-PWG Document 6 Filed 12/11/18 Page 3 of 4

4.

Since the filing of the Complaint in this case, the Parties have conferred several

times through counsel and Defendants clarified and confirmed – at the insistence of Plaintiff’s
counsel – that Defendants do “not contend the claims of putative class members w[ould] be
subject to the terms of service in Kroll’s WebWatcher product.” (Rapp. Decl. at ¶ 4; see also
December 9, 2018 Email from Gilbert Keteltas, attached as Exhibit D.)
5.

As a result, Plaintiff’s counsel files the instant notice to ensure that putative class

members have the benefit of understanding Defendants’ stated position, to clear up any
confusion that may have resulted from the WebWatcher terms, and to inform the Court that the
allegations in the Complaint expressing concern regarding the potential for misleading and/or
confusing class members are moot.
Respectfully submitted,
Dated: December 11, 2018

By: /s/ Jeffrey M. Mervis
One of Plaintiff’s Attorneys
Jeffrey M. Mervis (MD Federal Bar No. 10180)
jmervis@mervislaw.com
THE MERVIS LAW FIRM, LLC
12505 Park Potomac Avenue, 6th Floor
Potomac, Maryland 20854
Tel: 301.762.0020
Rafey S. Balabanian*
rbalabanian@edelson.com
Eve-Lynn Rapp*
erapp@edelson.com
EDELSON PC
123 Townsend Street, Suite 100
San Francisco, California 94107
Tel: 415.212.9300
Fax: 415.373.9435
*Pro hac vice admission to be sought.

3
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CERTIFICATE OF SERVICE
I, Jeffrey M. Mervis, an attorney, certify that on December 11, 2018, I caused to be
served the above and foregoing Notice Regarding Defendants' Intent Not to Enforce
WebWatcher Arbitration And Class Action Waiver by causing true and accurate copies of such
paper to be delivered to Defendants via the Court’s CM/ECF system on December 11, 2018.
/s/ Jeffrey M. Mervis

4
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EXHIBIT A
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF MARYLAND
DONNA HITESHEW, individually and on
behalf of all others similarly situated,
Plaintiff,

Case No.: 8:18-cv-03755

Honorable Paul W. Grimm

v.
MARRIOTT INTERNATIONAL, INC., a
Delaware corporation, and STARWOOD
HOTELS & RESORTS WORLDWIDE,
LLC, a Maryland limited liability company,
Defendants.

DECLARATION OF EVE-LYNN RAPP
Pursuant to 18 U.S.C. § 1746, I, Eve-Lynn J. Rapp, hereby declare and state as follows:
1.

I am an attorney admitted to practice before the Supreme Court of the State of

Illinois, and intend to file a motion for leave to appear pro hac vice before this Court for
purposes of this action. I am entering this Declaration in support of Plaintiff Donna Hiteshew’s
Notice Regarding Defendants’ Intent to Not Enforce WebWatcher Arbitration and Class Action
Waiver (the “Notice”). This Declaration is based upon my personal knowledge, except where
expressly noted otherwise. If called upon to testify to the matters stated herein, I could and would
competently do so.
2.

I am a Partner of Edelson PC (“Edelson”) which has been retained, along with

local counsel, to represent Plaintiff Hiteshew in the above-captioned matter.
3.

On December 6, 2018 Plaintiff Hiteshew filed a putative Class Action Complaint

against Defendants Marriott International, Inc. and Starwood Hotels & Resorts Worldwide LLC
(collectively “Marriott”), arising from the breach of Marriott’s security system that exposed the
personal data of approximately 500 million people. (Dkt. 1.)

1
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4.

Beyond Defendants’ lax security, one issue addressed in Plaintiff’s Complaint

was the confusion being created by Defendants in notifying class members of the breach.
Namely, Defendants disseminated emails and directed class members to a website, which among
other things, advised of the breach and offered customers one-year of WebWatcher, a web
monitoring service that is ostensibly intended to aid people in monitoring whether their
information is being misused online. A true and accurate copy of Starwood Email to Valued
Guests and WebWatcher Terms & Conditions are attached hereto as Exhibit B and C to
Plaintiff’s Notice, respectively.
5.

Since filing the Complaint in this case, the Parties have conferred several times

through counsel. Through the course of those communications, and at the insistence of Plaintiff’s
counsel, Defendants have clarified and confirmed that they do “not contend the claims
of putative class members w[ould] be subject to the terms of service in Kroll’s WebWatcher
product.” A true and accurate copy of Defendants’ December 9, 2018 Email is attached
Plaintiff’s Notice as Exhibit D.
6.

Before filing Plaintiff’s Notice, Plaintiff’s counsel informed Defendants’ counsel

of the need to alert class members and the Court that Defendants did not intend to enforce the
WebWatcher arbitration and class action waiver, and suggested that the Parties do so jointly.
However, as of the time of this filing, Defendants’ counsel did not respond.

*

*

*

I declare under penalty of perjury that the foregoing is true and correct.
Executed on December 11, 2018 at San Francisco, California.

/s/ Eve-Lynn J. Rapp

2
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EXHIBIT C
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Terms & Case
Conditions
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Terms & Conditions for the United States & Canada
Terms & Conditions: United States
If you are located in the United States or its territories, the following terms and conditions will apply:
1. Your Use of the Web Portal, Services, and Products
By enrolling, accessing, and/or using he products and/or services (“Services”) offered by Kroll Information Assurance, LLC. (“Kroll,” “we,” “you,” “our,” or “us”) and this web portal (the
“Portal”). The Portal is also referred to herein as he “Platform.” you represent that you are over eighteen (18) years of age, and acknowledge that you have read, understood, and agreed
to the terms herein (“Agreement”), and will follow all applicable laws and regula ions.
2. Privacy and Information Sharing
Please review our Privacy Policy (https://enroll.idmonitoringservice.com/privacypolicy) (available on this Platform), which is incorporated into this Agreement, to ensure that you understand
how we collect, use and disclose information about you. Our use of your personal information is subject to the terms of our Privacy Policy (https://enroll.idmonitoringservice.com/privacy
policy), and you consent to our use in accordance with those terms.
3. Cancellation
Upon cancella ion, your account will be deactivated, and you will no longer be able to log into our Portal and/or have access to the Services.
4. Disclaimer of Warranties
A. Some jurisdictions either do not allow or place restric ions in certain types of agreements upon the exclusion or limitation of warranties, conditions, liability for loss or damage. only the
limitations and exclusions which are lawful in your jurisdiction will apply to you and our liability will be limited to the maximum extent permitted by law.
B. Our Portal, including all content, memberships, products and services made available on or accessed through this Portal (collectively, “Portal Services”), is provided to you “AS IS”. To
the extent permissible under applicable law, Kroll and its officers, directors, employees, and agents, subsidiaries, affiliates, contractors, third party data sources and suppliers
(“Representatives”) disclaim all express and implied warranties, including those of title, merchantability, and fitness for a particular purpose, noninfringement, and informational content.
C. you agree hat you will access and use our Portal and Portal Services solely at your own risk.
5. Indemnification
A. You agree to indemnify, defend, and hold harmless Kroll and its representatives (collectively, the “Indemnified Party”) from and against all third party claims, losses, expenses, damages
and costs, including reasonable attorney’s fees, arising out of, in connection with, or resulting from (i) your use of the Portal, the Portal Services, or the Services; (ii) from any viola ion of
the terms of his Agreement by you or caused by you; or (iii) your violation of applicable laws, rules or regulations.
B. If the Indemnified Party is subject to any claim for which he Indemnified Party may be indemnified by you, the Indemnified Party may, at your expense, assume the exclusive defense
and control of any such claim, and you will not settle any claim without the Indemnified Party’s prior written consent.
6. Limitation of Liability
A. except as otherwise specified, you expressly understand and agree that Kroll and its Representatives shall not be liable to you for:
any incidental, special, consequential, or exemplary damages which may be incurred by you, however caused and under any theory of liability. This shall include, but not be limited to any
loss of profit (direc ly or indirectly), any loss of goodwill, any loss of data suffered, cost of procurement or substitute goods or services, or other intangible loss.
B. The limitations of our liability to you shall apply whether or not we have been advised or should have been aware of the possibility of any such losses arising.
C. you agree hat, to the extent permitted by law, Kroll’s total liability to you (and any of your minor children) for any or all of your losses or injuries (or those of your minor children) from
Kroll’s or its agents’ or its representatives’ acts or omissions, regardless of the nature of the legal or equitable claim, shall not exceed $1,000 (one thousand dollars) in the aggregate.
7. “Written Instruc ions” and Provision of Personal Information
A. “Written Instructions”
You understand that by accepting these Terms and Conditions you are providing “written instructions” to CSIdentity Corporation (“CSID”) and its employees, agents, subsidiaries, affiliates,
contractors, third party data and service providers, and, only where applicable to the Services provided, to all other credit reporting agencies under he Fair Credit Reporting Act
(“FCRA”), as amended, including Experian, TransUnion, Equifax and affiliated entities, to access your credit files from each national credit reporting agency and to exchange information
about you with each national credit reporting agency in order to verify your identity and to provide the services to you. Where applicable to the Services, you agree and hereby authorize
CSID to provide your personally identifiable information (or, if applicable, information about any minor children you have enrolled) to third parties as provided in CSID’s Privacy Policy
(https://www.csid.com/privacypolicy/), as may be amended from time to time, in order to provide the services to you (and to those children you have enrolled).You further authorize CSID
to obtain information and reports about you (or about any children you have enrolled, if applicable) in order to provide the services, including, but not limited to, credit monitoring services,
credit reporting, identity monitoring, fraud resolution services, restoration services, address history reports, name and alias reports, criminal reports or sex offender reports, and to provide
monitoring and alerts. You may review the CSID Privacy Policy here (https://www.csid.com/privacypolicy/).
B. Provision of Personal Information
While enrolling for the Services, we may ask you for the following types of information: name, address, phone number, and email address; date of birth, driver's license number and social
security number; and other personal information to verify your identity and financial information (such as credit card number). This information may be required in order to verify your
identity and fulfill our obligation to provide our Services to you, including communicating with third parties as necessary to provide such Services (such as identification verification
companies, consumer reporting agencies, payment validation companies, law enforcement agencies, or others). By enrolling in identity monitoring Services, including dark web monitoring,
you consent to and authorize us to provide your personal information to CSID and for CSID and its agents and employees to obtain and monitor your personal information and provide you
alerts as part of the iden ity monitoring Services. You also consent to the collection by CSID of your personal information from the dark web (both before and after the acceptance of these
terms) for he limited purpose of monitoring your personal information hrough the identity monitoring services, including dark web monitoring.
8. Fair Credit Reporting Act (“FCRA”)

FCRA allows you to obtain from each credit reporting agency a disclosure of all the information in your credit file at the time of the request. Full disclosure of informa ion in your file at a
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credit reporting agency must be obtained directly from such credit reporting agency. The credit reports provided or requested hrough our Platform are not intended to constitute he
disclosure of information by a credit reporting agency as required by FCRA or similar laws.

Under FCRA, you are entitled to obtain an annual free disclosure of your credit report from each of the national credit reporting agencies. To request your free annual report under FCRA,
you must complete an online form, available at http://www.annualcreditreport.com. (http://www.annualcreditreport.com/)You may also call a tollfree number at (877) 3228228, or submit an
annual credit report request form via mail (the form is available at http://www.annualcreditreport.com).
You are entitled to receive a free copy of your credit report from a credit reporting agency if:
• you have been denied or were otherwise notified of an adverse action related to credit, insurance, employment, or a government granted license or other government granted benefit
within the past sixty (60) days, based on information in a credit report provided by such agency.
• you have been denied house/apartment rental or were required to pay a higher deposit than usually required within he past sixty (60) days, based on information in a credit report
provided by such agency.
• you certify in writing that you are unemployed and intend to apply for employment during the sixty (60) day period beginning on the date on which you made such certification.
• you certify in writing that you are a recipient of public welfare assistance.
• you certify in writing hat you have reason to believe that your file at such credit reporting agency contains inaccurate information due to fraud.
In addition, if you reside in the state of Colorado, Maine, Maryland, Massachusetts, New Jersey, or Vermont, you are entitled to receive a free copy of your credit report once a year and if
you reside in the state of Georgia, you are entitled to receive a free copy of your credit report twice a year. O herwise, a consumer reporting agency may impose a reasonable charge for
providing you with a copy of your credit report.
FCRA provides hat you may dispute inaccurate or incomplete information in your credit report. You are not required to purchase your credit report from any of he credit bureaus in order
to dispute inaccurate or incomplete information in your report or to receive a copy of your report from Equifax, Experian or TransUnion (the three (3) national credit reporting agencies), or
from any other credit reporting agency, based on the abovedescribed circumstances.
It may be the policies of Equifax, Experian and/or TransUnion to provide a complimentary copy of the consumer credit report under circumstances other than those described above. If you
wish to contact Equifax, Experian or TransUnion to obtain a copy of your credit report directly from such agency or if you wish to dispute information contained in an Equifax, Experian or
TransUnion credit report file, please contact hose entities directly.
9. Applicable Law and Jurisdiction; Jury Waiver; Class Action Waiver
A. This Agreement shall be governed, interpreted, and enforced according to the laws of the State of Tennessee, regardless of Tennessee conflict of laws.
B. You irrevocably and unconditionally consent and submit to the exclusive jurisdiction of the federal and state courts located in Davidson County, Tennessee for any dispute or litigation
arising out of, relating to, or the receipt, use, or purchase of Services from Kroll or its Representatives via this Platform.
C. Arbitration; Jury Waiver.
Any controversy or claim arising out of or relating to this Agreement, or the breach hereof, shall be settled by binding arbitration administered in Nashville, Tennessee by the American
Arbitration Association (“AAA”) in accordance with its Arbitration Rules then in effect. There shall be one arbitrator agreed to by you and Kroll (or its Representatives, as applicable) within
twenty (20) days of a written request for arbitration. If the parties cannot agree, an arbitrator will be appointed by the AAA in accordance with its Arbitration Rules. Any award from any
such arbitration proceeding may be entered as a judgment in any court of competent jurisdiction. Each party shall bear its own costs in connection with any arbitration hereunder. Nothing
herein shall prevent a party from seeking injunctive relief (or any other provisional remedy) from any court having jurisdiction over the parties and the subject matter of the dispute as is
necessary to protect such party's proprietary rights.
You and Kroll agree that, to the fullest extent permitted by law, you and Kroll knowingly, voluntarily, and intentionally waive the right to a trial by jury in any action or other legal proceeding
arising out of or relating to he Agreement, the Platform or the Services. The foregoing waiver applies to any action or legal proceeding, whether sounding in contract, tort or otherwise.
You also agree not to include any employee of Kroll as a party in any such action or proceeding.
D. Class Action Waiver. You and Kroll (or its Representatives, as applicable) knowingly, voluntarily, and inten ionally agree hat each may bring claims against the other or a Representa ive
only in your or its individual capacity, and not as a plaintiff or class member in any purported class or representative proceeding.
10. Your Passwords and Account Security; Online Access
A. Password and Account Security: Failure to comply with the below requirements shall constitute a breach of these terms and conditions and shall constitute grounds for immediate
termination of your account and your right to use the Platform.
You understand that you are responsible for, and agree to:
i. be solely responsible to Kroll for all activities hat occur under your account; and
ii. notify Kroll immediately if you become aware of any unauthorized use or disclosure, loss, or heft of your password or of your account.
B. Online access
i. If you choose to sign up for the Services online, then you agree that you will not receive any communications or Services via postal mail.
ii. Online access to consumer credit report information is subject to verification of the iden ity of the user.
11. Termination of Rela ionship
A. Termination by You. If you want to terminate your legal agreement with us, you may do so, for any reason, at any time, by cancelling your Service(s) and/or closing your account(s).
B. Termination by Kroll.
1. For Cause:
a. We may terminate the Agreement if you have breached the Agreement or if you commit (or cause to be committed) negligence, fraud, willful misconduct or unlawful conduct arising
from, in connec ion with or related to use of Kroll’s Services or Platform.
b. If Kroll terminates he Agreement with you for cause, you will forfeit the remainder of your Services.

2. For Convenience: We may terminate the Agreement for convenience, for any reason permitted by law. In such case, Kroll will provide written notice of such termination, upon thirty (30)
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days’ prior written notice, where prac icable.

C. Effect of Termination. Provisions of he Agreement which by their nature are intended to survive termination of the Agreement shall survive termination of the Agreement.
12. Miscellaneous
A. No waiver of any breach of any provision of this Agreement or of any agreement with us will constitute a waiver of any prior, concurrent, or subsequent breach of the same or other
provisions. All waivers must be in writing. If any court of competent jurisdiction finds any part or provision of this Agreement or of any other agreement between you and us to be invalid or
unenforceable, such findings will have no effect on any o her part or provision of this Agreement or any other agreement between you and us.
B. We are not responsible for delay or failure to perform due to causes beyond our reasonable control.
C. This Agreement constitutes the whole legal agreement between you and us and govern your use of the Services (but excluding any services which we may provide to you under a
separate written agreement), and completely replaces any prior agreements between you and us in relation to the Services. Kroll may update this Agreement or any related policy (such as
the Privacy Policy (https://enroll.idmonitoringservice.com/privacypolicy)) from time to time by posting revisions on the Platform.
D. Except as otherwise provided, we may send any notices to you to the most recent email address you have provided to us or, if you have not provided an email address, to any email
or postal address that we reasonably believe is your address. If you wish to update your registration informa ion, please log in to your account and update your information.
E. When you provide us wi h comments, suggestions, or ideas (collectively, "Feedback"), such Feedback is not considered confidential and becomes the property of Kroll. We are not
obligated to you for any reason if you provide such Feedback. We are free to use, copy, or distribute the Feedback to others for any purpose.
F. We are not a credit repair organization or similarly regulated organization under other applicable laws, and do not provide credit repair advice.
G. Our credit monitoring offerings monitor only the credit file associated with the purchasing consumer, and do not monitor, compare or crossreference the credit file associated with the
purchasing consumer to any o her credit file(s) maintained by the applicable credit bureau(s).
Effective Date: November 30, 2018
Terms & Conditions: Canada
If you are located in Canada, the following Terms & Conditions will apply:
1. Your Use of the Web Portal, Services, and Products
By enrolling, accessing, and/or using he products and/or services (“Services”) offered by Kroll Information Assurance, LLC (“Kroll”, “we”, “our”, or “us”) and this web portal (the “Portal”),
you (“you”) agree to be bound by these Terms and Conditions (the “Agreement”). The Portal is also referred to herein as the “Platform”. You represent and warrant that you have reached
he age of majority in the jurisdiction in which you reside, and you confirm that you have read, understood, and agree to the terms and conditions of this Agreement, and agree to comply
with all applicable laws, rules and regulations (“Applicable Laws”).
2. Privacy and Information Sharing
Please review our Privacy Policy (https://enroll.idmonitoringservice.com/privacypolicy) (available on this Portal), which is incorporated into this Agreement, to understand how we collect,
use and disclose information about you.
3. Disclaimer of Warranties
A. Some jurisdictions, including Quebec, ei her do not allow or place restrictions in certain types of agreements upon he exclusion or limitation of warranties, condi ions, liability for loss or
damage. Only the limitations and exclusions which are lawful in your jurisdiction will apply to you and our liability will be limited to the maximum extent permitted by law. You may have
additional rights under applicable laws.
B. Our Platform, including all content, memberships, products and services made available on or accessed through this Platform (collectively, “Platform Services”), is provided to you “AS
IS”. To the extent permissible under applicable law, Kroll and its officers, directors, employees, mandataries, agents, subsidiaries, affiliates, contractors, third party data sources and
suppliers (“Representatives”) disclaim all legal, express and implied warranties and conditions, including those of title, merchantability, quality and fitness for a particular purpose, ti le and
noninfringement of hirdparty rights and/or thirdparty content.
C. You agree that you will access and use our Platform, Platform Services, and Services solely at your own risk.
4. Indemnification
A. You agree to indemnify, defend, and hold harmless Kroll and its Representatives (collectively, the “Indemnified Party”) from and against all hird party claims, losses, expenses, damages
and costs, including reasonable legal fees, arising out of, in connection with, or resulting from (i) your use of the Platform, Platform Services, or the Services; (ii) from any violation of the
terms or conditions of this Agreement by you or caused by you; or (iii) your violation of Applicable Laws.
B. If the Indemnified Party is subject to any claim for which he Indemnified Party may be indemnified by you, the Indemnified Party may, at your expense, assume the exclusive defense
and control of any such claim, and you will not settle any claim without the Indemnified Party’s prior written consent.
5. Limitation of Liability
THE LAWS OF CERTAIN JURISDICTIONS, INCLUDING QUEBEC, DO NOT ALLOW THE EXCLUSION OR LIMITATION OF CERTAIN LIABILITIES. IF THESE LAWS APPLY TO YOU,
SOME OR ALL OF THE EXCLUSIONS OR LIMITATIONS BELOW MAY NOT APPLY TO YOU, AND YOU MAY HAVE ADDITIONAL RIGHTS.
A. Except as otherwise specified, you expressly understand and agree that Kroll and its representatives shall not be liable to you for any incidental, special, consequential, punitive or
exemplary damages which may be incurred by you, however caused and under any theory of liability, whether in contract, tort (including negligence), civil liability or otherwise. This shall
include, but not be limited to (directly or indirectly) any loss of profit, any loss of goodwill, any loss of data suffered, cost of procurement or substitute goods or services, or other intangible
loss. These exclusions of our liability shall apply to you whe her or not we have been advised or should have been aware of the possibility of any such damages arising.
B. You agree hat, to the extent permitted by Applicable Laws, Kroll’s total liability to you (and any of your minor children) for any or all of your losses or injuries (or those of your minor
children) from Kroll’s, or its mandataries’, agents’ or representatives’ acts or omissions, regardless of the nature of he legal or equitable claim, shall not exceed $1,000 (one thousand
dollars) in the aggregate. The foregoing liability shall apply in respect of any theory of liability, whether in contract, tort (including negligence), civil liability or otherwise, and whether or not
we have been advised or should have been aware of the possibility of any such damages arising.
6. Third Party Terms

Certain of our identity monitoring services are provided hrough our thirdparty data and service provider, CSIdentity Corporation (“CSID”). By enrolling in identity monitoring services,
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including dark web monitoring, you consent to and authorize us to provide your personal information to CSID and for CSID and its agents and employees to obtain and monitor your
personal information and provide you alerts as part of the iden ity monitoring services. You also consent to he collec ion by CSID of your personal information from the dark web (both
before and after the acceptance of these Third Party Terms) for the limited purpose of monitoring your personal information through the identity monitoring services, including dark web
monitoring, and agree that such collection by CSID is clearly in your interest. You may review the CSID Privacy Policy here (https://www.csid.com/privacypolicy/).
7. Applicable Law and Jurisdiction; Arbitration; Jury Waiver; Class Action Waiver
A. This Agreement shall be governed, interpreted, and enforced according to the laws of the State of Tennessee, regardless of Tennessee conflict of laws, unless the laws of the
jurisdiction where you reside require that he laws of such jurisdiction to apply. The terms of this section 7 shall apply only to the extent permitted by your jurisdiction, including Quebec.
B. Any controversy or claim arising out of or relating to this Agreement, or the breach thereof, shall be settled by binding arbitration administered in Nashville, Tennessee by the American
Arbitra ion Association (“AAA”) in accordance with its Arbitration Rules hen in effect. There shall be one arbitrator agreed to by you and Kroll (or its Representatives, as applicable) within
twenty (20) days of a written request for arbitration. If the parties cannot agree, an arbitrator will be appointed by the AAA in accordance with its Arbitration Rules. Any award from any
such arbitration proceeding may be entered as a judgment in any court of competent jurisdiction. Each party shall bear its own costs in connection with any arbitration hereunder. Nothing
herein shall prevent a party from seeking injunctive relief (or any other provisional remedy) from any court having jurisdiction over the parties and the subject matter of the dispute as is
necessary to protect such party's proprietary rights.
B. For any dispute resolution not subject to the arbitration provision above, you irrevocably and unconditionally consent and submit to the exclusive jurisdiction of the federal and state
courts located in Davidson County, Tennessee for any dispute or litigation arising out of, relating to, or the use or purchase of Services from Kroll via this Platform or any matter relating to
this Agreement unless the laws of the jurisdiction where you reside require that a venue located in such jurisdiction to hear such matters.
C. Jury Waiver
You and Kroll agree that, to the fullest extent permitted by law, you and Kroll knowingly, voluntarily, and inten ionally waive the right to a trial by jury in any action or other legal proceeding
arising out of or relating to he Agreement, the Platform or the Services. The foregoing waiver applies to any action or legal proceeding, whether sounding in contract, tort or otherwise.
You also agree not to include any employee of Kroll as a party in any such action or proceeding.
D. Class Action Waiver
Some jurisdictions, including Quebec, do not allow a waiver of the right to file a class action in certain circumstances so that the following waiver may not apply to you. To the maximum
extent permitted by Applicable Laws, you and Kroll (or its Representatives, as applicable) knowingly, voluntarily, and intentionally agree that each may bring claims against the other, or any
Representative, only in your or its individual capacity, and not as a plaintiff or class member in any purported class or representative proceeding.
8. Your Passwords and Account Security; Online Access
A. Password and Account Security
Failure to comply with the below requirements shall constitute a breach of the Agreement and shall constitute grounds for immediate termination of your account and your right to use the
Platform.
You understand that you are responsible for, and agree to:
i. be solely responsible to Kroll for all activities hat occur under your account; and
ii. notify Kroll immediately if you become aware of any unauthorized use or disclosure, loss, or heft of your password or of your account.
B. Online access
i. If you choose to sign up for the Services online, then you agree that you will not receive any communications or Services via postal mail.
ii. notify Kroll immediately if you become aware of any unau horized use or disclosure, loss, or theft of your password or of your account.
9. Termination of Relationship
A. Termination by You If you want to terminate the Agreement, you may do so, for any reason, at any time, by cancelling your subscription(s) and/or closing your account(s).
B. Termination by Kroll
1. For Cause
a. We may terminate the Agreement if you have breached the Agreement or if you commit (or cause to be committed) negligence, fraud, willful misconduct or unlawful conduct arising
from, in connec ion with or related to use of Kroll’s Services or Platform.
b. If Kroll terminates he Agreement with you for cause, your subscrip ion will terminate immediately.
2. For Convenience
We may terminate the Agreement for convenience. In such case, Kroll will provide thirty (30) days’ prior written notice of such termination, where practicable.
C. Effect of Termination
Provisions of the Agreement which by their nature are intended to survive termination of the Agreement shall survive termination of the Agreement.
10. Miscellaneous
A. No waiver of any breach of any provision of this Agreement or of any agreement with us will constitute a waiver of any prior, concurrent, or subsequent breach of the same or other
provisions. All waivers must be in writing. If any court of competent jurisdiction finds any part or provision of this Agreement or of any other agreement between you and us to be invalid or
unenforceable, such findings will have no effect on any o her part or provision of this Agreement or any other agreement between you and us.
B. We are not responsible for delay or failure to perform due to causes beyond our reasonable control.
C. This Agreement constitutes the whole legal agreement between you and us and govern your use of the Services, Portal, and the Platform (but excluding any services which we may
provide to you under a separate written agreement), and completely replaces any prior agreements between you and us in relation to same. Kroll may update this Agreement or any
related policy (such as he Privacy Policy (https://enroll idmonitoringservice com/privacypolicy)) from time to time by posting revisions on the Platform.

D. Except as otherwise provided, we may send any no ices to you to the most recent email address you have provided to us or, if you have not provided an email address, to any email
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or postal address hat we reasonably believe is your address. If you wish to update your registration information, please log in to your account and update your information.
E. When you provide us with comments, suggestions, or ideas (collectively, "Feedback"), such Feedback is not considered confidential and becomes the property of Kroll. We are not
obligated to you for any reason if you provide such Feedback. We are free to use, copy, or distribute the Feedback to others for any purpose.
F. We are not a credit repair organization or similarly regulated organization under other Applicable Laws, and do not provide credit repair advice.
G. You agree that you will use the Services to protect against or prevent actual fraud, unauthorized transactions, claims or other liabili ies.
H. It is the express wish of the parties that this Agreement and all related documents be drawn up in English. C’est la volonté expresse des parties que la présente convention ainsi que
tous les documents qui s’y rattachent soient rédigés en anglais.
Effective Date: November 30, 2018
This website makes use of technical cookies and cookies set by third parties. If you need further information about cookies or would like to disable a specific cookie (or all of them),
please click here (https://enroll idmonitoringservice com/privacypolicy). By continuing to browse by accessing any other section of this website or selecting any item on it (e.g. by
clicking a picture or a link), this will imply your consent to this website’s use of cookies.

https://enroll.idmonitoringservice.com/terms
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EXHIBIT D
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Fwd: Hiteshew v Marriott International, Inc.
 Forwarded message 
From: Keteltas, Gilbert S. <gketeltas@bakerlaw.com>
Date: Sun, Dec 9, 2018 at 12:58 PM
Subject: RE: Hiteshew v Marriott International, Inc.
To: EveLynn Rapp <erapp@edelson.com>
Cc: Warren, Daniel <DWarren@bakerlaw.com>, Rafey Balabanian <rbalabanian@edelson.com>,
Dave.Bell@marriott.com <Dave.Bell@marriott.com>, Ghannoum, Lisa M. <lghannoum@bakerlaw.com>, Jay Edelson
<jedelson@edelson.com>, Shawn Davis <sdavis@edelson.com>, cdore@edelson.com <cdore@edelson.com>

Eve-

As to WebWatcher, Marriott does not contend the claims of putative class members will be subject to the terms of
service in Kroll’s WebWatcher product.

On the technical issues you shared with us a few hours ago, we feel conﬁdent that there is no need to involve the court
on a motion for emergency relief and will be back to you, hopefully within a few hours, with further conﬁrmation.

In short, we do not believe the signatory to a motion for a temporary restraining order could fairly certify that the ﬁling
was based on a reasonable inquiry. And the suggestion that you may ﬁle and withdraw the motion anyway – as you
have done before – should be a factor the court considers when it makes determinations concerning leadership in what
will likely be a future MDL.

Gil Keteltas
Partner

Washington Square
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Washington, DC 200365403
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