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l. INTRODUCTION

1. Through its various consumer-facing products and services — and its business
advertising and surveillance tools — Google amasses data about billions of people for the purpose
of creating detailed dossiers about them in furtherance of targeted advertising. Recognizing that
American consumers have significant privacy concerns, however, Google makes two
“unequivocal” promises to users who sign up for Google’s services: (1) “Google will never sell any
personal information to third parties;” and (2) “you get to decide how your information is used.”?

Google also promises that it will not use certain sensitive information for advertising purposes.

9

We do not sell your personal information

to anyone
2. Google breaks these promises billions of times every day.
3. This Complaint identifies how Google actively sells and shares consumers’ personal

information with thousands of entities, ranging from advertisers to publishers to hedge funds to
political campaigns and even to the government, through its Google Real-Time Bidding system.
The personal information that Google sells, shares and uses includes the very sensitive information
Google promised it would not use for advertising purposes. These practices are not disclosed to
consumers.

4, This case is brought on behalf of all Google account holders whose personal
information is sold and disseminated by Google to thousands of companies through Google’s
proprietary advertising auction process effectuated through real-time bidding (“RTB”) auctions.

5. Regulators have described RTB as follows:

RTB is the process by which the digital ads we see every day are
curated. For each ad, an auction takes place milliseconds before it is

! Pichai, Sundar (May 7, 2019), Google’s Sundar Pichai: Privacy Should Not Be a Luxury Good,
The New York Times, available at https://www.nytimes.com/2019/05/07/pinion/google-sundar-
pichai-privacy.html (attached as Exhibit 25).
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shown in an app or browser. The hundreds of participants in these
auctions receive sensitive information about the potential recipient
of the ad—device identifiers and cookies, location data, IP
addresses, and unique demographic and biometric information such
as age and gender. Hundreds of potential bidders receive this
information, even though only one—the auction winner—will use it
to deliver an advertisement.

Few Americans realize that companies are siphoning off and storing
that “bidstream” data to compile exhaustive dossiers about them.
These dossiers include their web browsing, location, and other data,
which are then sold by data brokers to hedge funds, political
campaigns, and even to the government without court orders.?

6. Google runs the world’s largest RTB auction (the “Google RTB”). In the Google
RTB, Google solicits participants to bid on sending an ad to a specific individual (the “Target”).
Google provides highly specific information about the Target in the Bid Request provided to
auction participants, including data that identifies the individual person being targeted through
unique identifiers, device identifiers and IP addresses, among other information. The collected data
provided about the Target to auction participants is called “Bidstream Data.”

7. Auction participants receive the information and compete for ad space to send a
message to the Target at a specific price. The winning bidder pays Google for the ad placement
with currency. But all auction participants, even those who do not win and those who do not submit
a bid, are able to collect Bidstream Data on the Target. Such “non-winning” auction participants
include not just auction participants who engage in the RTB process with the intent of competing
to fill the ad space, but also pure “Surveillance Participants” — participants that have no interest in
filling the ad space but who participate in Google’s RTB for the sole purpose of gaining access to
the Target’s Bidstream Data. Even though they do not bid, the Surveillance Participants’ presence
drives interest and encourages competitive bids, which increases the reach and profitability of
Google RTB.

8. The Google RTB process takes place in fewer than 100 milliseconds, faster than the

blink of an eye.

2 Senator Ron Wyden (Oregon), et al. (July 31, 2020), Letter to Hon. Joseph J. Simmons, Chairman
of the Federal Trade Commission (FTC) urging FTC investigation of RTB (“Wyden FTC Letter”),
available at https://www.wyden.senate.gov/imo/media/doc/073120%20Wyden%20Cassidy%20
Led%20FTC%?20Investigation%?20letter.pdf
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0. Google’s ability to provide a rich and highly personalized set of Bidstream Data for
each Target is unprecedented and is the primary source of Google’s massive revenues. Google is a
consumer data powerhouse unmatched in human history. Google operates the world’s largest
search engine (Google.com), web-browser (Chrome), email service (Gmail), Internet video service
(YouTube), mobile phone operating system (Android), and mapping service (Google Maps).
Google also operates large consumer services in app sales (Google Play), document processing
(Google Docs), scheduling (Google Calendars), storage (Google Drive), instant messaging (Google
Chat), travel planning (Google Flights), fitness (Google Fit), videoconferencing (Google Meet),
payment services (Google Pay), smartphone hardware (Google Pixel), laptop hardware
(Chromebooks), and broadcast television (YouTube TV).

10. Through these services, Google surreptitiously observes, collects, and analyzes real-
time information about everyone engaging on those platforms. This includes collecting and selling
information about activity users could not expect to be sold. Google’s purpose is to build massive
repositories of the most current information available about the people using its services to sell it
to Google’s partners. But because transparency about those practices would lead to less user
engagement on those platforms, which in turn would impede its ability to maximize targeted ad
revenues, Google fails to make accurate, transparent disclosures about those practices to its account
holders.

11. Instead, Google promises its account holders privacy and control. Any consumer
can sign up for a Google Account by clicking a button assenting to the terms of service that Google

has unilaterally drafted. In that contract, Google makes the following promises:

a. “You get to decide how your information is used.” Ex. 25 at 1.

b. “We don’t sell your personal information to anyone.” Ex. 5 at 1.

C. “Advertisers do not pay us for personal information.” Ex. 5 at 1.

d. “We don’t share information that personally identifies you with advertisers.”
E.g. Ex. 20 at 6.

e. “We also never use ... sensitive information like race, religion, or sexual

orientation, to personalize ads to you.” Ex. 5 at 1.
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f. “We don’t show you personalized ads based on sensitive categories, such as
race, religion, sexual orientation, or health.” E.g. Ex. 20 at 6.

12, Google does not honor these terms. Without telling its account holders, Google
automatically and invisibly sells Bidstream Data about them to thousands of different participants
on the Google RTB billions of times every day. The Bidstream Data that Google sells and discloses
to thousands of Google RTB participants identifies individual account holders, their devices, and
their locations; the specific content of their Internet communications; and even highly personal

information about their race, religion, sexual orientation, and health.
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13.  The Google RTB system may be illustrated as follows:

Ad Target: Jane Doe

s$

Active Biddersand $ $$
Surveillance Bidders: $ $ $ |

Winning
Bidder

facebook
amazon
F\\ Adobe

and hundreds of others.

14.  Contrary to Google’s promises, Bidstream Data is not anonymized. It includes:

a. A Google ID for each account holder;
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b. The account holder’s IP address;

C. A cookie-matching service that helps the recipient match the account
holder’s personal information up with other personal information that the
recipient has on the account holder;

d. The account holder’s User-Agent information;

e. The Publisher ID of the website in question;

f. The content of the URL for the webpage where the ad will be placed;

g. The account holder’s unique device identifier; and

h. “Vertical” interests associated with the bid that include interests relating to

race, religion, health, and sexual orientation.

15.  The “verticals” included in Bidstream Data sold and disclosed on Google RTB
categorize Google’s account holders into targetable interests. Google runs algorithms across the
massive repositories of data it acquires about account holders and sorts them into more than 5,000
consumer categories (segments) and subcategories (verticals). According to Google’s own

description of the segments and verticals, these categories include:

a. In the Health segment, verticals include AIDS & HIV, Depression, STDs,
and Drug & Alcohol Treatment. Ex. 24 at 14.

b. In the Religion segment, verticals include Buddhism, Christianity,
Hinduism, Islam, and Judaism. Id. at 21.

C. In the Identity segment, verticals include African-Americans, Jewish
Culture, and LGBT. Id.

d. In the Finance segment, verticals include Debt Collection and Short-Term
Loans and Cash. Id. at 11-12.

e. Other verticals include Troubled Relationships, Divorce & Separation, and
Bankruptcy. 1d. at 21.

16.  These “verticals” exemplify Google’s use of the information it collects about
account holders’ activities and its ability to take that information and infer personal and sensitive
characteristics. Google then packages account holders into narrowly drawn, targetable categories.
That is, the Bidstream Data that Google provides to Google RTB participants is drawn from the
extensive profile Google has built on the Target. This data set includes information based on

Google’s distillation of both public and highly private data points and inferences. Google’s
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Bidstream Data on Targets is so compelling that publishers are incentivized to choose Google RTB
over other services to place their messages, and bidders in Google RTB will offer to pay premium
dollars for the information. And all participants, including Surveillance Participants, can keep the
Bidstream Data for each Target, which encourages Surveillance Participants to participate even if
they do not wish to buy the ad space. But the consumers themselves do not even know that these
categories exist, let alone that Google has placed them into one of these categories.

17. Data included in Bidstream Data constitutes “personal information” under
California law. Google adopts California law in its contract with account holders. California law
defines “personal information” to include any “information that identifies, relates to, describes, is
reasonably capable of being associated with, or could reasonably be linked, directly or indirectly,
with a particular consumer or household.” California law also provides a non-exhaustive list of
“personal information,” which includes unique personal identifiers, online identifiers, IP addresses,
email addresses, account names, characteristics of protected classifications under California or
federal law, purchase history or consideration, Internet or other electronic network activity
(including browsing history, search history, and information regarding a consumer’s interaction
with an internet website, application, or advertisement), geolocation data, employment-related
information, education information, and “inferences drawn ... to create a profile about a consumer
reflect the consumer’s preferences, characteristics, psychological trends, predispositions, behavior,
attitudes, intelligence, abilities, and aptitudes.” Cal. Civ. Code § 1798.140(0)(1). Thus, the
information Google sells and discloses as part of a Target’s Bidstream Data includes personal
information under California law.

18. The exchange of Bidstream Data for auction participation constitutes a “sale” of
“personal information.” California law defines a sale of personal information as “selling, renting,
releasing, disclosing, disseminating, making available, transferring, or otherwise
communicating ... by electronic or other means, a consumer’s personal information by the business
to another business or a third party for monetary or other valuable consideration.” Cal. Civ. Code

§ 1798.140(t)(L).
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19. Google’s dissemination and sale of the type of Bidstream Data available in Google
RTB violates Google’s express contractual promises to its account holders.

20. It also violates laws prohibiting Google from selling account holders’ personal
and/or sensitive information, including (and especially) when it sells and discloses such information
for the purpose of targeting them.

21.  Google does not disclose to its account holders its creation and use of massive data
sets to profile them specifically (and identifiably) in these auctions, and it cannot plausibly or
credibly claim it has account holders’ consent for this use of their data and information. None of
the categories of information in Bidstream Data are identified in any of the many policies and terms
of service Google presents to account holders. Indeed, the success of Google’s RTB process is a
function, in part, of the fact that account holders — the Targets for ad placements — are unaware that
information drawn from their activities wholly unrelated to any bid are incorporated into what is
presented to them in targeted ads milliseconds later.

22, “We also never use your emails, documents, photos, or sensitive information like
race, religion, or sexual orientation, to personalize ads to you,” Google tells account holders. Ex. 5
at 2. But that is precisely what Google does. Google RTB bidders specifically seek to stimulate
response in the Target based on the way Google slots the Target into verticals and segments
concerning, among other things, the Target’s race, religion, and sexual orientation.

23. The breadth of Google’s privacy violations is staggering. Plaintiffs engaged an
expert, Professor Christo Wilson, to help identify the scope of Google’s dissemination of Bidstream
Data on individual Targets. Professor Wilson identified 1.3 million separate publishers
participating in Google’s ad systems. Each of those publishers is a potential recipient of Google
RTB Bidstream Data, including the personal information Google tells account holders it will not
share.

24. Once a Target’s Bidstream Data is disseminated by Google, the data is not
recoverable.

25. Because Google account holders are not informed about this dissemination of their

personal information — indeed, they are told the opposite — they cannot exercise reasonable
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judgment to defend themselves against the insidious, pervasive, and highly personal ways Google
has used and continues to use data Google has about them to make money for itself. Nor can
account holders exercise reasonable judgment to defend themselves against winning bidders that
are targeting them individually, or Surveillance Participants that use Google RTB to build their
own data profiles on account holders.

26. In July 2020, Senator Ron Wyden and nine other members of Congress wrote a letter
to the Federal Trade Commission explaining the privacy dangers of RTB systems. The letter

explained:

Unregulated data brokers have access to bidstream data and are
using it in outrageous ways that violate Americans’ privacy. For
example, media reports recently revealed that Mobilewalla, a data
broker and a buyer of bidstream data, used location and inferred race
data to profile participants in recent Black Lives Matter protests.
Moreover, Mobilewalla’s CEO revealed, in a podcast recorded in
2017, that his company tracked Americans who visited places of
worship and then built religious profiles based on that information.

The identity of the companies that are selling bidstream data to
Mobilewalla and countless other data brokers remains unknown.
However, according to major publishers, companies are
participating in RTB auctions solely to siphon off bidstream data,
without ever intending to win the auction and deliver an ad. ...

Americans never agreed to be tracked and have their sensitive
information sold to anyone with a checkbook. ... This outrageous
privacy violation must be stopped and the companies that are

trafficking in Americans’ illicitly obtained private data should be
shut down.?

217, Plaintiffs bring this class action on behalf of themselves and all Google account
holders in United States whose personal information was sold or otherwise disclosed by Google
without their authorization, and assert claims for breach of contract, violations of statutory and
common law, and equitable claims against Google for compensatory damages, including statutory
damages where available, unjust enrichment, punitive damages, injunctive relief, and all other

remedies permitted by law.

3 Wyden FTC Letter.
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1. JURISDICTION, VENUE, AND ASSIGNMENT

28. This Court has personal jurisdiction over Defendant Google LLC (“Defendant” or
“Google”) because it is headquartered in this District. Google also concedes personal jurisdiction
in its current and prior Google Terms of Service. See Exhibits 2 through 4.

29. Venue is proper in this District because Google is headquartered in this District and
because its current and prior Terms of Service purport to bind Plaintiffs to bring disputes in this
District. See id.

30.  Assignment of this case to the San Jose Division is proper pursuant to Civil Local
Rule 3-2(c)(e) because a substantial part of the events or omissions giving rise to Plaintiffs’ claims
occurred in Santa Clara County, California.

31. This Court has subject matter jurisdiction over the federal claims in this action. Infra
Counts Nine, Ten, Eleven, and Twelve.

32. This Court has subject matter jurisdiction over this entire action pursuant to the
Class Action Fairness Act, 28 U.S.C. § 1332(d), because this is a class action in which the amount
in controversy exceeds $5,000,000, and at least one member of the class is a citizen of a state other
than the state in which Google maintains its headquarters (California) and in which it is
incorporated (Delaware).

33. This Court has supplemental jurisdiction over the state law claims in this action
pursuant to 28 U.S.C. 8 1367 because the state law claims form part of the same case or controversy
as those that give rise to the federal claims.

1. PARTIES

34. Plaintiff Benjamin Hewitt is an adult domiciled in California. Plaintiff Hewitt is a
Google account holder who has used the Internet, including websites from which Google sold and
shared account holder information without authorization, as alleged herein. Plaintiff Hewitt has
used the Chrome web browser. In order to become a Google account holder, Plaintiff Hewitt was
required to indicate he agreed to uniform conditions drafted and set forth exclusively by Google

that govern the relationship between him and Google.
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35. Plaintiff Kimberley Woodruff is an adult domiciled in Missouri. Plaintiff Woodruff
is a Google account holder who has used the Internet, including websites from which Google sold
and shared account holder information without authorization, as alleged herein. Plaintiff Woodruff
has used the Chrome web browser. In order to become a Google account holder, Plaintiff Woodruff
was required to indicate she agreed to uniform conditions drafted and set forth exclusively by
Google that govern the relationship between her and Google.

36. Because of the ubiquity of Google’s advertising services to businesses and its
surveillance technologies, it is practically impossible for any American to use the Internet without
their personal information being subject to Google RTB. As alleged below, nearly 1.3 million
different publishers or brokers for publishers are identified by Google as being involved on the
supply side in the Google RTB system.

37. On information and belief, like millions of other Americans, Google has sold and
shared Plaintiffs’ personal information through Google RTB. Plaintiff Hewitt frequently uses
Chrome to request, obtain and watch audio-visual materials, including materials from publishers
for which he is a subscriber. On information and belief, like millions of Americans, Google has
sold and shared information about the video materials Plaintiff Hewitt receives and obtains on
Chrome through Google’s RTB auctions without his express written consent.

38. Defendant Google is a Delaware Limited Liability Company headquartered at
1600 Amphitheatre Parkway, Mountain View, California, whose membership interests are entirely
held by its parent holding company, Alphabet, Inc. (“Alphabet”), headquartered at the same
address. Alphabet trades under the stock trading symbols GOOG and GOOGL. Alphabet generates
revenues primarily by delivering targeted online advertising through the Google subsidiary. All

operations relevant to this complaint are run by Google.
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IV. FACTUAL ALLEGATIONS

A. The Operative Terms of Service Between Google and Google Account Holders
Repeatedly and Uniformly Promise that Google Will Not Sell Account Holders’
Personal Information to Google RTB Participants

39. A Google Account gives a user access to Google products.* The user, in turn
becomes a Google account holder (the “Account Holder”).

40.  Google requires an Account Holder to indicate they agree to the Google Terms of
Service (the “Terms of Service”).

41. The Terms of Service are drafted exclusively by Google.

42. Though the Terms of Service at issue are materially identical throughout the Class
Period, the manner by which they were presented to persons creating a Google Account shifted
slightly over the relevant time period. All versions of the Terms of Service contain the following

assertions material to the claims asserted herein:

1. The Terms of Service Provide That California Law Governs

43. At all times relevant to Plaintiffs’ allegations, the Terms of Service designated
California law as governing law.

44.  Google is bound by the California’s definition of “personal information.”

45, California law defines personal information as “information that identifies, relates
to, describes, is reasonably capable of being associated with, or could reasonably be linked,
directly or indirectly, with a particular consumer or household.” Cal. Civ. Code 8 1798.140(0)(1)
(emphasis added).

46.  California law also provides a non-exhaustive list of information deemed to be
personal information: “Personal information includes, but is not limited to, the following if it
identifies, relates to, describes, is reasonably capable of being associated with, or could be

reasonably linked, directly or indirectly, with a particular consumer or household:

* Google Account Help, Create A Google Account, https://support.google.com/accounts/answer/
27441?hl=en&ref topic=3382296.
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Id. (emphasis added).

Identifiers such as a real name, alias, postal address, unique personal
identifier, online identifier, internet protocol address, email address, account
name, social security number, driver’s license number, passport number, or
other similar identifiers.

Any categories of personal information described in subdivision (e) of
Section 1798.80.

Characteristics of protected classifications under California or federal law.

Commercial information, including records of personal property, products
or services purchased, obtained, or considered, or other purchasing or
consuming histories or tendencies.

Biometric information.

Internet or other electronic network activity information, including, but not
limited to, browsing history, search history, and information regarding a
consumer’s interaction with an internet website, application, or
advertisement.

Geolocation data.

Audio, electronic, visual, thermal, olfactory, or similar information.
Professional or employment-related information.

Education information, defined as information that is not publicly available
personally identifiable information as defined in the Family Educational
Rights and Privacy Act (20 U.S.C. § 1232(g); 34 C.F.R. Part 99).
Inferences drawn from any of the information identified in this subdivision
to create a profile about a consumer reflecting the consumer’s preferences,

characteristics, psychological trends, predispositions, behavior, attitudes,
intelligence, abilities, and aptitudes.”

2. The Terms of Service State Google Will Not Sell or Share Personal
Information

47. Since March 31, 2020, the Terms of Service have stated, “You have no obligation

to provide any content to our services and you’re free to choose the content that you want to

provide.” Ex. 4 at 5.
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48.  The second paragraph of the Terms of Service provides:

These Terms of Service reflect the way Google's business works i, the laws that apply to our company, and certain
things we've always believed to be true (4. As a result, these Terms of Service help define Google's relationship with you as
you interact with our services. For example, these terms include the following topic headings:

e  What you can expect from us, which describes how we provide and develop our services
e What we expect from you, which establishes certain rules for using our services

e Content in Google services, which describes the intellectual property rights to the content you find in our services —
whether that content belongs to you, Google, or others

¢ Incase of problems or disagreements, which describes other legal rights you have, and what to expect in case

someone violates these terms

Understanding these terms is important because, by using our services, you're agreeing to these terms.

49.  The reference and hyperlink to “the way Google’s business works” takes the
Account Holder to Google’s “How our business works” page, thereby incorporating that linked
document into the Terms of Service. On the very first page of that linked document, in large type,
Google declares: “We don’t sell your personal information to anyone.” Google also states, “[W]e

never sell your personal information to anyone[.]”>

We don't sell your personal information to anyone

We use your personal information to make our products more helpful to you. It's how we can
autocomplete your searches, get you home faster with Maps, or show you more useful ads
based on your interests. But we never sell your personal information to anyone and you can
use many of our products without signing in or saving any personal information at all.

50.  The “the way Google’s business works” page further promises:¢
a. “Advertisers do not pay us for personal information|[.]”
b. “[W]e never share that information with advertisers, unless you ask us to.”
SEx. 5at 1-2.
1d at1-2.
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c. “We also never use your emails, documents, photos, or sensitive information
like race, religion, or sexual orientation, to personalize ads to you.”

d. “We share reports with our advertisers to help them understand the
performance of their ads, but we do so without revealing any of your
personal information.”

e. “At every point in the process of showing you ads, we keep your personal
information protected with industry-leading security technologies.”

3. The Google Privacy Policy Promises Not to Sell or Share Personal
Information

51.  Prior to around May 2018, Account Holders who created a Google Account were
required to agree to both the Terms of Service and the Google Privacy Policy (the “Privacy Policy”).

52.  From around May 2018 to present, Account Holders who created a Google Account
were required to agree only to the Terms of Service. While Account Holders were not required to
agree to the Privacy Policy during this period, the Google Account creation process included a link
(see below) to the Privacy Policy as a guide to how Google would “process your information.”” As
described further below, the Privacy Policy during this time contained repeated assurances and

representations from Google regarding how Google would process Account Holders” information.

Google

Privacy and Terms

To create a Google Account, you'll need to agree 1o the
Terms of Service below.

In addition, when you create an account, we process your
information as described in our Privacy Policy, including
these key points

53.  From March 31, 2020 to present, the Terms of Service refer to the Privacy Policy,
but state that the Privacy Policy is “not part of these terms.” Ex. 4 at 1. During this time period,

the Terms of Service expressly state that the “Terms of Service reflect the way Google’s business

7 See, e.g., Tom Leeman, How to create a Google Account, YouTube (Feb. 2, 2020)
https://www.youtube.com/watch?v=ArZpwB1 z10 (at 4:40-4:45).
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works [hyperlink].” /d. The hyperlink takes an Account Holder to the “How our business works”
webpage, thereby incorporating the terms set forth on that webpage into the Terms of Service.
Accordingly, as of March 31, 2020, the contract between the Parties consisted of the Terms of
Service and the Google “How our business works” webpage (discussed above).

54.  Like the Terms of Service, the Privacy Policy made promises to Account Holders
throughout the Class Period regarding the protection of their personal information.

55.  The Privacy Policy tracks the California statutory definition of “personal
information,” defining it as “information that you provide to us which personally identifies you,
such as your name, email address, or billing information, or other data that can be reasonably
linked to such information by Google, such as information we associate with your Google
Account.” See Ex. 15 at 28 (emphasis added).

56.  The Privacy Policy describes the information it associates with Google Accounts,

1.e. “personal information,” to include the following:

The information we collect includes unique identifiers, browser type and settings,

device type and settings, operating system, mobile network information including
carrier name and phone number, and application version number. We also collect
information about the interaction of your apps, browsers, and devices with our
services, including IP address, crash reports, system activity, and the date, time, and
referrer URL of your request.

See, e.g., id. at 2.

57.  The document at the “unique identifiers” hyperlink defines a unique identifier as “a
string of characters that can be used to uniquely i1dentify a browser, app, or device,” which includes
cookies, advertising 1ds and other unique device identifiers. See, e.g., id. at 29.

58.  Google associates these unique identifiers — cookies, IP addresses, User-Agent
information, advertising ids, other unique device identifiers, and browsing history information —
with individual accounts that include names, email addresses, geolocation, and all other information

Google maintains on individual account holders.
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59.  But Google expressly assures Account Holders that personal information will not
be shared with third parties without Account Holders’ consent. Specifically, the Privacy Policy

makes the following promises:

a. “We do not share your personal information with companies, organizations,
or individuals outside of Google except...[1)] “With your consent;” [3)]
“With domain administrators;” [3)] “For external processing”; and [4)] “For
legal reasons.” E.g., Ex. 6 at 6; Ex. 15 at 11-12. Google has made this
promise in the Google Privacy Policy since at least March 1, 2012.

b. “We don’t share information that personally identifies you with
advertisers[.]” E.g., Ex. 12 at 5; Ex. 15 at 5. Google has made this promise
in the Google Privacy Policy since at least May 25, 2018.

c. “We don’t show you personalized ads based on sensitive categories, such as
race, religion, sexual orientation, or health.” E.g., Ex. 12 at 5; Ex. 15 at 5.
Google has made this promise in the Google Privacy Policy since at least
May 25, 2018.

d. The Google Privacy Policy includes a definition of “sensitive categories”
that promises: “We don’t use topics or show personalized ads based on
sensitive categories like race, religion, sexual orientation, or health. And we
require the same from advertisers [hyperlink] that use our services.”® E.g.,
Ex. 12 at 21; Ex. 15 at 22. Google has made this promise in the Google
Privacy Policy since at least May 25, 2018.

60.  Also, since at least May 25, 2018, Google has acknowledged its responsibility to
keep users’ personal information secure, stating: “When you use our services, you’re trusting us
with your information. We understand this 1s a big responsibility and work hard to protect your
information[.]” E.g., Ex. 12 at 1; Ex. 15 at 1; Ex. 20 at 1.

61.  Where the Privacy Policy mentions sharing information with “partners,” it

emphasizes and promises that the information shared is not personally identifiable:

We may share non-personally identifiable information publicly and with our partners —

like publishers, advertisers, developers, or rights holders. For example, we share
information publicly to show trends about the general use of our services. We also
allow specific partners to collect information from your browser or device for
advertising and measurement purposes using their own cookies or similar
technologies.

8 The words “require the same from advertisers” provide a hyperlink to a separate policy titled
“Personalized Advertising” detailed below.
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E.g., id. at 12.

62. But that provision of the Privacy Policy is not protective of personal information.
The provision defines “non-personally identifiable information” as “information that is recorded
about users so that it no longer reflects or references an individually-identifiable user.” E.g., id. at
27. That definition conflicts with California law (as set forth above), as well as the definition
Google provides elsewhere in the privacy policy, both of which provide that the data Google
associates with individual Account Holders is “personal information,” regardless of whether it “no
longer reflects or references an individual user,” and thus does not qualify as “non-personally
identifiable information.” See, e.g., id. at 28.

63. Further, Google’s statement that it “allow[s] specific partners to collect information
from your browser or device for advertising and measurement purposes using their own cookies or
similar technologies” is limited to the “specific partners” listed in the hyperlink. Those “specific
partners” are Nielsen, comScore, Integral Ad Science, DoubleVerify, Oracle Data Cloud, Kantar,
and RN SSI Group, and Google promises that their use is limited to “non-personally identifiable
information.” Ex. 21 at 1. In the section identifying these partners, Google repeats the promise,
“We don’t share information that personally identifies you with our advertising partners[.]” Id. at

2.

4. Google Makes Additional Statements Promising Not to Sell or Share
Account Holders’ Information

64. In addition to the contractual promises Google makes to Account Holders, Google
makes similar promises elsewhere on its website and in the public sphere. These include but are
not be limited to: (1) the “Who are Google’s Partners” webpage, (2) the Google “Personalized
Advertising” webpage, (3) the “We do not sell your personal information to anyone” webpage, (4)
the Google “Your privacy is protected by responsible data practices” webpage, (5) Google CEO
Sundar Pichai’s statement and testimony before Congress when Google was facing inquiry into its
privacy practices, and (6) an op-ed from Google CEO Sundar Pichai that was published in the New

York Times.
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a) The Google “Who are Google’s Partners” Webpage Promises

65.  As alleged above, the Privacy Policy states that it “allow[s] specific partners

[hyperlink] to collect information from your browser or device for advertising and measurement
purposes using their own cookies or similar technologies.”

66.  The hyperlink for “specific partners” takes an Account Holder to the “Who are
Google’s Partners” webpage where Google reiterates, “We don’t share information that
personally identifies you with our advertising partners, such as your name or email, unless you
ask us to share it.” Ex. 21 at 2.

67. The same webpage identifies seven “partners” (Nielsen, comScore, Integral Ad
Science, DoubleVerify, Oracle Data Cloud, Kantar, and RN SSI Group) that Google permits to
“collect or receive non-personally identifiable information about your browser or device when you
use Google sites or apps.” Id. at 1. Thus, Google promises its account holders that it does not share
personal information with those partners.

68. The webpage fails to disclose, however, that Google sends Account Holder personal
information to hundreds of other companies not identified on this page, and that Google works with
nearly 1.3 million different publishers that Google sometimes refers to as partners and with which

Google routinely shares Account Holder personal information.

b) The Google “Personalized Advertising” Webpage Promises

69. Under the definition of “sensitive categories”, the Privacy Policy provides a
hyperlink to an Advertising Policies Help webpage titled “Personalized Advertising.” See, e.g., EX.
15 at 22.

70.  According to Google, the webpage makes promises applicable to “all Google
features using personalized advertising functionality.” Ex. 22 at 1.

71. On this webpage, Google repeats its promises about sensitive categories, stating:

a. “Advertisers can’t use sensitive interest categories to target ads to users or
to promote advertisers’ products or services.” Id. at 2.

b. “Personal hardships: Because we don’t want ads to exploit the difficulties or
struggles of users, we don’t allow categories related to personal hardships.”
Id.
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“ldentity and belief: Because we want ads to reflect a user’s interests rather
than more personal interpretations of their fundamental identity, we don’t
allow categories related to identity and belief, some of which could also be
used to stigmatize an individual.” 1d.

“Sexual interests: Because we understand that sexual experiences and
interests are inherently private, we don’t allow categories related to sexual
interests.” Id.

72. On the same webpage, under the header “Prohibited Categories,” Google promises

that “[t]he following sensitive interest categories can’t be used by advertisers to target ads to users

or to promote advertisers’ products or services” (id.):

a.

Restricted drug terms — “Prescription medications and information about
prescription medications, unless the medication and any listed ingredients
are only intended for animal use and are not prone to human abuse or other
misuse.” 1d. at 3.

“Personal hardships — We understand that users don’t want to see ads that
exploit their personal struggles, difficulties, and hardships, so we don’t allow
personalized advertising based on these hardships. Such personal hardships
include health conditions, treatments, procedures, personal failings,
struggles, or traumatic personal experiences. You also can’t impose
negativity on the user.” Id.

“Health in personalized advertising [including] Physical or mental health
conditions, including diseases, sexual health, and chronic health conditions,
which are health conditions that require long-term care or management[;]
products, services, or procedures to treat or manage chronic health
conditions, which includes over-the-counter medications and medical
devices[;] any health issues associated with intimate body parts or functions,
which includes genital, bowel, or urinary health[;] invasive medical
procedures, which includes cosmetic surgery[;] Disabilities, even when
content is oriented toward the user’s primary caretaker. Examples [include]
Treatments for chronic health conditions like diabetes or arthritis, treatments
for sexually transmitted diseases, counseling services for mental health
issues like depression or anxiety, medical devices for sleep apnea like CPAP
machines, over-the-counter medications for yeast infections, [and]
information about how to support your autistic child.” Id.

“Relationships in personalized advertising [including] Personal hardships
with family, friends, or other interpersonal relationships. Examples [include]
divorce services, books about coping with divorce, bereavement products or
services, family counseling services[.]” 1d. at 4.

“Sexual orientation in personalized advertising [including] lesbian, gay,
bisexual, questioning, or heterosexual orientation[.] Examples [include]
information about revealing your homosexuality, gay dating, gay travel,
information about bisexuality.” Id. at 4-5.

“Personal race or ethnicity.” Id. at 5.

“Personal religious beliefs.” Id.
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C) The Google “We do not sell your personal information to anyone.”
Webpage Promises

73.  Ona Google webpage titled “We do not sell your personal information to anyone,”

Google promises:

a. “We do not sell your personal information to anyone.” Ex. 23 at 1.

b. “Without identifying you personally to advertisers or other third parties, we
might use data that includes your searches and location, websites and apps
that you’ve used, videos and ads that you’ve seen, and basic information that
you’ve given us, such as your age range and gender.” 1d.

C. “We give advertisers data about their ads’ performance, but we do so without
revealing any of your personal information. At every point in the process of
showing you ads, we keep your personal information protected and private.”
Id.

d. “[R]emember, we never share any of this personal information with
advertisers.” Id. at 2.

d) The Google “Your Privacy is Protected by Responsible Data
Practices” Webpage Promises

74. On its webpage “Your privacy is protected by responsible data practices,” Google

promises:®

a. “Data plays an important role in making the products and services you use
every day more helpful. We are committed to treating that data responsibly
and protecting your privacy with strict protocols and innovative privacy
technologies.” Ex. 24 at 1.

b. “We never sell your personal information, and give you controls over who
has access[.]” Id. at 2.

C. That it uses “advanced privacy technologies [to] help keep your personal
information private.” Id. at 3.

d. “We are continuously innovating new technologies that protect your private
information without impacting your experiences on our products.” 1d.

e. “We use leading anonymization techniques to protect your data while
making our services work better for you.” Id. at 3-4.

f. “Privacy is core to how we build our products, with rigorous privacy
standards guiding every stage of product development. Each product and
feature adheres to these privacy standards, which are implemented through
comprehensive privacy reviews.” 1d. at 4.

9 https://safety.google/intl/en us/privacy/data/.
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75.  Screenshot examples from this webpage are provided below:

Your privacy is protected by
responsible data practices.

Data plays an important role in making the products and services
you use every day more helpful. We are committed to treating that
data responsibly and protecting your privacy with strict protocols
and innovative privacy technologies.

G kelloggspizza.net El

Q

Allow Kellogg’s Pizza to
access this device's
location?

Allow all the time

Allow only while the app is in use

Deny

BLOCKING ACCESS

We never sell your personal
information, and give you
controls over who has access

We are committed to protecting your data from third parties.
That's why it's our strict policy to never sell your personal
information to anyone. We don't share information that
personally identifies you with advertisers, such as your
name or email, unless you ask us to. For example, if you see
an ad for a nearby flower shop and select the “tap to call”
button, we'll connect your call and may share your phone
number with the flower shop. If you're using an Android
device, we require third-party apps to ask for your
permission to access certain types of data — like your
photos, contacts, or location.

Learn more in our Privacy Policy [4
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e) Google CEO Sundar Pichai’s Promises

76. On December 11, 2018, Google CEO Sundar Pichai testified on behalf of Google
before Congress and repeated the unequivocal promise, “We do not and would never sell consumer
data.”?0

77. On May 7, 2019, Google CEO Sundar Pichai published an opinion piece in the New

York Times in which he said the following:*

Many words have been written about privacy over the past year,
including in these pages. | believe it’s one of the most important
topics of our time.

People today are rightly concerned about how their information is
used and shared, yet they all define privacy in their own ways. I’ve
seen this firsthand as | talk to people in different parts of the world.
To the families using the internet through a shared device, privacy
might mean privacy from one another. To the small-business owner
who wants to start accepting credit card payments, privacy means
keeping customer data secure. To the teenager sharing selfies,
privacy could mean the ability to delete that data in the future.

Privacy is personal, which makes it even more vital for companies
to give people clear, individual choices around how their data is
used. Over the past 20 years, billions of people have trusted Google
with questions they wouldn’t have asked their closest friends: How
do you know if you’re in love? Why isn’t my baby sleeping? What
is this weird rash on my arm? We’ve worked hard to continually
earn that trust by providing accurate answers and keeping your
questions private. We’ve stayed focused on the products and
features that make privacy a reality — for everyone.

Our mission compels us to take the same approach to privacy. For
us, that means privacy cannot be a luxury good offered only to
people who can afford to buy premium products and services.
Privacy must be equally available to everyone in the world.

* * *

To make privacy real, we give you clear, meaningful choices around your
data. All while staying true to two unequivocal policies: that Google will
never sell any personal information to third parties; and that you get to
decide how your information is used.

10 See Google CEO Sundar Pichai Testifies Before the House Judiciary Committee. December 11,
2018. Available at https://www.c-span.org/video/?455607-1/google-ceo-sundar-pichai-testifies-

data-privacy-bias-concerns# (at 1:33:51).
1 Ex. 25at 1.
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5. A Summary of Google’s Promises

78. In sum, Google repeatedly makes the following promises to individuals who sign

up for a Google Account:

a. “We don’t sell your personal information to anyone.” Ex. 5 at 1.

b. “IW]e never sell your personal information to anyone[.]” 1d.

C. “Advertisers do not pay us for personal information[.]” Id.

d. “IW]e never share that information with advertisers, unless you ask us to.”
Id. at 2.

e. “We share reports with our advertisers ..., but we do so without revealing

any of your personal information.” Id.

f. “At every point in the process of showing you ads, we keep your personal
information protected with industry-leading security technologies.” Id.

g. “We also never use your ... sensitive information like race, religion, or
sexual orientation, to personalize ads to you.” Id. at 1.

h. “We do not and would never sell consumer data.” Pichai, supra note 10.

I. “We do not share your personal information with companies, organizations,
or individuals outside of Google” except in limited circumstances. See e.g.
Ex. 15at 11-12.

B. Google Violates its Promises to Account Holders by Selling Their Personal
Information on Google RTB

79. Google operates the world’s largest ad exchange, the Google Ad Exchange, a digital
marketplace that facilitates the buying and selling of advertising inventory. Through the RTB
auction process on the Google Ad Exchange, Google shares and sells users’ personal information
with Google RTB participants to solicit bids for the right to display what is essentially a real-time,
near-instantaneous advertisement to a specific user.

80. Thus, the Google RTB is an automated auction system where Google Account
Holders’ personal information is continually siphoned out and sold to hundreds of participants for
advertising purposes.

81. Google RTB bidders bid on the “cost per mille” — the cost per one thousand

impressions — which is used to measure how many impressions have been made by an ad.
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82.  The Google RTB process — from the offer of a targeted ad placement based on a
specific user’s personal information, to the solicitation of bids, to the sale to the highest bidder, to
the placement of the winning bidder’s ad on the specific user’s personal device — takes less than a
hundred milliseconds. For perspective, it takes 300 milliseconds to blink an eye. Hence the name
“real time bidding.”

83. Google RTB is invisible and undisclosed to Account Holders.

84.  To understand the many ways in which Google is selling Account Holders’
information, and how many companies Google is selling it to, it helps to first understand the ad
ecosystem in which these auctions occur.

85.  Account Holders’ information passes through multiple layers of what is referred to
as an “Ad Stack” as the data is re-directed by Google to various third parties.

86.  The Ad Stack consists of between three to five layers depending on the ad:

a. The publisher is the website (or entity controlling the website) that has ad
space to sell on its website;

b. The supply side platform (*SSP”) is an entity that collects Account Holder
data to sell and ad space inventory to populate ads targeted to those account
holders;

C. The ad exchange organizes auctions between each side of the ad stack;

d. The demand-side platform (“DSP”) bids on behalf of advertisers to show ads
to specific account holders; and

e. The advertiser purchases ads targeted to specific account holders.

87. In practice, for any single ad placement to a specific user, the Ad Stack may be
compressed. For example, a DSP could place an ad for itself, rather than for another advertiser on
whose behalf the DSP has been contracted to submit a bid. If a DSP wins an auction on behalf of
itself, the DSP is also the advertiser for that particular ad.

88. Likewise, a publisher in one ad auction may be an advertiser in another. For
example, The New York Times sells ads targeted to specific users on its own websites through this

system — and may also pay for ads targeted to users on other websites.
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89. Google compresses the Ad Stack in Google RTB because Google controls
significant players at the SSP, ad exchange, and DSP layers of the Ad Stack.

90. On the supply side, Google’s AdMob is the most popular SSP for apps on iOS and
Android, the two dominant mobile operating systems. AdMob creates software development kits
(“SDKSs™) for publishers to incorporate into their apps. AdMob’s SDKs serve as the mechanism
for exchanging information between ad exchanges (the auction) and the developers. Within an app,
AdMob code collects information and shares it with Google through the bidding process. Google
purchased AdMob in 2009. Account Holders’ phones share information with Google and ad
exchanges.

91.  According to the company MightySignal, an analytics firm that “provides detailed

and accurate mobile data,” Google AdMob is currently installed on:

a. 129,273 apps as of February 1, 2021 — or 82 percent of the Monetization
SDK market on Apple devices, including 136 of the top 200 apps in Apple
iOS products;*?

b. 1,013,605 apps as of February 1, 2021 — or 97 percent of the Monetization

SDK market on Android devices, included 146 of the top 200 apps on
Android.*3

92.  Google’s Ad Manager is among the most prominent and used SSP for websites and
functions just as AdMob does for smartphone and handheld device apps. Publishers install Google’s
code on their websites, which make requests to Google tied to identifying cookies.

93.  After data leaves an Account Holder’s device to be exchanged with the website with
which the Account Holder is communicating, Google contemporaneously redirects the Account
Holder’s personal information and the content of the communication being exchanged with the
website to the Google RTB, which, in turn, contemporaneously redirects the personal information
and contents to hundreds of different participants on the Google RTB. Google RTB participants

then consider the personal information of the Account Holder on whose device the ad will be

12 https://mightysignal.com/sdk/ios/1162/google-admob

13 https://mightysignal.com/sdk/android/55931/google-admob
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displayed, and calculate how much they are willing to bid for that specific Account Holder (i.e. the
Target). As explained above, the entire process takes less time than it does to blink an eye.

94.  The Google RTB sells approximately 53 percent of all ad exchange transactions.

95.  Onthe demand side, Google also has the world’s largest DSP. For example, millions
of advertisers contract through Google DoubleClick or Google Ads to target specific users with
specific attributes.

96. In the Google RTB process, Google sends bid requests to DSPs from publishers to
solicit bids from the DSPs based on the personal information of Account Holders. Thus, Google
holds the auction and awards the winning bid.

97.  All participants in Google RTB are part of the Bidstream, receiving Google’s Bid
Request, which is the vehicle through which Google sells and shares Account Holder personal
information.

98.  As illustrated below, the Bid Request moves from the publisher’s website
(https://website.com in the illustration), to the SSP, to the ad exchange (Google RTB), which fills
out a “Bid Request,” which is sent to DSPs, who bid on behalf of advertisers based on the personal

information that is provided in the Bid Request.
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_____ SENDINGTO  _ _ __
1 BID EXCHANGE L

| |

| MATCHING
COOKIE ID TO USER ID

COOKIE: |
Fr-9vPnPT, ..

HEADER:
Request URL: httpe:/ fwebzite.com
Request Method: POST

Status Code: 288...

COOKIE: Q USER:
e fr-gvPnPT... & 552EFF

https://website.com

DEMAND-SIDE SUPPLY-SIDE PLATFORM
PLATFORMS (DSPs) (SSP)
T [
| id |
| Q 552EFF I
I buyeruid 1340918W |
L — SENDINGTO _ _ 1087 - —— FILLING OUT  _|

ADVERTISERS “BID REQUEST"

gender F?)
keywords coffee, goth
consent

geo usa

data

ext

Data flows in a typical real-time bidding system?!*

99.  Aconcrete example helps illustrate the process. Consider a situation where The New
York Times reserves advertising space on its property to sell through Google RTB. An Account
Holder views a specific page, in this example an article on post-partum depression, by entering the
web address in the navigation bar of his or her web browser and hits ENTER. This triggers the web
browser to send a GET request (or electronic communication) to The New York Times, which, in

turn, responds by displaying The New York Times article on the Account Holder’s device. Common

14 Bennett Cyphers, Google Says It Doesn’t “‘Sell’ Your Data. Here’s How the Company Shares,
Monetizes, and Exploits It., Electronic Frontier Foundation (Mar. 19, 2020), https://www.eff.org/
deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-
and.
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experience shows that the requested webpage will display in a matter of seconds. But what the
Account Holder does not know is that the request to view The New York Times article on postpartum
depression is also accompanied by a “cookie,” which is sent from the Account Holder’s web
browser to the SSP (recall that an SSP is an entity that collects Account Holder information to sell
ad space for targeted advertising). If the SSP is AdMob, which is owned by Google, AdMob
matches the cookie to the Account Holder’s personal information stored by Google. As one of the
preeminent data companies in the world, Google’s storage of individuals’ personal information is
vast and, consequently, its capability to connect cookies to personal information is unprecedented.
From Google’s vast data store, Google RTB creates a Bid Request — containing the Account
Holder’s personal information and the content of the specific article that is the subject of the
Account Holder’s communication. This Bid Request is then sent to DSP participants of the Google
RTB (recall that DSPs bid on behalf of advertisers to display targeted ads on available ad space).
All Google RTB participants, in turn, can view, collect, and use the information in the Bid Request
to determine whether and in what amount they will pay to deliver an ad to the specific Account
Holder in question. Bids are submitted and the highest bidder wins the right to place its ad (or its
client’s ad) on The New York Times postpartum depression article that the Account Holder is
viewing. This s all done by algorithm and, as set forth above, the entire process takes milliseconds:
between the time the Account Holder clicks to access the article and the seconds it takes for the
article display, Google RTB has collected, disseminated, and sold the Account Holder’s personal

information to hundreds of Google RTB participants for the purpose of targeted advertising.

1. The Google RTB Shares Account Holders’ Personal Information

100. Google publishes several documents in which it explains how Google RTB Bid

Requests are structured. Among them are documents titled:

a. OpenRTB Integration;®®

15 https://developers.google.com/authorized-buyers/rtb/openrtb-quide
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101.

Real-Time Bidding Protocol Buffer v.199;1°
Authorized Buyers Real-time Bidding Proto;!” and
Infrastructure Options for RTB Bidders (part 4).18
a) OpenRTB Integration

OpenRTB Integration provides a chart with “Bid request variables and definitions”

mnvolved in Google OpenRTB.

102.

The following chart provides a subset of the Bid Request variables that OpenRTB

Integration shares with developers:

CATEGORIES

site Details about the publisher’s website.

app Details about the publisher’s app.

device Details about the user’s device to which the impression will be delivered.

user Details about the human user of the device; the advertising audience.

name Site or app name.

domain Domain of the site or app. For example, “foo.com”.

COMMUNICATIONS CONTENT

cat Array of IAB content categories of the site or app.

sectioncat Array of IAB content categories that describe current section of site or app.

pagecat Array of IAB content categories that describe current site or app page or view.

page URL of the page where the impression will be shown.

ref Referrer URL that caused navigation to the current page.

publisher Details about the Publisher object of the site or app.

content Details about the Content within the site or app.

keywords Comma-separated list of keywords about this site or app.

content 1d ID uniquely identifying the content.

episode Content episode number (typically applies to video content).

title Content title. Video examples: “Search Committee” (television); “A New Hope
(movie); or “Endgame” (made for web). Non-video example: “Why an
Antarctic Glacier 1s Melting So Quickly” (Time magazine article).

series Content series. Video examples: “The Office” (television); “Star Wars”
(movie); or “Arby ‘N’ The Chief (made for web). Non-video example:
(“Ecocentric”) (Time magazine blog).

DEVICE

dnt Standard ‘Do Not Track’ flag as set in the header by the browser.

ua Browser user-agent string.

1p IPv4 address closest to device.

geo Location of the device assumed to be the user’s current location defined by a
Geo object.

didshal Hardwire device ID.

16 https://developers.coogle.com/authorized-buyers/rtb/downloads/realtime-bidding-proto

17 https://developers.google.com/authorized-buyers/rtb/realtime-bidding-guide

18 https://cloud.google.com/solutions/infrastructure-options-for-rtb-bidders
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dpidshal Platform device ID (e.g. Android ID).

1pv6 IPv6 address closest to device.

carrier Carrier or ISP, using exchange curated string names which should be published
to bidders a priori.

make Device make (e.g. Apple).

model Device model (e.g. iPhone).

08 Device operating system (e.g. 10S).

oSV Device operating system version.

hwv Hardware version of the device (e.g. ‘5S’ for iPhone 5S).

devicetype The general type of device.

ifa ID sanctioned for advertiser use in the clear.

macshal MAC address of the device.

GEO-LOCATION

lat Latitude from -90.0 to 90.0, where negative is south.

lon Longitude from -180.0 to 180.0 where negative 1s west.

country Country.

region Region.

metro Google metro code; similar to but not exactly Nielson DMAs.

city City using United Nations Code for Trade & Transport.

ZIp Zip/postal code.

type Source of location data.

accuracy Estimated location accuracy.

lastfix Number of seconds since this geolocation fix was established.

USER

Id Exchange-specific 1d for the user.

Buyernid Buyer-specific ID as mapped by the exchange for the buyer.

Gender Gender as ‘M’ male, ‘F’ female, ‘O’ other.

Keywords Comma-separated list of keywords, interests, or intent.

Customdata Optional feature to pass bidder data set in the exchange’s cookie.

Geo Location of the user’s home based defined by a Geo object. This is not
necessarily their current location.

Data Values for this field are now redacted. Segment.id references the exchange-
detected vertical of the page. Segment.value corresponds to the weight of that
detected vertical, a higher weight suggesting the page is more relevant for the
detected vertical.

b) Real-Time Bidding Protocol Buffer v.199
103. Real-Time Bidding Protocol Buffer v.199 provides further details. It explains of the

chart (see above).

104.

protocol buffer, “This is the message that Google uses to request bids” and confirms that the same

categories of personal information are sent to bidders as those set forth in the OpenRTB Integration

Real-Time Bidding Protocol Buffer v.199 illustrates that the personal information
about an Account Holder is the key item for sale based on the order in which the re-directed data

1s provided from Google to the bidders.
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105.

following order:

As shown in Real-Time Bidding Protocol Buffer v.199, data is shared in the

SPECIFIC REQUEST IDENTIFIER

1 | BidRequest | Unique request id generated by Google. This is 16 bytes long.
“INFORMATION THAT WE KNOW ABOUT THE USER”

2 | IP address The first 3 bytes of IPv4 or first 6 bytes for IPv6.

3 | Special Treatment Reasons for special treatment of user data. For example, if the
“current request should be treated as child-directed for
purposes of the Children’s Online Privacy Protection Act.”

4 | Google ID “The Google ID for the user. ... This field may be the same as
the Google ID returned by the cookie matching service.”

5 | Google ID Version “The version number of the google user id. We may
sometimes change the mapping from cookie to
google user 1d.”

6 | Google ID Age “The time in seconds since the google user id was created.”

7 | Match Data “Match data stored for this google user id through the cookie
matching service. If a match exists, then this field holds the
decoded data that was passed in the google hm parameter.”

8 | User-Agent “A string that identifies the browser and type of device that
sent the request.”

9 | FLoC “The value of a cohort ID — a string 1dentifier that is common
to a large cohort of users with similar browsing habits. ...
Experimental feature: may be subject to change.”

10 | User Agent Information “This will be populated with information about the user agent,
extracted from the User-Agent header.”

11 | Publisher location The billing address country of the publisher.

12 | End-user location The user’s approximate geographic location.

13 | Zip code Detected postal code of the user.

14 | Hyperlocal A hyperlocal targeting location when available.

15 | User verticals “List of detected user verticals. Currently unused. This field 1s
not populated by default. We recommend that bidders instead
store and look up list ids using either google user id or
hosted-match-data as keys.”

16 | User-list The user list 1d.

“INFORMATION THAT WE KNOW ABOUT THE WEB PAGE OR MOBILE APP”

17 | Publisher ID The publisher ID.

18 [ Seller network ID The seller network ID.

19 | Partner ID ID for the partner that provides this inventory.

20 | URL The URL of the page with parameters removed.

21 | Bool Indicates that the request is using semi-transparent branding
which means only a truncated version of the request URL
provided.

22 | String An 1d for the domain of the page that is set when the inventory
1S anoNymous.

23 | String language Detected user languages based on the language of the
webpage.

24 | Detected Verticals One or more detected verticals for page as determined by
Google.

25 | Vertical Weight Weight for each vertical.

26 | Ordered Verticals Orders list of detected content verticals.

27 | Content Labels List of detected content labels.
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AUCTION INFORMATION
28 | Unique ID A unique ID for the overall query.
29 | Auction type The type of auction that will be run for this query.
“INFORMATION ABOUT THE DEVICE”
30 | Type Phone, tablet, desktop, connected TV, game console, or set-
top box.
31 | Platform Examples: Android, iPhone, Palm.
32 | Brand Examples: Nokia, Samsung.
33 | Model Examples: N70, Galaxy.
34 | Operating System Contains the OS version for the platform.
35 | Mobile Carrier Unique 1dentifier for the mobile carrier.
36 | Screen-width As measured 1n pixels.

37

Screen-height

As measured 1n pixels.

38

Screen pixel ration millis

Screen Density

39

Orientation

Portrait or Landscape

INFORMATION FOR “AD QUERIES COMING FROM MOBILE DEVICES”

40 | Mobile If true, then this request is coming from a smartphone or tablet.

41 | Mobile App The 1dentifier of the mobile app or mobile webpage. “If the
app was downloaded from the Apple iTunes app store, then
this 1s the app-store id, e.g. 343200656. For Android devices,
this 1s the fully qualified package name, e.g.
com.rovio.angrybirds. For Windows devices, it’s the App ID,
e.g. f15abcde-f6gh-4710-)3k8- -37193817mn30. For SDK-less
requests (mostly from connected TVs), the app ID provided by
the publisher directly in the request.”

42 | Interstitial If true, then this 1s a mobile full screen ad request.

43 | App Category The IDs of categories to which the current mobile app belongs.

44 | Mobile Optimized This indicates whether the page is optimized for mobile
browsers on high-end phones.

45 | Advertising IDs This field 1s used for advertising identifiers for:

1) 10S devices (This 1s called Identifier for Advertising
or IDFA, as described at https://support.google.com/
authorizedbuyers/answer/3221407);

2) Android devices;

3) Roku devices;

4) Microsoft Xbox devices;

5) Amazon devices (i.e. Amazon Fire)

46 | App Name App names for Android by Google Play and for 10S by App
Annie.

47 | App User Rating Average User rating for the app.

48 | Bidder SDK Identification of and information about an SDK installed in the
publisher’s app that the bidder has access to, often because it’s
the bidder’s SDK.

49 | SKAdNetwork Publisher’s SKAdNetwork information to support app
installation attribution for 10S 14 and later.

VIDEO INFORMATION

50 [ Placement Where the ad is placed.

51 | URL The URL of the page that the publisher gives Google to
describe the video content, with parameters removed.

52 | Playback Method How the video ad will be played.

53 [ Clickable Describes whether the video ad is clickable.

54 | Start-Delay The time 1 milliseconds from the start of the video when the
ad will be displayed.

55 [ Ad Duration The minimum and maximum ad durations.
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56 | Skippable Whether the publisher allows users to skip the ad.

57 | Protocols Supported video protocols.

58 | File formats Supported video file formats.

59 | Companion Ads Information about companion ad slots shown with the video.

60 | Size Height and width for the video ad.

61 | Video title The video title.

62 | Video keywords A list of keywords describing the video, extracted from the
content management system of the video publisher.

106. The above chart indicates that “User verticals” are among the types of information
that have been sold to and shared with Google RTB participants. Verticals pertain to a marketing
technique known as “vertical segmentation,” and is used to facilitate targeted advertising by
identifying users as falling within particular categories, segments, and subcategories. Segments
include health, religion, ethnicity, nationality, and sexuality. These categories of information
therefore reflect the information that Google knows about each Account Holder’s personal
characteristics.

107. Google’s acknowledged use, disclosure, and sale of a “list of detected user verticals”
therefore constitutes a substantial invasion of Account Holders’ privacy.

108. Some of the categories used by Google are made available on its developer pages.®

For example:

a. The People & Society segment includes the following verticals: LGBT,
Men’s Interests (mature), and Divorce & Separation.

b. The Ethnic & Identity Groups segment includes the following verticals:
Africans & Diaspora, African-Americans, Arabs & Middle Easterners,
Asians & Diaspora, East Asians & Diaspora, Southeast Asians & Diaspora,
Eastern Europeans, Indigenous Peoples, Native Americans, Jewish Culture,
Latinos and Latin-Americans, and Western Europeans.

C. The Religion & Belief segment includes the following verticals: Buddhism,
Christianity, Hinduism, Islam, Judaism, Scientology, Skeptics & Non-
Believers, and Spirituality.

19 https://developers.google.com/adwords/api/docs/appendix/verticals
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d. The Health segment includes the following verticals:
HEALTH VERTICALS CATEGORIES

Acne & Blem. Treatments | Weight Loss Aging & Geriatrics Alzheimer’s Disease
Cleansing and Detox. Steroids & PEDs AIDS & HIV Allergies
Arthritis Blood Sugar & Diabetes Cancer Ear Nose & Throat
Eating Disorders Endocrine Conditions Thyroid Conditions GERD & Diges. Disorders
Genetic Disorders Heart & Hypertension Cholesterol Issues Infectious Diseases
Parasites & Parasitic Dis. | Vaccines & Immunizations | Injury Neurological Conditions
Learn. & Dev. Disabilities | ADD & ADHD Obesity Pain Management
Headaches & Migraines Respiratory Conditions Asthma Skin Conditions
Sleep Disorders Doctor’s Offices Hospitals & Treat. Centers | Surgery
Cosmetic Surgery Physical Therapy Men’s Health Mental Health
Anxiety & Stress Counseling Services Depression Toxic Sub. & Poisoning
Reproductive Health Birth Control Infertility Male Impotence
OBGYN Sex Ed. & Counseling Sexual Enhancement STDs
Substance Abuse Drug & Alcohol Testing Drug & Alc. Treatment Smoking & Sm. Cessation

109. Each of these verticals comprise personal information under California law and
Google’s policies.

c) Authorized Buyers Real-time Bidding Proto

110. Until sometime in February or March 2021, Google’s developer tools included
“sample bid requests and response,” which illustrate how Account Holders’ information in verticals
are shared and sold through Bid Requests, on a developer page called Authorized Buyers Real-time
Bidding Proto. The sample Bid Request for an app banner provides that the following data would

be included among the bidstream sent from Google to the authorized bidder:

user {
id: "7TBuAql92ru9Ndd96Pnh731sY2L
data {
id: "DetectedVerticals
name: “DoubleClick
segment {
id: "236'
value: "9.2"
}
segment {
id: "457'
value: "8.2"

}

This code tells the bidder that the Account Holder with the id 7TOuAq192ru9Ndd90Pnh731sY2L

is in the “weight loss” (236) and “special and restricted diets” (457) segments.?°

20 The complete list of verticals, including both the descriptor (e.g., Weight Loss) and
corresponding segment ID (e.g., 236), 1s available at: https://developers.google.com/adwords/
api/docs/appendix/verticals.

-35- Case No.

CLASS ACTION COMPLAINT




© 00 N oo o1 b~ O w N

[ T N N N N N T T N T e I N R e N T < =
Lo N o o B~ wWw DN PP O © 00N oo o B~ W N+ o

Case 5:21-cv-02155 Document 1 Filed 03/26/21 Page 41 of 118

111.  Another example provided by Google showed an Account Holder with the ID
IEOB3ASI55t81Mf8XnJ34W084h8 is in the “Pregnancy and Maternity” vertical:

See Exhibit 27.
112.  Another  exemplar identifies  the  Account Holder  with id
2R2e3G7G096GUMK118NKE67282 is in the vertical “OBGYN”:

See Exhibit 28.
113. Sometime in February or March 2021, Google removed these exemplars that show
the line of code specifying “DetectedVerticals” for Account Holders. On March 14 or 15, 2021,

Google also replaced what had previously been labeled as Real-Time Bidding Protocol Buffer

- 36 - Case No.

CLASS ACTION COMPLAINT




© 00 N oo o1 b~ O w N

[ T N N N N N T T N T e I N R e N T < =
Lo N o o B~ wWw DN PP O © 00N oo o B~ W N+ o

Case 5:21-cv-02155 Document 1 Filed 03/26/21 Page 42 of 118

v.198 with v.199 (the latter referenced above in this Complaint). As set forth above, Real-Time
Bidding Protocol Buffer v.199 now claims that “User verticals” are unused. See supra at { 105,
Row 15. This is a distinction without a difference because Real-Time Bidding Protocol Buffer
v.199 specifies that Google does include “Detected Verticals” for each page or app where the
Google RTB auction sales system is in place. See supra at 105, Row 24.

114. Google’s statement that “user verticals” are “unused” may simply reflect the fact
that the inferred information contained in those verticals has been transferred to the new FLoC
value, which Google describes in the Real-Time Bidding Protocol Buffer v.199 as “[t]he value of
a cohort ID — a string identifier that is common to a large cohort of users with similar browsing
habits.” As the Electronic Frontier Foundation detailed in a recent article, “[i]t is highly likely that
FLoC will group users” by gender, ethnicity, age, income, mental health and “may also directly
reflect visits to websites related to substance abuse, financial hardship, or support for survivors of
trauma.”?!

115. Moreover, the “Detected Verticals” still constitute “personal information” under
California law because they are inferred data about web-browsing history that Google is selling and
from which Google RTB participants can compile and augment their own detailed dossiers about

Account Holders. Google still sells and shares these verticals and segments with approved bidders

in Google RTB together with Account Holders” Google ID and other identifiers.

21 Bennett Cyphers, Google’s FLoC Is a Terrible Idea, Electronic Frontier Foundation (Mar. 3,
2021), https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea.
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d) Infrastructure Options for RTB Bidders (Part 4)

116. In the article “Infrastructure Options for RTB Bidders (Part 4)” (“Infrastructure

Options™), Google notes that a Google RTB bidder may do the following:

Bidding

A bidder performs the following tasks
[WUser matching: Identify the (unique) user.

[ MSelecting segments: Retrieve and select the (unique) user's segments and their price.

* Deciding whether to bid: Some bids are too expensive, and some ad requests might not match any existing
campaigns. A bidder should be able to refuse a bid. This refusal saves processing time and resources.

o Selecting relevant ads™ **If the bidder decides to bid then the bidder must also select an ad. Selecting the right
ad can improve the odds that a user might click and possibly generate a conversion.

e Optimizing bids: A bidder should always try to find the minimum bid price that will still win the auction.

« Building a bid response: Using OpenRTE or a custom application, build and return a bid response serialized in
protobuf or JSON format. The response should include information such as the ad URL, the bid, and the win URL
endpoeint that can be called if the bid wins.

117.  For “user matching,” the article encourages Google RTB participants to collaborate
on creating “match tables” that would enable them to sync cookies and identify users across
multiple platforms. The article further directs the reader to a hyperlink to learn more about “[h]ow
cookie matching works in real-time bidding.” As explained below, cookie matching is a Google
service that enables Google RTB participants to match cookie identifiers to participants’ existing
individual profiles.

118.  For “selecting segments,” Google explains that the Google RTB system can “extract

user segments from the (unique) user profile store [hyperlinked], order the segments by price, and

filter for the most appropriate segment.”
119. The link to “(unique) user profile store,” explains that “[t]his store contains (unique)
users and their associated information that provide key insights to select a campaign or ad on

request. Information can include the (unique) user’s attributes your own segments, or segments
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imported from third-parties. In RTB, imported segments often include bid price
recommendations.”??

120. The “(unique) user profile store” goes on to explain: “The store is updated frequently
based on the (unique) user’s interaction with ads, sites they visit, or actions they take. The more
information, the better the targeting. You might also want to use third-party data management
platforms (DMPs) to enrich your first-party data.”

121. Thus, Google’s internal documents indicate that in addition to sharing Account
Holders’ personal information in the Google RTB Bidstream, Google is also grouping Account
Holders into targeted advertising segments, which includes sensitive categories related to race,
religion and sexual orientation, compiling in-depth personal profiles, and then using those profiles
in furtherance of the Google RTB.

122. Independent research has confirmed that Google allows targeted advertising based
on sensitive categories. In a 2015 study, researchers created an automated tool called AdFisher to
“explore[] how user behaviors, Google’s ads, and Ad Settings interact.” The researchers started
with a group of 500 fresh simulated browser instances. They then sent part of the group to the top
100 websites for substance abuse as listed on Alexa while the remainder acted as a control group
and did nothing. Next, the researchers sent both browser groups the Times of India, a content-
providing webpage that uses Google for advertising. The ads displayed on the Times of India for
both groups were collected and analyzed, to determine whether there was any difference in the
outputs shown to the agents. For the substance abuse group, the top three ads shown to them were
for an alcohol and drug rehabilitation center called the Watershed Rehab, with these top three ads
making an appearance, respectively, 2,276 times, 362 times, and 771 times. The non-substance-

abuse group was not shown the Watershed Rehab ads a single time.??

22 https://cloud.google.com/solutions/infrastructure-options-for-serving-advertising-workloads#
unique user profile store

23 Amit Datta, Michael Carl Tschantz, and Anupam Datta, Automated Experiments on Ad Privacy
Settings, Proceedings on Privacy Enhancing Technologies 2015; 2015 (1):92-112, available at
https://www.andrew.cmu.edu/user/danupam/dtd-pets15.pdf. Despite this, the browsers visiting
substance abuse websites showed no impact on the “Ad Settings” page that Google makes available
to Account Holders for the purported purpose of letting those Account Holders understand inferred
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123.  Account Holders have no idea that they have been associated with these categories,
and no way to prevent being targeted by their association with them. Indeed, the same article
reported that despite the obvious, statistically significant return of drug rehabilitation ads for the
substance abuse group when compared non-substance abuse group, the Ad Settings page for
members of each group were not different. “Thus,” the researchers concluded, “information about
visits to these websites” — the 100 websites for substance abuse — “is indeed being used to serve
ads, but the Ad Settings page does not reflect this use in this case. Rather than providing
transparency, in this instance, the ad settings were opaque as to the impact of this factor.”
(emphasis in original).

124.  The above study is not an outlier. A 2019 study confirms that data collection and
behavioral tracking information is aggregated to derive user interest profiles, which in turn are
leveraged by advertising platforms, like Google RTB, to (1) expand their own data profiles on
individual users, and (2) to sell more expensive ads that are more specifically targeted.
Significantly, the 2019 study noted that Google has unprecedented visibility into users’ browsing
behavior because it is able to collect and aggregate user information from a vast array of sources,
either owned by Google or accessible to Google by virtue of Google’s embedded source code.?
Google can therefore infer user interests to an alarmingly accurate degree.?

125. In 2012, researchers at Worchester Polytechnic Institute conducted a focused study
of the Google ad network. The study found, among other things, that non-contextual ads were
shown related to induced sensitive topics regarding sexual orientation, health, and financial matters.

By way of background, contextual ads are those that derive from the content of the webpage that a

interests that Google has assigned. The study also showed that browser instances identified as
women were 6 times less likely to be shown ads for high-paid executive positions than similarly-
situated male browser instances.

24 Muhammad Ahmad Bashir, et al., Quantity vs Quality: Evaluating User Interest Profiles Using
Ad Preference Managers, Network and Distributed Systems Security (NDSS) Symposium 2019
(February 24-27, 2019), available at https://www.ndss-symposium.org/wp-content/uploads/2019/
02/ndss2019 04B-5 Bashir paper.pdf.

25 Only platforms that can observe users on a given site (i.e. by being directly embedded in the site,
or by partnering with another third-party that is embedded[]) can draw such an inference. Id.

- 40 - Case No.

CLASS ACTION COMPLAINT




© 00 N oo o1 b~ O w N

[ T N N N N N T T N T e I N R e N T < =
Lo N o o B~ wWw DN PP O © 00N oo o B~ W N+ o

Case 5:21-cv-02155 Document 1 Filed 03/26/21 Page 46 of 118

user is viewing, e.g. shoe ads being displayed on a website selling shoes. Conversely, non-
contextual ads have no relation to the webpage content, e.g. ads for mental health treatment on a
website selling shoes. Thus, the fact that the 2012 study found that the Google ad network was able
to facilitate non-contextual ads related to induced sensitive categories supports the conclusion that
sensitive information is being sold by the Google ad network to foster targeted advertising.®

126.  Account Holder information sold and shared by Google with advertising bidders
constitutes personal information as defined by both Google and California law. The information
shared by Google through its RTB process is personal information that is reasonably capable of
being associated, or that could reasonably be linked, directly or indirectly, with a particular
consumer or household. Cal. Civ. Code § 1798.140(0)(1). In fact, it is not only “capable” of being
associated but is being associated with a particular consumer. That is, after all, the entire purpose
of Google RTB.

127. The above studies and examples demonstrate that Google violates its express
privacy promises not to share Account Holders’ personal information each time it shares and sells
their information, including information contained in verticals and segments, with participants in
Google’s RTB process. Moreover, each time Google shares information in segments concerning
health, religion, ethnicity, race, or sexuality, Google violates its express promises to Account

Holders that it will never share or sell their sensitive personal information.

2. The Data Google Discloses is Designed to be Personally Identifiable to
Google RTB Participants

128. Google is not sharing anonymized, non-personally identifiable data to just a few
“partners,” as Google suggests in one paragraph in its Terms of Service. To the contrary, the data
it sells and shares with participants on the Google RTB is tied to unique identifiers that track
specific Account Holders across web and physical activity, including where they are, what they are

doing, and what they purchase, and draw inferences from that data of the sort derived from and

%6 Craig E. Wills and Can Tartar, Understanding What They Do with What They Know (Short
Paper), WPES’12, October 15, 2012, available at: https://web.cs.wpi.edu/~cew/papers/wpes12.pdf.
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constituting the kinds of sensitive verticals described above. All of this data is tied to unique
persistent identifiers.

129. Critically, the data Google sells allows its RTB participants not only to target
Account Holders specifically, but also to build from scratch or cross-reference and add to the data
that they already have in their own detailed profiles for Account Holders.

130. For example, Facebook is a frequent bidder in Google RTB and, in addition to the
personal information received from Google, Facebook has its own database of account holder
names, email addresses, phone numbers, device IDs, likes, interests, and friends.?” A large data
company like Facebook is therefore able to connect the personal information made available by
Google RTB to its own existing databases, matching certain of the information in the Account
Holder’s profile, such as the IP address, to information already in Facebook’s possession.

131. The consequence is two-fold.

132.  First, Google provides Facebook with personal information that Facebook uses to
specifically identify the account holder for the purpose of bidding on an ad in Google’s Ad
Exchange. Recent reports in The Wall Street Journal and The New York Times indicate that, in
exchange for Google helping Facebook to recognize specific mobile and web users, Facebook
agreed to place bids through Google RTB for 90 percent of the users it recognizes and to spend at
least $500 million per year on the Google Ad Exchange.?® Put differently, Google helped Facebook
deanonymize its account holders in exchange for at least one half billion dollars.

133. Neither Google nor Facebook denied the existence of the deal or its terms in
response to these reports. To the contrary, Google’s response hinted that its deal with Facebook

was not unique, stating that it is just “one of over 25 partners participating in Open Bidding” inside

27 See www. facebook.com/privacy.

28 Daisuke Wakabayashi and Tiffany Hsu, Behind a Secret Deal Between Google and Facebook,
The New York Times (Jan. 17, 2021), available at https://www.nytimes.com/2021/01/17/
technology/google-facebook-ad-deal-antitrust.ntml; Ryan Tracy and Jeff Horwitz, Inside the
Google-Facebook Ad Deal at the Heart of a Price-Fixing Lawsuit, The Wall Street Journal (Dec.
29, 2020), available at https://www.wsj.com/articles/inside-the-google-facebook-ad-deal-at-the-
heart-of-a-price-fixing-lawsuit-11609254758.
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the Google Ad Exchange.?® This significant admission supports the conclusion that Google is
selling Account Holders’ personal information — presumably to the highest bidder, or perhaps to
itself when it sees fit.

134.  Second, whether or not Facebook (or another DSP or advertiser) submits a winning
bid, participating in the auction facilitates the acquisition and retention of Account Holders’
personal information that Google RTB participants can and do use to create or continuously update
and augment their own existing user data troves.

135. This is true even for Google RTB participants who are not as large as Facebook and
who do not have their own consumer account holders. Google actively assists Google RTB
participants in matching Account Holder information made available in a Bid Request to the
information those participants already have about specific individuals through a “cookie matching
service.”

136. According to Google, “[c]ookie matching is a feature that enables” Google RTB
participants “to match [their own cookie] — for example, an ID for a user that browsed your
website — with a corresponding bidder-specific Google User ID, and construct user lists that can

help you make more effective bidding choices.”*° Specifically:

137.  Google illustrates how cookie matching works:

2% Adam Cohen, AG Paxton’s misleading attack on our ad tech business (Jan. 17, 2021),
https://blog.google/outreach-initiatives/public-policy/ag-paxtons-misleading-attack-on-our-ad-
tech-business/.

30 Cookie Matching, https://developers.google.com/authorized-buyers/rtb/cookie-guide.
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Cookie Matching workflow diagram

This workflow is illustrated by the diagram below, where requests and responses are represented by an arrow,
and the data items that accompany them are listed in parentheses.

User browser {3} 302 redirect
visiting page with (Google User 1D, Buyer's sarvice
Cookie Match Tag buyer cookie)

(4} 1x1 invisible pixel

{1) Request for pixel {2) Response

(DoubleClick cookie, {Google User ID,
buyer ID) redirect URL)
Google
Cookie Matching
Service

138. Thus, Google RTB participants are able to match the alphanumeric id of the Google
ID shared in the Bid Request with the auction participants’ (including Surveillance Participants’)
own unique cookie identifier for the Account Holder. In other words, even though the Google ID
is purportedly anonymous, Google provides participants a key, via cookie matching, to determine
exactly who certain Account Holders are. If the Account Holder whose profile is up for bid also
has an account id with the participant, cookie matching will not only let the participant know that
fact, it will enable the participant to tie the personal information from Google RTB together with
data it already has to enhance its profile of the Account Holder.

139. Inanindication that Google realizes its cookie matching process violates California
law, the Cookie Matching page states a “Key Point” that “the Google User ID will not be specified
in the bid request” for “users detected to originate from California,” but the bidder will “still receive

... hosted match data” to inform bidding.*

1 d.
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140. Butthis “Key Point” cannot absolve Google. It does not change the fact that Google
is disclosing personal information about the Account Holder directly to the “buyer’s service.” By
still providing the “buyer’s service” with the “hosted match data,” Google is connecting its own
Google User ID to the buyer’s user id, which is also personal information.

141. Cookie matching permits Google to share and sell Account Holders’ personal
information with participants even when Account Holders take steps to avoid Google’s tracking.
By constructing “user lists,” which include Account Holders, Google RTB auction participants can
reidentify people even when different identifiers are used, purportedly to prevent that kind of
targeting.

142.  As Google explains to its developers: “Cookie Matching enables the bidder to match
their cookies with Google’s, such that they can determine whether an impression sent in a bid
request is associated with one of users being targeted.”®? And Google explains to developers that
the purpose of this is to allow third parties to associate information with Account Holders: “The
cookie matching service described in this guide facilitates the creation and maintenance of the
association between a bidder’s cookie and the Google User 1D, and also allows one to populate
user lists” (emphasis added).*

143. Notably, Google encourages Google RTB participants to “store” these user lists,
inviting them to retain keys to defeat de-identification processes: “We recommend that bidders
instead store and look up list ids using either google_user_id or hosted_match_data as keys.”3*
That is, rather than protecting Account Holders’ privacy, Google encourages its partners to

invade it.

21d.
% 1d.

3 Real-Time Bidding Protocol Buffer v.202, https://developers.google.com/authorized-
buyers/rtb/downloads/realtime-bidding-proto
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144. The Google Cookie Matching service is ubiquitous. A 2019 analysis by the web
browser Brave showed that a single hour of web browsing resulted in 318 different Google cookie
matches with at least 10 different companies participating in RTB auctions.*®

145. Through Google Cookie Matching and through Google’s ubiquitous presence on the
Internet, participants in Google RTB are sold and provided with personal information through
which they can and do build rich user dossiers based on the vast majority of every Internet Account
Holder’s browsing history.

146. A 2018 study co-authored by Professor Wilson found that 52 different companies
“observe at least 91 percent of an average user’s browsing history under reasonable assumptions
about information sharing within RTB auctions” and 636 companies “observe at least 50 percent
of an average user’s impressions.”

147.  Further, a recent investigation by The New York Times reveals how easy it is to tie
what Google and others characterize as anonymous pieces of data together to identify a specific
person. In an article titled “They Stormed the Capitol. Their Apps Tracked Them,” writers Charlie
Warzel and Stuart Thompson explain how they were able to identify specific individuals who
participated in the attack on the United States Capitol on January 6, 2021 through a database of
purportedly “anonymous” information that was provided to them by an industry insider.%’

148. The article illustrates how an Account Holder’s precise movements could be tracked
across the country using purportedly anonymous data. For example, one person shown to have been
near the Capitol during the attack was Ronnie Vincent from Kentucky. Starting with what the
industry deemed anonymous data, The New York Times identified Vincent and tracked his specific

path to and within Washington D.C.:

% Dr. Johnny Ryan, RTB Header Bidder Evidence — Explanatory Document, Brave, Inc. (Sept. 2,
2019), https://brave.com/wp-content/uploads/explanatory note_google RTB_and_push_pages.
pdf

3 Muhammad Ahmad Bashir and Christo Wilson, “Diffusion of User Tracking Data in the Online
Advertising System,” Proceedings on Privacy Enhancing Technologies 2018 (4):85-103, at 86,
https://www.ccs.neu.edu/home/ahmad/publications/bashir-pets18.pdf.

37 Warzel, C. and Thompson, S. (Feb. 5, 2021), They Stormed the Capitol. Their Apps Tracked

Them. The New York Times. https://www.nytimes.com/2021/02/05/opinion/capitol-attack-
cellphone-data.html
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The trip to Washington, D.C.

Washington,

D.C.

The day of the protest

149. The New York Times further reported that, by purchasing data from advertisers, it
was “quickly able to match more than 2,000 supposedly anonymous devices in the data set [of
people in or around the Capitol on the afternoon of January 6, 2021] with email addresses,

birthdays, ethnicities, ages and more.”
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How “Anonymous” Pings Could Be Identifiable

The "anonymous” mobile advertising 1D ... creating a new

can be matched across databases __. deancnymized

database

ANONYMOUS

MARKETING APP LOGCATION MEW

DATABASE DATABASE DATABASE DATABASE

First name Mobile Ad ID —* Mobile Ad ID

Last name — Mobile Ad ID Precise location First name

Mobile Ad ID — Time Home address

C. Google Sells Account Holders’ Private Information

150. Google’s release, disclosure, dissemination, transfer, and electronic communication
of Account Holders’ personal information to participants in Google RTB is a sale of personal
information for purposes of advertising.

151. The communication of Account Holders’ personal information is made by Google
in exchange for money and other valuable consideration.

152.  The winning bidder pays for Account Holders’ personal information.

153.  Participants in Google RTB who do not win a bid to place an ad nevertheless receive
Account Holders’ personal information in exchange for other valuable consideration. This includes
their continued participation in Google RTB, i.e., the continued ability to receive, review, retain

and bid on Account Holders’ personal information.
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154. Moreover, even participants that do not submit a bid to advertise directly to an
Account Holder still receive access to that Account Holder’s personal information via the Google
RTB. This is a benefit and encourages them to participate in the auction.

155.  All of the data transferred by Google is associated with multiple unique persistent
identifiers. After the data leaves an Account Holder’s device, it is sent to Google RTB, which
entertains bids from SSPs all over the internet as well as bids from Google itself. Those bids are
then presented to DSPs (who are acting on behalf of advertisers), also including Google itself. All
of these third parties on the Ad Exchange thus have an opportunity to review and analyze the
personal information about Account Holders that Google has collected and disseminated through

the Bid Request.

E Jane Doe
IP Address: 192.168.1.0
Google ID;  7T0uAq192ru9Ndd90Pnh731sY2
Match Data: cookies’w=08&google_push
&x=1&google_gid=8&y=2&
qoogle cver=18&z=3
User Agent: Mozilla/5.0 (Linux; Android 7.1.1;
Moto E (4) Build/NCQS526.69-64
16
location:  USA: US-NY: 9067609: New York
Verticals: 401 (Pregnancy & Maternity
640 (Depression
H un d re d S Of Other personal information: ...
Demand-Side GO Ie
Platform g
Participants

$ $
$

156.  This directly violates Google’s promises to Account Holders that it will not sell their

information to advertisers or share the information except in limited circumstances.
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1. Plaintiffs Have Identified Hundreds of Companies Who Are Winning
Bidders in Google’s Ad Exchange Auctions

157.  There is no transparency in the process that occurs in Google RTB. Indeed, one of
the factors motivating recent antitrust investigations into Google is that Ad Stack markets are
opaque, Google has a powerful role in multiple layers of the process, and Google has resisted
disclosure of how the auctions operate. Plaintiffs’ investigation is ongoing and many of these
practices are only now coming to light and being analyzed by experts.

158. Regardless, and relevant here, Google does not tell Account Holders which
companies are bidding on, and therefore accessing, their personal information, let alone which
companies are winning the auctions.

159. To determine the prevalence of Google RTB in the United States, Plaintiffs retained
Professor Wilson of the Khoury College of Computer Sciences at Northeastern University.
Plaintiffs asked Professor Wilson to identify the raw number of publishers (those websites who are
selling ad space on the Google Ad Exchange) that use the Google RTB in the United States.

160. Professor Wilson determined the precise number of publishers in the Google RTB

by downloading the data Google publishes at https://storage.googleapis.com/adx-rtb-

dictionaries/sellers.json. Professor Wilson determined that 1,298,541 publishers were identified by

Google as participating in the Google RTB to sell their ad space. Of the approximately 1.3 million
RTB publishers, Professor Wilson determined that only 172,849 (13.31 percent) were publicly
disclosed by Google. Google marked the remainder as anonymous.

161. Professor Wilson also researched the scope of the RTB participants who won
auctions in an experiment and concluded that there are at least 229 different advertisers to whom
Google discloses Account Holders’ personal information. Among the companies who did not win
the auction but to whom Google disclosed Account Holders’ personal information were Amazon,
Facebook, Twitter, Taboola, Wayfair, Yahoo, and eBay. The list also included hundreds of
companies American consumers have likely never heard of. Google solder and shared Account

Holder personal information to each of these companies.
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162. Professor Wilson’s effort to identify these participants through the creation and
deployment of massive web-crawling scripts is only necessary because Google is not required to
publish such information to American consumers. However, other data protection regimes do
require at least some transparency into who is buying Account Holders’ personal information.
Disclosures and reports from those other jurisdictions indicate that Professor Wilson’s report may
dramatically underestimate participation in Google RTB and the number of entities to which
Google sells user personal information.

163. For example, European law requires Google to identify all companies with which it
shares personal data in the European Economic Area. The published list includes 833 companies,
including well-known companies like Amazon, Facebook, Twitter, Microsoft (LinkedIn), Netflix,
Adobe, Oracle, Salesforce, and eBay, as well as hundreds of little-known companies such as
Betgenius, Neustar, and Outbrain.?®
164. A September 2020 study submitted to the Irish Data Protection Commission
estimated that an estimated 13.5 million websites participated in the Google RTB and 2,182

companies directly received Google RTB data.**

2. Google’s Promises Versus Google’s Actions

165. The following chart compares Google’s promises with its actions:

What Google Promises What Google Does

“[W]e never share [personal] information
with advertisers, unless you ask us to.” How
our business works, Ex. 5 at 1.

Google shares Account Holders’ personal

“We don’t share information that personally
identifies you with advertisers[.]” Google

Privacy Policy, e.g., Ex. 15 at 5; Ex. 20 at 6.

“We do not share your personal information
with companies, organizations, or
mdividuals outside of Google except...[1)]
With your consent ... [3)] With domain

information, including information that is tied
to Account Holders’ unique identifiers, with
Google RTB participants for the purpose of
targeted advertising. Google does so without
Account Holders’ consent.

38 https://support.google.com/admanager/answer/9012903

39 Dr. Johnny Ryan, Submission to the Irish Data Protection Commission, Irish Council for Civil
Liberties (Sept. 21, 2020) https://www.iccl.ie/wp-content/uploads/2020/09/1.-Submission-to-Data-

Protection-Commissioner.pdf at 16-17.
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administrators... [3)] For external
processing ... and [4)] For legal reasons[.]”
Google Privacy Policy, e.g., Ex. 15 at 11-
12; Ex. 20 at 11-12.

“[R]emember, we never share any of this
personal information with advertisers.” We
do not sell your personal information to
anyone., Ex. 23 at 2.

“We don’t sell your personal information to
anyone.” How our business works, Ex. 5 at
1.

“We don’t share information that personally
identifies you with our advertising partners,
such as your name or email, unless you ask
us to share it.” Who are Google’s
Partners?, Ex. 21 at 2.

“Without identifying you personally to
advertisers or other third parties, we might
use data that includes your searches and
location, websites and apps that you’ve
used, videos and ads you’ve seen, and basic
information that you’ve given us, such as
your age range and gender.” We do not sell
your personal information to anyone., EX.
23 at 1.

While Google may not directly provide
Account Holders’ names or email, Google does
share their unique identifiers, provides cookie
matching services to assist in identification of
Account Holders, and encourages Google RTB
participants to store user lists and hashed keys
that enables them to reidentify Account Holders
whose names and emails are known to
participants.

“We give advertisers data about their ads’
performance, but we do so without
revealing any of your personal information.
At every point in the process of showing
you ads, we keep your personal information
protected and private.” We do not sell your
personal information to anyone., Ex. 23 at
1.

Google not only fails to protect personal
information, but rather directly provides it to
Google RTB participants and enables
participants to de-anonymize personal
information with cookie matching services.

“Privacy is personal, which makes it even
more vital for companies to give people
clear, individual choices around how their
data is used.” Google’s Sundar Pichai:
Privacy Should Not Be a Luxury Good, EX.
25at 1.

Google does not provide Account Holders with
clear individual choices about how their data is
used; rather, Google provides misinformation
and broken promises about user privacy and
fails to disclose that Account Holders’ personal
information is being sold on Google RTB.

“[P]rivacy cannot be a luxury good offered
only to people who can afford to buy
premium products and services. Privacy
must be equally available to everyone in the
world.” Google’s Sundar Pichai: Privacy
Should Not Be a Luxury Good, Ex. 25 at 1.

Google does not make “privacy equally
available.” Instead, it targets its own Account
Holders, making privacy unavailable to them by
subversively revealing their personal
information thousands of times per second to
millions of Google RTB participants. Only
Google and Google RTB participants, not
Account Holders, profit.
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“To make privacy real, we give you clear,
meaningful choices around your data. All
while staying true to two unequivocal
policies: that Google will never sell any
personal information to third parties; and
that you get to decide how your information
is used.” Google’s Sundar Pichai: Privacy
Should Not Be a Luxury Good, Ex. 25 at 1.

Google does not disclose what it is doing with
Account Holders’ data and gives Account
Holders no choice about whether their personal
information is sold at the Google RTB auctions.

“Advertisers do not pay us for personal
information[.]” How our business works,
Ex. 5at1l.

Through Google RTB, advertisers in fact do
pay Google for advertising the value of which is
directly tied to the disclosure of Account
Holders’ personal information.

“We never sell your personal information,
and give you controls over who has access.”
Your privacy is protected by responsible
data practices, Ex. 24 at 2.

Google sells Account Holders’ personal
information on Google RTB, a process that is
invisible to Account Holders and in which their
consent is not solicited prior to sale.

“At every point in the process of showing
you ads, we keep your personal information
protected with industry-leading security
technologies.” How our business works, EX.
Sat2.

Google reveals Account Holders’ personal
information in the Google RTB Bid Requests
and provides cookie matching tools that enable
participants to match Account Holders’
personal information with individual profiles
the participants already has.

“Privacy is core to how we build our
products, with rigorous privacy standards
guiding every stage of product
development. Each product and feature
adheres to these privacy standards, which
are implemented through comprehensive
privacy reviews.” Your privacy is protected
by responsible data practices, Ex. 24 at 4.

Google’s core practice is building Account
Holder profiles and monetizing those profiles
through, among other things, the Google RTB,
where Google sells Account Holders’ personal
information to facilitate targeted advertising, all
the while making false promises of privacy to
Account Holders.

“We also never use your emails, documents,
photos, or sensitive information like race,
religion, or sexual orientation, to
personalize ads to you.” How our business
works, Ex. 5 at 2.

“We don’t show you personalized ads based
on sensitive categories, such as race,
religion, sexual orientation, or health.”
Google Privacy Policy, e.g., Ex. 15 at 5; EX.
20 at 6.

“We don’t use topics or show personalized
ads based on sensitive categories like race,
religion, sexual orientation, or health. And
we require the same from advertisers
[hyperlink] that use our services.” Google
Privacy Policy, e.g., Ex. 15 at 22; Ex. 20 at
30.
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Google targets Account Holders based on their
sensitive information, like race, religion, sexual
orientation, and health. Google does this by
collecting Account Holders’ browsing
information to determine whether Account
Holders’ fall within certain consumer
cat