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THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF SOUTH CAROLINA

CRYSTAL HERNANDEZ and SALVADOR | Case No.:
FLORES HERNANDEZ,

on behalf of themselves and all others CLASS ACTION COMPLAINT
similarly situated,
DEMAND FOR JURY TRIAL
Plaintiffs,

V.

ADVANCE AMERICA, CASH ADVANCE
CENTERS, INC. and ADVANCE AMERICA,
CASH ADVANCE CENTERS OF
CALIFORNIA, LLC,

Defendants.

Plaintiffs Crystal Hernandez and Salvador Flores Hernandez (“Plaintiffs”) bring this
Class Action Complaint against Advance America, Cash Advance Centers, Inc. (“AA”) and
Advance America, Cash Advance Centers of California, LLC (“AA of California”) (collectively,
“Defendants”), individually and on behalf of all others similarly situated (“Class Members”), and
alleges, upon personal knowledge as to their own actions and their counsels’ investigations, and
upon information and belief as to all other matters, as follows:

I. INTRODUCTION

1. Plaintiffs bring this class action against Defendants for their failure to properly
secure and safeguard personal identifiable information (“PII”’)! of more than 80,000 individuals,
including, but not limited to, name and Social Security number.

2. Defendants provide consumer financial services, including payday loans,

! Personally identifiable information generally incorporates information that can be used to
distinguish or trace an individual’s identity, either alone or when combined with other personal
or identifying information. 2 C.F.R. 8 200.79. At a minimum, it includes all information that on
its face expressly identifies an individual.
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installment loans, title loans, and personal lines of credit.

3. AA has dozens of subsidiaries across numerous states, including AA of
California.?
4. Defendants’ Privacy Policy, posted on their website, states as follows:

How does Advance America protect my personal information?
To protect your personal information from unauthorized access and
use, we use security measures that comply with federal law. These
measures include computer safeguards and secured files and
buildings.

5. Defendants’ Security Information, posted on their website, states as follows:
Security of Your Information with Advance America
With Advance America, you can be sure that all the information
you submit is sent through a secure server, and we keep your
information in a secure database.*

6. Defendants’ website also states “[a]ll of our online loan applications include

robust security and encryption to ensure your personal data is as secure as possible.”

2 AA’s subsidiaries include Advance America, Cash Advance Centers of Alabama, LLC;
Advance America, Cash Advance Centers of California, LLC; Advance America, Cash Advance
Centers of Colorado, LLC; Advance America, Cash Advance Centers of Florida, LLC; Advance
America, Cash Advance Centers of ldaho, Inc.; Advance America, Cash Advance Centers of
Illinois, Inc.; Advance America, Cash Advance Centers of Indiana, Inc.; Advance America, Cash
Advance Centers of Kansas, Inc.; Advance America, Cash Advance Centers of Kentucky, Inc.;
Advance America, Cash Advance Centers of Louisiana, LLC; Advance America, Cash Advance
Centers of Mississippi, LLC; Advance America, Cash Advance Centers of Missouri, Inc.;
Advance America Small Loans of Ohio, Inc.; Advance America, Cash Advance Centers of Ohio,
Inc.; Advance America, Cash Advance Centers of Oklahoma, Inc.; Advance America, Cash
Advance Centers of South Carolina, Inc.; Advance America, Cash Advance Centers of
Tennessee, Inc.; ACSO of Texas, L.P.; Advance America, Cash Advance Centers of Utah, Inc.;
Advance America, Cash Advance Centers of Washington, LLC; Advance America, Cash
Advance Centers of Wisconsin, Inc.; Advance America, Cash Advance Centers of Wyoming,
Inc.; Advance America, Cash Advance Centers of Nevada, Inc.; Advance America, Cash
Advance Centers of Virginia, Inc.

3 Exhibit 1 (Privacy Policy).

4 Exhibit 2 (Security Information).

® Exhibit 3 (Are Online Payday Loans Safe?)
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7. Prior to and through February 7, 2023, Defendants obtained the PII of Plaintiffs
and Class Members, including by collecting it directly from Plaintiffs and Class Members.

8. Prior to and through February 7, 2023, Defendants stored the PII of Plaintiffs and
Class Members, unencrypted, on their network.

9. On or around February 7, 2023, Defendants learned of a data breach on their
corporate network during which an unauthorized actor accessed or acquired certain corporate
business records on Defendants’ network (the “Data Breach™).

10. Defendants determined that, during the Data Breach, an unauthorized actor
accessed or acquired the PII of Plaintiffs and Class Members.

11.  On or around March 23, 2023, reports began surfacing on the Internet that
Defendants had been the subject of a ransomware attack by the “BlackBasta” ransomware family
and that information obtained during the attack had surfaced on the dark web, including samples
containing Social Security numbers and driver’s license numbers.

12.  On or around August 16, 2023, Defendants began notifying various states
Attorneys General of the Data Breach.

13.  On or around August 16, 2023, Defendants began notifying Plaintiffs and Class
Members of the Data Breach.

14.  The notices that Defendants sent to various states Attorneys General and to
Plaintiffs and Class Members did not disclose that (i) Plaintiffs’ and Class Members’ PII was
actually acquired by an unauthorized actor during the Data Breach, (ii) the PIl had been made
available for sale on the dark web, and (iii) whether the threat actor had demanded a ransom and,
if so, whether Defendants has refused to pay it.

15. By obtaining, collecting, using, and deriving a benefit from the PII of Plaintiffs
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and Class Members, Defendants assumed legal and equitable duties to those individuals to
protect and safeguard that information from unauthorized access and intrusion. Defendants
admit that the unencrypted PII that was accessed and/or acquired by an unauthorized actor
included name and Social Security number.

16.  The exposed PII of Plaintiffs and Class Members can be sold on the dark web.
Hackers can access and then offer for sale the unencrypted, unredacted PIl to criminals.
Plaintiffs and Class Members now face a lifetime risk of (i) identity theft, which is heightened
here by the loss of Social Security numbers, and (ii) the sharing and detrimental use of their
sensitive information.

17.  The PIl was compromised due to Defendants’ negligent and/or careless acts and
omissions and the failure to protect the PII of Plaintiffs and Class Members, including the failure
to encrypt the PIl and the failure to ensure that Defendants maintained it in encrypted form.

18.  As aresult of the Data Breach, Plaintiffs and Class Members are, and continue to
be, at significant risk of identity theft and various other forms of personal, social, and financial
harm, including the sharing and detrimental use of their sensitive information. The risk will
remain for their respective lifetimes.

19.  Plaintiffs bring this action on behalf of all persons whose PIl was compromised as
a result of Defendants’ failure to: (i) adequately protect the PII of Plaintiffs and Class Members;
and (ii) warn Plaintiffs and Class Members of Defendants’ inadequate information security
practices. Defendants’ conduct amounts to negligence and violates federal and state statutes.

20. Plaintiffs and Class Members have suffered injury as a result of Defendants’
conduct. These injuries include: (i) lost or diminished value of PII; (ii) out-of-pocket expenses

associated with the prevention, detection, and recovery from identity theft, tax fraud, and/or



7:23-cv-04256-DCC  Date Filed 08/24/23 Entry Number 1  Page 5 of 39

unauthorized use of their PII; (iii) lost opportunity costs associated with attempting to mitigate
the actual consequences of the Data Breach, including but not limited to lost time, (iv) the
disclosure of their private information, and (v) the continued and certainly increased risk to their
P11, which: (a) remains unencrypted and available for unauthorized third parties to access and
abuse; and (b) may remain backed up in Defendants’ possession and is subject to further
unauthorized disclosures so long as Defendants fail to undertake appropriate and adequate
measures to protect the PII.

21. Defendants disregarded the rights of Plaintiffs and Class Members by
intentionally, willfully, recklessly, or negligently failing to take and implement adequate and
reasonable measures to ensure that the PIl of Plaintiffs and Class Members was safeguarded,
failing to take available steps to prevent an unauthorized disclosure of data, and failing to follow
applicable, required and appropriate protocols, policies and procedures regarding the encryption
of data, even for internal use. As the result, the PIl of Plaintiffs and Class Members was
compromised through disclosure to an unauthorized third party. Plaintiffs and Class Members
have a continuing interest in ensuring that their information is and remains safe, and they should
be entitled to injunctive and other equitable relief.

Il. PARTIES

22.  Plaintiff Crystal Hernandez is a citizen of California residing in Bakersfield,
California.

23. Plaintiff Salvador Flores Hernandez is a citizen of California residing in Shafter,
California.

24, Defendant AA is a Delaware corporation with a principal place of business in

Spartanburg, South Carolina.
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25. Defendant AA of California is a Delaware limited liability company with a
principal place of business in Spartanburg, South Carolina.

26.  The true names and capacities of persons or entities, whether individual,
corporate, associate, or otherwise, who may be responsible for some of the claims alleged herein
are currently unknown to Plaintiffs. Plaintiffs will seek leave of court to amend this complaint to
reflect the true names and capacities of such other responsible parties when their identities
become known.

27.  All of Plaintiffs’ claims stated herein are asserted against Defendants and any of
their owners, predecessors, successors, subsidiaries, agents and/or assigns.

I11. JURISDICTION AND VENUE

28.  This Court has subject matter and diversity jurisdiction over this action under 28
U.S.C. § 1332(d) because this is a class action wherein the amount of controversy exceeds the
sum or value of $5 million, exclusive of interest and costs, there are more than 100 members in
the proposed class, and at least one Class Member, including Plaintiff, is a citizen of a state
different from Defendants to establish minimal diversity.

29. Defendant AA is a citizen of Delaware and South Carolina because it is a
corporation formed under Delaware law with its principal place of business in Spartanburg,
South Carolina.

30. Under 28 U.S.C. § 1332(d)(10), Defendant AA of California is a citizen of
Delaware and South Carolina because it is a Delaware limited liability company and its principal

place of business is in Spartanburg, South Carolina.
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31.  The District of South Carolina has personal jurisdiction over Defendants because
they conduct substantial business in South Carolina and this District and collected and/or stored
the P11 of Plaintiffs and Class Members in this District.

32.  Venue is proper in this District under 28 U.S.C. §1391(b) because Defendants
operate in this District and a substantial part of the events or omissions giving rise to Plaintiffs’
claims occurred in this District, including Defendants collecting and/or storing the PII of
Plaintiffs and Class Members.

IV. FACTUAL ALLEGATIONS

Background

33. Defendants collected the PII of Plaintiffs and Class Members and stored it in an
Internet-accessible environment on their network.

34.  Plaintiffs and Class Members relied on this sophisticated Defendants to keep their
P11 confidential and securely maintained, to use this information for business purposes only, and
to make only authorized disclosures of this information. Plaintiffs and Class Members demand
security to safeguard their PII.

35. Defendants had a duty to adopt reasonable measures to protect the P1I of Plaintiffs
and Class Members from involuntary disclosure to third parties.

The Data Breach

36.  On or about August 16, 2023, Defendants sent Plaintiffs and Class Members a
Notice of Data Breach and submitted sample notices to various states’ Attorneys General.
Defendants informed Plaintiffs and other Class Members that:

<<b2b text 2 (Entity Name)>> d/b/a Advance America (“the
Company” or “we”) is writing to inform you of a data security

incident that may have impacted some of your personal
information. We collected personal information about you when

7
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37.

you applied to receive a loan or another financial service from us
and/or became an active customer. We want to provide you with
details about the incident, our response, and resources available to
you to help protect your information from possible misuse, should
you feel it is appropriate to do so.

What Happened

On or around February 7, 2023, we experienced a temporary
systems outage affecting our corporate network. Upon becoming
aware of the incident, we immediately launched an investigation to
better understand the scope and impact of the incident. We also
engaged third-party cybersecurity experts to remediate, further
investigate what happened, and determine the scope of the
incident. Our investigation determined that an unauthorized actor
accessed or acquired certain corporate business records on the
Company’s network. We also reported this incident to law
enforcement.

What We Discovered

We conducted a thorough review of these business records to
identify the individuals whose information was contained in the
records. We recently completed this review and determined that
some of your information was included in the records.

What Information Was Involved

The impacted personal information relating to you includes your
<<b2b_text_1(DataElements)>>.%

Each Plaintiffs’ Notice of Data Breach states that their name and Social Security

number were impacted in the Data Breach.

38.
reports they sent to the states’ Attorneys General that an unauthorized actor may have acquired

sensitive information about Plaintiffs and Class Members, including name and Social Security

number.

39.

Defendants admitted in the Notice of Data Breach and the sample notices and

In response to the Data Breach, Defendants claims that they “implemented

® Exhibit 4 (sample Notice of Data Breach filed with California Attorney General).

Page 8 of 39
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additional security measures to further fortify their network’s security measures and protocols
and protect customers’ information, including leading industry security tools and improved
monitoring, enhancing administrative and technical safeguards, and instituting more frequent and
rigorous security training.”’

40. However, the details of the root cause of the Data Breach, the vulnerabilities
exploited, and the remedial measures undertaken to ensure a breach does not occur again have
not been shared with regulators or Plaintiffs and Class Members, who retain a vested interest in
ensuring that their information remains protected.

41.  The unencrypted PII of Plaintiffs and Class Members may end up for sale on the
dark web, or simply fall into the hands of companies that will use the detailed PII for targeted
marketing without the approval of Plaintiffs and Class Members. Unauthorized individuals can
easily access the PII of Plaintiffs and Class Members.

42. Defendants did not use reasonable security procedures and practices appropriate
to the nature of the sensitive, unencrypted information they were maintaining for Plaintiffs and
Class Members, causing the exposure of PII for Plaintiffs and Class Members.

43.  Prior to the Data Breach, Defendants knew or should have known that there was a
foreseeable risk that Plaintiffs’ and Class Members’ PII could be accessed, exfiltrated, and
published as the result of a cyberattack on Defendants’ network.

44.  Prior to the Data Breach, Defendants knew or should have known that they should
have encrypted the Social Security numbers and other sensitive data elements within the PII to
protect against their publication and misuse in the event of a cyberattack on Defendants’

network.

1d.
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45.  Prior to the Data Breach, Defendants knew or should have known that they should
have encrypted the Social Security numbers and other sensitive data elements within the PII to
protect against their publication and misuse in the event of a cyberattack.

Defendants Acquire, Collect, and Store the PII of Plaintiffs and Class Members.

46. Defendants acquired, collected, and stored the PII of Plaintiffs and Class
Members.

47. By obtaining, collecting, and storing the PII of Plaintiffs and Class Members,
Defendants assumed legal and equitable duties and knew or should have known that they were
responsible for protecting the PII from disclosure.

48.  Plaintiffs and Class Members have taken reasonable steps to maintain the
confidentiality of their PIl and relied on Defendants to keep their PIl confidential and securely
maintained, to use this information for business purposes only, and to make only authorized
disclosures of this information.

Securing P11 and Preventing Breaches

49, Defendants could have prevented this Data Breach by properly encrypting the P1I
of Plaintiffs and Class Members and ensuring that Defendants maintained it in encrypted form.

50. Defendants’ negligence in safeguarding the P11 of Plaintiffs and Class Members is
exacerbated by the repeated warnings and alerts directed to protecting and securing sensitive
data.

51. Despite the prevalence of public announcements of data breach and data security
compromises, Defendants failed to take appropriate steps to protect the PIlI of Plaintiffs and
Class Members from being compromised.

52. The Federal Trade Commission (“FTC”) defines identity theft as “a fraud

10
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committed or attempted using the identifying information of another person without authority.”®
The FTC describes “identifying information” as “any name or number that may be used, alone or
in conjunction with any other information, to identify a specific person,” including, among other
things, “[n]Jame, Social Security number, date of birth, official State or government issued
driver’s license or identification number, alien registration number, government passport
number, employer or taxpayer identification number.”®

53.  The ramifications of Defendants’ failure to keep secure the PII of Plaintiffs and
Class Members are long lasting and severe. Once PII is stolen, particularly Social Security
numbers, fraudulent use of that information and damage to victims may continue for years.

Value of Personal Identifiable Information

54.  The PII of individuals remains of high value to criminals, as evidenced by the
prices they will pay through the dark web. Numerous sources cite dark web pricing for stolen
identity credentials. For example, personal information can be sold at a price ranging from $40 to
$200, and bank details have a price range of $50 to $200.1° Experian reports that a stolen credit
or debit card number can sell for $5 to $110 on the dark web.!! Criminals can also purchase

access to entire company data breaches from $900 to $4,500.%2

817 C.F.R. § 248.201 (2013).
°1d.

1 Your personal data is for sale on the dark web. Here’s how much it costs, Digital Trends,
Oct. 16, 2019, available at: https://www.digitaltrends.com/computing/personal-data-sold-on-
the-dark-web-how-much-it-costs/ (last visited Feb. 24, 2023).

11 Here’s How Much Your Personal Information Is Selling for on the Dark Web, Experian, Dec.
6, 2017, available at: https://www.experian.com/blogs/ask-experian/heres-how-much-your-
personal-information-is-selling-for-on-the-dark-web/ (last visited Feb. 24, 2023).

12 In the Dark, VPNOverview, 2019, available at:
https://vpnoverview.com/privacy/anonymous-browsing/in-the-dark/ (last visited Feb. 24, 2023

11
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55. Based on the foregoing, the information compromised in the Data Breach is
significantly more valuable than the loss of, for example, credit card information in a retailer
data breach because, there, victims can cancel or close credit and debit card accounts. The
information compromised in this Data Breach is impossible to “close” and difficult, if not
impossible, to change.

56.  This data demands a much higher price on the black market. Martin Walter,
senior director at cybersecurity firm RedSeal, explained, “Compared to credit card information,
personally identifiable information and Social Security numbers are worth more than 10x on the
black market.”*

57. Among other forms of fraud, identity thieves may obtain driver’s licenses,
government benefits, medical services, and housing or even give false information to police.

58.  The fraudulent activity resulting from the Data Breach may not come to light for
years.

59.  There may be a time lag between when harm occurs versus when it is discovered,
and also between when PII is stolen and when it is used. According to the U.S. Government
Accountability Office (“GAQO”), which conducted a study regarding data breaches:

[L]aw enforcement officials told us that in some cases, stolen data
may be held for up to a year or more before being used to commit
identity theft. Further, once stolen data have been sold or posted on
the Web, fraudulent use of that information may continue for

years. As a result, studies that attempt to measure the harm
resulting from data breaches cannot necessarily rule out all future

13 Time Greene, Anthem Hack: Personal Data Stolen Sells for 10x Price of Stolen Credit Card
Numbers, IT World, (Feb. 6, 2015), available at:
https://www.networkworld.com/article/2880366/anthem-hack-personal-data-stolen-sells-for-10x-
price-of-stolen-credit-card-numbers.html (last visited Feb. 24, 2023).

12
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harm.14

60. At all relevant times, Defendants knew, or reasonably should have known, of the
importance of safeguarding the PII of Plaintiffs and Class Members, including Social Security
numbers, and of the foreseeable consequences that would occur from the breach of Defendants’
network, including, specifically, the significant costs that would be imposed on Plaintiffs and
Class Members as a result of a breach.

61.  Plaintiffs and Class Members now face years of constant surveillance of their
financial and personal records, monitoring, and loss of rights. The Classes are incurring and will
continue to incur such damages in addition to any fraudulent use of their PII.

62. Defendants were, or should have been, fully aware of the unique type and the
significant volume of data contained in the PII they stored on their network, amounting to
thousands of individuals® detailed, personal information and, thus, the significant number of
individuals who would be harmed by the exposure of the unencrypted data.

63. To date, Defendants have offered Plaintiffs and Class Members one year of
identity monitoring and protection services. The offered service is inadequate to protect Plaintiffs
and Class Members from the threats they face for years to come, particularly in light of the PII at
issue here.

64.  The injuries to Plaintiffs and Class Members were directly and proximately
caused by Defendants’ failure to implement or maintain adequate data security measures for the

P11 of Plaintiffs and Class Members.

14 Report to Congressional Requesters, GAO, at 29 (June 2007), available at:
https://www.gao.gov/assets/gao-07-737.pdf (last visited Feb. 24, 2023).

13
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Plaintiff Crystal Hernandez’s EXperience

65.  Plaintiff Crystal Hernandez obtained services from AA of California prior to the
Data Breach and received AA of California’s Notice of Data Breach, dated August 16, 2023, on
or about that date. Plaintiff Crystal Hernandez’s notice stated that her name and Social Security
number were impacted.

66.  Asaresult of the Data Breach, Plaintiff Crystal Hernandez’s sensitive information
was accessed and/or acquired by an unauthorized actor. The confidentiality of Plaintiff Crystal
Hernandez’s sensitive information has been irreparably harmed. For the rest of her life, Plaintiff
Crystal Hernandez will have to worry about when and how her sensitive information may be
shared or used to her detriment.

67.  As a result of the Data Breach notice, Plaintiff Crystal Hernandez spent time
dealing with the consequences of the Data Breach, which includes time spent verifying the
legitimacy of the Notice of Data Breach and self-monitoring her accounts. This time has been
lost forever and cannot be recaptured.

68.  Additionally, Plaintiff Crystal Hernandez is very careful about sharing her
sensitive PII. She has never knowingly transmitted unencrypted sensitive Pl over the internet or
any other unsecured source.

69.  Plaintiff Crystal Hernandez stores any documents containing her sensitive PIl in a
safe and secure location or destroys the documents. Moreover, she diligently chooses unique
usernames and passwords for her various online accounts.

70. Plaintiff Crystal Hernandez suffered lost time, annoyance, interference, and
inconvenience as a result of the Data Breach and has anxiety and increased concerns for the loss

of her privacy.

14
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71.  Plaintiff Crystal Hernandez has suffered imminent and impending injury arising
from the substantially increased risk of fraud, identity theft, and misuse resulting from her PII,
especially her Social Security number, being placed in the hands of unauthorized third parties
and possibly criminals.

72.  Plaintiff Crystal Hernandez has a continuing interest in ensuring that her PII,
which, upon information and belief, remains backed up in Defendants’ possession, is protected
and safeguarded from future breaches.

Plaintiff Salvador Flores Hernandez’s Experience

73.  Plaintiff Salvador Flores Hernandez obtained services from AA of California
prior to the Data Breach and received AA of California’s Notice of Data Breach, dated August
16, 2023, on or about that date. Plaintiff Salvador Flores Hernandez’s notice stated that his
name and Social Security number were impacted.

74.  As a result of the Data Breach, Plaintiff Salvador Flores Hernandez’s sensitive
information was accessed and/or acquired by an unauthorized actor. The confidentiality of
Plaintiff Salvador Flores Hernandez’s sensitive information has been irreparably harmed. For
the rest of his life, Plaintiff Salvador Flores Hernandez will have to worry about when and how
his sensitive information may be shared or used to his detriment.

75.  As aresult of the Data Breach notice, Plaintiff Salvador Flores Hernandez spent
time dealing with the consequences of the Data Breach, which includes time spent verifying the
legitimacy of the Notice of Data Breach and self-monitoring his accounts. This time has been
lost forever and cannot be recaptured.

76.  Additionally, Plaintiff Salvador Flores Hernandez is very careful about sharing

his sensitive PIl. He has never knowingly transmitted unencrypted sensitive Pll over the internet

15
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or any other unsecured source.

77.  Plaintiff Salvador Flores Hernandez stores any documents containing his sensitive
PIl in a safe and secure location or destroys the documents. Moreover, he diligently chooses
unique usernames and passwords for his various online accounts.

78.  Plaintiff Salvador Flores Hernandez suffered lost time, annoyance, interference,
and inconvenience as a result of the Data Breach and has anxiety and increased concerns for the
loss of his privacy.

79.  Plaintiff Salvador Flores Hernandez has suffered imminent and impending injury
arising from the substantially increased risk of fraud, identity theft, and misuse resulting from his
PII, especially his Social Security number, being placed in the hands of unauthorized third
parties and possibly criminals.

80.  Plaintiff Salvador Flores Hernandez has a continuing interest in ensuring that his
PIl, which, upon information and belief, remains backed up in Defendants’ possession, is
protected and safeguarded from future breaches.

V. CLASS ALLEGATIONS

81.  Plaintiffs bring this nationwide class action on behalf of herself and on behalf of
all others similarly situated pursuant to Rule 23(b)(2), 23(b)(3), and 23(c)(4) of the Federal Rules
of Civil Procedure.

82.  The Nationwide Class that Plaintiffs seek to represent is defined as follows:

All individuals whose PIl was accessed and/or acquired in the data
incident that is the subject of the Notice of Security Incident that

Defendants sent to Plaintiffs and Class Members on or around
August 16, 2023 (the “Nationwide Class”).

83. Pursuant to Rule 23, and in the alternative to claims asserted on behalf of the

Nationwide Class, Plaintiffs assert claims on behalf of a separate statewide subclass, defined as

16
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follows:

All individuals who are residents of California and whose PIl may
have been accessed and/or acquired in the data incident that is the
subject of the Notice of Data Breach that Defendants sent to
Plaintiffs and Class Members on or around August 16, 2023 (the
“California Subclass™) (collectively, with the Nationwide Class,
“the Classes”).

84. Excluded from the Classes are the following individuals and/or entities:
Defendants and Defendants’ parents, subsidiaries, affiliates, officers and directors, and any entity
in which Defendants have a controlling interest; all individuals who make a timely election to be
excluded from this proceeding using the correct protocol for opting out; any and all federal, state
or local governments, including but not limited to their departments, agencies, divisions,
bureaus, boards, sections, groups, counsels and/or subdivisions; and all judges assigned to hear
any aspect of this litigation, as well as their immediate family members.

85.  Plaintiffs reserve the right to modify or amend the definition of the proposed
classes before the Court determines whether certification is appropriate.

86. Numerosity, Fed R. Civ. P. 23(a)(1): The Classes are so humerous that joinder of
all members is impracticable. Defendants reported to the South Carolina Attorney General that
79,763 South Carolina residents were impacted in the Data Breach and reported to the Montana
Attorney General that 1,280 Montana residents were impacted in the Data Breach and the
Classes are apparently identifiable within Defendants’ records.

87. Commonality, Fed. R. Civ. P. 23(a)(2) and (b)(3): Questions of law and fact
common to the Classes exist and predominate over any questions affecting only individual Class
Members. These include:

a. Whether and to what extent Defendants had a duty to protect the PII of Plaintiffs

and Class Members;
17
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b. Whether Defendants had duties not to disclose the PII of Plaintiffs and Class
Members to unauthorized third parties;

c. Whether Defendants had duties not to use the PII of Plaintiffs and Class Members
for non-business purposes;

d. Whether Defendants failed to adequately safeguard the PII of Plaintiffs and Class
Members;

e. When Defendants actually learned of the Data Breach;

f.  Whether Defendants adequately, promptly, and accurately informed Plaintiffs and
Class Members that their PIl had been compromised;

g. Whether Defendants violated the law by failing to promptly notify Plaintiffs and
Class Members that their PIl had been compromised;

h. Whether Defendants failed to implement and maintain reasonable security
procedures and practices appropriate to the nature and scope of the information
compromised in the Data Breach;

i. Whether Defendants adequately addressed and fixed the vulnerabilities which
permitted the Data Breach to occur;

J.  Whether Defendants engaged in unfair, unlawful, or deceptive practices by failing
to safeguard the PII of Plaintiffs and Class Members;

k. Whether Plaintiffs and Class Members are entitled to actual, consequential, and/or
nominal damages as a result of Defendants’ wrongful conduct;

I. Whether Plaintiffs and Class Members are entitled to restitution as a result of
Defendants’ wrongful conduct; and

m. Whether Plaintiffs and Class Members are entitled to injunctive relief to redress the

18
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imminent and currently ongoing harm faced as a result of the Data Breach.
88.  Typicality, Fed. R. Civ. P. 23(a)(3): Plaintiffs’ claims are typical of those of other
Class Members because all had their PIl compromised as a result of the Data Breach, due to
Defendants’ misfeasance.

89.  Policies Generally Applicable to the Classes: This class action is also appropriate

for certification because Defendants have acted or refused to act on grounds generally applicable
to the Classes, thereby requiring the Court’s imposition of uniform relief to ensure compatible
standards of conduct toward Class Members and making final injunctive relief appropriate with
respect to the Classes as a whole. Defendants’ policies challenged herein apply to and affect
Class Members uniformly and Plaintiffs’ challenge of these policies hinges on Defendants’
conduct with respect to the Classes as a whole, not on facts or law applicable only to Plaintiffs.

90.  Adequacy, Fed. R. Civ. P. 23(a)(4): Plaintiffs will fairly and adequately represent
and protect the interests of Class Members in that they have no disabling conflicts of interest that
would be antagonistic to those of the other Members of the Classes. Plaintiffs seek no relief that
is antagonistic or adverse to the Members of the Classes and the infringement of the rights and
the damages they have suffered are typical of other Class Members. Plaintiffs have retained
counsel experienced in complex class action litigation, and Plaintiffs intend to prosecute this
action vigorously.

91.  Superiority and Manageability, Fed. R. Civ. P. 23(b)(3): The class litigation is an

appropriate method for fair and efficient adjudication of the claims involved. Class action
treatment is superior to all other available methods for the fair and efficient adjudication of the
controversy alleged herein; it will permit a large number of Class Members to prosecute their

common claims in a single forum simultaneously, efficiently, and without the unnecessary
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duplication of evidence, effort, and expense that hundreds of individual actions would require.
Class action treatment will permit the adjudication of relatively modest claims by certain Class
Members, who could not individually afford to litigate a complex claim against large
corporations, like Defendants. Further, even for those Class Members who could afford to
litigate such a claim, it would still be economically impractical and impose a burden on the
courts.

92.  The nature of this action and the nature of laws available to Plaintiffs and Class
Members make the use of the class action device a particularly efficient and appropriate
procedure to afford relief to Plaintiffs and Class Members for the wrongs alleged because
Defendants would necessarily gain an unconscionable advantage since they would be able to
exploit and overwhelm the limited resources of each individual Class Member with superior
financial and legal resources; the costs of individual suits could unreasonably consume the
amounts that would be recovered; proof of a common course of conduct to which Plaintiffs were
exposed is representative of that experienced by the Classes and will establish the right of each
Class Member to recover on the cause of action alleged; and individual actions would create a
risk of inconsistent results and would be unnecessary and duplicative of this litigation.

93.  The litigation of the claims brought herein is manageable. Defendants’ uniform
conduct, the consistent provisions of the relevant laws, and the ascertainable identities of Class
Members demonstrates that there would be no significant manageability problems with
prosecuting this lawsuit as a class action.

94.  Adequate notice can be given to Class Members directly using information
maintained in Defendants’ records.

95. Unless a Class-wide injunction is issued, Defendants may continue in their failure
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to properly secure the PII of Class Members, Defendants may continue to refuse to provide
proper notification to Class Members regarding the Data Breach, and Defendants may continue
to act unlawfully as set forth in this Complaint.

96. Further, Defendants have acted or refused to act on grounds generally applicable
to the Classes and, accordingly, final injunctive or corresponding declaratory relief with regard
to Class Members as a whole is appropriate under Rule 23(b)(2) of the Federal Rules of Civil
Procedure.

97. Likewise, particular issues under Rule 23(c)(4) are appropriate for certification
because such claims present only particular, common issues, the resolution of which would
advance the disposition of this matter and the parties’ interests therein. Such particular issues
include, but are not limited to:

a. Whether Defendants owed a legal duty to Plaintiffs and Class Members to
exercise due care in collecting, storing, using, and safeguarding their PII;

b. Whether Defendants breached a legal duty to Plaintiffs and Class Members to
exercise due care in collecting, storing, using, and safeguarding their PII;

c. Whether Defendants failed to comply with their own policies and applicable
laws, regulations, and industry standards relating to data security;

d. Whether an implied contract existed between Defendants on the one hand, and
Plaintiffs and Class Members on the other, and the terms of that implied
contract;

e. Whether Defendants breached the implied contract;

f. Whether Defendants adequately and accurately informed Plaintiffs and Class

Members that their PIl had been compromised,;
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g. Whether Defendants failed to implement and maintain reasonable security
procedures and practices appropriate to the nature and scope of the information
compromised in the Data Breach;

h. Whether Defendants engaged in unfair, unlawful, or deceptive practices by
failing to safeguard the P11 of Plaintiffs and Class Members; and,

i.  Whether Class Members are entitled to actual, consequential, and/or nominal
damages, and/or injunctive relief as a result of Defendants’ wrongful conduct.

COUNT 1
NEGLIGENCE
(On Behalf of Plaintiffs and the Nationwide Class)

98.  Plaintiffs and the Nationwide Class re-allege and incorporate by reference herein
all of the allegations contained in paragraphs 1 through 95.

99. Defendants had full knowledge of the sensitivity of the Pl and the types of harm
that Plaintiffs and the Nationwide Class could and would suffer if the PIl were wrongfully
disclosed.

100. Defendants knew or reasonably should have known that the failure to exercise due
care in the collecting, storing, and using of the PIl of Plaintiffs and the Nationwide Class
involved an unreasonable risk of harm to Plaintiffs and the Nationwide Class, even if the harm
occurred through the criminal acts of a third party.

101. Defendants had a duty to exercise reasonable care in safeguarding, securing, and
protecting such information from being compromised, lost, stolen, misused, and/or disclosed to
unauthorized parties. This duty includes, among other things, designing, maintaining, and testing
Defendants’ security protocols to ensure that the PII of Plaintiffs and the Nationwide Class in

Defendants’ possession was adequately secured and protected.
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102. Defendants also had a duty to have procedures in place to detect and prevent the
improper access and misuse of the Pl of Plaintiffs and the Nationwide Class.

103. Defendants’ duty to use reasonable security measures arose as a result of the
special relationship that existed between Defendants and Plaintiffs and the Nationwide Class.
That special relationship arose because Defendants acquired Plaintiffs’ and the Nationwide
Class’s confidential PIl in the course of their business practices.

2

104. Defendants were subject to an “independent duty,” untethered to any contract
between Defendants and Plaintiffs or the Nationwide Class.

105. A breach of security, unauthorized access, and resulting injury to Plaintiffs and
the Nationwide Class was reasonably foreseeable, particularly in light of Defendants’ inadequate
security practices.

106. Plaintiffs and the Nationwide Class were the foreseeable and probable victims of
any inadequate security practices and procedures. Defendants knew or should have known of the
inherent risks in collecting and storing the PII of Plaintiffs and the Nationwide Class, the critical
importance of providing adequate security of that PII, the necessity for encrypting PII, and the
necessity for ensuring Defendants maintained the P11 in encrypted form.

107. Defendants’ own conduct created a foreseeable risk of harm to Plaintiffs and the
Nationwide Class. Defendants’ misconduct included, but was not limited to, their failure to take
the steps and opportunities to prevent the Data Breach as set forth herein. Defendants’
misconduct also included their decisions not to comply with industry standards for the
safekeeping of the PII of Plaintiffs and the Nationwide Class, including basic encryption

techniques freely available to Defendants.

108. Plaintiffs and the Nationwide Class had no ability to protect their PII that was in,
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and possibly remains in, Defendants’ possession.

109. Defendants were in a position to protect against the harm suffered by Plaintiffs
and the Nationwide Class as a result of the Data Breach.

110. Defendants had and continue to have a duty to adequately disclose that the PII of
Plaintiffs and the Nationwide Class within Defendants’ possession might have been
compromised, how it was compromised, and precisely the types of data that were compromised
and when. Such notice was necessary to allow Plaintiffs and the Nationwide Class to (i) take
steps to prevent, mitigate, and repair any identity theft and the fraudulent use of their PII by third
parties and (ii) prepare for the sharing and detrimental use of their sensitive information.

111. Defendants had a duty to employ proper procedures to prevent the unauthorized
dissemination of the P1I of Plaintiffs and the Nationwide Class.

112. Defendants have admitted that the PII of Plaintiffs and the Nationwide Class was
wrongfully lost and disclosed to unauthorized third persons as a result of the Data Breach.

113. Defendant, through their actions and/or omissions, unlawfully breached their
duties to Plaintiffs and the Nationwide Class by failing to implement industry protocols and
exercise reasonable care in protecting and safeguarding the PII of Plaintiffs and the Nationwide
Class during the time the P11 was within Defendants’ possession or control.

114. Defendants improperly and inadequately safeguarded the PIl of Plaintiffs and the
Nationwide Class in deviation of standard industry rules, regulations, and practices at the time of
the Data Breach.

115. Defendants failed to heed industry warnings and alerts to provide adequate
safeguards to protect the PII of Plaintiffs and the Nationwide Class in the face of increased risk

of theft.
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116. Defendants, through their actions and/or omissions, unlawfully breached their
duty to Plaintiffs and the Nationwide Class by failing to have appropriate procedures in place to
detect and prevent dissemination of the PII.

117. Defendants, through their actions and/or omissions, unlawfully breached their
duty to adequately and timely disclose to Plaintiffs and the Nationwide Class the existence and
scope of the Data Breach.

118. But for Defendants’ wrongful and negligent breach of duties owed to Plaintiffs
and the Nationwide Class, the PII of Plaintiffs and the Nationwide Class would not have been
compromised.

119. There is a close causal connection between Defendants’ failure to implement
security measures to protect the PII of Plaintiffs and the Nationwide Class and the harm, or risk
of imminent harm, suffered by Plaintiffs and the Nationwide Class. The PII of Plaintiffs and the
Nationwide Class was lost and accessed as the proximate result of Defendants’ failure to exercise
reasonable care in safeguarding such PIlI by adopting, implementing, and maintaining
appropriate security measures.

120. As a direct and proximate result of Defendants’ negligence, Plaintiffs and the
Nationwide Class have suffered and will suffer injury, including but not limited to: (i) actual
identity theft; (ii) the loss of the opportunity of how their PII is used; (iii) the compromise,
publication, and/or theft of their PII; (iv) out-of-pocket expenses associated with the prevention,
detection, and recovery from identity theft, tax fraud, and/or unauthorized use of their PII; (V)
lost opportunity costs associated with effort expended and the loss of productivity addressing and
attempting to mitigate the actual and future consequences of the Data Breach, including but not

limited to efforts spent researching how to prevent, detect, contest, and recover from tax fraud
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and identity theft; (vi) costs associated with placing freezes on credit reports; (vii) the continued
risk to their PII, which remain in Defendants’ possession and is subject to further unauthorized
disclosures so long as Defendants failed to undertake appropriate and adequate measures to
protect the PII of Plaintiffs and the Nationwide Class; and (viii) future costs in terms of time,
effort, and money that will be expended to prevent, detect, contest, and repair the impact of the
P11 compromised as a result of the Data Breach for the remainder of the lives of Plaintiffs and the
Nationwide Class.

121. As a direct and proximate result of Defendants’ negligence, Plaintiffs and the
Nationwide Class have suffered and will continue to suffer other forms of injury and/or harm,
including, but not limited to, anxiety, emotional distress, loss of privacy, and other economic and
non-economic losses.

122. Additionally, as a direct and proximate result of Defendants’ negligence,
Plaintiffs and the Nationwide Class have suffered and will suffer the continued risks of exposure
of their PII, which remain in Defendants’ possession and is subject to further unauthorized
disclosures so long as Defendants failed to undertake appropriate and adequate measures to
protect the PII in their continued possession.

123. As a direct and proximate result of Defendants’ negligence, Plaintiffs and the
Nationwide Class are entitled to recover actual, consequential, and nominal damages.

COUNT 11
BREACH OF IMPLIED CONTRACT
(On Behalf of Plaintiffs and the California Subclass and Against AA of California)

124. Plaintiffs and the California Subclass re-allege and incorporate by reference

herein all of the allegations contained in paragraphs 1 through 95.

125. AA of California’s Privacy Policy states “[t]o protect your personal information
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from unauthorized access and use, we use security measures that comply with federal law. These
measures include administrative, technical, and physical safeguards.”

126. In obtaining services from AA of California, Plaintiffs and the California Subclass
provided and entrusted their PIl to AA of California.

127. AA of California required Plaintiffs and the California Subclass to provide and
entrust their P11 as condition of obtaining services from AA of California.

128. As a condition of obtaining services from AA of California, Plaintiffs and the
California Subclass provided and entrusted their PII. In so doing, Plaintiffs and the California
Subclass entered into implied contracts with AA of California by which AA of California agreed
to safeguard and protect such PII, to keep such PII secure and confidential, and to timely and
accurately notify Plaintiffs and the California Subclass if their PIl had been compromised or
stolen.

129. Plaintiffs and the California Subclass fully performed their obligations under the
implied contracts with AA of California.

130. AA of California breached the implied contracts it made with Plaintiffs and the
California Subclass by failing to implement appropriate technical and organizational security
measures designed to protect their Pl against accidental or unlawful unauthorized disclosure or
unauthorized access and otherwise failing to safeguard and protect their PII.

131. As adirect and proximate result of AA of California’s above-described breach of
implied contract, Plaintiffs and the California Subclass have suffered (and will continue to
suffer) the threat of the sharing and detrimental use of their confidential information; ongoing,
imminent, and impending threat of identity theft crimes, fraud, and abuse, resulting in monetary

loss and economic harm; actual identity theft crimes, fraud, and abuse, resulting in monetary loss
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and economic harm; loss of the confidentiality of the stolen confidential data; the illegal sale of
the compromised data on the dark web; expenses and/or time spent on credit monitoring and
identity theft insurance; time spent scrutinizing bank statements, credit card statements, and
credit reports; expenses and/or time spent initiating fraud alerts, decreased credit scores and
ratings; lost work time; and other economic and non-economic harm.

132. As adirect and proximate result of AA of California’s above-described breach of
implied contract, Plaintiffs and the California Subclass are entitled to recover actual,
consequential, and nominal damages.

COUNT 111
VIOLATIONS OF CALIFORNIA’S CONSUMER PRIVACY ACT,
Cal. Civ. Code § 1798.100, et seq. (“CCPA”)
(On Behalf of Plaintiffs and the California Subclass and Against AA of California)

133. Plaintiffs and the California Subclass re-allege and incorporate by reference
herein all of the allegations contained in paragraphs 1 through 95.

134. AA of California violated section 1798.150(a) of the CCPA, Cal. Civ. Code 8
1798.150(a), by failing to prevent Plaintiffs” and the California Subclass’s PII from unauthorized
access and exfiltration, theft, or disclosure as a result of AA of California’s violations of its duty
to implement and maintain reasonable security procedures and practices appropriate to the nature
of the information to protect the PII.

135. The PII of Plaintiffs and the California Subclass was subjected to unauthorized
access and exfiltration, theft, or disclosure as a direct and proximate result of AA of California’s
violations of its duty under the CCPA.

136. Plaintiffs and the California Subclass lost money or property, including but not

limited to the loss of legally protected interest in the confidentiality and privacy of their PII,

28



7:23-cv-04256-DCC  Date Filed 08/24/23 Entry Number 1  Page 29 of 39

nominal damages, and additional losses as a direct and proximate result of AA of California’s
acts described above.

137.  AA of California knew, or should have known, that its network computer systems
and data security practices were inadequate to safeguard P1I and that the risk of a data breach or
theft was highly likely. AA of California failed to implement and maintain reasonable security
procedures and practices appropriate to the nature of the information to protect PII, such as
properly encrypting the PII so in the event of a data breach an unauthorized third party cannot
read the PII. As a result of the failure to implement reasonable security procedures and practices,
the PII of Plaintiffs and members of the California Subclass was exposed.

138. AA of California is organized for the profit or financial benefit of its owners and
collects PII as defined in Cal. Civ. Code 8§ 1798.140.

139. AA of California has a gross annual revenue of over $25 million and buys,
receives, or sells the personal information of 50,000 or more California residents, households, or
devices.

140. Plaintiffs and California Subclass members seek relief under § 1798.150(a),
including, but not limited to, recovery of actual damages; injunctive or declaratory relief; any
other relief the court deems proper; and attorneys’ fees and costs (pursuant to Cal. Code Civ.
Proc. § 1021.5).

141. Pursuant to Section 1798.150(b) of the CCPA, Plaintiffs gave written notice to
AA of California of its violations of section 1798.150(a) by certified mail sent on or before
August 24, 2023.

142. If within 30 days of Plaintiffs’ written notice to AA of California it fails to

“actually cure” its violations of Cal. Civ. Code § 1798.150(a) and provide “an express written
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statement that the violations have been cured and that no further violations shall occur,”
Plaintiffs will amend this complaint to also seek the greater of statutory damages in an amount
not less than one hundred dollars ($100) and not greater than seven hundred and fifty ($750) per
consumer per incident or actual damages, whichever is greater. See Cal. Civ. Code §

1798.150(b).

COUNT IV

VIOLATIONS OF CALIFORNIA’S UNFAIR COMPETITION LAW (“UCL”)
Cal. Bus. & Prof. Code § 17200, et seq.
(On Behalf of Plaintiffs and the California Subclass and Against AA of California)

143. Plaintiffs and the California Subclass re-allege and incorporate by reference
herein all of the allegations contained in paragraphs 1 through 95.

144. The UCL prohibits any “unlawful” or “unfair” business act or practice, as those
terms are defined by the UCL and relevant case law. By virtue of the above-described wrongful
actions, inaction, and want of ordinary care that directly and proximately caused the Data
Breach, AA of California engaged in unlawful and unfair practices within the meaning, and in
violation, of the UCL.

145. In the course of conducting its business, AA of California committed “unlawful”
business practices by, inter alia, failing to design, adopt, implement, control, direct, oversee,
manage, monitor and audit appropriate data security processes, controls, policies, procedures,
protocols, and software and hardware systems to safeguard and protect Plaintiffs’ and California
Subclass members’ Pll, and by violating the statutory and common law alleged herein, including,
inter alia, the California Consumer Privacy Act of 2018 (Cal. Civ. Code § 1798.100, et seq.),
Article I, Section 1 of the California Constitution (California’s constitutional right to privacy),
Cal. Civil Code § 1798.81.5, 45 C.F.R. § 164, et seq., and Section 5 of the FTC Act. Plaintiffs

and California Subclass members reserve the right to allege other violations of law by AA of
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California constituting other unlawful business acts or practices. AA of California’s above-
described wrongful actions, inaction, and want of ordinary care are ongoing and continue to this
date.

146. AA of California also violated the UCL by failing to timely notify Plaintiffs and
California Subclass members pursuant to Civil Code 8§ 1798.82(a) regarding the unauthorized
access and disclosure of their Private Information. If Plaintiffs and California Subclass members
had been notified in an appropriate fashion, they could have taken precautions to safeguard and
protect their Private Information and identities.

147. AA of California violated the unfair prong of the UCL by establishing the sub-
standard security practices and procedures described herein and storing Plaintiffs’ and California
Subclass members’ PII in an unsecure, internet accessible, electronic environment. Specific
failures to follow industry standards and exercise reasonable care include: failing to encrypt the
P11l accessed during the Data Breach; maintaining customer P11 for longer than it has a legitimate
use; failing to regularly update passwords; failure to implement two-factor authentication for
access to accounts and systems containing PlI; failing to adequately train employees to recognize
phishing and other social engineering techniques; and failing to implement and use software that
can adequately detect phishing emails. These unfair acts and practices were immoral, unethical,
oppressive, unscrupulous, unconscionable, and/or substantially injurious to Plaintiffs and
California Subclass members. The harm these practices caused to Plaintiffs and California
Subclass members outweighed their utility, if any.

148. AA of California’s above-described wrongful actions, inaction, want of ordinary
care, and practices also constitute “unfair” business acts and practices in violation of the UCL in

that AA of California’s wrongful conduct is substantially injurious to consumers, offends
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legislatively-declared public policy, and is immoral, unethical, oppressive, and unscrupulous.
AA of California’s practices are also contrary to legislatively declared and public policies that
seek to protect PIl and ensure that entities who solicit or are entrusted with personal data utilize
appropriate security measures, as reflected by laws such as the CCPA and the FTC Act (15
U.S.C. § 45). The gravity of AA of California’s wrongful conduct outweighs any alleged benefits
attributable to such conduct. There were reasonably available alternatives to further AA of
California’s legitimate business interests other than engaging in the above-described wrongful
conduct.

149. AA of California engaged in unfair business practices under the “balancing test.”
The harm caused by AA of California’s failure to implement proper data security measures, as
described in detail above, greatly outweighs any perceived utility. Indeed, AA of California’s
failure to follow basic data security protocols cannot be said to have had any utility at all. All of
these actions and omissions were clearly injurious to Plaintiffs and California Subclass members,
directly causing the harms alleged.

150. AA of California engaged in unfair business practices under the “tethering test.”
AA of California’s failure to implement proper data security measures, as described in detail
above, violated fundamental public policies expressed by the California Legislature. See, e.g.,
Cal. Civ. Code § 1798.1 (“The Legislature declares that . . . all individuals have a right of
privacy in information pertaining to them . . . . The increasing use of computers . . . has greatly
magnified the potential risk to individual privacy that can occur from the maintenance of
personal information.”); Cal. Civ. Code § 1798.81.5(a) (“It is the intent of the Legislature to
ensure that personal information about California residents is protected.”); Cal. Bus. & Prof.

Code § 22578 (“It is the intent of the Legislature that this chapter [including the Online Privacy
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Protection Act] is a matter of statewide concern.”). AA of California’s acts and omissions thus
amount to a violation of the law.

151. AA of California engaged in unfair business practices under the “FTC test.” The
harm caused by AA of California’s failure to implement proper data security measures, as
described in detail above, is substantial in that it affects thousands of Class Members and has
caused those persons to suffer actual harms. This harm continues given the fact that Plaintiffs’
and California Subclass members’ PII remains in AA of California’s possession, without
adequate protection, and is also in the hands of those who obtained it without their consent. AA
of California’s actions and omissions violated Section 5(a) of the Federal Trade Commission
Act. See 15 U.S.C. § 45(n) (defining “unfair acts or practices” as those that “cause[ ] or [are]
likely to cause substantial injury to consumers which [are] not reasonably avoidable by
consumers themselves and not outweighed by countervailing benefits to consumers or to
competition”); see also, e.g., In re LabMD, Inc., FTC Docket No. 9357, FTC File No. 102-3099
(July 28, 2016) (failure to employ reasonable and appropriate measures to secure personal
information collected violated § 5(a) of FTC Act).

152.  Plaintiffs and California Subclass members suffered injury in fact and lost money
or property as a result of AA of California’s violations of statutory and common law. Plaintiffs
and the California Subclass suffered from overpaying for services that should have included
adequate data security for their PII, by experiencing a diminution of value in their Private
Information as a result if its theft by cybercriminals, the loss of Plaintiffs’ and California
Subclass members’ legally protected interest in the confidentiality and privacy of their PIl, and

additional losses as described above.
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153. Plaintiffs and California Subclass members have also suffered (and will continue
to suffer) economic damages and other injury and actual harm in the form of, inter alia, (i) an
imminent, immediate and the continuing increased risk of identity theft and identity fraud—risks
justifying expenditures for protective and remedial services for which they are entitled to
compensation, (ii) invasion of privacy, (iii) breach of the confidentiality of their PIlI,
(iv) deprivation of the value of their PIl for which there is a well-established national and
international market (as described above), and/or (v)the financial and temporal cost of
monitoring their credit, monitoring financial accounts, and mitigating damages.

154.  Unless restrained and enjoined, AA of California will continue to engage in the
above-described wrongful conduct and more data breaches will occur. As such, Plaintiffs, on
behalf of themselves and California Subclass members, seeks restitution and an injunction,
including public injunctive relief prohibiting AA of California from continuing such wrongful
conduct, and requiring AA of California to modify its corporate culture and design, adopt,
implement, control, direct, oversee, manage, monitor and audit appropriate data security
processes, controls, policies, procedures protocols, and software and hardware systems to
safeguard and protect the PII entrusted to it, as well as all other relief the Court deems
appropriate, consistent with Bus. & Prof. Code § 17203. To the extent any of these remedies are
equitable, Plaintiffs and the Class seek them in the alternative to any adequate remedy at law
they may have.

COUNT V
DECLARATORY JUDGMENT
(On Behalf of Plaintiffs and the Nationwide Class)
155.  Plaintiffs and the Nationwide Class re-allege and incorporate by reference herein

all of the allegations contained in paragraphs 1 through 95.
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156. Under the Declaratory Judgment Act, 28 U.S.C. § 2201, et seq., this Court is
authorized to enter a judgment declaring the rights and legal relations of the parties and grant
further necessary relief. Further, the Court has broad authority to restrain acts, such as here, that
are tortious and violate the terms of the federal and state statutes described in this Complaint.

157. An actual controversy has arisen in the wake of the Data Breach regarding
Plaintiffs’ and the Nationwide Class’s PIl and whether Defendants are currently maintaining data
security measures adequate to protect Plaintiffs and the Nationwide Class from further data
breaches that compromise their PIl. Plaintiffs allege that Defendants’ data security measures
remain inadequate. Defendants publicly deny these allegations. Furthermore, Plaintiffs continue
to suffer injury as a result of the compromise of their PIl and remains at imminent risk that
further compromises of their PIlI will occur in the future. It is unknown what specific measures
and changes Defendants have undertaken in response to the Data Breach.

158. Plaintiffs and the Nationwide Class have an ongoing, actionable dispute arising
out of Defendants’ inadequate security measures, including (i) Defendants’ failure to encrypt
Plaintiffs’ and the Nationwide Class’s PIl, including Social Security numbers and (ii)
Defendants’ failure to ensure that they stored the PII in encrypted form.

159. Pursuant to its authority under the Declaratory Judgment Act, this Court should
enter a judgment declaring, among other things, the following:

a. Defendants owe a legal duty to secure the PII of Plaintiffs and the Nationwide
Class;
b. Defendants continue to breach this legal duty by failing to employ reasonable

measures to secure consumers’ PII; and
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c. Defendants’ ongoing breaches of their legal duty continue to cause Plaintiffs
harm.

160. This Court also should issue corresponding prospective injunctive relief requiring
Defendants to employ adequate security protocols consistent with law and industry and
government regulatory standards to protect consumers’ PII. Specifically, this injunction should,
among other things, direct Defendants to:

a. audit, test, and train their data security personnel regarding any new or
modified procedures and;

b. implement an education and training program for appropriate employees
regarding cybersecurity.

161. If an injunction is not issued, Plaintiffs will suffer irreparable injury, and lack an
adequate legal remedy, in the event of another data breach on Defendants’ network. The risk of
another such breach is real, immediate, and substantial. If another such breach occurs, Plaintiffs
will not have an adequate remedy at law because many of the resulting injuries are not readily
quantified and they will be forced to bring multiple lawsuits to rectify the same conduct.

162. The hardship to Plaintiffs if an injunction is not issued exceeds the hardship to
Defendants if an injunction is issued. Plaintiffs will likely be subjected to substantial identity
theft and other damage. On the other hand, the cost to Defendants of complying with an
injunction by employing reasonable prospective data security measures is relatively minimal, and
Defendants have a pre-existing legal obligation to employ such measures.

163. Issuance of the requested injunction will not disserve the public interest. To the

contrary, such an injunction would benefit the public by preventing another data breach at
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Defendant, thus eliminating the additional injuries that would result to Plaintiffs and others
whose confidential information would be further compromised.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, on behalf of themselves and Class Members, request

judgment against Defendants and that the Court grant the following:

A. For an Order certifying the Nationwide Class and the California Subclass and
appointing Plaintiffs and their Counsel to represent such Classes;

B. For equitable relief enjoining Defendants from engaging in the wrongful conduct
complained of herein pertaining to the misuse and/or disclosure of the PII of
Plaintiffs and Class Members, and from refusing to issue prompt, complete, any
accurate disclosures to Plaintiffs and Class Members;

C. For injunctive relief requested by Plaintiffs, including but not limited to,
injunctive and other equitable relief as is necessary to protect the interests of
Plaintiffs and Class Members, including but not limited to an order:

i. prohibiting Defendants from engaging in the wrongful and unlawful acts
described herein;

ii. requiring Defendants to protect, including through encryption, all data
collected through the course of their business in accordance with all
applicable regulations, industry standards, and federal, state or local laws;

iii.  requiring Defendants to delete, destroy, and purge the personal identifying
information of Plaintiffs and Class Members unless Defendants can provide to
the Court reasonable justification for the retention and use of such information

when weighed against the privacy interests of Plaintiffs and Class Members;
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Vi.

Vii.

requiring Defendants to implement and maintain a comprehensive Information
Security Program designed to protect the confidentiality and integrity of the
P1I of Plaintiffs and Class Members;

requiring Defendants to establish an information security training program
that includes at least annual information security training for all employees,
with additional training to be provided as appropriate based upon the
employees’ respective responsibilities with handling personal identifying
information, as well as protecting the personal identifying information of
Plaintiffs and Class Members;

requiring Defendants to implement a system of tests to assess their respective
employees’ knowledge of the education programs discussed in the preceding
subparagraphs, as well as randomly and periodically testing employees
compliance with Defendants’ policies, programs, and systems for protecting
personal identifying information;

requiring Defendants to meaningfully educate all Class Members about the
threats that they face as a result of the loss of their confidential personal
identifying information to third parties, as well as the steps affected

individuals must take to protect themselves;

D. For an award of damages, including actual, consequential, and nominal damages,

as allowed by law in an amount to be determined,;

E. For an award of attorneys’ fees, costs, and litigation expenses, as allowed by law;

For prejudgment interest on all amounts awarded; and

G. Such other and further relief as this Court may deem just and proper.
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DEMAND FOR JURY TRIAL

Plaintiffs hereby demand that this matter be tried before a jury.
Date: August 24, 2023 Respectfully Submitted,

[s/ Dylan A. Bess

DYLAN A. BESS, ESQ. (SC BAR NO. 101648)
MORGAN & MORGAN, ATLANTAPLLC
P.O. Box 57007

Atlanta, GA 30343-1007

(404) 965-1886

sbrown@forthepeople.com

Patrick A. Barthle*

MORGAN & MORGAN COMPLEX
BUSINESS DIVISION

201 N. Franklin Street, 7th Floor
Tampa, Florida 33602

(813) 223-5505
pbarthle@ForThePeople.com

Ryan D. Maxey*

MAXEY LAW FIRM, P.A.
107 N. 11th St. #402
Tampa, Florida 33602

(813) 448-1125
ryan@maxeyfirm.com

Jason M. Wucetich*

WUCETICH & KOROVILAS LLP
222 N. Pacific Coast Highway, Ste. 2000
El Segundo, California 90245

(310) 335-2001

Jason@wukolaw.com

Attorneys for Plaintiffs and the Proposed Class

*pro hac vice applications pending
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Privacy Policy

Welcome to the Advance America Privacy and Terms

Privacy Policy

Download PDF Version

Facts
What does Advance America do with your personal Information?
Why?
Financial companies choose how they share your personal information. Federal law gives consumers the right to limit some but not all sharing.

Federal law also requires us to tell you how we collect, share, and protect your personal information. Please read this notice carefully to
understand what we do.

What?
The types of personal information we collect and share depend on the product or service you have with us. This information can include:

* Social Security number and income
* Transaction history and credit history
¢ Employment information and checking account information

How?

All financial companies need to share customers’ personal information to run their everyday business. In the section below, we list the reasons
financial companies can share their customers’ personal information.

Information We Collect
Reasons we can share your personal information:

For our everyday business - such as to process your transactions, maintain your account(s), respond to court orders and legal investigations,
or report to credit bureaus.

* Does Advance America share? Yes
* Can you limit this sharing? No

For our marketing purposes - to offer our products and services to you.

* Does Advance America share? Yes
* Can you limit this sharing? No

For joint marketing with other financial companies.

* Does Advance America share? Yes (No in CA)
* Can you limit this sharing? No (CA: We don't share)

For our affiliates’ everyday business purposes - information about your transactions and experiences.

* Does Advance America share? Yes (No in CA)
e Can you limit this sharing? No (CA: We don't share)

For our dffiliates’ everyday business purposes - information about your creditworthiness.

* Does Advance America share? Yes (No in CA)
e Can you limit this sharing? No (CA: We don't share)
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» Does Advance America share? Yes (No in CA)
* Can you limit this sharing? No (CA: We don't share)

To limit our sharing, use our mail-in form. Please note: If you are a new customer, we can begin sharing your information 30 days from the date
we sent this notice. When you are no longer our customer, we continue to share your information as described in this notice. However, you can
contact us at any time to limit our sharing.

Questions?

Call 1(888)310-4238

Who We Are

Who is providing this notice?
Advance America, Cash Advance Centers, Inc. on behallf of its subsidiaries.

What We Do

How does Advance America protect my personal information?
To protect your personal information from unauthorized access and use, we use security measures that comply with federal law. These
measures include computer safeguards and secured files and buildings.

How does Advance Ametrica collect my personal information?
We collect your personal information, for example, when you:

* Apply for aloan or give us your income information
* Provide employment information or provide account information
* Give us your contact information

We also collect your personal information from others, such as credit bureaus, affiliates, or other companies.

Why can'tllimit all sharing?
Federal law gives you the right to limit only:

* Sharing for affiliates’ everyday business purposes-information about your creditworthiness
» Affiliates from using your information to market to you
* Sharing for non-affiliates to market to you

State laws and individual companies may give you additional rights to limit sharing.

What happens when I limit sharing for an account | hold jointly with someone else?
Your choices will apply to everyone on your account.

Definitions

Affiliates

Companies related by common ownership or control. They can be financial and non-financial companies.

* Our affiliates include financial companies operating in various other states under the names Advance America®, Advance America® Cash
Advance, Advance America® Cash Advance Centers, National Cash Advance®, Check Advance?®, First American Cash Advance®, Purpose
Money?®, Purpose Financial®, First American Loans®, Express Check Advance®, First American Title Loan®, Anytime Wallet™, and Kickstand
Lending™.

Non-dffiliates

Companies not related by common ownership or control. They can be financial and non-financial companies.

* Non-affiliates we share with can include lenders, collection agencies, consumer reporting agencies, debt buyers, payday lenders, deferred
presentment providers, delayed deposit providers, check cashers, credit card companies, money transfer service providers, tax service
providers, retailers, database providers, and others.

Joint Marketing
A formal agreement between non-affiliated financial companies that together market financial products or services to you.

Why can'tllimit all sharing?
Our joint marketing partners include lenders, payday lenders, credit card companies, money transfer service providers, tax service providers,
and others.

Menu
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Idaho, Inc.; Advance America, Cash Advance Centers of lllinois, Inc.; Advance America, Cash Advance Centers of Indianag, Inc.; Advance
America, Cash Advance Centers of Kansas, Inc.; Advance America, Cash Advance Centers of Kentucky, Inc.; Advance America, Cash Advance
Centers of Louisiana, LLC; Advance America, Cash Advance Centers of Mississippi, LLC; Advance America, Cash Advance Centers of Missouri,
Inc.; Advance America Small Loans of Ohio, Inc.; Advance America, Cash Advance Centers of Ohio, Inc.; Advance America, Cash Advance
Centers of Oklahoma, Inc.; Advance America, Cash Advance Centers of South Caroling, Inc,; Advance America, Cash Advance Centers of
Tennessee, Inc.; ACSO of Texas, LP.; Advance America, Cash Advance Centers of Utah, Inc.; Advance America, Cash Advance Centers of
Washington, LLC; Advance America, Cash Advance Centers of Wisconsin, Inc.; Advance America, Cash Advance Centers of Wyoming, Inc.;
Advance America, Cash Advance Centers of Nevada, Inc.; Advance America, Cash Advance Centers of Virginia, Inc.

Privacy Policy for California Consumers and Employees

Download California Consumer Privacy Policy

Download California Employee Privacy Policy

The State of California requires that we provide privacy information for individuals who reside in California. If you do not reside in California, you
may skip this document and refer to Advance America’s Privacy Policy for all other states, located above.

This document will inform you of your rights under the California Consumer Privacy Act of 2018, notify you of the information we collect, and
provide instructions on how to submit verified consumer requests to know or delete your information.

Exercising Your Rights Under CCPA
If you are a California resident, you may submit a request by:

¢ Completing a CCPA Request Form
e Calling this toll-free number: 1(866)703-8157

Privacy Policy for Bastion Online Loans in Texas

Download PDF Version

Facts
What does Bastion Funding TX |, LLC ("Lender") do with your personal information?
Why?
Financial companies choose how they share your personal information. Federal law gives consumers the right to limit some but not all sharing.

Federal law also requires us to tell you how we collect, share, and protect your personal information. Please read this notice carefully to
understand what we do.

What?
The types of personal information we collect and share depend on the product or service you have with us. This information can include:

* Social Security number and income
* Account balances and payment history
* Credit history and credit scores

How?

All financial companies need to share customers' personal information to run their everyday business. In the section below, we list the reasons
financial companies can share their customers’ personal information; the reasons LENDER.

Information We Collect

Reasons we can share your personal information:

For our everyday business - such as to process your transactions, maintain your account(s), respond to court orders and legal investigations,
or report to credit bureaus.

¢ Does LENDER share? Yes
* Can you limit this sharing? No

For our marketing purposes - to offer our products and services to you.

Menu
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* Can you limit this sharing?No
For our affiliates’ everyday business purposes - information about your transactions and experiences.

* Does LENDER share? Yes
* Can you limit this sharing? No

For our daffiliates’ everyday business purposes - information about your creditworthiness.

e Does LENDER share? Yes (No in CA)
* Can you limit this sharing? We don't share

For our affiliates to market to you.

e Does LENDER share? Yes (No in CA)
* Can you limit this sharing? We don't share

For nonaffiliates to market to you.

e Does LENDER share? Yes (No in CA)
* Can you limit this sharing? We don't share

Questions?
Call 1(888)310-4238

Who We Are
Who is providing this notice?
Bastion Funding TX |, LLC, referred to herein as Lender.

What We Do

How does LENDER protect my personal information?
To protect your personal information from unauthorized access and use, we use security measures that comply with federal law. These
measures include computer safeguards and secured files and buildings.

How does LENDER collect my personal information?
We collect your personal information, for example, when you:

* Apply for aloan or give us your income information
* Provide employment information or provide account information
* Give us your contact information

We also collect your personal information from others, such as credit bureaus, affiliates, or other companies.

Why can'tllimit all sharing?
Federal law gives you the right to limit only:

* Sharing for dffiliates’ everyday business purposes-information about your creditworthiness
* Affiliates from using your information to market to you
¢ Sharing for non-affiliates to market to you

State laws and individual companies may give you additional rights to limit sharing.

What happens when I limit sharing for an account | hold jointly with someone else?
Your choices will apply to everyone on your account.

Definitions

Affiliates
Financial and nonfinancial companies related by common ownership or control.

* Our doffiliates include companies with a common corporate identity of Bastion Funding TX |, LLC.

Non-affiliates
Financial and non-financial companies not related by common ownership or control.

* Non-daffiliates we share with can include direct marketing companies for application resell, direct mail and other purposes.

Menu
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Text Message Policy

Download PDF Version

When you provide us your cell phone number and opt in to our text messaging program, you have provided us with express consent to send
you text messages about your loan, such as payment reminders. You may also opt in to receive marketing messages about other services we
offer, including special offers you may be eligible for. Your cellular provider's message and data rates may apply to our confirmation message
and all subsequent messages. We do not charge you for any text messages we send you.

You understand the text messages we send may be seen by anyone with access to your phone. Accordingly, you should take steps to
safeguard your phone and your text messages if you want them to remain private. Please notify us immediately if you change mobile numbers

or plan to provide your phone to another person.

If we modify this Text Message Policy, we will notify you by sending you a text message with a link to the new policy. We may terminate our text
message program at any time. If you have any questions about this policy, would like us to mail you a paper copy of this policy or are having
problems receiving or stopping our text messages, please contact us at textcustomersupport@service.advanceamerica.net or 1(844)556-
2648

By opting in, you agree and expressly consent to be contacted by us, our agents, employees, and/or affiliates through the use of email, and/or
telephone calls and/or SMS text messages to your cellular, home or work phone numbers, as well as any other phone number you have
provided in conjunction with this account, including with the use of automatic telephone dialing systems, autodialers, or an artificial or

prerecorded voice.

Opt-out or STOP

If you wish to stop receiving marketing text messages from us, reply to any marketing text message we have sent you with STOP. If you wish to
stop receiving account maintenance text messages from us, such as payment reminders, reply to any account maintenance text message we
have sent you with STOP. If you wish to stop receiving all text messages from us, type STOP ALL in the reply text you send us. Your stop request
will become effective within one day.

Help or Support

If at any time you need our contact information or information on how to stop text messages, reply to any text message we have sent you and
in the reply text simply type HELP. Upon receiving your text message, we will send you a text message with our phone number, a link to this
policy, and instructions on how to stop text messages. The number of text messages that we send to you per month will depend on your
specific account details. It is our policy to send no more than two marketing messages per month. Some of the text messages we send may

include links to websites. To access these websites, you will need a web browser and Internet access.

Terms & Conditions

Welcome to Advance America!

Intellectual Property

The trademarks, titles, characters, trade names, graphics, designs and other properties, including all software, text and images appearing on
this site are protected intellectual properties owned by AARC, its licensees, or other third parties who have authorized use of such properties on
this site. AARC will aggressively enforce its intellectual property rights to the fullest extent of the law. The linked CFSA site and the intellectual
property displayed thereon are the property of Community Financial Services Association of America.

Your Use of this Site

AARC grants you permission to view and make copies of documents, pages, images or other materials or content on this site for the purposes
of obtaining a payday advance from Advance America Cash Advance Centers, National Cash Advance or their affiliates for your non-
commercial, personal use. AARC reserves all other rights in this web site and its contents. You may not distribute, display, transmit or
disseminate any such documents, pages, images, materials or content without the prior written consent of AARC. Except as expressly provided
on this site, nothing contained on this site shall be construed as conferring any right or license under any trademark, copyright or other
intellectual property right.

Limitation of Liability and Disclaimer of Warranties

AARC uses reasonable efforts to ensure that the information on this site is accurate, but cannot guarantee such accuracy. AARC makes no
representations regarding the use or results of any content on this site as to its accuracy, reliability or any other matter. NEITHER AARC NOR ANY
OTHER PARTY INVOLVED IN CREATING, PRODUCING OR DELIVERING THIS SITE SHALL BE LIABLE FOR ANY DIRECT, INCIDENTAL, CONSEQUENTIAL, INDIRECT
OR PUNITIVE DAMAGES ARISING OUT OF YOUR ACCESS TO, OR USE OF, THIS SITE. Everything on this site is provided "AS IS AND WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT. Because some jurisdictions may not allow the exclusion of implied warranties or limitation of certain types of
damages, some of the above exclusion limitations may not apply to you. Check your local laws.

Linking

This site may contain links to sites maintained by third parties. AARC is not responsible for the content or privacy policies of those sites, and the
existence of such links should not be considered an endorsement or recommendation of those sites or of any product or service offered on
those sites or of any party that is associated with those sites.

Menu
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Law and Venue

Your use of this site is governed by the laws of the State of South Carolina, without regard to its choice of law provisions. The Spartanburg
County, South Carolina Courts of general jurisdiction will be the exclusive venue for litigating disputes arising out of these Terms and
Conditions of Use or your use of this site. Please visit your local stores for details.

Users Outside U.S.
This site is maintained by AARC from its corporate offices in Spartanburg, S.C., U.S.A. AARC makes no representation that the documents, pages,
images or other materials or content on this site are appropriate or available for use in jurisdictions outside the U.S.A.

Modification
AARC reserves the right to modify these terms and conditions from time to time. Your use of this site after such a modification will constitute
your acceptance of, and your agreement to, any new or amended terms and conditions.

State Disclosures

As a fully-accredited financial services company, Advance America provides cash advances, payday loans, title loans, installment loans and
line of credit in accordance with all federal, state and local regulations.

Alabama
Loans subject to approval.

California
Loans subject to approval. Checks may be issued instead of cash. Licensed by the California Department of Business Oversight pursuant to the
California Deferred Deposit Transaction Law.

Delaware
Loans subject to approval. Checks may be issued instead of cash. Locations licensed by the Delaware State Bank Commissioner Lic. #s: 4472;
4473; 4474; 6076; 6971, 6996; 7092; 7400; 7556; 8052; 9644; 010431; and 020190.

Michigan
Loans subject to approval. Checks or money orders may be issued instead of cash.

Nebraska
Subject to approval.

Ohio
Loans offered by Advance America Cash Advance Centers of Ohio, Inc,, Lic. # ST.760166.000, main office located at 135 N. Church St.,
Spartanburg, SC 29306.

Rhode Island
Loans subject to approval. Rhode Island Licensed Check Casher.

Texas
Loans arranged with an unaffiliated third party lender by ACSO of Texas, LP. d/b/a Advance America, a licensed credit access business, and
subject to lender’s approval. Checks may be issued instead of cash.

An advance of money obtained through a payday loan or auto title loan is not intended to meet long-term financial needs. A payday loan or
auto title loans should only be used to meet immediate short-term cash needs. Refinancing the loan rather than paying the debt in full when
due will require the payment of additional charges.

Credit Services Organization Registration Certificate

All other states
Loans subject to approval. Checks may be issued instead of cash.

lowa Collection Text Disclosure

The text you received is an attempt to collect a debt. Any information obtained will be used for that purpose.

Menu
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Advance America Security Information

Advance America, along with many other lenders, has been targeted by unknown scammer groups. These scammers are attempting to offer
consumers loans on our company’s behalf by going through the internet, email, and making telephone calls. Scammers can be very
convincing, especially when they use threats and intimidation and appear to have access to personal information. They use the reputation of a
legitimate, respected business, along with dire threats, to get what they want from victims. We want to inform you that these actions are not
being made by Advance America or anyone affiliated with the company. We value our customers and are working directly with authorities to
stop these scammers.

Recognize Fraudulent Loan Offers
You should be suspicious that a loan offer is fraudulent if:

The individual claims that you have been pre-approved for a loan and then requires you to purchase a prepaid debit card or wire money as
a “processing fee” or “good faith deposit”. Legitimate lenders do not offer approvals prior to application and do not require good faith
deposits.

The individual requests that you send money up front via a wire transfer or money card such as Green Dot cards. With legitimate loan offers,
you should not have to give money in order to get money.

The individual requests to get your personal or financial information. You should always be cautious when volunteering any personal or
financial information over the phone or internet. Never provide payment information that you did not initiate. If you are uncomfortable with a
phone call that was not initiated by you, hang up or ask for the purpose of the call. Then contact the company using legitimate sources such
as contact phone numbers found on the company’s website.

Recognize Fraudulent Collection
You should be suspicious that a collection is fraudulent if:

The individual threatens violence, intimidation, or uses foul language. The Federal Debt Collection Practices Act specifically prohibits debt
collectors from being abusive, unfair, or deceptive in trying to collect debt.
The individual threatens to garnish your wages.

The individual is unable or unwilling to provide loan agreement information or payment history when you ask for it. Loan providers are
required to provide all loan agreement information or payment history when you ask for it.

Reporting Fraudulent Action

If you suspect you're being contacted by a financial scammer claiming to represent Advance America contact the Federal Trade
Commission and file a complaint.

Report it to local law enforcement.
Contact Advance America at 1-844-562-6480

Protecting Yourself From Scammers
When it comes to keeping your personal and financial information safe, it's important to be proactive. Follow these tips to help protect yourself
from fraud and identity theft.

Never give personal information such as your Social Security NUmber or bank account information online or over the phone without verifying
that you are working with a legitimate lender or bill collector. To verify, call the establishment back using a known number, such as the
number listed on your statement or on the back of your credit/debit card.

Always be suspicious of any email with urgent requests for personal financial information. If an email demands immediate action or makes
upsetting or exciting false statements, it's likely a scam.

Verify company licenses when applying for a loan online. Legitimate lenders will display state licenses on their websites to verify that they are
full-service, licensed lenders complying with state and federal laws.

Never wire money or provide prepaid debit card information to a lender claiming you have been pre-approved for a loan and must make an
initial payment as a “show of good faith”.

Keep anti-virus, anti-malware, and spam email protection software up to date on all your computing devices.
Maintain a record of all outstanding debt, and include lender contact information.

Regularly check your bank, credit and debit card statements to ensure there are no unauthorized transactions.

If someone approaches you claiming you owe them debt, demand they provide written proof of the debt as the law requires.

If you suspect you are being scammed, report it to the local law enforcement and to the lender that the scammer claims to represent.
Advance America customers can call 1-844-562-6480.

For more information, please visit The Federal Bureau of Investigation.

Security of Your Information with Advance America
With Advance America, you can be sure that all the information you submit is sent through a secure server, and we keep your information in a
secure database. One way for you to verify that our website is secure is to look for the green padlock in the URL address bar. The

padlock signifies that your information on this website is encrypted. For more details, see our Privacy, Policy.
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Are Online Payday Loans Safe?

Online payday loans are a quick way you can get a couple hundred bucks to cover some expenses before your
next paycheck. If you're interested in a payday loan, don't overlook the importance of safety and security. Safe
online payday loans will protect your data and privacy, while ensuring security throughout the entire process. Let's
take a closer look at how you can know when payday loans are safe.

How to Know if an Online Loan Application is Safe

how to ensure your financial application is secure.
1. Look for Https in the URL

The easiest way to check for online security when you apply for an online payday loan is to look for https. Https
(rather than http) in front of the URL ensures the safety of data when it's shared. It's a must for payday loan
lenders and other businesses that request and store sensitive financial data. Don't ever submit any personal
information to a site that doesn’t start with https.

2. Check for a Lock in the Address Bar

While https indicates that a site is secure, a lock icon in the address bar signifies that any data you send will be
encrypted. What does this mean? It means when your data is encrypted, it's protected from being stolen for fraud
and can give you some much needed peace of mind. Be sure to check for a lock in the address bar and only
apply for a personal loan on a website that has one.

3. Confirm the Business is Reputable

Not all lenders offer safe secure payday loans. In fact, some of them disregard safety altogether. Before you apply
for a payday loan, do your research to make sure the lender is not only reputable but also prioritizes safety. To
determine if a lender is reputable, you can read online reviews and explore their ratings on websites like the Better
Business Bureau (BBB) and the Chamber of Commerce. Advance America features an A+ rating with the BBB.

In addition to a history of secure and fair transactions, the lender should clearly list their physical address and
contact information on their website. It's also important to double check that your lender is licensed by the state in
which they're located.

4. Look for a Direct Lender

In most cases, safe online payday loans come from direct lenders. Direct lenders handle every aspect of the
process on their own. Unlike loan brokers (loan connection services) who connect borrowers to multiple lenders,
direct lenders give you the option to limit sharing of your data. They keep your information safe and secure
internally.

Is Your Social Security Number Safe to Supply for Online Loan
Applications?

Most payday loan lenders require you to disclose your Social Security number. This allows them to help confirm
your identity and prevent fraud.

Before you input your Social Security number in an online application, check for the https and lock in the address
bar. Also, review their official affiliations to make sure they're a legitimate company that will keep your personal
data secure.

Is it Safe to Supply Your Bank Details for Online Loan
Applications?

If you'd like an online payday loan directly deposited into your account, you'll need to supply your bank account
details. These include your routing and account numbers.

Don't reveal your account details unless you're sure your data will be encrypted. A professional affiliation, the
https, and lock icon will let you know that your data will be secured throughout your transaction.

Advance America Provides Secure Online Payday Loans

If you're asking yourself which online payday loans are safe, check out Advance America. Advance America is the

premier lender for safe online p¢ 17. While we're headquartered in
Apply now

Spartanburg, SC, we're officially . states.
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How to Apply for a Secure Payday Loan Online

To apply for safe online payday loans with Advance America and receive your funds as soon as today, follow

these steps.
1. Collect Information
Before you start the application process, make sure you're able to provide the following information:

* Social Security number
* Active email address

* Active checking account
* Source of income

2. Go to the Advance America Website, AdvanceAmerica.net

Visit the Advance America website to begin the online application. Once you're there, you'll need to.

. Provide your contact information.

N

Tell us about your income information. We accept many types of income.

w

Share banking details. (You'll need both your checking number and ABA routing number. Prepaid cards are not
accepted.)
. Submit the application

(S

Receive an instant approval decision
. Get money as soon as today. Online approvals before 10:30 ET (M-F) are typically funded to your bank account
by 5PM ET same-day. Approvals after 10:30 ET are typically funded in the morning the next banking day.

(2]

Fortunately, safe and secure online payday loans do exist. They're a great short-term financing option that can
help you out until you get your next paycheck.

The above information is provided for informational use only. Advance America is not responsible for any loss or
damage resulting from your reliance on the material provided. This information is accurate as of the time it is
posted; but it may not be updated regularly, so it may not be current information depending on when you read it.
You should consult with your own financial professional when making financial decisions.
Notice: Information provided in this article is for information purposes only. Consult your
financial advisor about your financial circumstances.

000

The Advance America advantage

Since 1997, Advance America has helped millions of hardworking people with a variety of financial solutions
including Payday Loans, Online Loans, Installment Loans, Title Loans and Personal Lines of Credit.

148+ million
loans issued

900+ stores
and online loans

25+ years
providing loans

Apply Now

Find a Store

Apply now
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<<Date>> (Format: Month Day, Year)

<<first_name>> <<middle_name>> <<last _name>> <<suffix>>
<<address_1>>

<<address_2>>

<<city>>, <<state_province>> <<postal_code>>

<<country>>

RE: Notice of Data Breach
Dear <<first_name>> <<last_name>>:

<<b2b text 2 (Entity Name)>> d/b/a Advance America (“the Company” or “we”) is writing to inform you of a data security
incident that may have impacted some of your personal information. We collected personal information about you when
you applied to receive a loan or another financial service from us and/or became an active customer. We want to provide
you with details about the incident, our response, and resources available to you to help protect your information from
possible misuse, should you feel it is appropriate to do so.

What Happened

On or around February 7, 2023, we experienced a temporary systems outage affecting our corporate network. Upon
becoming aware of the incident, we immediately launched an investigation to better understand the scope and impact
of the incident. We also engaged third-party cybersecurity experts to remediate, further investigate what happened,
and determine the scope of the incident. Our investigation determined that an unauthorized actor accessed or acquired
certain corporate business records on the Company’s network. We also reported this incident to law enforcement.
What We Discovered

We conducted a thorough review of these business records to identify the individuals whose information was contained in
the records. We recently completed this review and determined that some of your information was included in the records.
What Information Was Involved

The impacted personal information relating to you includes your <<b2b_text 1(DataElements)>>.

Additional Actions
Secured Our Systems
In response to this incident, the Company implemented additional security measures to further fortify its network’s security
measures and protocols and protect customers’ information, including leading industry security tools and improved
monitoring, enhancing administrative and technical safeguards, and instituting more frequent and rigorous security
training. We have no evidence that there is any ongoing threat to our system or network.
Offering Protection
To assist you in monitoring your identity, we have secured the services of Kroll to provide identity monitoring and
protection services at no cost to you for one year. Kroll is a global leader in risk mitigation and response, and their team
has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your identity
monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.
Visit https://lenroll.krolimonitoring.com to activate and take advantage of your identity monitoring services.

You have until <<b2b_text 6 (activation date)>> to activate your identity monitoring services.

Membership Number: <<Membership Number s_n>>

Additional information describing your services is included with this letter.

ELN-18661
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What You Can Do

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and
to monitor your credit reports for suspicious activity. We recommend you review the information contained in the enclosed
“Additional Resources” section of this letter. This section describes additional steps you can take to help protect your
identity, including recommendations by the Federal Trade Commission regarding identity theft protection and details on
how to place a fraud alert or a security freeze on your credit file.

For More Information

Protecting your information is important to us. Please be assured that we are committed to helping you protect your
personal information and identity and ensuring that your information is safe and secure. We regret this incident and
apologize for any concern it may cause you.

If you have further questions regarding this matter, please do not hesitate to call (866) 674-3367 Monday through Friday,
from 8:00 am to 5:30 pm Central Time, excluding some U.S. holidays.

Sincerely,

The Customer Support Team
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KRJOLL

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for
in your name. If you do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who will be able to
help you determine if it is an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied
to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the work
for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.

Kroll’s activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari and Edge.

To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in
your name, and have a U.S. residential address associated with your credit file.
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ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencies:
Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2104, Allen, TX 75013, www.experian.com, 1-888-397-3742
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-888-4213
Free Credit Report. It is recommended that you remain vigilant by reviewing account statements and monitoring your

credit report for unauthorized activity, especially activity that may indicate fraud and identity theft. You may obtain a copy
of your credit report, free of charge, once every 12 months from each of the three nationwide credit reporting agencies.

To order your annual free credit report please visit www.annualcreditreport.com or call toll free at 1-877-322-8228.

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available
from the U.S. Federal Trade Commission’s (“FTC”) website at www.consumer.ftc.gov) to:

Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and Vermont residents:
You may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must
contact each of the credit reporting agencies directly to obtain such additional report(s).

Fraud Alerts. There are two types of fraud alerts you can place on your credit report to put your creditors on notice that
you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be placed on
your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on
your credit report for at least one year. You may have an extended alert placed on your credit report if you have already
been a victim of identity theft and you have the appropriate documentary proof. An extended fraud alert stays on your
credit report for seven years. You can place a fraud alert on your credit report by contacting any of the three national
credit reporting agencies.

Security Freeze. You have the ability to place a security freeze, also known as a credit freeze, on your credit report
free of charge.

A security freeze is intended to prevent credit, loans and services from being approved in your name without your consent.
To place a security freeze on your credit report, you may use an online process, an automated telephone line, or submit
a written request to any of the three credit reporting agencies listed above. The following information must be included
when requesting a security freeze (note that, if you are requesting a credit report for your spouse, this information must
be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security number; (3) date
of birth; (4) current address and any previous addresses for the past 5 years; and (5) any applicable incident report or
complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. It is essential that
each copy be legible, and display your name, current mailing address, and the date of issue.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft or
have reason to believe your personal information has been misused, you should immediately contact the Federal Trade
Commission and/or the Attorney General’s office in your home state. You may also contact these agencies for information
on how to prevent or minimize the risks of identity theft.

Federal Agency Contact Information
Federal Trade Commission 600 Pennsylvania Avenue, NW, Washington, DC 20580; 202-326-2222; https://www.consumer.gov/



