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IN THE UNITED STATES DISTRICT COURT FOR THE
SOUTHERN DISTRICT OF WEST VIRGINIA

Beckley Division

AMANDA HAYHURST,

DONNETTA HUFFMAN,

and All Others Similarly

Situated, PLAINTIFFS

V. CIVIL ACTION NO. 3:19-cv-00590

LABORATORY CORPORATION
OF AMERICA HOLDINGS, d/b/a LabCorp,

DEFENDANT

COMPLAINT
COME NOW Donetta Huffman and Amanda Hayhurst ("Plaintiffs™), on

behalf of themselves and all others similarly situated, and file this Complaint against
Defendant Laboratory Corporation of America Holdings, d/b/a LabCorp
(“LabCorp” or “Defendant”), stating the following in support:

PARTIES

1. Plaintiffs are individuals who reside in West Virginia.
2. Defendant LabCorp is a Delaware corporation with its principal place
of business in Burlington, North Carolina.

JURISDICTION & VENUE

3. The Court has subject matter jurisdiction under the Class Action

Fairness Act, 28 U.S.C. § 1332(d) because this is a class action involving more than
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100 class members, the amount in controversy exceeds $5 million exclusive of
interest and costs, and many members of the class are citizens of states different from
Defendant.

4, Venue is proper in this District pursuant to 28 U.S.C. § 1391(b)(2)
because a substantial part of the events giving rise to Plaintiffs’ claims occurred in
this District. Venue is also proper pursuant to 28 U.S.C. § 1391(b)(1) because
Defendant regularly transacts business in this district. Further, venue is proper under
28 U.S.C. § 1391(b)(3) because Defendant is subject to personal jurisdiction in this
district. Plaintiffs and the class members provided Defendant with their sensitive and
personal information in West Virginia and that sensitive and personal information
was used by Defendant to attempt to collect alleged medical bills inside the State of
West Virginia.

FACTUAL ALLEGATIONS

5. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs.

6. Plaintiffs were patients of Defendant LabCorp when Defendant
collected and received Plaintiffs’ sensitive and personal information.

7. When certain LabCorp customers do not pay their invoices within the

requested time period, LabCorp will reach out to a collection agency.
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8. Upon information and belief, LabCorp would provide this collection
agency with LabCorp customers’ sensitive and personal information, which the
agency subsequently housed in its own system, in order to facilitate collections.

9. On or about July 25, 2019, Plaintiffs were notified by Defendant
LabCorp that their personal information, including their names, dates of birth, health
insurance information, telephone number(s), and referring physicians, had been
compromised by an unauthorized user from August 1, 2018, through March 30,
2019.

10. The notice dated July 20, 2019, further informed Plaintiffs that
LabCorp was made aware that their data was compromised as early as May 14, 2019,
more than two months prior to the date of the notice.

11. The notice further claimed that the information was accessed through a
third-party debt collector, Retrieval-Masters, whom Defendant retained to collect
certain outstanding balances on its behalf.

12. At all times relevant, Defendant maintained control over its debt
collector and the debt collector acted as Defendant LabCorp’s agent.

13.  The medical records and information accessed by the unauthorized user
Is considered protected health information, personal to Plaintiffs. Such records and
information were entrusted to Defendant and were accessed and/or made accessible

to unauthorized and/or unwanted third parties.
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14. Defendant has a duty to ensure the confidentiality, integrity, and
availability of all protected health information it creates, receives, maintains, or
transmits.

15. Defendant has a duty to identify and protect against reasonably
anticipated threats to the security or integrity of protected health information.

16. Defendant has a duty to protect against reasonably anticipated
impermissible uses or disclosures of protected health information.

17. Defendant was required to implement policies and procedures for
authorizing access to protected health information only when such access is
appropriate based on the user’s role.

18. Defendant was required to train all workforce members regarding
security policies and procedures, including appropriate sanctions for workforce
members who violate its policies and procedures.

19. Defendant also has a duty to ensure compliance by its workforce with
implemented policies and procedures designed to safeguard and protect the
confidentiality and integrity of protected health information.

20. Defendant has a duty to conduct periodic assessments and monitoring
of how effective its security policies and procedures are in preventing the

unauthorized access and disclosure of protected health information.
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21. Inthe regular course of business, Defendant collected and maintained
possession, custody, and control of Plaintiffs’ protected personal and confidential
information as evidenced by the confirmed unauthorized access by an unauthorized
third party, including without limitation patient names, addresses, birthdates,
telephone numbers, treating physicians, and dates of service.

22. Plaintiffs provided Defendant with their personal and confidential
information with the reasonable expectation and mutual understanding that
Defendant would comply with its obligations to keep such information confidential
and secure.

23. Inits written services contract, Defendant LabCorp expressly promised
Plaintiffs that Defendant would only disclose protected health and private
information, including any information identifying the patient, when required to do
so by law. Defendant therefore impliedly promised that it would protect Plaintiffs’
protected health information. Defendant also impliedly promised to comply with all
legal standards to make sure that Plaintiffs’ protected health information was not
improperly accessed or disclosed.

24.  Upon information and belief, the unauthorized third party gained access
to social security numbers or payment information such as checking or credit card

accounts.
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25. Defendant failed to implement policies and procedures for authorizing
access to protected health information only when such access is appropriate based
on the user’s role, as evidenced by the confirmed unauthorized access by a third
party.

26. Defendant failed to train all workforce members regarding its security
policies and procedures, as evidenced by the confirmed unauthorized access by a
third party.

27. Defendant failed to ensure compliance by its workforce with
implemented policies and procedures designed to safeguard and protect the
confidentiality and integrity of protected health information, as evidenced by the
confirmed unauthorized access by a third party.

28. Defendant failed to enforce its security policies and procedures with
appropriate sanctions for workforce members who violated its policies and
procedures, as evidenced by the confirmed unauthorized access by a third party.

29. Defendant failed to perform its duty to conduct periodic assessments
and monitoring of the effectiveness of its security policies and procedures in
preventing the unauthorized access and disclosure of protected health information,
as evidenced by the confirmed unauthorized access by a third party.

30. Defendant stored Plaintiffs’ protected personal information in an

unprotected, unguarded, unsecured, and/or otherwise unreasonably protected
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electronic and/or physical location, as evidenced by the confirmed unauthorized
access by a third party.

31.  The third party could not have gained unauthorized access to Plaintiffs’
information but for Defendant’s negligence.

32. Defendant LabCorp’s failure to notify its patients of this data breach
within a reasonable time caused Plaintiffs to remain ignorant of the breach. Plaintiffs
therefore were unable to take appropriate action to protect themselves from identify
theft and other harm resulting from the data breach.

33. Defendant’s conduct was particularly negligent and egregious in light
of the numerous recent data breaches in the healthcare industry, which breaches put
Defendant on heightened notice of these significant risks and its attendant
obligations.

CLASS ACTION ALLEGATIONS
34. Pursuant to Federal Rule of Civil Procedure 23(b)(3), Plaintiffs bring

this action on behalf of themselves and the following proposed Nationwide Class as
well as a West Virginia Sub-Class defined as follows:
Nationwide Class: Customers of LabCorp in the United States whose
personal information was compromised as a result of the unauthorized

access of their private medical and/or collection records and
information from August 1, 2018, through March 30, 2019.

West Virginia Sub-Class: Customers of LabCorp in West Virginia
whose personal information was compromised as a result of the
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unauthorized access of their private medical and/or collection records
and information from August 1, 2018, through March 30, 2019.

35. Excluded from the Classes are Defendant, any affiliate, parent,
employee, or subsidiary of Defendant; any officer, director, or employee of
Defendant; anyone employed by counsel for Plaintiffs in this action; and any Judge
to whom this case is assigned, as well as his or her immediate family.

36. This action has been brought and may be properly maintained as a class
action under Federal Rule of Civil Procedure 23.

37.  Numerosity of the Class — Rule 23(a)(1). Class members are so
numerous that their individual joinder is impracticable. The precise number of Class
members and their addresses can be obtained from information and records in
Defendant’s possession and control. Class members may be notified of the
pendency of this action by mail or by published notice or other appropriate methods.

38.  Existence and Predominance of Common Questions of Law and Fact —
Rule 23(a)(2). Common questions of law and fact exist as to all members of the
Class and predominate over questions affecting only individual Class members.
These common legal and factual questions, each of which may also be certified
under Federal Rule of Civil Procedure 23, include the following:

a. Whether Defendant breached its fiduciary duties to Plaintiffs and

the Class;
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b. Whether Defendant’s data security systems prior to and during
the data breach complied with applicable data security laws and regulations;

C. Whether Defendant’s data security systems prior to and during
the data breach complied with industry standards;

d. Whether Defendant invaded Plaintiffs’ and the Class’s privacy;

e. Whether and what duties Defendant owed to Plaintiffs and the
Class;

f. Whether Defendant acted negligently with respect to Plaintiffs
and the Class;

g. Whether Plaintiffs and the other Class members are entitled to
equitable relief, including declaratory relief, restitution, rescission, and a
preliminary and/or a permanent injunction;

h. Whether Plaintiffs and the other Class members are entitled to
damages, including punitive damages, and/or other monetary relief; and

. Whether this case may be maintained as a class action under
Federal Rule of Civil Procedure 23.

39. Typicality — Rule 23(a)(3). Plaintiffs’ claims are typical of the claims
of the Class because they were customers of Defendant, and their personal

information was compromised in the August 2018 breach. Moreover, Plaintiffs and
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the Class sustained similar injuries as a result of Defendant’s uniform conduct, and
their legal claims all arise from the same policies and practices of Defendant.

40. Adequacy of Representation — Rule 23(a)(4). Plaintiffs will fairly and
adequately protect the interests of Class members. Plaintiffs have retained counsel
competent and experienced in complex class action litigation, and Plaintiffs will
prosecute this action vigorously. Plaintiffs have no interests adverse or antagonistic
to those of the Class.

41.  Superiority — Rule 23(b). A class action is superior to all other available
means for the fair and efficient adjudication of this controversy. The damages or
other financial detriment suffered by individual Class members are small compared
with the burden and expense that would be entailed by individual litigation of their
claims against Defendant. It would thus be virtually impossible for the Class
members, on an individual basis, to obtain effective redress for the wrongs done
them. Furthermore, even if Class members could afford such individualized
litigation, the court system could not. Individualized litigation would create the
danger of inconsistent or contradictory judgments arising from the same set of facts.
Individualized litigation would also increase the delay and expense to all parties and
the court system from the issues raised by this action. By contrast, the class action

device provides the benefits of adjudication of these issues in a single proceeding,
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economies of scale, and comprehensive supervision by a single court, and presents
no unusual management difficulties under the circumstances here.

42. Inthe alternative, the Class may be certified under Rule 23(b)(1) and/or
(b)(2) because:

a. The prosecution of separate actions by individual Class members
would create a risk of inconsistent or varying adjudication with respect to
individual Class members that would establish incompatible standards of
conduct for Defendant;

b. The prosecution of separate actions by individual Class members
would create a risk of adjudications with respect to them which would, as a
practical matter, be dispositive of the interests of other Class members not
parties to the adjudications, or substantially impair or impede their ability to
protect their interests; and/or

C. Defendant has acted or refused to act on grounds generally
applicable to the Class, thereby making appropriate final and injunctive relief

with respect to the Class members as a whole.
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COUNT1

BREACH OF THE DUTY OF CONFIDENTIALITY
(INDIVIDUAL AND CLASS CLAIM)

43. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

44. Defendant owed Plaintiffs a duty of confidentiality pursuant to its
relationship with Plaintiffs as their health care provider.

45.  The minimum standard of care imposed on Defendant in maintaining
the confidentiality of Plaintiffs’ medical information is expressed in multiple
statutes, regulations, and judicial decisions of the State of West Virginia.

46. In addition, Defendant has numerous obligations under HIPAA,
including but not limited to the following:

a. Under 45 C.F.R. § 164.306(a)(1), Defendant is obligated to protect
and ensure the confidentiality and integrity of electronic protected
health information (PHI) it created, received, maintained, and/or
transmitted;

b. Under 45 C.F.R. § 164.312(a)(1), Defendant must implement
technical policies and procedures for electronic systems that
maintain electronic PHI to allow access only to those persons or
software programs that have been granted access rights;

c. Under 45 C.F.R. 8 164.308(a)(1)(i), Defendant must implement
policies and procedures to prevent, detect, contain, and correct
security violations;

d. Under 45 C.F.R. § 164.308(a)(1)(ii)(D), Defendant must implement
procedures to review records of information system activity
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regularly, such as audit logs, access reports, and security incident
tracking reports;

e. Under 45 C.F.R. § 164.306(a)(2), Defendant must protect against
reasonably anticipated threats or hazards to the security or integrity
of electronic PHI;

f. Under 45 C.F.R. § 164.306(a)(3), Defendant must protect against
reasonably anticipated uses or disclosures of electronic PHI that are
not permitted under the privacy rules regarding individually
identifiable health information;

g. Under 45 C.F.R. § 164.306(a)(4), Defendant must ensure
compliance with HIPAA security standard rules by its workforces;
and

h. Under 45 C.F.R. § 164.530(b), Defendant must train all members of
its workforces effectively on the policies and procedures regarding
PHI as necessary and appropriate for those workforces to carry out
their functions and to maintain security of PHI.

47. Defendant breached its duty to Plaintiffs through the unauthorized
disclosure, breach, and/or publication of their personal and private information, and
thus violated Plaintiffs’ right to have their information kept confidential.

48.  As a direct and proximate result of Defendant’s breach of the duty of
confidentiality, Plaintiffs have suffered damages, some of which are more
specifically articulated within this Complaint.

49.  Among other things, Plaintiffs and class members face substantial risk
of out-of-pocket fraud losses such as loan fraud, financial fraud, medical fraud, tax
return fraud, utility bill fraud, credit card fraud, government benefit fraud, and any

number of identity fraud possibilities.

Page 13 of 24

F:\CM\24187\24187 Labcorp Complaint 08-12-19.docx



Case 5:19-cv-00590 Document 1 Filed 08/12/19 Page 14 of 24 PagelD #: 14

50. Plaintiffs and class members may incur out-of-pocket costs for
protective measures such as credit monitoring and report fees, and credit freeze fees.

51. Plaintiffs and class members have spent and will continue to spend
significant time monitoring their financial and medical accounts and identities for
fraud and misuse. Plaintiffs and class members will need to continue to worry about
these risks for years because of the potential lag time between the theft of the
sensitive information and its use.

COUNT II

INVASION OF PRIVACY
(INDIVIDUAL AND CLASS CLAIM)

52. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

53. At all times relevant herein, Defendant was obligated to protect
Plaintiffs’ protected personal and private information from unauthorized disclosure
and access.

54. Defendant knew or should have known that Plaintiffs’ personal and
health information is afforded the utmost privacy and protection.

55.  Plaintiffs reasonably expected Defendant to honor its obligation and not

disclose their medical and other protected personal information.
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56. Plaintiffs had a legitimate and reasonable expectation of privacy with
regards to their personal and medical information that was improperly accessed.

57. The confidential nature of Plaintiffs’ information and the high
expectation of privacy associated therewith is reflected in numerous statutes,
regulations, and judicial decisions of the State of West Virginia.

58. Defendant failed to protect Plaintiffs’ most personal and private
information when it was disclosed to unauthorized users and others.

59. Through its actions detailed above and throughout this Complaint,
Defendant has invaded Plaintiffs’ privacy by unreasonably intruding upon their
personal seclusion, with such intrusion being highly offensive to any reasonable
person.

60. Upon information and belief, Plaintiffs’ protected health information
was unreasonably and publicly disclosed, placing Plaintiffs in a false light.

61. Asadirect and proximate result of the Defendant’s intrusion upon their
personal seclusion, Plaintiffs have suffered an invasion of privacy and associated

damages, some of which are more specifically articulated within this Complaint.
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COUNT I1I

BREACH OF FIDUCIARY DUTY
(INDIVIDUAL AND CLASS CLAIM)

62. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

63. Defendant LabCorp’s Notice of Privacy Practices states that “LabCorp
is committed to the protection of your PHI"™ and will make reasonable efforts to
ensure the confidentiality of your PHI, as required by statute and regulation. We

take this commitment seriously.” https://www.labcorp.com/hipaa-privacy/hipaa-

information

64. Defendant’s notice constitutes an acceptance of its fiduciary duty to its
patients.

65. Defendant breached its duty to Plaintiffs and the Class by allowing
health information that identifies Plaintiffs and the class they seek to represent, as
well as their personal, private, and financial information, to be compromised by an
unauthorized third party.

66. Plaintiffs and the Class have suffered damages, including, without

limitation, loss of privacy, confidentiality, embarrassment, humiliation, and loss of

* “PHI” is shorthand for “protected health information,” defined in Defendant’s Notice as
“health information that identifies you.” The Notice emphasizes that “LabCorp is required by law
to maintain the privacy” of PHL
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enjoyment of life. Further, by having their personal information exposed, Plaintiffs
and the Class have suffered serious risk of identity theft and fraud which may be
perpetuated upon them due to Defendant’s breach of fiduciary duty.

COUNT IV

NEGLIGENCE
(INDIVIDUAL AND CLASS CLAIM)

67. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

68. Defendant owed Plaintiffs a duty of reasonable care in protecting the
confidentiality of the personal and private information that Plaintiffs provided to
Defendant as patients of LabCorp’s healthcare facility.

69. The minimum standard of reasonable care imposed on Defendant is
established and defined by multiple statutes, regulations and judicial decisions of the
State of West Virginia.

70. In addition, Defendant has numerous obligations under HIPAA,
including but not limited to the following:

a. Under 45 C.F.R. § 164.306(a)(1), Defendant is obligated to protect
and ensure the confidentiality and integrity of electronic protected

health information (PHI) it created, received, maintained, and/or
transmitted;

b. Under 45 C.F.R. § 164.312(a)(1), Defendant must implement
technical policies and procedures for electronic systems that
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maintain electronic PHI to allow access only to those persons or
software programs that have been granted access rights;

c. Under 45 C.F.R. 8 164.308(a)(1)(i), Defendant must implement
policies and procedures to prevent, detect, contain, and correct
security violations;

d. Under 45 C.F.R. § 164.308(a)(1)(ii)(D), Defendant must implement
procedures to review records of information system activity
regularly, such as audit logs, access reports, and security incident
tracking reports;

e. Under 45 C.F.R. § 164.306(a)(2), Defendant must protect against
reasonably anticipated threats or hazards to the security or integrity
of electronic PHI;

f. Under 45 C.F.R. § 164.306(a)(3), Defendant must protect against
reasonably anticipated uses or disclosures of electronic PHI that are
not permitted under the privacy rules regarding individually
identifiable health information;

g. Under 45 C.F.R. § 164.306(a)(4), Defendant must ensure
compliance with HIPAA security standard rules by itsworkforces;
and

h. Under 45 C.F.R. § 164.530(b), Defendant must train all members of
its workforces effectively on the policies and procedures regarding
PHI as necessary and appropriate for those workforces to carry out
their functions and to maintain security of PHI.

71. By permitting the unauthorized disclosure of Plaintiffs' confidential and
private information within its possession, Defendant was negligent in that it
breached the duty of reasonable care that it owed to Plaintiffs as its patients.

72. Defendant was also negligent in the following respects, among others:

¢ Failing to adopt, implement, and maintain adequate security measures
to safeguard Plaintiffs’ and Class Members’ sensitive information;

¢ Failing to adequately monitor the security of its networks and systems;
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e Failing to periodically ensure that its vendors had plans in place to
maintain reasonable data security safeguards;

e Allowing unauthorized access to Plaintiffs’ and Class Members’
sensitive information;

e Failing to timely detect the compromise of Plaintiffs’ and Class
Members’ sensitive information; and

Failing to timely notify Plaintiff and Class Members of the data breach.
73.  As a direct and proximate result of Defendant’s negligence, Plaintiffs

have suffered damages, some of which are more specifically articulated within this
Complaint.

COUNT V

NEGLIGENT SUPERVISION
(INDIVIDUAL AND CLASS CLAIM)

74. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

75. Defendant owed a duty to its patients, including Plaintiffs, to exercise
reasonable care in implementing and enforcing policies and procedures to protect
personal information.

76. Defendant was responsible for allocating funds in a manner that
ensured compliance with all contracts, all state statutes or rules, and/or all applicable
federal statutes or regulations applicable to protect from the disclosure of patients

personal and private information.
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77. Defendant breached its duty by failing to properly manage, operate,
and/or control its operations and affiliated collection entities in a manner that a
reasonably prudent health care provider, or financial institution, would have
provided under similar circumstances, and by failing to properly allocate resources,
provide appropriate policies and procedures, and take appropriate corrective action
when operational problems were brought to its attention, intentionally concealing
the severity and existence of these failures from State and Federal Government.

78. Defendant failed to properly anticipate the budgetary needs and
properly allocate the funds budgeted for compliance with all contracts, all state
statutes or rules, and/or all applicable federal statutes or regulations applicable to
protect Plaintiffs from disclosure of their personal and private information.

79. Defendant was responsible for reporting instances of noncompliance
with all contracts, all state statutes or rules, and/or all applicable federal statutes or
regulations applicable to protect Plaintiffs from disclosure of their personal and
medical information. Upon information and belief, Defendant’s failure to properly
and timely comply with its reporting responsibilities resulted in additional injuries
to Plaintiffs and the Class.

80. Defendant failed to ensure that its staff, employees, and other
individuals having access to customers’ protected health information received

adequate training, experience, and supervision.
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81. Defendant did not exercise reasonable care in training, hiring, and/or
supervising employees and others having access to Plaintiffs’ protected health and
private payment information.

82. A reasonably careful healthcare provider, operating under similar
circumstances, would foresee that the failure to provide the appropriate oversight,
management, direction, and/or control would result in poorly operated medical
services, including the protection of personal and medical information from
disclosure.

83. The breach of duty and negligence by Defendant directly and
proximately caused damage to the Plaintiffs and the Class.

COUNT VI

WANTON MISCONDUCT
(INDIVIDUAL AND CLASS CLAIM)

84. Plaintiffs reallege and incorporate herein all the allegations contained
in the previous paragraphs. Plaintiffs assert this cause of action on behalf of the
Class against Defendant.

85. Defendant knew, was substantially aware, should have known, or acted
in reckless disregard that Plaintiffs would be harmed if Defendant did not safeguard
and protect Plaintiffs’ protected health and private information.

86. Defendant requested and came into possession of Plaintiffs’ protected

health and private payment information and had a duty to exercise reasonable care
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in safeguarding and protecting such information from being accessed. Defendant’s
duty arose from the industry standards discussed above and its relationship with
Plaintiffs.

87. Defendant had a duty to have procedures in place to detect and prevent
the improper access and misuse of Plaintiffs’ protected health information. The
breach of security, unauthorized access, and resulting injury to Plaintiffs were
reasonably foreseeable, particularly in light of Defendant’s inadequate data security
system and failure to adequately supervise its employees.

88. Defendant, through its actions and/or omissions, unlawfully breached
its duty to Plaintiffs by failing to implement industry protocols and exercise
reasonable care in protecting and safeguarding Plaintiffs’ protected health
information within Defendant’s control.

89. Defendant, through its actions and/or omissions, breached its duty to
Plaintiffs by failing to have procedures in place to detect and prevent access to
Plaintiffs’ protected health information by unauthorized persons.

90. But for Defendant’s breach of its duties, Plaintiffs’ medical and
personal information would not have been compromised.

91. The longevity, scope, and severity of Defendant’s failures and actions
constitute wantonness and gross negligence, evidencing willful, wanton or reckless

disregard for the protection of Plaintiffs’ protected health and private payment
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information. Specifically, such conduct was undertaken by Defendant without
regard for the consequences of unauthorized access and disclosure of protected
health information of Plaintiffs and others which evidences an absence of any regard
for its duties owed to its patients.

92.  As a result, Plaintiffs have been harmed and/or injured including but
not limited to a substantial increased risk of identity theft, if not actual identity theft.
Consequently, Plaintiffs will have to spend significant time and money to protect
themselves from nuisance, distress, and economic harm.

PRAYER FOR RELIEF
WHEREFORE, Plaintiffs pray to this Court for the following relief:

A.  Certification of the Class and appointment of Plaintiffs as Class
Representatives and Plaintiffs’ Counsel as Class Counsel;

B.  Past, present, and future compensatory damages;
C.  Punitive damages;

D.  Attorneys’ fees, expert fees, and other costs;

E.  Statutory penalties;

F. All other damages provided by law; and

G.  Any other relief that this Court deems equitable and just.

JURY TRIAL DEMAND

PLAINTIFFS DEMAND A JURY TRIAL ON ALL ISSUES SO TRIABLE.
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Dated: August 12, 2019
Respectfully submitted,

AMANDA HAYHURST
DONNETTA HUFFMAN

BY COUNSEL

HAMILTON, BURGESS, YOUNG
& POLLARD, PLLC

BY: /s/ Steven R. Broadwater, Jr.
Steven R. Broadwater, Jr. (W. Va. Bar #11355)
shroadwater@hamiltonburgess.com

Ruperto Y. Dumapit (W. va. Bar #12659)

rdumapit@hamiltonburgess.com
Counsel for Plaintiffs

P. O. Box 959
Fayetteville, WV 25840
304-574-2727
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AO 440 (Rev. 06/12) Summons in a Civil Action

UNITED STATES DISTRICT COURT

for the
Southern District of West Virginia

AMANDA HAYHURST,
DONETTA HUFFMAN,
all all others simimarly situated,

Plaintiff(s)

V. Civil Action No. 5:19-cv-00590

LABORATORY CORPORATION OF AMERICA
HOLDINGS, d/b/a LabCorp,

R N N N N W P g

Defendant(s)
SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) Laboratory Corporation of America Holdings, d/b/a Labcorp
c/o Corportion Service Company
209 West Washington Street
Charleston, WV 25302

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are: ~ Steven R. Broadwater, Jr.

Ruperto Y. Dumapit

Hamilton, Burgess, Young & Pollard, plic
P.O. Box 959

Fayetteville, WV 25840

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK OF COURT

Date: 08/12/2019

Signature of Clerk or Deputy Clerk
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AO 440 (Rev. 06/12) Summons in a Civil Action (Page 2)

Civil Action No. 5:19-cv-00590

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (mame of individual and title, if any)

was received by me on (date)

(O I personally served the summons on the individual at (place)

on (date) ; or

(3 I left the summons at the individual’s residence or usual place of abode with (name)
, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

(A I served the summons on (name of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ; or
(O I returned the summons unexecuted because ; or
(A Other (specify):
My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:
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The JS 44 civil cover sheet and the information contained herein neither replace nor supplement the filing and service of pleadings or other papers as required by law, except as
provided by local rules of court. This form, approved by the Judicial Conference of the United States in September 1974, is required for the use of the Clerk of Court for the
purpose of initiating the civil docket sheet. (SEE INSTRUCTIONS ON NEXT PAGE OF THIS FORM.)

I. (a) PLAINTIFFS

AMANDA HAYHURST, DONNETTA HUFFMAN, and all others similarly

situated

(b) County of Residence of First Listed Plaintiff
(EXCEPT IN U.S. PLAINTIFF CASES)

Raleigh

(C) Attorneys (Firm Name, Address, and Telephone Number) .
Steven R. Broadwater, Jr. an Ruperto Y. Dumapit

Hamilton, Burgess, Young & Pollard, plic
P. O. Box 959, Fayetteville, WV 25840

LabCorp

NOTE:

DEFENDANTS
LABORATORY CORPORATION OF AMERICA HOLDINGS, d/b/a

Attorneys (If Known)

County of Residence of First Listed Defendant
(IN U.S. PLAINTIFF CASES ONLY)

IN LAND CONDEMNATION CASES, USE THE LOCATION OF
THE TRACT OF LAND INVOLVED.

II. BASIS OF JURISDICTION (Place an “X” in One Box Only)

(For Diversity Cases Only)

and One Box for Defendant)

III. CITIZENSHIP OF PRINCIPAL PARTIES (Place an “X" in One Box for Plaintiff

O 1 U.S. Government O 3 Federal Question PTF  DEF PTF DEF
Plaintiff (U.S. Government Not a Party) Citizen of This State X1 O 1 Incorporated or Principal Place a4 04
of Business In This State
3 2 U.S. Government A 4 Diversity Citizen of Another State a2 O 2 Incorporated and Principal Place a5 X5
Defendant (Indicate Citizenship of Parties in Item III) of Business In Another State
Citizen or Subject of a a3 O 3 Foreign Nation g6 06
Foreign Country
IV. NATURE OF SUIT (Piace an “X” in One Box Only) Click here for: Nature of Suit Code Descriptions.
| CONTRACT TORTS FORFEITURE/PENALTY BANKRUPTCY OTHER STATUTES ]
3 110 Insurance PERSONAL INJURY PERSONAL INJURY |3 625 Drug Related Seizure 3 422 Appeal 28 USC 158 O 375 False Claims Act
0 120 Marine 0 310 Airplane O 365 Personal Injury - of Property 21 USC 881 |3 423 Withdrawal 3 376 Qui Tam (31 USC
3 130 Miller Act 3 315 Airplane Product Product Liability 3 690 Other 28 USC 157 3729(a))
[ 140 Negotiable Instrument Liability [ 367 Health Care/ [ 400 State Reapportionment
3 150 Recovery of Overpayment | (3 320 Assault, Libel & Pharmaceutical PROPERTY RIGHTS 3 410 Antitrust
& Enforcement of Judgment Slander Personal Injury [ 820 Copyrights [ 430 Banks and Banking
3 151 Medicare Act 3 330 Federal Employers’ Product Liability 3 830 Patent [ 450 Commerce
[ 152 Recovery of Defaulted Liability 3 368 Asbestos Personal [ 835 Patent - Abbreviated [ 460 Deportation
Student Loans 3 340 Marine Injury Product New Drug Application |3 470 Racketeer Influenced and
(Excludes Veterans) 3 345 Marine Product Liability 1 840 Trademark Corrupt Organizations
O 153 Recovery of Overpayment Liability PERSONAL PROPERTY LABOR SOCIAL SECURITY 3 480 Consumer Credit
of Veteran’s Benefits 3 350 Motor Vehicle A 370 Other Fraud [ 710 Fair Labor Standards [ 861 HIA (1395ff) [ 490 Cable/Sat TV
3 160 Stockholders” Suits [ 355 Motor Vehicle 3 371 Truth in Lending Act [ 862 Black Lung (923) [ 850 Securities/Commodities/
3 190 Other Contract Product Liability 3 380 Other Personal 3 720 Labor/Management 3 863 DIWC/DIWW (405(g)) Exchange
[ 195 Contract Product Liability |3 360 Other Personal Property Damage Relations [ 864 SSID Title XVI 3 890 Other Statutory Actions
[ 196 Franchise Injury 3 385 Property Damage [ 740 Railway Labor Act 3 865 RSI (405(g)) [ 891 Agricultural Acts
3 362 Personal Injury - Product Liability 3 751 Family and Medical O 893 Environmental Matters
Medical Malpractice Leave Act [ 895 Freedom of Information
| REAL PROPERTY CIVIL RIGHTS PRISONER PETITIONS |7 790 Other Labor Litigation FEDERAL TAX SUITS Act
0 210 Land Condemnation 3 440 Other Civil Rights Habeas Corpus: 3 791 Employee Retirement 3 870 Taxes (U.S. Plaintiff 3 896 Arbitration
3 220 Foreclosure 3 441 Voting [ 463 Alien Detainee Income Security Act or Defendant) [ 899 Administrative Procedure
[ 230 Rent Lease & Ejectment 3 442 Employment [ 510 Motions to Vacate [ 871 IRS—Third Party Act/Review or Appeal of
3 240 Torts to Land 3 443 Housing/ Sentence 26 USC 7609 Agency Decision
3 245 Tort Product Liability Accommodations 3 530 General [ 950 Constitutionality of
3 290 All Other Real Property 3 445 Amer. w/Disabilities - | (3 535 Death Penalty IMMIGRATION State Statutes
Employment Other: [ 462 Naturalization Application
3 446 Amer. w/Disabilities - | 0 540 Mandamus & Other |3 465 Other Immigration
Other O 550 Civil Rights Actions
3 448 Education 3 555 Prison Condition
3 560 Civil Detainee -

Conditions of
Confinement

V. ORIGIN (Place an “X” in One Box Only)

X1 Original
Proceeding

[ 2 Removed from
State Court

@ 3 Remanded from
Appellate Court

04

Reinstatedor [ 5 Transferred from ade MultldlStI‘lCt
Reopened Another District Litigation -
(specify) Transfer

[ 8 Multidistrict
Litigation -
Direct File

VI. CAUSE OF ACTION

28 USC §1332

Cite the U.S. Civil Statute under which you are filing (Do not cite jurisdictional statutes unless diversity):

Data Breach

Brief description of cause:

VII. REQUESTED IN

COMPLAINT:

(@ CHECK IF THIS IS A CLASS ACTION
UNDER RULE 23, F.R.Cv.P.

DEMAND $

CHECK YES only if demanded in complaint:

JURY DEMAND:

M Yes ONo

VIII. RELATED CASE(S)

(See instructions):

IF ANY JUDGE Judge Madeline Cox Arleo, DCNJ DOCKET NUMBER MDL No. 2904
DATE SIGNATURE OF ATTORNEY OF RECORD
08/12/2019 /s/ Steven R. Broadwater, Jr.
FOR OFFICE USE ONLY
RECEIPT # AMOUNT APPLYING IFP JUDGE MAG. JUDGE
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INSTRUCTIONS FOR ATTORNEYS COMPLETING CIVIL COVER SHEET FORM JS 44
Authority For Civil Cover Sheet

The JS 44 civil cover sheet and the information contained herein neither replaces nor supplements the filings and service of pleading or other papers as
required by law, except as provided by local rules of court. This form, approved by the Judicial Conference of the United States in September 1974, is
required for the use of the Clerk of Court for the purpose of initiating the civil docket sheet. Consequently, a civil cover sheet is submitted to the Clerk of
Court for each civil complaint filed. The attorney filing a case should complete the form as follows:

L.(a) Plaintiffs-Defendants. Enter names (last, first, middle initial) of plaintiff and defendant. If the plaintiff or defendant is a government agency, use
only the full name or standard abbreviations. If the plaintiff or defendant is an official within a government agency, identify first the agency and
then the official, giving both name and title.

(b) County of Residence. For each civil case filed, except U.S. plaintiff cases, enter the name of the county where the first listed plaintiff resides at the
time of filing. In U.S. plaintiff cases, enter the name of the county in which the first listed defendant resides at the time of filing. (NOTE: In land
condemnation cases, the county of residence of the "defendant” is the location of the tract of land involved.)

(c¢) Attorneys. Enter the firm name, address, telephone number, and attorney of record. If there are several attorneys, list them on an attachment, noting
in this section "(see attachment)".

II. Jurisdiction. The basis of jurisdiction is set forth under Rule 8(a), F.R.Cv.P., which requires that jurisdictions be shown in pleadings. Place an "X"
in one of the boxes. If there is more than one basis of jurisdiction, precedence is given in the order shown below.
United States plaintiff. (1) Jurisdiction based on 28 U.S.C. 1345 and 1348. Suits by agencies and officers of the United States are included here.
United States defendant. (2) When the plaintiff is suing the United States, its officers or agencies, place an "X" in this box.
Federal question. (3) This refers to suits under 28 U.S.C. 1331, where jurisdiction arises under the Constitution of the United States, an amendment
to the Constitution, an act of Congress or a treaty of the United States. In cases where the U.S. is a party, the U.S. plaintiff or defendant code takes
precedence, and box 1 or 2 should be marked.
Diversity of citizenship. (4) This refers to suits under 28 U.S.C. 1332, where parties are citizens of different states. When Box 4 is checked, the
citizenship of the different parties must be checked. (See Section III below; NOTE: federal question actions take precedence over diversity
cases.)

III.  Residence (citizenship) of Principal Parties. This section of the JS 44 is to be completed if diversity of citizenship was indicated above. Mark this
section for each principal party.

IV.  Nature of Suit. Place an "X" in the appropriate box. If there are multiple nature of suit codes associated with the case, pick the nature of suit code
that is most applicable. Click here for: Nature of Suit Code Descriptions.

V. Origin. Place an "X" in one of the seven boxes.
Original Proceedings. (1) Cases which originate in the United States district courts.
Removed from State Court. (2) Proceedings initiated in state courts may be removed to the district courts under Title 28 U.S.C., Section 1441.
When the petition for removal is granted, check this box.
Remanded from Appellate Court. (3) Check this box for cases remanded to the district court for further action. Use the date of remand as the filing
date.
Reinstated or Reopened. (4) Check this box for cases reinstated or reopened in the district court. Use the reopening date as the filing date.
Transferred from Another District. (5) For cases transferred under Title 28 U.S.C. Section 1404(a). Do not use this for within district transfers or
multidistrict litigation transfers.
Multidistrict Litigation — Transfer. (6) Check this box when a multidistrict case is transferred into the district under authority of Title 28 U.S.C.
Section 1407.
Multidistrict Litigation — Direct File. (8) Check this box when a multidistrict case is filed in the same district as the Master MDL docket.
PLEASE NOTE THAT THERE IS NOT AN ORIGIN CODE 7. Origin Code 7 was used for historical records and is no longer relevant due to
changes in statue.

VL Cause of Action. Report the civil statute directly related to the cause of action and give a brief description of the cause. Do not cite jurisdictional
statutes unless diversity. Example: U.S. Civil Statute: 47 USC 553 Brief Description: Unauthorized reception of cable service

VII. Requested in Complaint. Class Action. Place an "X" in this box if you are filing a class action under Rule 23, F.R.Cv.P.
Demand. In this space enter the actual dollar amount being demanded or indicate other demand, such as a preliminary injunction.

Jury Demand. Check the appropriate box to indicate whether or not a jury is being demanded.

VIII. Related Cases. This section of the JS 44 is used to reference related pending cases, if any. If there are related pending cases, insert the docket
numbers and the corresponding judge names for such cases.

Date and Attorney Signature. Date and sign the civil cover sheet.



