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COOK COUNTY, IL
2023CHO05114

IN THE CIRCUIT COURT OF COOK COUNTY, ILLINOIS ggg;ggg% 14
COUNTY DEPARTMENT, CHANCERY DIVISION

ZENLEADS, INC. d/b/a Apollo.io, a
Delaware corporation,

«

i MATTHEW HARTZ and LAUREN )

§ RANDLE, Illinois residents, individually and )

S as representatives of a class of similarly- )

s situated persons, )

b )

£ Plaintiffs, ) 2023CH05114
g ) Case No.:

3 v. )

& ) Class Action
g )

5 )

o )

- )

Defendant.
CLASS ACTION COMPLAINT

Plaintiffs, Matthew Hartz (“Hartz”) and Lauren Randle (“Randle”) (collectively,:
“Plaintiffs™), throughvtheir attorﬁeys, briﬁg this action on beﬁalf ot: thems:elves and all dtl;er ‘
persons similarly situated and allege the following against Defendant Zenleads, Inc. d/b/a
Apollo.io (“Apollo” or “Defendant’):

NATURE OF ACTION

1. Plaintiffs and members of the proposed class (the “Class” or “Class Members”)
seck statutory damages, an injunction, and other relief from Apollo for violations of the Illinois
Right of Publicity Act (“IRPA”), 765 ILCS § 1075/1 et seq.

2. IRPA prohibits using an individual’s identity for commerciai purposes without
prior written consent. 765 ILCS § 1075/30.

3. Apollo provides an internet-based business intelligence platform to assist. sales
and marketing professionals in connecting with potential prospects and others who may ‘be
interested in their products. Users of Apollo’s platform can obtain personal information- of

various individuals, including their identifying information (“profiles”), based on particular
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search queries.

4, While Apollo offers a fiee version of its platform, that version limits access to
individual profiles and -other -attributes offered by Apollo’s platform. Apolio also offers: paid
subscriptions to its platform, which provide greater access to the platform and individual
profiles. Apollo uses the free access to its platform,.along with the limited access to individual
profiles, to familiarize users-with the platform, thus incentivizing them into paid subscriptions. -

5. - Plaintiffs and the Class have no relationship with Apollo. More importantly,
Plaintiffs and the Class never provided Apollo with written consent to use their identity to
advertise subscriptions to its platform.

6. Despite failing to obtain written consent from Plaintiffs and the Class, Apoilc
nevertheless utilized their personal identifying information for the purpose of enticing users of its
platform to enter into paid subscriptions for additional access to the:platform. In other words,
Apollo used Plaintiffs’ and other Class Members’ identity for commercial purposes without their
written permission.in violation of IRPA.

7. Plaintiffs bring this Complaint seeking an order (i) declaring that Apollo’s
conduct violates IRPA, (ii) requiring that Apollo cease the unlawful ;‘wtivitips_ described herein,
(iii) awarding Plaintiffs and the Class statutory damages in the amount of $1,000 per violation or
an amount equal to actual damages/profits, whichever is greater, and (iv) an-award for punitive

damages, if warranted, and attorneys’ fees and costs.
g . )

PARTIES. - . : . i SRR

8 Plaintiff Matthew. Hartz is.a citizen of the State of.Illinois. residing in. Ceok
County.. .. CL e e e e

9. - Plajntiff Lauren Randle is also a citizen -of the State of Illincis residing in ZTook
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County.

10.  Defendant Apollo is a Delaware corporation with its headquarters located in
Covina, California. Through its proprietary softiware, Apollo seeks out and compiles identifying
information of Ilinois citizens énd uses that informatibn to market its onling p]atform to Illinois
citizens and others without written consent.

JURISDICTION AND VENUE

1. Jurisdiction is conferred by 735 ILCS § 5/2-209 in that ‘Apollo, during the
rclévant period, sought out and compiled identifying information of lilinois citizens, and used
that information for marketing without written consent. In so doing, Apollo committed the
statutory violations related to the matters complained of herein in Illinois.

12.  Venue is proper in Cook County pursuant to 735 ILCS § 5/2-101, ef seq., because
Apollo is an out-of-state corporation that committed statutory violations tpwards citizens of
1llinois residing, among other places, in Cook County.

JLLINOIS RIGHT OF PUBLICITY ACT

13.  IRPA was enacted in 1999 to recognize individuals’ “right to contrel and to
choose whether and how to use [their] individual.identity for commercial purposes.” 765 ILCS §
1075/10.

14. . IRPA defines “identity” as “any attribute of an individual thet serves. to identify
that individual to an ordinary, reasonable viewer or listener, including:but not limited to (i) rare,
(ii) signature, (iii) photograph, (iv) image. (v) likeness, .or.(vi) veice.” 785 ILCS § 1075/5.
“Commercial purpose” is defined in part,.as “the public use or holding out'of an individual's

identity (i) on or in conncction with the offering for sale or sale .of a product, merchandise,
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goods, or services; (ii) for purposes of advertising or precmoting products, merchandise, goods, or
services; or (iii) for the purpose of fundraising.” /d.

15. IRPA prohibits the use of an individual’s identity for ccramercial purposes
without first obtaining prior written consent. 765 ILCS § 1075/30. IRPA proviiles that 2 viofation
of ‘the Act may result in ‘statutory ‘damages in the amount of $1,000 per Violation  or aétal
damages and profits derived from the unauthorized use, whichever is gréater. 765 !L(,S §
1075/40. IRPA further providés that punitive damages may be rewarded for willful Violations
and authorizes the issuance of injunctive relief where appropriate. 765 ILCS § 1075/40 & 50.

FACTUAL ALLEGATIONS

16.  Apollo touts itself as “a leading data intelligence and sales engagement platform
trusted by 20,000 paying customers.”!. .- e e Sl
... 17. . Apollo. offers .an onljne.- platform, which can be accessed at its website,
www.apollo.io, or through its Google Chrome extension. According to Apolic; its platforin he!ns
“1. million sales: professionals enrich .and analyze prospects’ -data -ta increase quality
conversations and opportunities™ through “‘advanced algorithms and unique data acquisition
mpthgds.”;- » ' .
. 18..: Apollo’s platform provides access. to its business-to-busingss database, which
contains. profiles for over 265 million individual contacts and 60 million companics. Information
that may be provided in an individual’s profile :includes' name, job litle, email addresses, and

telephone numbers: Users of the platform not only can search the profiles, but also can coptact

individuals and companies through the platform and organize that outreach with the platform.

i S L T 25 T T IS C LI T T

! Information regarding Apollo found at its website, www.apollo.io, last visitad on May 17, 2023.

e Lt : 4 P N !
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19.  The data for Apolio’s platform comes from dozens of verified scurces. Apotlio
scrapes from hundreds of millions of websites, uses machine leaming‘ algerithms, and utilizes a
proprictary data network of over’500,000 contributions edch day.

207 As stated, users of the platform can'access it at Apollo’s website and through its
Google Chrome cxtension. At the website, the user can find and fiiter information about
companies in various industries. Once a company is selected, information about it and its
employees, including cmployee names and titles becomes available. From there, the user can
select a specific cmployee to view identifying information of that person as stored o= the
platform. Profiles show such information as the employec’s name. iitle, cmail and telephone
numbers.

21, The platform also allows users to search for individuals;based:;n selected criterja,
such as by name, -industry, work.title, and many other.options. After ccnducting a search,; Apollo
will--provide a list.of individuals .matching .the criteria selected. Depending on the search
parameters, the results can be in the thousands. Similar to the company.sear¢h, the-platform will
indicate that contact information for each individual is available. gt

- .22, Afler a search is conducted, the user will be presented-with a list of individuals to
selects When an.individual is selected, his or her name and job title will appee; if available. Next
to.the selected individual’s name will be, 2 tab for access to an email address and teicghan
number. When that tab is sclected, personal and business emails are lshowm,glong with ansther
tab- for a request for a mobile telephone number. In order to requcsﬁ & mobi e number, the user
must expend one “credit.” . These credits limit the amount of mobile. pumbsss a. user can wiew.

The.number of credits allotted-is dictated. by. the type of subscription the user:has with Apolla for

accessing the platform. . .. - L R PR
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23. The Google Chrome extension allows the user to utili?e the platform with other

sites, such as LinkedIn, Gmail, Google Calendar, and Salcsforce. |
|
\

24,  For instance, on Linkwe‘dln,2 Apollo appears as a tab on

the sig? of the site. When

i

the tab is selected, the user is provided with the additional verified; contact data containzd in

Apollo’s platform that corresponds, with the LinkedIn profile. Similar to the website, this tab

1
provides the individual’s employer, title, email addresses, work number, and, f available, mobile
numbelj'ag the cxpense fo one crcdit.: . _ A l ‘

25.  Before Apollo users, i.e., customers/prospective custoniers, are allowed to use the
platform, they are required to set up an account. This can be done for frec. However, the free
version is limited. For instance, when utilizing the free version, a user is only allotted five mobile
phone number credits a_month. After the credits are expended, the. user receives a ressage
indicating that he or'she must enter into a_paid subseription in orderto view more numbers. A
user of the free version is also limited to 25 profiles per search and may onl;‘{\',export’ten_ prafiles
per month. Atlempts to go beyond those limits also, prompts solicitati?ns for_ p»aid subscriptions. .

. 26.  For users seeking more access to the -platform, Apollo p‘ffers several.- pajd
subscription plans. Customers can select the “Basic Plan” for $39$,a month, billgd annually,
which provides 25 mobile credits a month, 250 export credits a menth, and additional search

|
results. The mobile and export. credits can be increased to 100 and I,QOO a nmeonth respectively. if

|
the customer chooses the “Professional Plan” for $79 a month, billed;annually. Both plans allow

the customer to purchase additional credits as needed. J o , b,

ot .

.

27.. Profiles on Apollo’s platform provide enough informatian to identify .an

individual. In fact, Apollo. claims to have the: world’s .most aca:urate business-to-business

" oty ' B i( .'v. S YA ’
2 Linkedin is the world’s largest professional network, with more than 875 million members. Information
regarding Linked!n found at its website, www.linkedin.com, last visited on ¥ay 18, 5023.

FARETR IR

-6 . i v . oo e
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database.

28.  The purpose behind Anollo’s use of individual profiles in conjunction with the
limited free access to its platform is singular: to advertise and convince prospective customers to
enroll in anq _ulﬁmagcly purcl1as'c.i}s. monthly subsc;_iptign servipes, \V}}@rebyﬁthe user can qptaip
greater access to the platform and incﬁ:rea.sg credit limits to enhance ti};ir Asz}!‘cs and networking
n;ecds._' in other words, the'.proﬁles, the limited platform usage, and the minimum number of
mobile phone aqd export credits are part of Apollo’s overall e_“ffort' to sell its rp'(_n}th’l_y
subscriptions.

29, On information and belief, Apollo collects personal information of individuals,
including Class Members, without their knowledge or awareness and crecies profiles on its
platform using that information. Apoilo does not request or obtain consent or wriiten
authorization from those individuals before using their personal informaticn and .identitics: o
market its paid subscription services as-described herein. ot

30. - While Apollo offers individuals the opportunity. to opt-out of its database, this.is
of little help. since the: vast-majority of people are unaware that they -are in the database in.the
first: place.. Apollo primarily obtains its data from third parties :rather than directly from
individuals that appear on the platform.

Facts relating to Matthew Hartz:

3t.  In April 2023, Hartz discovered.that his-identity was used onApallo’s platform.
Indeed, Hartz can confirm that when- his name is _scarc_:hcd for on.Anollo’splatform, a profile
appears with the names.of his employer and former.employer, his j§b-,title.,;and a tab with.the

option to view his mobile telephone number, . . .- - U VR : RN
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32.  Hartz further confirms that when the tab with the option to reveal his mobile
number is selected, one credit is spcm on lhe plat‘form and lﬁs mobue number is revealed. If a
user of the platform does not havc suff' c1ent credits to reveal Hartz’ mot;l'le.nupnbc;r,-the user
will be prompted to enter into a pald subscnpuon or, for users with a p.ud suh:sprlptlon purr‘hase
ﬁddm.onal credits in order {o rcveal the number o R

o 33, Potentlal cuslomcrs availing themselves of Apollo’s platform are able to view
and, on information and belief, have viewed Hartz’s profile. Apollo uses access to Hartz’s
profile, and other similar profiles, to familiarize potential customers to the platform and
incentivize them to enter into paid subscriptions. Thus, Hartzls identity has been used by Apollo
10 market its platform.

34.  Hartz has no relationship. with Apollo:- He |neither utilizes the platform ‘nor

subscribes to it.. : . . Ghe L

- 35, . Hartz did not give consent, written or otherwnse, to:Apolle, to .use his pame
likeness, personal information, or identity. in any way. Nor did Hartz provide:Apollo with: written
consent to use his. identity for commercial purposes. Had Apollo requested his consent, Hartz
would not have provided it. . - -
..+ +36.- ... Apollo did not obtain written consent from Hartz prior.to compiling his personal

information. to create a profile of him for its platform. Apollo also did not obtain prior written

permission from ‘Hartz to use that profile; which includes l}is name and current and prier. job
titles, and access to his mobile phone number, to advertisc paid subscripticns for its platform.
On information and belief, Apollo did not obtain written permission from any sources-from
which it compiled Hartz’s personal identifying information. .

37.  Hartz has intellectual property and privacy interests in his name, likeness, and
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identity recognized by lllinois statutory and common law. Hartz has tie right to exclude anyonc
from using his identity for commerciai purposes without his written permission.
38.  Apollo has injured Hartz by using his identity for its own commercial purposes

", - P R

without compensation or permission in violation of IRPA.

Facts relating to Lauren Randle:

.-

3.9. In Apnl 2023, Randle discovered that her identity was used on Apollo s platfonn
indeeci Randle can conﬁrm that when her name is searched for on Apol!o s platform, a prof‘ le:
ahﬁears w.nh the names of her employer and former employer, her job title, email addresses, and
a tab with the option to vicw her mobile telephone number.

40.  Randle further confirms that when the tab with the cption ic reveal her mobile
number is selected, one credit is.spent on the platform and her mobile numter is revealed. I a
user.of the platform. does not have. sufficient credits to reveal Randle’s-mobile number, the user
will be prompted to enter into a paid subscription. or, for users with a paid suhscription, purchase
additional credits in order to reveal the number..

41.  Potential customers availing themselves of Apollo’s platform arc able to view
and, on information and belief, have viewed Randle’s profile. Apollo uses access to Randle’s
profile, and other similar profiles, .to familiarize potential customers to the platform and
incentivize them to enter into paid subscriptions: Thus, Randle’s .identity; has beeun .used.by
Apollo to market its platform.

42.  Randle has no relationship - with .Apollo. She neither- utilizes the -platform. nor
subscribes toiit.. - . - e . e e Y
43,  Randle did not give consent, written or otherwise, to Apoll¢ to use her name,

likeness, . personal . information, or. identity in any way. Nor did Randle provide Apollo with
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written consent to use her identity for commercial purposes. Had Apollo requested her consent,
Randle would not have provided it.

44.  Apollo did not obtain written consent from Randle pricr to compiling her personal
information to create a profile of her for its platform. Apollo also did not obtain prior wri}t_e_n
permission from R.andchto use that profile, which includes her name and current and prior job
titles, email addresses, and access to her mobile phone number, to advertise, paid subscriptions
for its platform. On information and belief, Apollo did not obtain written permission from any
sources from which it compiled Randle’s personal identifying information,

45.  Randle has intellectual property and privacy interests in her name, likeness, and
identity recognized by Illinois statutory and common law. Randle has the right to exclude anyone
from. using her.identity for commercial purposes:without henwri}t,en_pe:g'missign. RS

... 46, - Apollohas injured Randle by using her identity for its own commercial purposes
without:compensation or permission in violation of IRPA. . - X
L e CLASS ALLEGATIONS . .y -
.47, -, Plaintiffs bring this action on behalf of themselves, and 2il others, similarly
situated; as-a class action-pursuant to 735 ILCS § 5/2-801. - . S
- .48. . The class,Plaintiffs seck to represent is defined as follows: - ...
.- -.All-current and .former ‘lllinois residents :who are not, subscribers io Apollo’s

platform and whose identity is incorporated in employee prof' les used to market
paid subscriptions. far the platform.. - . - : oot e e et

Excluded from ihe class.are Apollo,. its officers, directors,.shareholders, and.employess.
and .members-of the. Illinois judiciary. Plaintiffs reserve the right to .amend.the Class definiticn

upon completion of class discovery when the contours and the parameters of the class become

mereapparent. . . L. .

100 : i .o SR
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49.  Numerosity. The mcmbers of the class are so numerous that joinder of ail
members is impractical. Based on the investigation by their counsel and representations made by

{ urrent and former

L .. dat “y

Apollo, PIajntiﬁ‘s reasonably 'beli_e've that the class comprises of thousands o
llinois i:itivzens whc;sér proﬁles aré @mpiled and maintained in Apollo’s database and searchable
on its platform. The éxdét number of Class Members can be determined from records maintaifed
by Apollo, but certainly-exceeds 40-pérsons. The e e

- 50,  CommonQuestionis of Law angd Fact Predominate. - There tiré’ many questions
of law and fact that exist as to Plaintiffs and members of the Class, and those questions
substantially predominate over any questions that may affect individual Class members.
Common questions of fact and law include, but are not limited to:

(a) whether .Apollo. uses. Plaintiffs’ and Class Members’ names-and identities ;in

advertisements for its owan ¢ommercial benefit;. . -« . o e et

.- (b). . whether- Apollo obtained written_consent from Plaintiffs and.the Class prior,ic
using. their identities in. advertisements' promoting. its. platform as;required by.765 .ILCS. §
10757305 -~ « -+ . . L iR T ST RNPY SN L E S A
v . (c) » whether the conduct described herein constitutes a violation of {RPA;

(d) whether. Apollo’s.commercial 'use of the identities of Plaintiffs_«and-thc Class was
willful such that Plaintiffs and the Class are entitled {o punitive damages; ands . - - .. . ...
o (e)  whether-Plaintiffs and Class Members are entitled to declaratory, injunctive;-and
menetary relief as requested., -

Sl Plaintifts and the members of the.Class have a common_ali.ﬁ.' of interest:in the

subject matter of the lawsuit and.remedies sought.

S L P LT N
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52.  Typieality. Plaintiffs’ claims are typical of the clair:n:s of the members of the

Class. Apollo’s misuse of Plaintiffs’ and Class Miembers’ names, idé.rlgtities, itkeness, and other

personal information-was the same for each.- -+~ -~ 7. .-« .

53.  Adeqguacy-of Representation, * Plaintiffs will fairly and adiquately- protect (hie

interests of the members of the Class. Plaintiffs have retained competfe;nt counsel experienced in
N
' , o
class action litigation'in state and federal-courts nationwid¢ and Plaintiffs havéno intefest-advers¢
i

] .. : .. .o . L.
tovany' member ‘of 'the Class: Plaintiffs inténd to prosecute this case vigorously on behalf of
themselves and the Class. | ‘

54.  Superiority of Class Action. A class action is an appfépriatc method for the fair

| s
and efficient adjudication of the controversy pursuant to 735 ILCF § 5/2-801(4) because it

involves a uniform-course of conduct equally applicable to thé*Plain't:S‘%‘fs andall members of the
a
Class. A-class action will perniit a large number of relativelyf’smail:!‘f?:!aims involving. virtuglly
identical facts and legal issues to be resolved efficiently in one proceiez’lding based upon common
proofs and can therefore best'secure the-economies of time, effort and:‘é"Txpen'seor accomplish the
“other ends of equity and justice that this action seeks to obtain. - Ilf ‘

b
Violation of IRPA; 765 ILCS § 1075/1 et sev*
1
e

55, As stated, IRPA defines “right of publicity” as the “riglit to control and to choose
whether and how to use an individual’s identity for commercial pu_rpds;:s.” 765 1LCS § 1075/10.

: R R I T UC I S O X B T o N . e : . . SRV 99 L
56. IRPA prohibits\ and provides damages for using an|individual’s identity for

A "_s.-<

commerclal purposes w1thout first obtammg written Cotisent. 765 ILCﬁ § 1075/30.

v,
LR T T S IR TR I

57. By engagmg in thc foregomg acts and omissions, Apol]o used Plamtlffs and

, _— ;
Class Members identmes for commerual purposes wnhout f' rst obtai nmg wntten conscnt

Lin . oot

D—

58. Each use of Plaintiffs’ and Class Members’ ldentlt is a separate and distinct
el , Y h p

- T CorErL el : I T

12 - - f

4
’”
|
|
3
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i
violation of IRPA giving risc to damages. . !

59.  Under IRPA, Apollo is liable for the greater of: (i) ‘Statutory damages in the
amount of $1,000 per violation; or (ii) the sum of “actual damages” and “profits derived from

the unauthorized use.” 765 ILCS § 1075/40. IRPA also provides fdl; punitive damages if the

violation is willful and injunctive relief. 765 ILCS § 1075/40 & 50.
60.  Asa result of Apollo’s violations of IRPA, Plaintiffs a!jfl the Class have suffersd

injury to their privacy rights and economic damages. Plaintiffs and Class Members have becn

denicd the commercial value of their identities, which Apollo used without permission from or

compensation to Plaintiffs and the Class. Plaintiffs and Class Members were denied their

statutorily protected right to control how their identities are used and s'l‘xffered economic damage

based ori that misuse.’ |
61.  Plaintiffs, on behalf of ‘the Class, seek: stanitory damages for each viclation of
|

1

IRPA, or alteinatively, actual damages and’ profits derived from |the urauthorized use of

Plaintiffs” and Class Members® identities, whichever is greater; pun%the damages if it is found
that" Apolio’s actions were willful; prejudgment interest; injunctive and declaratory relief; and
an award of attorneys’ fees and costs. - - ] e

* - WHEREFORE, Plaintiffs, Matihew Hartz and Lauren Randle, "i:ﬁdii;idﬁany‘ and 67 behalf

of all other similarly-situated individuals, demands judgment in their féYOr and’against Defefidant

Zerleads, Inc., d/b/a Apollo.io as follows: ' ' g

" J v, . . : . . R N . \!i te ..' 'v_|"_ .
A.  Certifying this case as a Class Action and appointing Plz‘e_intiffs and their attorneys
-

as class representatives and class counsel, respectively; i
|

B. Il)c‘clari‘n"g that A}'ad’llo;s actions, as described herein, viai;}lte IRf’A;

C. A\Qarding statutory darﬁziges to Plaintiffs and the Class for each violation-of IRPA

13
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or, alternatively, actual damages and profits derived from the unauthorized use of Plaintiffs’ and

Class Members’ identitics, whichever is greater, plus prejudgment interest;

.- D.  Enjoining Apollo from committing further violations of IRPA; , e

- E. . Awarding Plaintiffs reasonable atiorneys’ fees and costs incurred in filing and

prosecuting this action as provide by IRPA; and

. F. Awarding such.other and further relief as this Court deems appropriate and just.

'Matthew Hartz and Lauren Randle, individually and
as representatives of a class of similarly-situated
persons

By: s/ Patrick J Solberg
One of their attorneys

Patrick J. Solberg
- L _ . ANDERSON + WANCA .
) o B " Cook County Firm # 57010
3701 W. Algonquin Rd. Ste 500
* Rolling Meadows, 1L 60008
Telephone: (847) 368-1500
- psolberg@andersonwancacom ‘-

14
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