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UNITED STATES DISTRICT COURT

DISTRICT OF COLORADO
CHRISTOPHER GUIDA, on behalf of
himself and all others similarly situated, Case No.:
Plaintiff,
V. CLASS ACTION COMPLAINT
GAIA, INC,, JURY TRIAL DEMANDED
Defendant.

Plaintiff Christopher Guida (“Plaintiff”), on behalf of himself and all other persons similarly
situated, brings this action against Defendant Gaia, Inc. (“Gaia” or “Defendant”). Plaintiff makes
these allegations on personal knowledge as to himself and upon information and belief as to all other

matters.

NATURE OF THE ACTION

1. Plaintiff brings this consumer privacy class action on behalf of subscribers to Gaia’s
video streaming service who obtained specific video materials from its websites and applications and
had a Facebook account during the time Gaia used Facebook Pixel. Gaia’s systematic practice of
knowingly disclosing its subscribers’ personally identifiable information (“PII”) to third-party
Facebook, Inc. (now known as Meta Platforms, Inc.) without their informed, written consent violates
the Video Privacy Protection Act, 18 U.S.C. § 2710 (“VPPA” or “Act”).

2. Gaia is a digital streaming company that provides its more than 800,000 subscribers
access to a vast and growing video library containing films, series, documentaries, and classes on the
subjects of yoga, transformation, alternative healing, and mindfulness.

3. Congtress enacted the VPPA in 1988 to give consumers “control over personal

information divulged” in exchange for “services from video tape service providers,” S. Rep. No. 100-
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599, at 8, by prohibiting these providers from “knowingly disclosing” “personally identifiable
information concerning any consumer.” This includes “information which identifies a person as
having requested or obtained specific video materials or services from a video tape service provider,”
without the consumer’s specific and informed prior written consent. Defendant violated each element
of this Act.

4. Plaintiff and the other members of the Class (defined below) are “consumers” because
they are paid subscribers to at least one of Gaia’s two websites. And Defendant is a “video tape service
provider” because it operates a digital video streaming subscription service that provides its
subscribers with access to video content through its websites and applications.

5. Defendant knowingly discloses its subscribers’ “personally identifiable information”
(“PII”) to Facebook through its use of the “Facebook Pixel” or “Pixel,” a programming code that
Facebook makes available to Gaia to collect granular information about its subscribers’ interactions
with its websites. Facebook uses this information to build detailed profiles about Gaia’s subscribers
that enables Gaia to serve them with targeted advertisements on Facebook and otherwise facilitates
Gaia’s use of Facebook’s advertising services.

6. Defendant intentionally installed the Pixel and selected the specific user information
the Pixel would collect from its subscribers and send to Facebook, including specific videos the user
accessed (via the video’s title and the URL for the video) and the subscriber’s unencrypted and
personally and publicly identifiable Facebook ID (“FID”).

7. The FID is a unique sequence of numbers linked to an individual’s Facebook profile
that identifies the individual more precisely than a name or email address. Indeed, entering
“facebook.com/[FID]” into any web browser returns the Facebook profile of the specific individual.
Because a subscriber’s FID uniquely and personally identifies that person’s Facebook account, an

unencrypted FID allows any ordinary person to quickly and easily use an unencrypted FID to locate,
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access, and view a particular subscriber’s Facebook profile, and all of the detailed and personal
information contained in it.

8. Gaia thus discloses to Facebook through the Pixel in one transmission the following
information each time a subscriber accesses a video on its websites or applications: (1) the video’s title
and URL; and (2) detailed, personal information that easily identifies the subscriber via the FID. This
information constitutes PII under the VPPA.

9. Finally, Defendant did not obtain—or even seek—the separate, informed written
consent needed for it to lawfully disclose the PII of Plaintiff or any other Class member.

10. Accordingly, Plaintiff and all similarly situated subscribers are “aggrieved persons”
under the VPPA seeking to enjoin Defendant from further unauthorized disclosures of PII; awarding
actual damages no less than liquidated damages of $2,500 per violation, punitive damages, reasonable
attorneys’ fees and costs, pre- and post-judgment interest as permitted by law; and any other relief the
Court deems appropriate.

PARTIES

11. Plaintiff Christopher Guida (“Plaintiff”) is a citizen and resident of Illinois.

12. During the two years before he filed this action, including within the past year, Plaintiff
has had a Facebook account, subscribed to Defendant’s digital video streaming service, used a laptop
to access streaming video content on Defendant’s gaia.com website, and accessed streaming video
content on the Gaia app installed on his smart phone.

13. Defendant Gaia, Inc. is a Colorado corporation with its principal place of business
located at 833 W. South Boulder Road, Louisville, Colorado 80027.

14. Defendant is a publicly traded company that owns and operates a video subscription
service containing films, documentaries, series, classes and other content available for streaming

through its Gaia (gaia.com) and Yoga International (yogainternational.com) websites.
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JURISDICTION AND VENUE

15. This Court has personal jurisdiction over Defendant because its principal place of
business is in Colorado.

10. This court has subject matter jurisdiction over this action pursuant to 28 U.S.C. § 1331.

17. Venue is appropriate in this Court because Defendant resides in this District, and

much of the conduct alleged in this lawsuit occurred in this District.

COMMON FACTUAL ALLEGATIONS

I The Video Privacy Protection Act

18. With certain exceptions that do not apply here, the VPPA prohibits “a video tape
service provider,” from “knowingly disclos[ing], to any person, personally identifiable information
concerning any consumer of such provider” without first obtaining the consumer’s informed, written
consent “in a form distinct and separate from any form setting forth other legal or financial obligations
of the consumer.” 18 U.S.C. § 2710.

19. Congress passed the VPPA to protect the privacy of individuals’ video rental,
purchase, and viewing information, so that consumers can “maintain control over personal
information divulged and generated in exchange for receiving services from video tape service
providers.” S. Rep. No. 100-599 at 8 (1988). “The Act reflects the central principle of the Privacy Act
of 1974: that information collected for one purpose may not be used for a different purpose without
the individual’s consent.” Id. at 7-8.

20. The need for the protections of the VPPA are more pronounced today than ever,
given the largely unregulated, sprawling, and lucrative market for consumers’ online personal data,
including their video watching habits. During a recent Senate Judiciary Committee meeting, “The
Video Privacy Protection Act: Protecting Viewer Privacy in the 21st Century,” Senator Patrick Leahy

emphasized this point: “While it is true that technology has changed over the years, we must stay
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faithful to our fundamental right to privacy and freedom. Today, social networking, video streaming,
the ‘cloud,” mobile apps and other new technologies have revolutionized the availability of Americans’
information.”

21. Gaia knowingly deprived Plaintiff and the proposed Class members of this important
right for its own profit by systematically disclosing their PII to Facebook in violation of the Act.

IL. Plaintiff and the Other Class Members Subscribe to Defendant’s Services.

22. Defendant owns and operates the Gaia and Yoga International websites and
applications (collectively, the “websites”). Each website provides streaming video content to its
subscribers.

23. To access video content on the Gaia website, an individual must purchase one of the

following subscription plans from Defendant:

Step 10f 3
Choose your plan
Monthly Events+
Price (USD) plus applicable tax $11.99 $99 $299
billed monthly billed annually billed annually
Try free for 7 days v v
12 months for the price of 9 N
Unlimited access to Gaia's 8000+ titles v Vv v
Watch on your laptop, TV, phone, and tablet v Vv v
Cancel anytime v v v
UAP History and Plant Medicine Guide (digital downloads) Vv v
Livestream all GaiaSphere events v
Chat with members during live events. Participate in Q&A with event v
speakers.
Access to full library of past events v
24, To access video content on the Yoga International website, an individual must

purchase one of the following subscription plans from Defendant:
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Membership Plans

BASIC MONTHLY

Practice yoga on your time, wherever

you are.

7-DAY FREE TRIAL
$19.99 /month after trial

SEE ALL BENEFITS A

Try free for 7 days

Unlimited access to 2000+ on-
demand yoga classes
Unlimited articles, podcasts
and yoga resources

Unlimited access to

LIVE classes, meditations, and
workshops

Cancel anytime

BASIC ANNUAL

Practice yoga on your time, wherever

you are.

7-DAY FREE TRIAL
$199 year after trial

SEE ALL BENEFITS A

Try free for 7 days
12 months for the price of 10

Unlimited access to 2000+ on-
demand yoga classes
Unlimited articles, podcasts
and yoga resources

Unlimited access to

LIVE classes, meditations, and
workshops

PREMIUM ANNUAL

Grow your knowledge with our library
of courses.

BEST VALUE
$499 pear

SEE ALL BENEFITS A
Unlimited access to 2000+ on-
demand yoga classes

Unlimited articles, podcasts
and yoga resources

Unlimited access to
LIVE classes, meditations, and
workshops

Cancel anytime

11 yoga coach

o 10% Discount on select e Cancel anytime o Unlimited access to 300+
trainings remier courses
9 e 20% Discount on select P
trainings o 30% Discount on select
trainings

Compare All Benefits >

Compare All Benefits —>
Compare All Benefits >

25. To purchase a subscription plan on either website, an individual must provide to Gaia
certain personal information, including personally identifiable information like their name, physical
address, email address, and credit card number.

26. As shown in a recent investor presentation, Defendant’s 2021 year-end balance sheet
noted that it had 821,000 “members,” Ze., subscribers, and assigned an estimated value of $287,350,000
to this asset.

27. All subscribers to the websites are consumers under the VPPA.

ITI.  Gaia is a “Video Tape Services Provider” Because it Streams Video Content.
28. Defendant provides video tape services to its subscribers by offering an array of video
content over the two websites and corresponding apps it owns and operates.

29. According to Defendant’s 2021 annual report, included in the most recent 10-K it filed
with the U.S. Securities and Exchange Commission, Gaia “operates a global digital video subscription
service and on-line community that caters to a unique and underserved member base.” Its “digital

content library includes over 10,000 titles,” and its “members have unlimited access to this vast library

of inspiring films, cutting edge documentaries, interviews, yoga classes, transformation-related
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content, and more — 80% of which is exclusively available to our members for digital streaming on
most internet-connected devices anytime, anywhere, commercial free.”

30. “Gaia’s position in the streaming video landscape,” Defendant reported, “is firmly
supported by its wide variety of exclusive and unique content, which provides a complementary
offering to other entertainment-based streaming video services.” Defendant’s video content “is
currently focused on yoga, transformation, alternative healing, seeking truth and conscious films,”
which is “delivered directly to [its] members through [its] streaming platform.”

31. Defendant’s “content is specifically targeted to a unique member base that is interested
in alternatives and supplements to the content provided by mainstream media.” Gaia reported that
“we have grown these content options both organically through our own productions and through
strategic acquisitions. In addition, through our investments in our streaming video technology and our
user interface, we have expanded the many ways our subscription member base can access our unique
library of media titles.”

32. Defendant’s videos are comprised of its own proprietary content developed at its
production studios near Boulder, Colorado. This content “currently represents approximately 75% of
[its] viewership.” Gaia also offers third-party content obtained via long-term licensing agreements.

33. The following screen shot from the gaia.com homepage demonstrates that streaming

video content to subscribers is the core service that Defendant provides:

[ J e M~ < > 0 gaia.com (<) m + 88

Gaia @~ [toam
HOME YOGA MEDITATION SERIES DOCS &FILMS TOPICS NEW VIDEOS EVENTS+ ARTICLES .44 Search Q

i

Watch. Transform. Belong. /
Gaia offers the largest online resource of _r\l_c__l_z_'i_

consciousness-expanding videos—over 8,000 CIVILIZATIONS
informative and enlightening films, original shows,
yoga and meditation classes, and more that you

won't find anywhere else.

Enter your email to start your free trial.

Email Address
example@email.com
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34, On December 22, 2021, Defendant completed its acquisition of Yoga International,
Inc., a popular “online platform for yoga practice and education.” “With the acquisition,” Defendant
noted, “Gaia now has a subscription offering tailored to the unique needs of consumers focused on
the lifestyle and philosophy of yoga.” This “acquisition expanded Gaia’s content library by 4,000 hours
of content and also added a stand-alone digital yoga subscription service to” its “already vast library.”

35. Defendant’s subsequent regulatory filings show that it now owns Yoga International.
Yoga International’s Terms of Use similarly states that “the Yoga International and Gaia websites”
are both “owned and operated by Gaia, Inc., a Colorado corporation, and its affiliates.”

36. The following screen shot from the yogainternational.com homepage shows that

Defendant’s core service for its subscribers is providing them with streaming video content:

eoe [+ < [ )] yogainternational.com © M + 83
= D YoGA INTERNATIONAL [OEIIIIY sTART YOUR FREE TRIAL |

37. Defendant is a prototypical video tape service provider under the VPPA.

IV.  Defendant Knowingly Discloses Subscribers’ PII to Facebook Whenever They Access
Videos on its Websites.

38. Defendant knowingly discloses Plaintiff’s and other Class members’ PII to Facebook
through the Pixel code it embedded on its websites.
39. The Facebook Pixel, first introduced in 2013, allows online businesses like Gaia to

build detailed profiles about its users by collecting information about how they interact with their
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websites and facilitates the service of targeted advertising to them. The Pixel commonly relays whether
users initiate purchases, what items they view, and, as relevant here, the exact content accessed on a
particular webpage, including specific video materials. The Pixel can do this whether or not the site’s
users are logged onto Facebook and even after they clear their browser histories.

40. Defendant collects, uses and shares subscribers’ personal information obtained
through its websites for various marketing and advertising purposes, as demonstrated generally by
provisions in its Privacy Policy.

41. Defendant’s Privacy Policy states that it “collect[s] information that identifies, relates
to, describes, or could reasonably be linked, directly or indirectly, with a particular consumer or
household.” The Policy specifies “categories” of this “personal information” that Defendant has
collected “from consumers within the last twelve (12) months,” including “IP addresses,” “Internet
or other electronic network activity information,” and “Identifiers.”

42, The Policy states the following about “Identifiers:”

‘Identifiers’ covers a broad range of information, including things like
name, email address, billing address, and IP address. We collect
personal information that falls into this category. For example, for
subscribers we have an email address and payment information (such
as a credit card). We collect IP addresses when you connect to our
service online. These sorts of identifiers are connected to your Gaia
account. There are also identifiers we use for purposes like advertising
(third party advertising cookies on our website) that we do not
associate with your account, but that can be used to reach you with
promotional messages on other websites and applications.

43. Defendant’s Privacy Policy states that it “use|s] categories of . . . personal information
listed above,” among other things, to “enhance and personalize our services and marketing efforts.”

44, The Policy notes that Defendant “use[s] such information” in various ways, including
to: “determine your general geographic location, provide localized content, provide you with
customized and personalized viewing recommendations for titles and shows we think will be of

3,

interest to you”’; “coordinate with Partners around making the Gaia service available to members and
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providing information to non-members about the availability of the Gaia service, based on the specific
relationship you have with the Partner”; and “analyze and understand our audience, improve our
service (including our user interface experiences) and optimize content selection, recommendation
algorithms and delivery.”

45. Defendant’s Privacy Policy also acknowledges that it uses cookies to track and serve
subscribers with targeted advertising on other websites they visit. Specifically, Defendant notes that:
“|c]ertain features on the Websites and/or the Service utilize cookie technology”; it “may use cookies
to enhance [subscribers’] experience on our Websites, to determine user traffic patterns and for other
purposes”; it “use[s] cookies to improve the performance of our advertising on other websites”; and
it “may employ third parties to perform services or functions on our behalf in order to improve our .

. marketing and promotional efforts” (while noting the third parties “have access to personal
information needed to perform their functions”).

46. One important tool employing third-party cookies that Defendant uses to further its

advertising goals—but does not disclose or discuss in its Terms of Use, Privacy Policy or any other

material provided to subscribers—is the Facebook Pixel.

47. Pixel is a unique string of code that businesses install on their websites. It places and
triggers specific cookies of the businesses’ choosing that track users’ Internet activity and utilizes that
information to build detailed user profiles. Pixel can do this whether or not the site’s users are logged
onto Facebook and even after they clear their browser histories.

48. Facebook promotes the Pixel to companies like Gaia as a “powerful tool” that can
“help power [its] Facebook ads . . . [to] reach a more relevant audience, provide a more personalized
ad experience and optimize [its] ad campaigns towards better business outcomes.” Facebook also
profits from Pixel. While Facebook does not charge businesses to install the Pixel on their websites,

it charges them to place the advertising that the Pixel makes possible on Facebook’s platform. The

10
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Pixel is an important piece of Facebook’s advertising business, which comprises 97% of the company’s
annual revenue and has made it the world’s leading social media marketing platform. As shown below,
Facebook’s advertising revenues have increased significantly year after year since 2015, culminating in

nearly $115 billion in worldwide revenue in 2021:

Facebook Ad Revenue (2015-2021)
$125 $114.9
o $100 $84.2
§a $69.7
€3 75
3¢ $65.0
2
é"é 850 $399
k: $269
$17.9
) ..
.l
2015 2016 2017 2018 2019 2020 2021
49. To take advantage of Facebook’s targeted advertising and analytical services,

Defendant intentionally installed the Pixel on its websites via step-by-step instructions provided on
Facebook’s website.

50. During the installation process, Defendant chose certain of a menu of available
“Events” incorporation into the Pixel installed on its websites. Pixel’s Events track specific
information about the activity of users while they visit a company’s website. One of the Events that
Defendant chose for its Pixel is “PageView.” PageView captures and shares the URL and title of each

video a subscriber accesses on its sites, as shown below:

11
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Facebook Pixel Helper B
Learn More

DATA PROCESSING PARAMETERS SENT

dpo: LDU
Facebook Pixel Troubleshoot Pixel dpost: 0
~ dpoco: 0
Pixel ID: 1505024276435828 click to copy View Analytics
Since Data Processing Options are sent, custom conversions or
v @ PageView catalog feedback may not work. Learn more

DATA PROCESSING PARAMETERS SENT ADVANCED MATCHING PARAMETERS SENT

fn: Show
dpo: LDU em: Show
dpost: 0 In: Show
dpoco: 0 external_id: Show
Since Data Processing Options are sent, custom conversions or EVENT INFO

catalog feedback may not work. Learn more Setup Method: Manual

URL Called: Hide

EVENT INFO
https://www. facebook.com/tr/?i1d=1528585900890143&ev=PageVvi
Setup Method: Manual ew&d1=https¥%3A%2F%2Fyogainternational.com%2Fclass%2Fviniyo
URL Called: Hide ga-structural-class&rl=&if=false&ts=1662577410603&sw=1280&
. sh=800&ud%5Bem%50=ef94a6f1af5b07550dbf9301506753d2e95b5b1
Retps /v facebook. con/tr/71d-15050242764358288ev=Pagev] 0d627c93da90f86edc319db8RUA%5BF%5D=4135aa9dc 1b842a653dead

46903ddb95bfh8c5a10c504a7fal6el0bc31d1fdf0&ud%581n%50=c0d2

endd]=htrpsk3A%2Fk2rwm. gaia. conklrvideck2rchasing the pre 856b74d0dF05b9d4456b177950351bd88e98b77F12574db7a911acee0

sent#3FfulTplayer¥3nfeaturedri-&if-falsedts=1662570021820& d0&ud¥5Bexternal_id%5p=07990117c91280966c271e541a95411bF05

sw=1280&sh=800&v=2.9.79&r=stable&ec=5&0=30&fbp=fb.1.166256 9e3fdShac760adel594c81259cd58&v=2.9.79&r=stableda=seg&ec=1

5818877.1174428056&11=1662569965114&coo=false&dpo=LDU&dpoc &0=30&Fbp=Fb.1.1662574420981.1810347491&1t=1662577409919&c

0=0&dpost=0&rqm=GET&dt=xphi66x4k75qmpit130mqOgmttjuvxo5 A oo=False&dpo=LDU&dpoco=0&dpost=0&rqm=GET&dt=govpualgxmvjci
0838v9zdyoc6p0iea2

Load Time: 22.Z6 ms A

Load Time: 26.37 ms

Pixel Location: Hide Pixel Location: Hide

22;23;2/v;\w\m.ga1’a.com/vw‘deo/chasing-the-present?fu]hﬂayeﬁ- ::ips://Yo!ldin\er'ndliond'\.<z)m/("ldss/viniyoqa slv'u(‘lur‘a'II;'l
51. Defendant also knew that the Pixel installed on their websites would send Facebook

cookies identifying their subscribers, including unencrypted FIDs. This is demonstrated by, among
other things, Defendant’s familiarity with and use of identifying cookies in connection with its targeted
advertising in general, and its knowledge of how the Pixel worked, ze., that the Pixel’s sharing of
information with Facebook enabled Defendant’s websites to show targeted advertising to its digital
subscribers based on the video content those subscribers had viewed on the websites.

52. An FID is a unique, personal, and persistent identifier Facebook assigns to each of its
users that allows anyone to look up the user’s Facebook profile to learn that person’s identity. If the
FIB is combined with a video title watched by that Facebook user—all of which Defendant knowingly
provides to Facebook through the Pixel embedded on its websites—any ordinary person could
identity a subscriber and the specific video materials that subscriber accessed on Defendant’s sites.

53. On the Gaia website, Defendant disclosed to Facebook the video title and FID of a
Gaia subscriber in a single transmission via the Facebook Pixel. This transmission is depicted in the

following exemplar screenshot excerpt:

12
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t=u3g4vkondselpenmwqtaqvri8syvetti HTTP/1.1

Content-Length: 2887
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Oorigin: https://www.gaia.com
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.0.0 safari/s37.36
Accept: text/htm'l,apphcatwn/xhtmhxm‘l,apphcatwn/xm‘l,q-o 9,image/avif,image/webp,image/apng,*/*;q=
0.8 app11cat1on/s1gned exchange v=b3;q=0.
sec-ch-ua: "Chromium™;v="104", " Not A; Brand ;v="99", “Google Chrome";v="104"
sec-ch-ua-mobile: 70
sec-ch-ua-platform: “"windows"
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: iframe
Referer: https://www.gaia.com/
Accept-Encoding: gzip, deflate, br ]3
-Language: en-US,en;q=0.9
: datr=_KDCYr-imrrqwAI3IGMIFTQD; Sb=- n70Yth15KBI’|3FQrOk7jBk dpr ; c_user=1000]
9ImqEYyDVBCg%¥3A2%3A1662570752%3A-1%3A-1; fr= K "
X0.BjGL2-.-W.AAA.0.0.BjGNEC. AWUWCCAids8

XS=

505024276435828&ev=Microdata’&dl=https¥3A%2F%2 .gaia.com¥2Fvideo¥2Fchasing-the-present (:

r1=&if=false&ts=1662571010447&cd¥%5BDatalL ayerxs
225treaming+FiIms%2C+0riginal+Interviews¥2C+Yoga+%26amp¥%3B+Fitness+%7C+Gai a%22%7D&cd¥S BOpenGr aph¥sD=%
7B%220Q%3As 1 te_name¥22%3A%22Gai a¥22%7D&cd¥5 BSchema. or g%¥5D=%5 B%5D&Cd%5 B SON-LD%5D=%5 B%7B*22%40contexts
22%3A%22ht tp%3A%2F%2Fschema. or g%22%2C%22%40typex22%3A%220rganizations22%2C%22descriptionis22%3A%
22Gaiatis+at+videotsubscriptiont+service+providing+over+8%2C000+ad-free+streaming+titles+in+yoga%
2C+transformation+and+seeking+truth. +Gaia%E2%80%
99s+mission+is+to+inspire+a+global+community+of+seekers¥2C+dreamers
ZC¢and+doers+to+empowerfthe+evo1ut1on+of+consc1ousness +%22%2C%22ur1%22%3A%22https%3A%2F%

2Ewmay _02aia o

54. In the graphic above, Box A shows that Pixel sent the information contained in this
shot, including that which follows, to Facebook. Box B identifies the subscribers” unencrypted FID
as the number following the “c_user” cookie (the FID of the individual who accessed this video has
been redacted for privacy reasons). Box C shows the URL of a “video” with the title of “Chasing the
Present” (in highlighted format) that was accessed on “www.gaia.com.”

55. The information transmitted in the above graphic is alternatively shown in the screen
shot below. While the formatting is different, this graphic nonetheless demonstrates that Defendant’s

Pixel sent the same specific types of PII to Facebook:

13
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Value
1505024276435828

:hnps://www.gaa.com/video/dwas-ng-!hepfesen( A

if [ false
ts | 1662565888163

{title™: "Chasing the Present Documentary - Watch Movie Online | Gaia®, ‘meta:description™: "A materially successful young
man, riddled with anxiety embarks on a journey to uncover the power of meditation & plant medicine. Watch Chasing the

{Tog:site_name™:"Gaia", "og:titie™: "Chasing the
cd[OpenGraph] Present”,"og:image”: "https: //brooklyn.gaia.com/v 1 image-render /S8 7fe655-6584-4c0 1-af21-9b2f3976 32 3f/203085_Chasir
| materially successful young man, riddled with anxiety embarks on a world-wide journey of self-inquiry through meditation
cd[Schema.org] 0

[{"@context™: "http://schema.org”, "@type™: "Organization”, "description™: "Gaia is a video subscription service providing
over 8,000 ad-free streaming titles in yoga, transformation and seeking truth. Gaia's mission is to inspire a global
cd[ISON-LD] community of seekers, dreamers, and doers to empower the evolution of consciousness.
*,"url™: "https: //www.gaia.com/", "contactPoint™: {"@type™: "ContactPoint”, "telephone™: " +1-866-284-8058", "contactType™: "al
| service”, "numberOfEmployees™ "150", "name™: "Gaia,

sw | 1280

sh |800

v 2.9.79

r | stable

ec [1

o ' 30

fop ‘fb. 1.1662565818877.1174428056
it ‘ 1662565887455

£00 ‘ false

56. In this table, Box A shows that the subscriber accessed the URL of

https://www.gaia.com/video/chasing-the-present. Box B shows that the “dtle” of the

“documentary” is “Chasing the Present,” it and also gives a “description” of the
“movie.” The cookies sent in this transmission, including the c_user cookie, are the same as those
contained in the prior graphic.

57. Entering the video’s URL identified in the preceding graphics into a web browser pulls
up the video.

58. An ordinary person could identify the subscriber accessing this video by entering the
unencrypted FID associated with the c_user cookie on their search bar as follows:

https://www.facebook.com/[unecrypted FID]/. Doing so reveals the subsctiber’s Facebook profile

that identifies the subscriber. This basic method of accessing a person’s Facebook profile is generally
and widely known among the public.
59. An exemplar Facebook profile of the type one would see after entering a subscriber’s

unencrypted FID follows:

14
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60. On the Yoga International website, Defendant disclosed to Facebook the video title
and FID of a subscriber in a single transmission via the Facebook Pixel.

61. This transmission is depicted in the following screenshot:
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62. In the graphic above, Box A shows that Pixel sent the information contained in this
shot, including that which follows, to Facebook. Box B identifies the subscribers’ unencrypted FID
as the number following the “c_user” cookie (the FID of the individual who accessed this video has
been redacted for privacy reasons). Box C shows the URL for “Vinyoga Structural Class” that was
accessed on www.yogainternational.com, and subsequently characterizes identifies the “title” and
“name” of the class as a “Video Object” (all highlighted).

63. The information transmitted in the above graphic is alternatively shown in the screen
shot below. While the formatting is different, this graphic nonetheless demonstrates that Defendant’s

Pixel sent the same specific types of PII to Facebook:
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64. In this table, Box A shows that the subscriber accessed the URL of

https://vogainternational.com/class/vinyoga-structural-class. Box B shows that the “title” of the

video is “Vinyoga Structural Class,” and it also gives a “description” of the class. Box C identifies the
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content as a “Video Object,” while again providing its title and description. The cookies sent in this
transmission, including the c_user cookie, are the same as those contained in the prior graphic.

65. Entering the URL identified in the preceding graphics on a web browser pulls up the
video.

66. Accordingly, Defendant violates the VPPA by knowingly disclosing its subscribers’
FIDs alongside the specific accessed videos to Facebook.
V. Defendant Discloses Subscribers’ PII to Facebook Without Consent.

67. Defendant does not request or receive separate, informed written consent when
disclosing Plaintiff’s or Class members’ PII to Facebook, even though Defendant must obtain

> <<

informed, written consent “in a form distinct from any form setting forth” the consumers’ “other
legal or financial obligations. See 18 U.S.C. § 2710(b)(2)

68. Instead, Defendant provides links to its Terms of Use and Privacy Policy, which
subscribers need not click or read during the registration process for each website.

69. Defendant’s Privacy Policy, quote above, contains only general statements that it may
use cookies to collect and share certain personally identifiable subscriber information with third parties
for advertising purposes. Defendant’s Terms of Use provide even less information about subscribers’
personal information and how it may use this. Neither document discloses that Defendant collects
and transmits the specific subscriber PII at issue herein to Facebook.

70. Even if Defendant’s Terms of Use and Privacy Policy contained the informed, written
consent required under the VPPA (which it does not), it is not in a form separate and distinct from
consumers’ other legal and financial obligations.

71. Moreover, Defendant does not obtain informed, written consent when it seeks to

disclose consumers’ PII or in advance for a set period of time, not to exceed 2 years or until consent

is withdrawn by the consumer, whichever is sooner.

17



Case 1:22-cv-02350 Document 1 Filed 09/12/22 USDC Colorado Page 18 of 24

72. Defendant also does not provide consumers like Plaintiff with the opportunity —in a
clear and conspicuous manner — to withdrawn consent on a case-by-case basis or to withdraw consent
from ongoing disclosures at the consumers’ election.

73. Accordingly, Defendant violates the VPPA by knowingly disclosing its subscribers’
PII to Facebook without consent.

PLAINTIFF-SPECIFIC ALLEGATIONS

74. Plaintiff has subscribed to Defendant’s Gaia website since 2015, and he has had a
Facebook account since 2007.

75. During the two years before this action was filed, including within the past year,
Plaintiff has used an Internet-connected laptop to access video content on gaia.com and an Internet-
connected smart phone to access video content on Gaia’s app.

76. On information and belief, Defendant disclosed to Facebook Plaintiff’s unencrypted
FID along with the title and URLs of the videos he accessed on Defendant’s gaia.com website and
app within the past two years, including the past year, on one or more occasions.

77. Defendant did not seek or obtain Plaintiff’s informed, written consent for any of the
aforementioned disclosures, including in a separate and distinct form from any other document setting
forth any other legal or financial obligations Plaintiff had to Defendant.

78. Each time Defendant disclosed Plaintiff’s PII to Facebook, it violated his rights under
the VPPA.

CLASS ALLEGATIONS

79. Plaintiff brings this lawsuit under Rules 23(a) and (b)(3) of the Federal Rules of Civil
Procedure on behalf of the following Class:
All persons in the United States who subscribed to Gaia (gaia.com) or Yoga

International (yogainternational.com) and accessed video content on either
website or app while having a Facebook account.
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80. The Class Period is from September 12, 2020 to the present for Gaia subscribers and
from December 22, 2021 to the present for Yoga International subscribers.

81. Excluded from the Class is Defendant, any control person of Defendant, as well as
the officers and directors of Defendant and the immediate family members of any such person. Also
excluded is any judge who may preside over this cause of action and the immediate family members
of any such person.

82. Plaintiff reserves the right to modify, change, or expand the Class definition based
upon information obtained in discovery or through further investigation.

83. Numerosity: The Class consists of at least thousands, and likely hundreds of
thousands, of ascertainable individuals, making joinder impractical.

84. Commonality and Predominance: Common questions of law and fact exist
concerning the Class’s claim and predominate over any questions affecting only individual Class
members. Questions common to the Class include:

a.  Whether Plaintiff and the Class members are “consumers;”

b.  Whether Defendant is a “video tape service provider;”

c.  Whether the information Defendant disclosed to Facebook constitutes “personally
identifiable information;”

d.  Whether Defendant “knowingly disclosed” Plaintiff’s and the Class members’ PII to
Facebook;

e.  Whether Defendant obtained “the informed, written consent” of Plaintiff and the
Class members “in a form distinct and separate from any form setting forth other

legal or financial obligations” of those individuals;
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f.  Whether Defendant “provided an opportunity, in a clear and conspicuous manner,”
for Plaintiff and the Class members “to withdraw on a case-by-case basis or to
withdraw from ongoing disclosures," at their “election;”

g.  Whether Plaintiff and the Class members are “aggrieved persons;”

h. Whether Defendant’s conduct violates the VPPA;

1. Whether Defendant should be enjoined from disclosing Plaintiff’s and the Class
members’ PII; and

j. The extent and form of any other preliminary or equitable relief that the Court
determines appropriate.

85. Typicality: Plaintiff’s claims are typical of the claims of the Class because Plaintiff,
like all Class members, has been injured in the same way by Defendant’s misconduct—disclosing
consumers’ PII to Facebook—and seeks the same legal relief to remedy this misconduct.

80. Adequacy of Representation: Plaintiff will fairly and adequately represent and
protect the interests of the Class. Plaintiff has retained counsel with substantial experience in
prosecuting complex litigation and class actions, including data privacy cases. Plaintiff does not have
any interests antagonistic to those of the Class.

87.  Ascertainability: The members of the Class can be readily determined through
objective criteria and the utilization of data in the possession of Defendant or third-party Facebook
that will identify Defendant’s subscribers whose privacy rights as set forth in the VPPA were violated
due to Defendant’s misconduct as alleged herein.

88. Superiority: A class action is superior to other available methods for the fair and
efficient adjudication of this controversy. Class-wide damages and injunctive relief are essential to
induce Defendant to comply with federal privacy law. Moreover, Class members are very unlikely to

pursue legal redress individually for the violations detailed herein because the amount of each Class
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member’s claim is prohibitively small relative to the complexity of the litigation, the resources
necessary to effectively prosecute this action, and Defendant’s significant resources. A class action will
allow these claims to be brought where they would otherwise go unaddressed because of the
prohibitive costs of bringing individual lawsuits. Finally, a class action would provide the benefits of
adjudication, economies of scale, and comprehensive supervision by a single court.

CAUSE OF ACTION

Violation of the Video Privacy Protection Act, 18 U.S.C. § 2710

89. Plaintiff incorporates and realleges the above factual allegations by reference.

90. The VPPA prohibits a “video tape service provider” from knowingly disclosing
“personally identifying information” concerning any “consumer” to a third party without the
“informed, written consent (including through an electronic means using the Internet) of the
consumer.” 18 U.S.C. § 2710.

91. As defined in 18 U.S.C. § 2710(a)(1), a ““consumer’ means any renter, purchaser, or
subscriber of goods or services from a video tape service provider.” Plaintiff and Class members are
subscribers to Defendant’s services that provide video content. Thus, Plaintiff and Class members are
“consumers” under this definition.

92. As defined in 18 U.S.C. § 2710(a)(4), a “video tape service provider” is “any person,
engaged in the business, in or affecting interstate or foreign commerce, of rental, sale, or delivery of
prerecorded video cassette tapes or similar audiovisual materials|.]” Defendant is a “video tape service
provider” because it provides online video streaming services to its subscribers.

93. As defined in 18 U.S.C. § 2710(a)(3), “‘personally identifiable information’ includes
information which identifies a person as having requested or obtained specific video materials or

services from a video tape service provider.” Defendant disclosed Plaintiff’s and Class members’
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“personally identifiable information”—specifically, their unencrypted FIDs and the title and URL of
the videos they requested or obtained—to Facebook.

94. This information constitutes personally identifiable information under 18 U.S.C. §
2710(a)(3) because it identified Plaintiff and each Class member to Facebook as an individual who
accessed Defendant’s video content, including the specific video materials requested or obtained on
Defendant’s website. Indeed, anyone with an FID could identify the individual associated with it
simply by entering “facebook.com/[FID]” into a web browser.

95. Pursuant to 18 U.S.C. § 2710(b)(1), Defendant “knowingly” disclosed the PII of
Plaintiff and the Class members because it intentionally programmed the Facebook Pixel into its
website code while knowing that Facebook would receive video titles and the subscriber’s FID when
a subscriber requested or obtained a specific video.

96. Defendant never obtained from Plaintiff or any Class member the separate and
informed written consent needed to lawfully disclose their PII to a third-party pursuant to 18 U.S.C.
§ 2710(b)(2). More specifically, Defendant never obtained from Plaintiff or any Class member
informed, written consent in a form distinct and separate from any form setting forth other legal or
financial obligations of the consumer; Defendant never obtained from Plaintiff or any Class member
informed, written consent that, at the election of the consumer, was given at the time the disclosure
is sought or was given in advance for a set period of time, not to exceed two years or until consent is
withdrawn by the consumer, whichever is sooner; and Defendant never provided an opportunity, in
a clear and conspicuous manner, for Plaintiff or any Class member to withdraw consent on a case-by-
case basis or to withdraw consent from ongoing disclosures, at the consumer’s election.

97. By disclosing Plaintiff’s and Class members’ PII, Defendant violated Plaintiff’s and
Class members’ statutorily protected right to privacy in their video-watching activity, and they are each

“aggrieved persons” entitled to relief under 18 U.S.C. § 2710(c).
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98. As a result of these violations, Defendant is liable to Plaintiff and Class members.

99. On behalf of himself and all members of the Class, pursuant to 18 U.S.C. §
2710(c)(2)(A), Plaintiff seeks to enjoin Defendant’s disclosures of PII; liquidated damages in the
amount of $2,500 per violation; punitive damages; reasonable attorneys’ fees and costs; pre- and post-
judgment interest as allowed by law; and all other preliminary or equitable relief the Court deems
appropriate.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff, individually and on behalf of all others similarly situated,
respectfully requests that the Court:

1. Certify this case as a class action, and appoint Plaintiff as Class Representative and the
undersigned attorneys as Class Counsel;

i.  Enter judgment in favor of Plaintiff and the Class;
iii.  Enjoin Defendant’s future disclosures of Plaintiff’s and Class members’ P1I;

iv.  Award Plaintiff and Class members actual damages but not less than liquidated damages
in an amount of $2,500 per violation;

v.  Award Plaintiff and Class members punitive damages;

vi.  Award Plaintiff and Class members reasonable attorneys’ fees and other litigation costs
reasonably incurred;

vii.  Award Plaintiff and Class members pre- and post-judgment interest as provided by law;
and

viii.  Award such other preliminary and equitable relief as the Court deems appropriate.

DEMAND FOR JURY TRIAL

Plaintiff demands a trial by jury of all issues triable as of right.
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Dated: September 12, 2022
Respectfully submitted,

/s/ Christopher ]. Cormier

Christopher ]. Cormier (#47326)
BURNS CHAREST LLP

4725 Wisconsin Avenue, NW
Washington, DC 20016

Tel: (202) 577-3977
ccormier@burnscharest.com

Hannah Crowe

Lauren Cross

BURNS CHAREST LLP

900 Jackson Street, Suite 500
Tel: (469) 904-4550
hcrowe@burnscharest.com
Icross@burnscharest.com

Rachel Geman

Douglas I. Cuthbertson

LIEFF CABRASER HEIMANN & BERNSTEIN, LLP
250 Hudson Street, 8th Floor

New York, NY 10013-1413

Tel: (212) 355-9500

rgeman@lchb.com

dcuthbertson@Ichb.com

Shawn M. Kennedy

HERRERA KENNEDY LLP

4590 MacArthur Blvd., Suite 500
Newport Beach, CA 92660

Tel: (949) 936-0900

skennedy@herrerakennedy.com

Attorneys for Plaintiff and the Proposed Class
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Transferred from Another District. (5) For cases transferred under Title 28 U.S.C. Section 1404(a). Do not use this for within district transfers or
multidistrict litigation transfers.
Multidistrict Litigation. (6) Check this box when a multidistrict case is transferred into the district under authority of Title 28 U.S.C. Section 1407.
When this box is checked, do not check (5) above.

VI.  Cause of Action. Report the civil statute directly related to the cause of action and give a brief description of the cause. Do not cite jurisdictional
statutes unless diversity. Example: U.S. Civil Statute: 47 USC 553 Brief Description: Unauthorized reception of cable service; OR "AP Docket."

VII.  Requested in Complaint. Class Action. Place an "X" in this box if you are filing a class action under Rule 23, F.R.Cv.P.
Demand. In this space enter the actual dollar amount being demanded or indicate other demand, such as a preliminary injunction.
Jury Demand. Check the appropriate box to indicate whether or not a jury is being demanded.

VIII. Related Cases. This section of the JS 44 is used to reference related pending cases, if any. If there are related pending cases, insert the docket
numbers and the corresponding judge names for such cases.

Date and Attorney Signature. Date and sign the civil cover sheet.
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UNITED STATES DISTRICT COURT

for the
District of Colorado

CHRISTOPHER GUIDA, on behalf of himself and all
others similarly situated,

Plaintiff(s)

V. Civil Action No.

GAIA, INC.,

Defendant(s)

N N N N N N N N N N N N

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) GAIA, INC., by and through its Registered Agent for service of process, Corporation
Service Company, 1900 W. Littleton Boulevard, Littleton, CO 80120

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

Christopher Cormier Rachel German Shawn Kennedy
BURNS CHAREST LLP  Douglas Cuthbertson HERRERA KENNEDY LLP
4725 Wisconsin Ave., LIEFF CABRASER 4590 MacArthur Blvd., Suite 500
Washington D.C. 20016 250 Hudson Street, 8th FI. Newport Beach, CA 92660
Tel: (202) 577-3977 New York, NY 10013 (949) 936-0900

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK OF COURT

Date: 09/12/2022

Signature of Clerk or Deputy Clerk
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Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (name of individual and title, if any)

was received by me on (date)

3 1 personally served the summons on the individual at (place)

on (date) ;or

3 1 left the summons at the individual’s residence or usual place of abode with (name)
, a person of suitable age and discretion who resides there,
on (date) , and mailed a copy to the individual’s last known address; or

(A | served the summons on (name of individual) , Who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ; or
3 | returned the summons unexecuted because por
(A Other (specify):
My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:

i Seers |
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