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Plaintiffs Lennie Woodley and Joseph S. Schrant (collectively, “Plaintiffs”) bring this 

action on behalf of themselves, the general public, and all others similarly situated against 

Google LLC (“Google”) and United Parcel Service of America, Inc. (“UPS”) (collectively, 

“Defendants”). Plaintiffs’ allegations against Defendants are based on information and belief 

and the investigation of Plaintiffs’ counsel, except for allegations specifically pertaining to 

Plaintiffs, which are based on their personal knowledge. 

INTRODUCTION 

1. This Class Action Complaint concerns Defendants’ violations of consumer 

privacy and a breach of consumer trust in violation of California law. Specifically, Defendants 

collaborated to develop a Package Tracking System that expressly promises consumers that 

their private information will not be shared, when in fact Defendants cause extensive private 

information about consumers using the Package Tracking System to be shared with a large 

number of third parties. 

2. The Package Tracking System enables consumers to enter package tracking 

numbers into Google’s “Track your package” Widget on Google Search (the “Widget”) in 

order to receive tracking information. The Package Tracking System is integrated with various 

popular package carriers, including UPS, the FedEx Corporation (“FedEx”), and the United 

States Postal Service (“USPS”) (collectively, “the carriers”). As used herein, the term 

“Package Tracking System” refers collectively to the Widget, UPS’s integrated package 

tracking APIs and website, and the associated software. 

3. When consumers search for their package tracking numbers on Google Search 

(www.google.com), the Package Tracking System designed by Google and the carriers, 

including UPS, displays to them a “Track your package” Widget near the top of the search 

results. The Widget allows consumers to click a button (the “Track Button”) to load the 

carrier’s webpage to see the package’s delivery status. To entice consumers to use the Widget, 

the Widget expressly represents that “Only your tracking number will be sent” to the selected 
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carrier. For example, for UPS, the representation is that “Only your tracking number will be 

sent to UPS”: 

 

 

4. That representation is false. When consumers click the Widget’s Track Button, 

massive amounts of data are sent not only to the relevant carrier—e.g., UPS—but also to 

multiple undisclosed third parties—including Meta Platforms, Inc. (Facebook), Google’s 

DoubleClick advertising platform and Google Analytics platform, Adobe Inc., Microsoft 

Corporation (Microsoft Bing), Quantum Metric, Inc., The Trade Desk, Inc., Yahoo, Inc., and 

many others (collectively, the “Third Parties”).1 Defendants do not disclose any of this to 

consumers. To the contrary, Defendants affirmatively promise that there will be no such data 

sharing.   

5. Indeed, clicking the Track Button associated with a UPS package directly 

caused the user’s browser to send 415 separate network requests to UPS and many third-party 

domains. Similarly, clicking the Track Button associated with a FedEx package directly caused 

the user’s browser to send 142 separate network requests to at least nineteen different 

domains. Each of these unauthorized requests contained a variety of information about the 

consumer and the consumer’s package other than the package tracking number. 

6. The data transmitted to the Third Parties enabled them to learn details—and to 

supplement their existing user profiles—regarding users’ behaviors and communications, 
 

1 Although Google is a Defendant, the term “Third Parties” shall include Google to the extent 
consumer data is transferred to Google’s DoubleClick and Analytics platforms. 
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including their browsing history, visit history, website interactions, user input data, 

demographic and geolocation information (including whether a user is located in California), 

interests and preferences, purchasing behaviors, device information, referring URLs, session 

information, and user identifiers.  

7. The Third Parties analyze and aggregate this user data across websites and time 

for their own purposes and financial gain, including creating consumer profiles containing 

detailed information about a consumer’s behavior, preferences, and demographics; creating 

audience segments based on shared traits (such as Millennials, Californians, tech enthusiasts, 

etc.); and performing targeted advertising and marketing analytics. Further, the Third Parties 

share user data and/or user profiles with unknown parties to further their financial gain.  

8. Consumers did not know of, much less consent to, this type of tracking and data 

sharing when they clicked or pressed the Track Button associated with the Widget. Based on 

Defendants’ false representation, consumers reasonably believed that using the Widget would 

not cause any of their data to be shared with any party, except for the tracking information to 

be shared only with the selected carrier.  

THE PARTIES 

9. Plaintiff Lennie Woodley is, and was at all relevant times, an individual and 

resident of Huntington Park, California. Plaintiff intends to remain in California and makes his 

permanent home there. 

10. Plaintiff Joseph S. Schrant is, and was at all relevant times, an individual and 

resident of Isleton, California. Plaintiff intends to remain in California and makes his 

permanent home there. 

11. Defendant Google LLC is a Delaware limited liability company with its 

principal place of business in Mountain View, California. 

12. Defendant United Parcel Service of America, Inc. is a Delaware corporation 

with its principal place of business in Atlanta, Georgia. 
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13. At all times herein mentioned, each of the Defendants was the agent, servant, 

representative, officer, director, partner or employee of the other Defendants and, in doing the 

things herein alleged, was acting within the scope and course of his/her/its authority as such 

agent, servant, representative, officer, director, partner or employee, and with the permission 

and consent of each Defendant. 

14. At all times herein mentioned, each of the Defendants was a member of, and 

engaged in, a joint venture, partnership and common enterprise, and acted within the course 

and scope of, and in pursuance of, said joint venture, partnership and common enterprise. 

15. At all times herein mentioned, the acts and omissions of each of the Defendants 

concurred and contributed to the various acts and omissions of each and all of the other 

Defendants in proximately causing the injuries and damages as herein alleged. 

16. At all times herein mentioned, each of the Defendants ratified each and every 

act or omission complained of herein. 

17. At all times herein mentioned, each of the Defendants aided and abetted the acts 

and omissions of each and all of the other Defendants in proximately causing the damages, and 

other injuries, as herein alleged. 

JURISDICTION AND VENUE 

18. This Court has jurisdiction over the subject matter of this action pursuant to 28 

U.S.C. § 1332(d)(2). The aggregate amount in controversy exceeds $5,000,000, exclusive of 

interest and costs; and Plaintiffs and at least one Defendant are citizens of different states. 

19. The injuries, damages and/or harm upon which this action is based occurred or 

arose out of activities engaged in by each Defendant within, affecting, and emanating from, the 

State of California. Each Defendant regularly conducts and/or solicits business in, engages in 

other persistent courses of conduct in, and/or derives substantial revenue from products and 

services provided to persons in the State of California. Each Defendant has engaged, and 

continues to engage, in substantial and continuous business practices in the State of California. 

20. Further, the Private Communications and data that each Defendant causes to be 
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transmitted to Third Parties are routed through servers located in California. 

21. Venue is proper in this District pursuant to 28 U.S.C. § 1391(b)(2) because a 

substantial part of the events or omissions giving rise to the claims occurred in the state of 

California, including within this District.  

22. Venue is also proper in this District because at least one of the Defendants 

maintains a headquarters in this District. 

23. Plaintiffs accordingly allege that jurisdiction and venue are proper in this Court. 

SUBSTANTIVE ALLEGATIONS2 

A. The Design and Implementation of the Package Tracking System 

24. In late 2019, Google announced its “Package Tracking Early Access Program,” 

stating “we have created a new package tracking feature that enables shipping companies to 

show people the status of their packages right on [Google] Search.”3 The announcement 

included images showing how the tracking feature would appear to users on Google Search, 

including the following example:4 

 

 
2 The allegations in this section may alternate between the past and present tense, for 

readability. However, Defendants’ behavior has been identical throughout the class period, and 
Plaintiffs and those similarly situated seek relief for the entirety of that period. 

3 https://perma.cc/BFG2-VCYT (capture of 
https://developers.google.com/search/blog/2019/12/package-tracking-early-access-program as it 
appeared on 10/4/2026). 

4 Id. 
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25. As the image above confirms, Google contemplated from the outset that the 

Widget would include a representation to consumers that “Only tracking number will be sent to 

shipping company.” 

26. Google stated in its announcement that “[t]o take part in the program, a carrier 

will need to provide a RESTful JSON or XML API that returns the package tracking 

information.”5 In other words, the carrier, including UPS, needed to provide an Application 

Programming Interface to Google that would (i) enable Google to send a network request to it 

that included the tracking number; (ii) process the tracking number to obtain detailed shipping 

information in the possession of the carrier; and (iii) respond to Google’s network request with 

the detailed shipping information, so that Google could then display that information to the 

consumer. Google further stated in its announcement: “We can work with you to reuse an 

existing API or setup a new one.”6 

27. In a separate document, Google set forth the requirements for participation in its 

Package Tracking Early Access Program.7 To meet the requirements, the participant needed to 

(i) be a package delivery company; (ii) receive POST network requests from Google that 

included the package tracking number; and (iii) quickly respond to those requests with the 

current status of the package.8 Google did not state that participants were prohibited from 

causing consumers’ information to be sent to third parties.9  

28. Google further stated in its requirements document that it did not accept “[a]ny 

personal data about the recipient or sender of the package” or “[a]ny geographical information 

about the recipient or sender of the package.”10 Google nevertheless received, at a minimum, 

 
5 Id. 
6 Id. 
7 See 

https://web.archive.org/web/20221002093755/https://developers.google.com/search/docs/appear
ance/package-tracking (archive.org 10/02/2022 capture of 
https://developers.google.com/search/docs/appearance/package-tracking). 

8 Id. 
9 Id. 
10 Id. 
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personal data and geographical information about consumers through its Analytics and 

DoubleClick platforms, as described below. 

29. At no time was any carrier allowed to participate in Google’s Package Tracking 

Early Access Program until Google reviewed and approved the carrier’s implementation of the 

program. Google refers to the carriers as its “partners” with respect to the Package Tracking 

Early Access Program; its current documentation states that “[t]he package tracking early 

adopters program is no longer accepting new partners.”11 

30. Each of the carriers entered into Google’s Package Tracking Early Access 

Program. Each carrier, including UPS, designed, developed, and implemented an Application 

Programming Interface (API) that was compatible with Google’s system, to enable users to 

track their packages through the Widget on Google Search. Google reviewed and approved 

each carrier’s integration, and configured Google Search to enable consumers to track their 

packages for each carrier. 

B. Defendants Falsely Informed Consumers That Only Their Tracking 
Number Would be Sent to the Carrier.  

31. When Plaintiffs and Class members searched for a package tracking number on 

Google Search, Defendants’ Package Tracking System displayed to them a “Track your 

package” Widget near the top of the search results. To entice consumers to click the Track 

Button, the Widget represents that “[o]nly your tracking number will be sent to 

[UPS/FedEx/USPS]” as shown in the screenshots below:   

 
11 https://perma.cc/U4NH-9ADR (capture of 

https://developers.google.com/search/docs/appearance/package-tracking as it appeared on 
10/4/2026). 
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(tracking numbers blurred.) 

32. In reliance on Defendants’ representation and promise that “[o]nly your tracking 

number will be sent” to the relevant carrier, Plaintiffs and Class members clicked or pressed 

the Track Button, thereby indicating their choice and/or agreement to send only the tracking 

number to only the particular package carrier identified by the Widget.  
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33. At no time did Defendants disclose to consumers that using the Widget would 

immediately cause extensive information besides the tracking number to knowingly be sent to 

the carrier, and also to a large number of third-party companies by Google and UPS. 

C. Defendants’ Package Tracking System Causes Consumer Data to be Sent 
Without Authorization to the Carriers and Third Parties. 

34. The simple act of entering a package tracking number into the Widget and 

clicking the Track Button causes a consumer’s browser to send extensive data besides the 

tracking number to the selected carrier and the Third Parties.  

35. When using the Widget to track a UPS package, clicking the Track Button 

caused the user’s browser, including each of the Plaintiffs’ browsers, to send 415 separate 

network requests to at least twenty-eight different domains, including at least ups.com, 

adsrvr.org, akamaihd.net, appdomain.cloud, bing.com, blueconic.net, company-target.com, 

cookielaw.org, demandbase.com, doubleclick.net, facebook.com, facebook.net, gstatic.com, 

go-mpulse.net, google.com, googleadservices.com, googleapis.com, googletagmanager.com, 

iesnare.com, omtrdc.net, onetrust.com, qualtrics.com, quantummetric.com, tealiumiq.com, 

techlab-cdn.com, tiqcdn.com, yahoo.com, and yimg.com. Below are just a few examples of the 

data that were sent to some of these domains immediately upon clicking the Track Button: 

 
Recipients Data Names Data Type Description 

UPS _gcl_au 
fbp 
Uetsid 
Uetvid 
_ga 
_ga_13B5QB73DW 
s_fid 
s_vi 
AMCVS_…  
AMCV_… 
s_vnc365 
s_ivc 
s_inv 
s_cc 
s_tslv 
s_nr30 

cookies Google Ads conversion 
tracking; Facebook ads ID; 
Bing Ads session ID; Bing 
Ads visitor ID; Google 
Analytics visitor ID; Google 
Analytics session ID; Adobe 
fallback visitor ID; Adobe 
visitor ID; Adobe session flag; 
Adobe visitor ID; Adobe visit 
counter; Adobe visitor count 
flag; Adobe visit number; 
Adobe cookie-enabled check; 
Adobe last-visit timestamp; 
Adobe return-visitor indicator; 
Behavior analytics user ID; 
Behavior analytics session ID; 
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QuantumMetricUserID 
QuantumMetricSessionI
D 
utag_main 
mbox 
mboxEdgeCluster 
PIM-SESSION-ID 
BCSessionID 
bc_id 
loc_session 
jedi_loc 
at_check 
IBM_WAC_ANONYMOUS_USE
R_ID 
ak_bmsc 

Tealium session/visitor data; 
Adobe Target testing ID; 
Adobe Target routing; UPS 
session ID; Backend session 
ID; Backend user/device ID; 
Location/session info; 
Location-permission state; 
Adobe cookie check; IBM 
analytics anonymous ID; 
Akamai bot-mitigation score 

Quantum 
Metric 

(n/a) HTTP 
POST body 

recording of the user’s 
screen/mouse movements and 
keyboard inputs 

Quantum 
Metric 

u URL query 
parameter 
in an HTTP 
POST 
request 

UPS package tracking number 

Adobe 
(omtrdc.net) 

url 
marketingCloudVisitor
Id 

HTTP 
POST body 

UPS package tracking number; 
unique user/device ID used by 
Adobe for cross-domain 
tracking. 

Tealium meta.APPVARS.TRK_trac
knum 
ut.visitor_id 
ut.session_id 
cp._gcl_au 
cp._fbp 
cp._ga 
cp.IBM_WAC_ANONYMOUS_
USER_ID 
cp.QuantumMetricUserI
D 
cp.PIM-SESSION-ID 
cp.AMCV_* 
cp.AMCVS_* 
cp.QuantumMetricSessi
onID 
cp._uetsid 
cp._uetvid 
cp.mbox 
cp._ga_13B5QB73DW 

HTTP 
POST body 

UPS package tracking number; 
unique user/device id used by 
Tealium for cross-domain 
tracking; Google Ads 
conversion-tracking cookie; 
Facebook browser ID cookie; 
Google Analytics client ID; 
IBM Web Chat anonymous 
user ID; Quantum Metric user 
ID; UPS session ID; Adobe 
Experience Cloud visitor ID; 
Adobe Experience Cloud 
session ID; Quantum Metric 
session ID; Bing Ads session 
ID; Bing Ads visitor ID; 
Adobe Target personalization 
ID; Google Analytics 4 session 
cookie. 
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Google 
(doubleclick
.net) 

~oref 
auiddc 
gdid 

HTTP GET 
querystring  
parameter 

UPS package tracking number; 
Google advertising tracking 
identifiers. 

Facebook _fbp 
ev 
dl 
pmd[title] 
pmd[keywords] 
pmd[description] 

HTTP GET 
querystring  
parameters 

Facebook identifier; used for 
cross-domain tracking and 
advertising; Event-related data 
such as PageView; URL and 
page-related information. 

Facebook c_user cookie Facebook unique user ID, used 
for cross-domain tracking and 
advertising. 

(UPS and 
all third 
parties) 

user-agent 
IP address 

header; 
network 
layer 

user’s device and browser 
information; user’s IP address 

 

36. When using the Widget to track a FedEx package, clicking the Track Button 

causes a large amount of data, besides the tracking number, to be sent to FedEx and to 

numerous third parties. Clicking the Track Button after entering a FedEx tracking number 

caused the user’s browser, including Plaintiffs’ browsers, to send 142 separate network 

requests to at least nineteen different domains, including, at least: api.fedex.com, 

app.usercentrics.eu, assets.adobedtm.com, cdn.bfldr.com, cdn.optimizely.com, 

cm.everesttech.net, col.eum-appdynamics.com, consent-api.service.consent.usercentrics.eu, 

dpm.demdex.net, fedex.demdex.net, fedex.digital.nuance.com, match.adsrvr.org, media-

us2.digital.nuance.com, smetrics.fedex.com, uct.service.usercentrics.eu, 

v1.api.service.cmp.usercentrics.eu, web.cmp.usercentrics.eu, www.fedex.com, and 

www.google.com. Below are just a few examples of the data that were sent to some of these 

domains immediately upon clicking the Track Button:  

 
Recipients Data Names Data Type Description 

FedEx and 
Adobe 

v129 querystring 
parameter 

tracking number of the user’s 
package 

FedEx fdx_cbid cookie a FedEx customer id or browser 
id 

FedEx gcl_au, 
_gdl-
clientId 

cookies Google advertising identifiers 
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FedEx gdl-clientId cookie client ID used for Google 
Analytics and/or Tag Manager 

FedEx s_ecid, 
AMCV_* 

cookies Adobe Marketing Cloud 
identifiers, used for user tracking 
and marketing 

FedEx, Adobe, 
The Trade 
Desk, Google, 
etc. 

user-agent header reveals the user’s browser and 
operating system 

FedEx referer header reveals the website from which 
the request originated 

FedEx accept-
language 

header reveals the user’s preferred 
language 

FedEx and 
Adobe 

s querystring 
parameter 

reveals the user’s screen 
dimensions 

Adobe demdex, dpm, 
dextp 

cookies used by Adobe Audience 
Manager for user tracking, 
including to sync the Demdex ID 
with many external advertising 
and data partners 

Adobe AMCV_* cookie used by Adobe Marketing Cloud 
for user tracking and marketing 

The Trade 
Desk 

TDID, TDCPM cookies Used by The Trade Desk for user 
tracking and partner matching 

 

37. Further, as the user, including each Plaintiff and Class member, continues to 

browse and interact with the carrier’s website after selecting the Track Button, additional 

information is transmitted to the carrier and various third parties without the user’s 

authorization or knowledge. 

38. All of the network requests discussed above, in fact, occurred only after 

consumers gave their specific and limited consent to the sharing of a single tracking number 

with one particular carrier. 

39. But the information that was transmitted after users, including both Plaintiffs 

and Class members, clicked or pressed the Track Button enabled the carriers and the Third 

Parties to obtain and deduce information about the user, including at least the following: 
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• Shipping-Related Information: Information about the shipping transaction, including 

sender location; shipping date; delivery date; tracking history; receipt history; name of 

recipient; and/or other reference information; 

• Browsing History: Information about the webpages a user visits, including the URLs, 

titles, and keywords associated with the webpages viewed, time spent on each page, 

and navigation patterns; 

• Visit History: Information about the frequency and total number of visits to the 

website; 

• Website Interactions: Data on which links, buttons, or ads on the website a user 

clicks; 

• User Input Data: The information the user entered into the website’s form fields, 

including package tracking numbers, search queries, the user’s name, age, gender, 

email address, location, and/or payment information; 

• Demographic Information: Inferences about age, gender, and location based on 

browsing habits and interactions with website content; 

• Interests and Preferences: Insights into user interests based on the types of website 

content viewed, products searched for, or topics engaged with; 

• Shopping Behavior: Information about the website products and/or services viewed or 

added to shopping carts; 

• Device Information: Details about the website user’s device, such as the type of device 

(mobile, tablet, desktop), operating system, and browser type; 

• Referring URL: Information about the website that referred the user to the website; 

• Session Information: Details about the user’s current website browsing session, 

including the exact date and time of the user’s session, the session duration and actions 

taken on the website during that session; 

• User Identifiers: A unique ID that is used to recognize and track a specific website 

user across different websites over time;  

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 15 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 16 - 
CLASS ACTION COMPLAINT 

 

• Geolocation Data: General location information based on the website user’s IP address 

or GPS data, if accessible, including whether the user is located in California. 

(Collectively, the browsing activities and private communications listed in the bullet points 

above shall be referred to herein as “Private Communications”). 

40. The carriers and the Third Parties used the Private Communications to create 

and enrich profiles of consumers to target advertisements to them, profile them, track them, 

perform analytics on them, and for other purposes. 

41. The HTTP requests made to Quantum Metric with respect to UPS tracking are 

particularly troubling. The moment the user, including both Plaintiffs and Class members, 

clicked or pressed the Track Button and was redirected to UPS’s website, the code on UPS’s 

website caused the user’s browser to initiate a recording of the user’s screen/mouse movements 

and keyboard inputs. The recording was sent in real time to Quantum Metric. 

42. Defendants use their unauthorized tracking data to generate revenue for 

themselves. In particular, Google integrates third-party resources with its services, and sells or 

shares the user data it collects from its several services for advertising and other purposes.12 

Likewise, on information and belief, UPS uses the data to target advertisements and other 

marketing materials to consumers, profile and track consumers, and to improve the efficiency 

of its services by analyzing user behavior. 

D. The Data Third Parties Receive as a Result of Defendants’ Package 
Tracking System is Used to Track Consumers for Commercial Purposes. 

43. The data that Defendants’ Package Tracking System causes to be sent to third 

parties without consumers’ knowledge or consent is used by those third parties to track 

consumers for commercial purposes, as well as to build and enhance comprehensive profiles of 

consumers, including Plaintiffs. 

1. Facebook 

 
12 See generally https://en.wikipedia.org/wiki/Google (describing Google’s business model, 
accessed 4/3/26). 
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44. Facebook’s tracking technology associates activity on other companies’ 

websites with Facebook accounts for advertising, measurement and profile building. Facebook 

measures responses to advertisements, including across devices, and that information about a 

person’s visit to another business’s website, can be used to show that business’s 

advertisements, or similar advertisements, on Facebook.  

45. The following screenshots show the type of data that Facebook receives directly 

from the user’s browser after users, including both Plaintiffs, click the Track Button on the 

Widget: 
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46. The dl parameter corresponds to the “document location”—the URL on the 

UPS website the user is visiting. As shown above, the value in the dl parameter includes the 

exact UPS tracking number that the user had entered into Defendants’ Package Tracking 

System. 

47. The ev parameter identifies the event the user is performing on the website. As 

shown above, the user is performing a “PageView” event. 

48. The parameters beginning with pmd correspond to Facebook’s Preferred 

Marketing Developer program. In the example shown above, the values of these parameters 

disclose to Facebook that the user was tracking a package within the United States. 

49. The ts parameter corresponds to a “timestamp,” and tells Facebook the exact 

time—down to the millisecond—at which the user tracked the package. 

50. The c_user cookie contains the user’s Facebook account ID in plaintext. This 

cookie allows Facebook to identify a logged-in user and, combined with other data sent to the 

Facebook domain, to track that user’s activity on its platform and across sites that use 

Facebook plugins, such as adding items to a cart, clicking “Like” buttons, or engaging with 

comment sections. Meta uses this data to personalize content, target advertising, build user 

profiles and refine its user experience.13 

51. The fbp parameter corresponds to the user’s Facebook browser ID. 14 This 

permits Facebook to associate the user’s activity on a website over time even when a user is 

not logged into Facebook.  

52. The user-agent header discloses to Facebook the user’s specific device type, 

operating system, and browser. 

53. In addition, as part of every network call made to Facebook after the user clicks 

the Widget’s Track Button, Facebook receives the user’s IP address, which further enables 

 
13 See, e.g., https://perma.cc/Z3D5-DSTD (capture of 

https://arxiv.org/html/2603.09380v1#S2.SS2 as it appeared on 10/4/2026). 
14 See id. See also https://perma.cc/XG7R-M99U (capture of 

https://javadoc.io/static/com.facebook.business.sdk/facebook-java-business-
sdk/23.0.6/com/facebook/ads/sdk/serverside/UserData.html as it appeared on 10/4/2026). 
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Facebook to identify the user and to deduce the user’s geolocation, including whether the user 

is located within California. 

54. A user’s UPS tracking number can be used by anyone to obtain extensive 

information regarding the user and the shipment. Specifically, entering the tracking number 

into the UPS website will reveal the recipient’s name, the location of both the sender and 

recipient, the tracking history, the type of service (e.g., UPS 2nd Day Air), and the type of 

receiving address (e.g., residential). For example, the following type of information is available 

to anyone with the tracking number: 
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(tracking number blurred for privacy). 

55. Accordingly, by providing Facebook with the user’s tracking number, 

Defendants enabled Facebook to obtain extensive additional information about the user and the 

package. 

2. Google (DoubleClick and Google Analytics) 

56. DoubleClick is Google’s advertising platform. The following screenshots show 

the type of data that Google DoubleClick receives directly from the user’s browser after the 

user clicks the Widget’s Track Button: 

 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 26 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 27 - 
CLASS ACTION COMPLAINT 

 

 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 27 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 28 - 
CLASS ACTION COMPLAINT 

 

 

 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 28 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 29 - 
CLASS ACTION COMPLAINT 

 

 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 29 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 30 - 
CLASS ACTION COMPLAINT 

 

 

 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 30 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 31 - 
CLASS ACTION COMPLAINT 

 

 

 

57. The tiba parameter discloses to Google the title of the page the user was 

viewing. Here, the title reveals that the user was tracking a package on the UPS website. 

58. The url parameter discloses to Google the URL that the user was viewing. As 

shown above, this includes the exact UPS tracking number the user had entered into the 

Widget. 

59. The u_h and u_w parameters correspond to the user’s screen height and width. 

60. Google documentation confirms that the IDE cookie is used for advertising. 

Specifically, it is “used to show Google ads on non-Google sites.”15 

 
15 https://perma.cc/3ADN-YP6J (capture of 

https://policies.google.com/technologies/cookies?hl=en-US as it appeared on 10/4/2026). 
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61. The user-agent header discloses to Google the user’s specific device type, 

operating system, and browser. 

62. In addition, as part of every network call made to Google after the user clicks 

the Track Button, Google receives the user’s IP address, which further enables Google to 

identify the user and to deduce the user’s geolocation, including whether the user is located 

within California. 

63. In addition to receiving data from the consumer through its DoubleClick 

platform, Google receives consumer data through its Google Analytics platform. The following 

screenshots show the type of data that Google Analytics receives directly from the user’s 

browser after the user clicks the Track Button: 
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64. Just like the DoubleClick platform, the Analytics platform receives parameters 

(dl and dt) that disclose to Google the URL and title, respectively, of the webpage the user 

was viewing. As shown above, this includes the exact tracking number the user had entered 

into the Widget. 

65. The cid parameter stands for “Client ID.” It is a browser identifier, enabling 

Google to distinguish the user’s activity from that of other users.  

66. The sid parameter stands for “Session ID.” It associates events performed by 

the user with a particular visit.  

67. The npa parameter refers to “Non-Personalized Ads.” When npa is set to 1, it 

indicates non-personalized ads preference is enabled. Here, npa is set to 0, indicating that 

standard (personalized) ads are enabled. 

68. Further, the Analytics platform receives the user-agent header, as well as the 

user’s IP address. 

69. As discussed above with respect to Facebook, anyone who obtains a tracking 

number can obtain extensive information regarding the recipient and the shipment. 

Accordingly, by providing Google Analytics and Google DoubleClick with the user’s tracking 

number, Defendants enabled those platforms to obtain extensive additional information about 

the user and the shipment. 
 

3. Adobe 

70. The UPS website is configured to cause the user’s browser to send data to 

Adobe when consumers use the Widget. The URL to which the data is sent is 

https://smetrics.ups.com, which is an alias for ups.com.ssl.sc.omtrdc.net—a domain controlled 

by Adobe.  

71. The following screenshots show the type of data that Adobe receives at that 

domain immediately after a consumer presses the Widget’s Track Button: 
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72. The mid parameter corresponds to Adobe’s Experience Cloud visitor ID, which 

Adobe uses to track the user’s activities over time. The same is true of the cookies beginning 

with AMCV. 

73. The g parameter is the URL of the webpage the user was visiting on the UPS 

website. As shown above, this parameter contains the exact tracking number that the user 

searched. 

74. The c13 and v14 parameters also contain the UPS tracking number the user 

searched. 

75. The s_vi cookie is an Adobe Analytics unique visitor ID and timestamp. The 

s_fid cookie is a fallback unique visitor ID and timestamp. 

76. The mbox cookie contains a browser identifier and session identifier, which 

Adobe uses to manage users’ experiences in its testing and personalization activities.   
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77. There are also various cookies that correspond to identifiers used by other third 

parties. For example, the QuantumMetricSessionID and QuantumMetricUserID cookies 

contain Quantum Metric’s session and user identifiers, respectively. The utag_main cookie 

contains Tealium’s visitor identifier (v_id) and session identifier (ses_id). These identifiers 

also appear in the request’s parameters: v206 contains both Quantum Metric identifiers, v51 

contains the Tealium visitor identifier, and v50 contains the Tealium session identifier. Thus, 

the request transmits identifiers from multiple tracking systems alongside the user’s UPS 

tracking number. 

78. Further, Adobe receives the user-agent header, as well as the user’s IP address. 

79. As discussed above with respect to Facebook, anyone who obtains a tracking 

number can obtain extensive information regarding the recipient and the shipment. 

Accordingly, by providing Adobe with the user’s tracking number, Defendants enabled Adobe 

to obtain extensive additional information about the user and the shipment. 

4. Tealium 

80. Tealium is a customer data platform provider. It tracks users in order to build 

profiles of their behavior, group them into audiences, and enable its business customers to 

deliver personalized marketing and targeted advertising. 

81. The UPS website is configured to cause the user’s browser to send data to 

Tealium when consumers use the Widget to track their UPS packages. 

82. The following screenshots show the type of data that Tealium receives at 

collect.tealiumiq.com immediately after a consumer presses the Widget’s Track Button: 
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83. According to Tealium documentation, the TAPID cookie was “designed to 

facilitate cross-domain identification.”16  The cookie is designed to enhance the functionality 

of Tealium’s AudienceStream, which is designed “to create highly granular, persistent unified 

customer profiles of [website] visitors; enrich these profiles with powerful additive data; and 

then leverage the data anywhere within [website] marketing technology stack to trigger real-

 
16 https://perma.cc/AA7M-8ZE6 (capture of https://docs.tealium.com/server-side/visitor-

stitching/tapid/ as it appeared on 10/5/2026). 
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time marketing actions.”17  Tealium’s documentation states that “AudienceStream always uses 

the TAPID identifier as the primary identifier if it is present in an incoming request.”18  

84. The tealium_visitor_id, ut.visitor_id, and cp.utag_main_v_id parameters 

each contain the same visitor identifier, used to associate a visitor’s activity across events and 

visits. 

85. The tealium_session_id, ut.session_id, and cp.utag_main_ses_id parameters 

each contain the session identifier, enabling Tealium to associate user activity with the 

particular visit. 

86. The qp.trackNums and meta.APPVARS.TRK_tracknum parameters each 

contain the exact UPS tracking number that the user entered into the Widget. 

87. The dom.url, full_url, dom.query_string, and timing.query_string 

parameters also contain the full tracking number, as well as the full or partial URL of the 

webpage the user is visiting on the UPS website. 

88. Further, the data sent to Tealium includes many other third-party identifiers, 

such as those of Facebook, Google Analytics, Adobe, Quantum Metric, Microsoft, and The 

Trade Desk. 

89. Tealium also receives the user-agent header, as well as the user’s IP address. 

90. As discussed above with respect to Facebook, anyone who obtains a tracking 

number can obtain extensive information regarding the recipient and the shipment. 

Accordingly, by providing Tealium with the user’s tracking number, Defendants enabled 

Tealium to obtain extensive additional information about the user and the shipment. 

5. Quantum Metric 

91. Quantum Metric is a provider of digital analytics and session replay software. It 

tracks users in order to reconstruct and analyze their interactions with websites and 

 
17 https://perma.cc/W58R-48B9 (capture of https://tealium.com/resource/datasheet/tealium-

audiencestream/ as it appeared on 10/5/2026). 
18 https://perma.cc/AA7M-8ZE6 (capture of https://docs.tealium.com/server-side/visitor-

stitching/tapid/ as it appeared on 10/5/2026). 
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applications, identify usability problems, and help its business customers improve user 

experiences and increase conversions. Quantum Metric explains that its session replay 

technology “allows you to watch an end user’s session as they experienced it, similar to how 

you watch a video.”19  The technology allows one to “pause, rewind, and fast-forward the 

session (just like a YouTube video) to watch how a user interacts with a website or mobile 

app.”20 

92. The UPS website is configured to cause the user’s browser to send data to 

Quantum Metric when consumers use the Widget to track their UPS packages. 

93. The following screenshots show the type of data that Quantum Metric receives 

at ingest.quantummetric.com immediately after a consumer presses the Widget’s Track Button: 

 
19 See https://perma.cc/LJH9-Y24W (capture of https://www.quantummetric.com/enterprise-

guide-to-session-replay as it appeared on 10/8/2026). 
20 Id. 
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94. As shown above, the :path header and the u parameter contain the exact UPS 

tracking number that the user had entered into the Widget. 

Quantum Metric also receives the user-agent header, as well as the user’s IP address. 

95. As discussed above with respect to Facebook, anyone who obtains a tracking 

number can obtain extensive information regarding the recipient and the shipment. 

Accordingly, by providing Quantum Metric with the user’s tracking number, Defendants 

enabled Quantum Metric to obtain extensive additional information about the user and the 

shipment. 

E. The Private Communications Collected are Valuable. 

96. As part of its regular course of business, each Defendant targets California 

consumers by causing their Private Communications to be transferred to the Third Parties 

when consumers use Defendants’ Package Tracking System. The Third Parties extract, collect, 

maintain, distribute, and exploit the Private Communications for their own and Defendants’ 

profit. All of this occurs without consumers’ knowledge or consent.  
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97. The Private Communications transmitted to the Third Parties when consumers 

use Defendants’ Package Tracking System are valuable to Defendants and the Third Parties. 

Defendants use this data to measure and optimize marketing campaigns, evaluate website 

design and product placement, build user profiles, and target specific users or groups of users 

with advertising. For example, Defendants can identify California users who visit webpages 

related to particular products, that they may search through Google Search, and then target 

those users with advertisements for similar products.  

98. Data reflecting users’ browsing activity allows Defendants to identify 

behavioral patterns, preferences, and interests relating to Defendants’ products and services, 

and those of their Third-Party advertising and marketing partners, among others. At scale, this 

data enables Defendants to assess market trends. Defendants monetize this data by leveraging 

it to increase user engagement, advertising effectiveness, and overall revenue. 

99. The value of the Private Communications tracked and collected by the Third 

Parties when consumers use Defendants’ Package Tracking System can be quantified. Legal 

scholars observe that “[p]ersonal information is an important currency in the new 

millennium.”21 Indeed, “[t]he monetary value of personal data is large and still growing, and 

corporate America is moving quickly to profit from the trend.” Id. “Companies view this 

information as a corporate asset and have invested heavily in software that facilitates the 

collection of consumer information.” Id. 

100. Numerous empirical studies quantify the appropriate value measure for personal 

data. Generally, the value of personal data is measured as either the consumer’s willingness to 

accept compensation to sell their data or the consumer’s willingness to pay to protect their 

information. 

101. By falsely representing consumers’ ability to control the use of their data (i.e., 

through Google’s representation that “Only your tracking number will be sent to 

[UPS/FedEx/USPS]”), and by aiding, agreeing with, employing, permitting, or otherwise 
 

21 See Paul M. Schwartz, Property, Privacy and Personal Data, 117 Harv. L. Rev. 2055, 2056–
57 (2004). 
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enabling the Third Parties to collect users’ Private Communications, Defendants unjustly 

enrich themselves at the expense of consumer privacy and autonomy. Defendants deprive 

consumers of the ability to decide whether, and on what terms, their data may be monetized. 

F. PLAINTIFFS’ EXPERIENCES 

1. Plaintiff Lennie Woodley 

102. Plaintiff Woodley visited Google Search to seek information about UPS and 

FedEx packages for which he had tracking numbers, while located in California, during the 

past year. 

103. Plaintiff Woodley’s visits to Google Search were consistent with an ordinary 

user’s visit seeking information about a package delivery status. Specifically, Plaintiff 

Woodley is not a consumer advocate, a “tester,” or a compliance auditor who visited Google 

Search to test or evaluate Defendants’ privacy practices. 

104. Each time Plaintiff Woodley visited Google Search and provided his tracking 

number, it displayed the Widget with his tracking number prepopulated, and with the Track 

Button. Plaintiff Woodley viewed Google’s representation on the Widget that “Only your 

tracking number will be sent to [UPS/FedEx].”  

105. Plaintiff Woodley clicked or pressed the Track Button. Plaintiff Woodley 

believed that selecting the Track Button would result in the disclosure of only the tracking 

number he entered to only his selected package carrier. Plaintiff Woodley believed that no 

other information besides the tracking number would be sent to the package carrier, and he 

believed that no information would be sent to any party other than the package carrier.  

106. In selecting the Track Button, Plaintiff Woodley gave Defendants notice that he 

consented only to the disclosure or transmission of the tracking number he entered to the 

selected package carrier. Plaintiff Woodley did not consent to the disclosure of additional 

information besides the tracking number, nor did Plaintiff Woodley consent to the disclosure of 

any information to parties other than the package carrier. In seeing and relying on the “Only 
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your tracking number will be sent to [UPS/FedEx]” representation, only then did Plaintiff 

Woodley click the Track Button. 

107. Despite the representation in the Widget, Defendants nonetheless caused Private 

Communications other than the tracking number to be disclosed or transmitted to the package 

carrier, and Defendants also caused a variety of information to be disclosed or transmitted to 

parties other than the package carrier, including the Third Parties, all of which occurred 

without Plaintiff Woodley’s knowledge. Accordingly, the Widget’s representation to Plaintiff 

Woodley that he could receive package tracking information without disclosing anything other 

than the package tracking number directly to the carrier and only the carrier was false. 

Contrary to what Defendants caused Plaintiff Woodley to believe, he did not have a choice 

about whether information other than the tracking number would be transmitted to the carrier 

and whether other information would be transmitted to the Third Parties; rather, Defendants 

caused that to happen without Plaintiff Woodley’s knowledge or consent. In doing so, 

Defendants permitted the Third Parties to track and collect Plaintiff Woodley’s Private 

Communications. 

108. Defendants’ representation that use of the Widget would entail only the 

disclosure of a tracking number directly to the carrier was untrue. Had Plaintiff Woodley 

known this fact, he would not have used the Package Tracking System. Had Defendants 

disclosed that using the Package Tracking System would cause the transmission of information 

other than the package tracking number, or that it would cause the transmission of information 

to parties other than the package carrier, Plaintiff Woodley would have noticed it and would 

not have used the Package Tracking System.  

109. Plaintiff Woodley continues to desire to use Google Search to track his 

packages. If Defendants’ Package Tracking System were configured to honor Defendants’ 

promise that “Only your tracking number will be sent to [the carrier],” Plaintiff Woodley 

would likely use the system in the future, but will not do so until then. Because Plaintiff 

Woodley does not know how the Package Tracking System is programmed, which can change 
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over time, and because he does not have the technical knowledge necessary to test whether it is 

configured to honor Defendants’ promise that “[o]nly your tracking number will be sent to [the 

carrier],” Plaintiff Woodley will be unable to rely on Defendants’ representations when using 

the system in the future absent an injunction that prohibits Defendants from making such 

misrepresentations. The only way to determine what network traffic is sent to third parties 

when using the Package Tracking System is to use a specialized tool such as Chrome 

Developer Tools. As the name suggests, such tools are designed for use by “developers” (i.e., 

software developers), whose specialized training enables them to analyze the data underlying 

the HTTP traffic to determine what data, if any, is being sent to whom. Plaintiff Woodley is 

not a software developer and has not received training with respect to HTTP network calls. 

2. Plaintiff Joseph S. Schrant 

110. Plaintiff Schrant visited Google Search to seek information about UPS, FedEx, 

and USPS packages for which he had tracking numbers, while located in California, during the 

past year. 

111. Plaintiff Schrant’s visits to Google Search were consistent with an ordinary 

user’s visit seeking information about a package delivery status. Specifically, Plaintiff Schrant 

is not a consumer advocate, a “tester,” or a compliance auditor who visited Google Search to 

test or evaluate Defendants’ privacy practices. 

112. Each time Plaintiff Schrant visited Google Search and provided his tracking 

number, it displayed the Widget with his tracking number prepopulated, and with the Track 

Button. Plaintiff Schrant viewed Google’s representation on the Widget that “Only your 

tracking number will be sent to [UPS/FedEx/USPS].”  

113. Plaintiff Schrant clicked or pressed the Track Button. Plaintiff Schrant believed 

that selecting the Track Button would result in the disclosure of only the tracking number he 

entered to only his selected package carrier. Plaintiff Schrant believed that no other Private 

Communications besides the tracking number would be sent to the package carrier, and he 

believed that no information would be sent to any party other than the package carrier.  
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114. In selecting the Track Button, Plaintiff Schrant gave Defendants notice that he 

consented only to the disclosure or transmission of the tracking number he entered to the 

selected package carrier. Plaintiff Schrant did not consent to the disclosure of additional 

information besides the tracking number, nor did Plaintiff Schrant consent to the disclosure of 

any information to parties other than the package carrier. In seeing and relying on the “Only 

your tracking number will be sent to [UPS/FedEx/USPS]” representation, only then did 

Plaintiff Schrant click the Track Button. 

115. Despite the representation in their Package Tracking System, Defendants 

nonetheless caused information other than the tracking number to be disclosed or transmitted 

to the package carrier, and Defendants also caused a variety of information to be disclosed or 

transmitted to parties other than the package carrier, including the Third Parties, all of which 

occurred without Plaintiff Schrant’s knowledge. Accordingly, the Widget’s representation to 

Plaintiff Schrant that he could receive package tracking information without disclosing 

anything other than the package tracking number directly to the carrier and only the carrier was 

false. Contrary to what Defendants caused Plaintiff Schrant to believe, he did not have a choice 

about whether information other than the tracking number would be transmitted to the carrier 

and whether other information would be transmitted to the Third Parties; rather, Defendants 

caused that to happen without Plaintiff Schrant’s knowledge or consent. In doing so, 

Defendants permitted the Third Parties to track and collect Plaintiff Schrant’s Private 

Communications. 

116. Defendants’ representation that use of the Widget would entail only the 

disclosure of a tracking number directly to the carrier was untrue. Had Plaintiff Schrant known 

this fact, he would not have used the Package Tracking System. Had Defendants disclosed that 

using the Package Tracking System would cause the transmission of information other than the 

package tracking number, or that it would cause the transmission of information to parties 

other than the package carrier, Plaintiff Schrant would have noticed it and would not have used 

the Package Tracking System.  
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117. Plaintiff Schrant continues to desire to use Google Search to track his packages. 

If Defendants’ Package Tracking System were configured to honor Defendants’ promise that 

“Only your tracking number will be sent to [the carrier],” Plaintiff Schrant would likely use the 

system in the future, but will not do so until then. Because Plaintiff Schrant does not know how 

the Package Tracking System is programmed, which can change over time, and because he 

does not have the technical knowledge necessary to test whether it is configured to honor 

Defendants’ promise that “[o]nly your tracking number will be sent to [the carrier],” Plaintiff 

Schrant will be unable to rely on Defendants’ representations when using the system in the 

future absent an injunction that prohibits Defendants from making such misrepresentations. 

The only way to determine what network traffic is sent to third parties when using the Package 

Tracking System is to use a specialized tool such as Chrome Developer Tools. As the name 

suggests, such tools are designed for use by “developers” (i.e., software developers), whose 

specialized training enables them to analyze the data underlying the HTTP traffic to determine 

what data, if any, is being sent to whom. Plaintiff Schrant is not a software developer and has 

not received training with respect to HTTP network calls. 

CLASS ALLEGATIONS 

118. Plaintiffs bring this Class Action Complaint on behalf of themselves and the 

following proposed class and subclass comprised of similarly situated persons, pursuant to 

Rules 23(b)(2) and (b)(3) of the Federal Rules of Civil Procedure. Plaintiffs seek to represent 

the following groups of similarly situated persons, defined as follows: 

Class: All persons who used the “Track your package” Widget on Google Search, in the 

United States, and clicked or pressed the Track Button. 

California Subclass: All Class members who used the “Track your package” Widget on 

Google Search, while located in the State of California, and clicked or pressed the Track 

Button. 
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119. This action has been brought and may properly be maintained as a class action 

against Defendants because there is a well-defined community of interest in the litigation and 

the proposed class and subclass are easily ascertainable. 

120. Numerosity: Plaintiffs do not know the exact size of the Class or Subclass, but 

they estimate that they are composed of more than 100 persons. The persons in the Class and 

Subclass are so numerous that the joinder of all such persons is impracticable and the 

disposition of their claims in a class action rather than in individual actions will benefit the 

parties and the courts. 

121. Common Questions Predominate: This action involves common questions of 

law and fact to the Class and Subclass because each class member’s claim derives from the 

same unlawful conduct that led them to believe that Defendants would not cause the 

transmission (or disclosure) of any information other than the package tracking number and 

that Defendants would not cause the transmission (or disclosure) of any information to any 

party other than the package carrier, after Class and Subclass members chose to click or select 

the Track Button, nor would Defendants permit third parties to track and collect Class 

members’ Private Communications. 

122. The common questions of law and fact predominate over individual questions, 

as proof of a common or single set of facts will establish the right of each member of the Class 

and Subclass to recover. The questions of law and fact common to the Class and Subclass are: 

a. Whether Defendants’ actions violate the laws invoked herein; and 

b. Whether Plaintiffs and Class members are entitled to damages, restitution, 

injunctive and other equitable relief, reasonable attorneys’ fees, prejudgment interest 

and costs of this suit. 

123. Typicality: Plaintiffs’ claims are typical of the claims of the other members of 

the Class and Subclass because, among other things, Plaintiffs, like the other Class members, 

visited Google Search, clicked or pressed the Track Button, and had their confidential Private 

Communications intercepted by the Third Parties.  
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124. Adequacy of Representation: Plaintiffs will fairly and adequately protect the 

interests of all Class and Subclass members because it is in their best interests to prosecute the 

claims alleged herein to obtain full compensation due to them for the unfair and illegal conduct 

of which they complain. Plaintiffs also have no interests in conflict with, or antagonistic to, the 

interests of Class and Subclass members. Plaintiffs have retained highly competent and 

experienced class action attorneys to represent their interests and those of the Class and 

Subclass. By prevailing on their claims, Plaintiffs will establish Defendants’ liability to all 

Class and Subclass members. Plaintiffs and their counsel have the necessary financial 

resources to adequately and vigorously litigate this class action, and Plaintiffs and counsel are 

aware of their fiduciary responsibilities to the Class and Subclass members and are determined 

to diligently discharge those duties by vigorously seeking the maximum possible recovery for 

Class and Subclass members. 

125. Superiority: There is no plain, speedy, or adequate remedy other than by 

maintenance of this class action. The prosecution of individual remedies by members of the 

Class and Subclass will tend to establish inconsistent standards of conduct for Defendants and 

result in the impairment of Class members’ rights and the disposition of their interests through 

actions to which they were not parties. Class action treatment will permit a large number of 

similarly situated persons to prosecute their common claims in a single forum simultaneously, 

efficiently, and without the unnecessary duplication of effort and expense that numerous 

individual actions would engender. Furthermore, as the damages suffered by each individual 

member of the Class and Subclass may be relatively small, the expenses and burden of 

individual litigation would make it difficult or impossible for individual members of the Class 

and Subclass to redress the wrongs done to them, while an important public interest will be 

served by addressing the matter as a class action. Plaintiffs are unaware of any difficulties that 

are likely to be encountered in the management of this action that would preclude its 

maintenance as a class action. 
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CAUSES OF ACTION 

First Cause of Action: Invasion of Privacy 
(On Behalf of the Class) 

126. Plaintiffs reallege and incorporate the preceding paragraphs of this Complaint as 

if set forth herein. 

127. To plead an invasion of privacy claim, Plaintiffs must show (i) a legally 

protected privacy interest; (ii) that Plaintiffs had a reasonable expectation of privacy in the 

circumstances; and (iii) conduct by Defendants constituting a serious invasion of privacy. 

128. Defendants have intruded upon legally protected privacy interests of Plaintiffs 

and Class members in their Private Communications and in controlling the dissemination and 

use of those communications. These interests are protected by (i) the California Invasion of 

Privacy Act (“CIPA”), as alleged herein; (ii) article I, section 1 of the California Constitution, 

which guarantees Californians the right to privacy; (iii) the California Wiretap Acts as alleged 

herein; (iv) Cal. Penal Code § 484(a), which prohibits the knowing theft or defrauding of 

property “by any false or fraudulent representation or pretense”; and (v) Plaintiffs’ and Class 

members’ Fourth Amendment right to privacy. 

129. Plaintiffs and Class members had a reasonable expectation of privacy under the 

circumstances, as Defendants affirmatively promised that “Only your tracking number will be 

sent to [UPS/FedEx/USPS]” if Plaintiffs and Class members used the Widget on Google 

Search after inputting a package tracking number. Plaintiffs and Class members reasonably 

expected that Defendants would honor their “Only your tracking number will be sent to 

[UPS/FedEx/USPS]” representation if they clicked or pressed the Track Button. That is, they 

reasonably believed that Defendants would not permit the package carrier to receive or collect 

information other than the tracking number, nor would Defendants permit the Third Parties to 

receive or collect any information, or use third-party resources to collect such information. 

Plaintiffs and Class members also reasonably expected that, if they clicked or pressed the 

Track Button, Defendants would not permit the Third Parties to track and collect Plaintiffs’ 

and Class members’ Private Communications, including their browsing history, visit history, 
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website interactions, user input data, demographic information, interests and preferences, 

shopping behaviors, device information, referring URLs, session information, user identifiers, 

and/or geolocation data, on the carriers’ websites. 

130. Such information is “personal information” under California law, which defines 

personal information as including “Internet or other electronic network activity information,” 

such as “browsing history, search history, and information regarding a consumer’s interaction 

with an internet website, application, or advertisement.” Cal. Civ. Code § 1798.140. 

131. Defendants, in violation of Plaintiffs’ and other Class members’ reasonable 

expectation of privacy and without their consent, cause information to be transmitted or 

disclosed to the Third Parties, and permit the Third Parties to use third-party resources to 

collect, track, and compile users’ Private Communications, including their browsing history, 

visit history, website interactions, user input data, demographic information, interests and 

preferences, shopping behaviors, device information, referring URLs, session information, user 

identifiers, and/or geolocation data—including whether a user is located in California. The data 

that Defendants allowed the Third Parties to collect enables the Third Parties to (and they in 

fact do), inter alia, create consumer profiles containing detailed information about a 

consumer’s behavior, preferences, and demographics; create audience segments based on 

shared traits (such as Millennials, Californians, tech enthusiasts, etc.); and perform targeted 

advertising and marketing analytics. Further, the Third Parties share user data and/or the user 

profiles with unknown parties to further their financial gain. The consumer profiles are and can 

be used to further invade Plaintiffs’ and users’ privacy, by allowing Third Parties to learn 

intimate details of their lives, and target them for advertising and other purposes, as described 

herein, thereby harming them through the abrogation of their autonomy and their ability to 

control dissemination and use of information about them. 

132. Defendants collaboratively developed, tested, and maintained the Package 

Tracking System that violated Plaintiffs’ and other Class members’ expectation of privacy. 

Google developed the Widget, including the “Only your tracking number…” representation. 
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Google’s software code ensured that when a user clicked the Widget’s Track Button, data other 

than the tracking number would be sent to UPS, including the user’s IP address, a significant 

number of cookies, the referrer header, the user-agent header, and various other headers 

disclosing the user’s device, operating system, and browser. UPS developed its package 

tracking API and integrated it with the Widget. UPS further installed Third Party tracking code 

on its website and configured it such that when a consumer clicked the Widget’s Track Button, 

the consumer’s browser would load and execute that tracking code, causing extensive tracking 

information (including the Private Communications such as Plaintiffs’ and other Class 

members’ package tracking numbers) to be sent to Third Parties, including Google’s Analytics 

and DoubleClick platforms. Google LLC reviewed, tested, and approved UPS’s integration 

even though that integration violated the “Only your tracking number…” representation. 

133. Defendants’ actions constituted a serious invasion of a recognized zone of 

privacy (i.e., one’s personal communications) and caused Plaintiffs’ and Class members’ 

tracking numbers and associated user identifiers to be disclosed to the Third Parties for 

tracking and profiling across websites and time despite the express promise that only their 

tracking number would be sent to the selected carrier. Defendants’ actions also violated 

criminal laws on wiretapping and invasion of privacy. These acts constitute an egregious 

breach of social norms that is highly offensive. 

134. Defendants’ intrusion into Plaintiffs’ privacy was also highly offensive to a 

reasonable person. 

135. Defendants lacked a legitimate business interest sufficient to justify allowing 

the Third Parties to track, intercept, receive, and collect Private Communications, including 

their browsing history, visit history, website interactions, user input data, demographic 

information, interests and preferences, shopping behaviors, device information, referring 

URLs, session information, user identifiers, and/or geolocation data, without user consent, and 

after expressly informing users that “Only your tracking number will be sent to 

[UPS/FedEx/USPS][.]” 
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136. Plaintiffs and Class members have been damaged by Defendants’ invasion of 

their privacy and are entitled to just compensation, including monetary damages.  

137. Plaintiffs and Class members seek appropriate relief for that injury, including 

but not limited to damages that will compensate them for the harm to their privacy interests as 

well as disgorgement of profits made by Defendants as a result of their intrusions upon 

Plaintiffs’ and Class members’ privacy. 

138. Plaintiffs and Class members seek punitive damages because Defendants’ 

actions—which were malicious, oppressive, and willful—were undertaken in conscious 

disregard of Plaintiffs’ and Class members’ rights and Plaintiffs’ and Class members’ express 

consent to the disclosure of “Only [their] tracking number…” when they used the Widget. 

Punitive damages are warranted to deter Defendants from engaging in future misconduct. 

Second Cause of Action: Intrusion Upon Seclusion 
(On Behalf of the Class) 

139. Plaintiffs reallege and incorporate by reference all preceding paragraphs alleged 

herein. 

140. To assert a claim for intrusion upon seclusion, Plaintiffs must plead (i) that 

Defendants intentionally intruded into a place, conversation, or matter as to which Plaintiffs 

had a reasonable expectation of privacy; and (ii) that the intrusion was highly offensive to a 

reasonable person. 

141. Defendants caused users’ browsers to transmit Plaintiffs’ and Class members’ 

Private Communications (including their package tracking numbers, browsing history, visit 

history, website interactions, user input data, demographic information, interests and 

preferences, shopping behaviors, device information, referring URLs, session information, user 

identifiers, and/or geolocation data) to Third Parties, enabling those Third Parties to access, 

track, and collect those Private Communications, and effectively placing the Third Parties in 

the middle of communications to which they were not invited, welcomed, or authorized. 

Defendants did all of this without the knowledge or consent of Plaintiffs and Class members, 

and in contravention of the “Only your tracking number…” representation. In doing so, 

Case 5:26-cv-11715     Document 1     Filed 10/09/26     Page 77 of 88



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
 

 

- 78 - 
CLASS ACTION COMPLAINT 

 

Defendants intentionally intruded upon the solitude or seclusion of Plaintiffs and Class 

members. 

142. The Third Parties’ tracking and collecting of Plaintiffs’ and Class members’ 

Private Communications on the carriers’ websites using third-party resources that Defendants 

caused to be stored on users’ devices—and used to transmit those Private Communications to 

the Third Parties—was not authorized by Plaintiffs and Class members, and, in fact, Plaintiffs 

and Class members relied on Defendants’ representation and promise that “Only your tracking 

number will be sent to [UPS/FedEx/USPS].” 

143. Plaintiffs and the Class members had an objectively reasonable expectation of 

privacy surrounding their Private Communications on the carriers’ websites based on 

Defendants’ promise that “Only your tracking number will be sent to [UPS/FedEx/USPS],” as 

well as state criminal and civil laws designed to protect individual privacy. 

144. Defendants’ intentional intrusion into Plaintiffs’ and other users’ Private 

Communications would be highly offensive to a reasonable person given that Defendants 

represented, “Only your tracking number will be sent to [UPS/FedEx/USPS],” when users 

clicked or pressed the Track Button, when, in fact, Defendants caused users’ browsers to 

transmit or disclose information other than the tracking number to the carrier, and Defendants 

caused information to be transmitted to the Third Parties by way of third-party resources. 

Indeed, Plaintiffs and Class members reasonably expected, based on Defendants’ false 

representation, that when they clicked or pressed the Track Button, Defendants would not 

transmit or disclose more information than had been promised, nor permit the Third Parties to 

obtain their Private Communications on the carriers’ websites, including their browsing 

history, visit history, website interactions, user input data, demographic information, interests 

and preferences, shopping behaviors, device information, referring URLs, session information, 

user identifiers, and/or geolocation data—including whether a user is located in California. 

These practices linked Plaintiffs’ and Class members’ package tracking numbers with 
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persistent user identifiers and enabled tracking and profiling across websites and time, despite 

the express assurance limiting disclosure. 

145. Defendants’ conduct was intentional and intruded on Plaintiffs’ and users’ 

Private Communications on the carriers’ websites. 

146. Plaintiffs and Class members have been damaged by Defendants’ invasion of 

their privacy and are entitled to just compensation, including monetary damages. Each 

Defendants’ conduct was a substantial factor in causing the unauthorized collection of 

Plaintiffs’ and Class members’ Private Communications and their resulting loss of control over 

the dissemination and use of that information. 

147. Plaintiffs and Class members seek appropriate relief for that injury, including 

but not limited to damages that will compensate them for the harm to their privacy interests as 

well as disgorgement of profits made by Defendants as a result of their intrusions upon 

Plaintiffs’ and Class members’ privacy. 

148. Plaintiffs and Class members seek punitive damages because Defendants’ 

actions—which were malicious, oppressive, and willful—were undertaken in conscious 

disregard of Plaintiffs’ and Class members’ rights and Plaintiffs’ and Class members’ choice to 

use the Widget in the understanding that “Only your tracking number will be sent to 

[UPS/FedEx/USPS]” upon clicking or selecting the Track Button. Punitive damages are 

warranted to deter Defendants from engaging in future misconduct. 

Third Cause of Action: Wiretapping in Violation of the California Invasion of Privacy 
Act (California Penal Code § 631) 

(On Behalf of the Subclass) 
 

149. Plaintiffs reallege and incorporate by reference all preceding paragraphs alleged 

herein. 

150. California Penal Code § 631(a) provides, in pertinent part: 
 
“Any person [i] who, by means of any machine, instrument, or contrivance, or in 
any other manner . . . willfully and without the consent of all parties to the 
communication, or [ii] [who] in any unauthorized manner, reads, or attempts to 
read, or to learn the contents or meaning of any message, report, or 
communication while the same is in transit or passing over any wire, line, or 
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cable, or is being sent from, or received at any place within this state; or [iii] who 
uses, or attempts to use, in any manner, or for any purpose, or to communicate in 
any way, any information so obtained, or [iv] who aids, agrees with, employs, or 
conspires with any person or persons to unlawfully do, or permit, or cause to be 
done any of the acts or things mentioned above in this section, is punishable by a 
fine not exceeding two thousand five hundred dollars . . . .” 

151. Each Defendant is a “person” within the meaning of California Penal Code 

§ 631. 

152. The third-party resources in use on the carriers’ websites—as well as the 

software code responsible for transmitting or disclosing information to the Third Parties and 

others when users click or select the Track Button—constitute “machine[s], instrument[s], or 

contrivance[s]” under the CIPA (and, even if they do not, Defendants’ deliberate and 

purposeful scheme that facilitated the interceptions falls under the broad statutory catch-all 

category of “any other manner”). 

153. The Third Parties act as outside recipients of users’ communications with the 

carriers and are not merely passive recording devices. Further, the Third Parties had the 

capability to use the wiretapped information for their own purposes and, as alleged above, they 

did in fact use the wiretapped information for their own business purposes. Accordingly, the 

Third Parties were third parties to the intercepted communications between Plaintiffs and 

Subclass members, on the one hand, and the carriers, on the other. 

154. Under § 631(a), Defendants must show they had the prior consent of all parties 

to a communication. 

155. At all relevant times, Defendants caused the unauthorized transmittal or 

disclosure of Plaintiffs’ and Subclass members’ Private Communications—including their 

package tracking numbers, browsing history, visit history, website interactions, user input data, 

demographic information, interests and preferences, shopping behaviors, device information, 

referring URLs, session information, user identifiers, and/or geolocation data—to the Third 

Parties without Plaintiffs’ and Subclass members’ consent. Further, the Package Tracking 

System also caused the unauthorized transmittal or disclosure of additional information besides 

the tracking number to the package carrier. By their respective conduct in developing, 
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integrating, testing, approving, and maintaining the Package Tracking System, Defendants 

willfully and knowingly aided, agreed with, employed, permitted, or otherwise caused the 

Third Parties to wiretap Plaintiffs and Subclass members using the Third Parties’ resources 

(including the software code described above) and to accomplish the wrongful conduct alleged 

herein. Each Defendant knew that the Package Tracking System would cause the Third Parties 

to acquire the content of users’ communications with the carriers without users’ consent. 

156. At all relevant times, by their resources and corresponding software code, the 

Third Parties—including Google through its Analytics and DoubleClick platforms with respect 

to communications with UPS—willfully and without the consent of all parties to the 

communication, or in any unauthorized manner, read, attempted to read, and/or learned the 

contents or meaning of electronic communications of Plaintiffs and Subclass members, on the 

one hand, and the carriers, on the other, while the electronic communications were in transit or 

were being sent from or received at any place within California. For example, code on UPS’s 

website caused users’ browsers to record their interactions with UPS’s website and transmit the 

recordings to Quantum Metric in real time. 

157. The Private Communications between the Plaintiffs and Subclass members, on 

the one hand, and the carriers, on the other, that the Third Parties automatically intercepted 

included package tracking requests that directly reveal users’ affirmative decisions, actions, 

choices, preferences, and activities and constitute the “contents” of electronic communications. 

In particular, the package tracking numbers identifying the particular packages for which 

Plaintiffs and Subclass members requested delivery information were intercepted by the Third 

Parties. In addition, the Third Parties collected associated information, including Plaintiffs’ and 

Subclass members’ browsing history, visit history, website interactions, user input data, 

demographic information, interests and preferences, shopping behaviors, device information, 

referring URLs, session information, user identifiers, and/or geolocation data. 
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158. At all relevant times, the Third Parties used or attempted to use the Private 

Communications automatically intercepted by their tracking technologies described above for 

their own purposes. 

159. Plaintiffs and Subclass members did not provide their prior consent to the Third 

Parties’ intentional access, interception, reading, learning, recording, collection, and use of 

Plaintiffs’ and Subclass members’ electronic communications. Nor did Plaintiffs and Subclass 

members provide their prior consent to Defendants aiding, agreeing with, employing, 

permitting, or otherwise enabling the Third Parties’ conduct. On the contrary, Plaintiffs and 

Subclass members did not consent to the access, interception, reading, learning, recording, 

collection, and use of Plaintiffs’ and Subclass members’ electronic communications, except to 

the transmission of their package tracking number to their selected carrier to obtain package 

tracking information. 

160. The wiretapping of Plaintiffs and Subclass members occurred in California, 

where Plaintiffs and Subclass members accessed the Package Tracking System and where the 

Third Parties—as caused by Defendants—routed Plaintiffs’ and Subclass members’ electronic 

communications to the Third Parties’ servers. Among other things, the third-party resources, as 

well as the software code responsible for placing those resources and transmitting Private 

Communications to the Third Parties, resided on Plaintiffs’ California-located devices. In 

particular, the user’s California-based device, after downloading the software code from the 

Third Parties’ servers, executed the code, causing the transmission of data (including the 

tracking number itself) to and from the Third Parties.  

161. Plaintiffs and Subclass members have suffered loss by reason of these 

violations, including, but not limited to, (i) violation of their right to privacy, (ii) loss of value 

in their Private Communications, (iii) damage to and loss of Plaintiffs’ and Subclass members’ 

property right to control the dissemination and use of their Private Communications, and 

(iv) loss of their Private Communications to the Third Parties with no consent. 
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162. Pursuant to California Penal Code § 637.2, Plaintiffs and Subclass members 

have been injured by the violations of California Penal Code § 631, and each seeks statutory 

damages of the greater of $5,000, or three times the amount of actual damages, for each of 

Defendants’ violations of CIPA § 631(a), as well as injunctive relief. 

163. Unless enjoined, Defendants will continue to commit the illegal acts alleged 

herein including, but not limited to, permitting Third Parties and others to access, intercept, 

read, learn, record, collect, and use Plaintiffs’ and Subclass members’ electronic Private 

Communications with the carriers.  Plaintiffs, Subclass members, and the general public 

continue to be at risk because Plaintiffs, Subclass members, and the general public frequently 

use the internet to search for package delivery statuses and tracking information. Plaintiffs, 

Subclass members, and the general public continue to desire to use the internet for that 

purpose. Plaintiffs, Subclass members, and the general public have no practical way to know if 

their choice to send “Only [the] tracking number” to the selected carrier while using the 

Widget will be honored and/or whether Defendants will permit Third Parties to access, 

intercept, read, learn, record, collect, and use Plaintiffs’ and Subclass members’ electronic 

Private Communications with the carriers. Further, Defendants have already permitted the 

Third Parties to access, intercept, read, learn, record, collect, and use Plaintiffs’ and Subclass 

members’ electronic Private Communications with the carriers and will continue to do so 

unless and until enjoined. 

Fourth Cause of Action: Common Law Fraud, Deceit and/or Misrepresentation 
(On Behalf of the Class) 

 

164. Plaintiffs reallege and incorporate by reference all preceding paragraphs alleged 

herein. 

165. Defendants fraudulently and deceptively informed Plaintiffs and Class members 

that “Only your tracking number will be sent to [UPS/FedEx/USPS]” when using the Widget. 

Google displayed that representation in the Widget on Google Search. UPS, knowing that the 

representation was false, substantially assisted the fraud by integrating its package tracking 
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API with the Widget and configuring its website to cause the undisclosed transmissions 

described above during UPS tracking transactions. 

166. However, despite Google’s representations otherwise, Defendants caused the 

package carrier to receive or collect information other than the tracking number, and the Third 

Parties to receive or collect additional information, including Private Communications, using 

third-party resources and corresponding software code to collect such information. These 

resources and the corresponding software code allowed the Third Parties to access, intercept, 

read, learn, record, collect, and use Plaintiffs’ and Class members’ Private Communications, 

even when consumers previously understood, based on Google’s express representation, that 

sharing of anything other than the tracking number with the package carrier would not occur. 

167. The falsity of the representation and the omitted facts were known exclusively 

to Defendants, were actively concealed by Defendants, were not reasonably known to Plaintiffs 

and Class members, and were material at the time the representation was made. Defendants 

knew, or should have known, how the Package Tracking System functioned, including the 

Third Parties’ resources UPS installed on its website and the information or data the Track 

Button caused to be transmitted or disclosed, through testing the Package Tracking System, 

evaluating its performance metrics by means of their respective accounts with the Third 

Parties, or otherwise, and knew, or should have known, that the Package Tracking System’s 

programming caused the transmission or disclosure of users’ Private Communications upon 

clicking or selecting the Track Button, even after Google represented “Only your tracking 

number will be sent to [UPS/FedEx/USPS].” Defendants’ misrepresentations and omissions 

concerned material facts that were essential to the analysis undertaken by Plaintiffs and Class 

members as to whether to use the Package Tracking System. In misleading Plaintiffs and Class 

members and not so informing them, Google breached its duty to Plaintiffs and Class members 

to disclose the additional transmissions necessary to make its representation not misleading. 

Defendants also gained financially from, and as a result of, that breach. 
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168. Plaintiffs and Class members relied to their detriment on Defendants’ 

misrepresentations and fraudulent omissions. 

169. Plaintiffs and Class members have suffered an injury-in-fact, including the loss 

of money and/or property, as a result of Defendants’ unfair, deceptive, and/or unlawful 

practices, including the unauthorized interception of their Private Communications, including 

their browsing history, visit history, website interactions, user input data, demographic 

information, interests and preferences, shopping behaviors, device information, referring 

URLs, session information, user identifiers, and/or geolocation data, which have value as 

demonstrated by the use and sale of consumers’ browsing activity, as alleged above. Plaintiffs 

and Class members have also suffered harm in the form of diminution of the value of their 

private and personally identifiable information and communications. 

170. Defendants’ actions caused damage to and loss of Plaintiffs’ and Class 

members’ property right to control the dissemination and use of their personal information and 

communications. 

171. Google’s representation that “Only your tracking number will be sent to 

[UPS/FedEx/USPS]” upon clicking or selecting the Track Button, or otherwise using the 

Widget, was untrue. Again, had Plaintiffs and Class members known these facts, they would 

not have used the Package Tracking System. Moreover, Plaintiffs and Class members reviewed 

the representation before they clicked or pressed the Track Button. Had Defendants disclosed 

that they caused the package carrier to receive or collect information other than the tracking 

number, or the Third Parties to receive or collect any information at all (let alone users’ Private 

Communications), or used third-party resources to collect such information, Plaintiffs and 

Class members would have noticed it and would not have used the Package Tracking System. 

172. By and through such fraud, deceit, misrepresentations and/or omissions, 

Defendants intended to induce Plaintiffs and Class members to alter their positions to their 

detriment. Specifically, Defendants fraudulently and deceptively induced Plaintiffs and Class 

members, without limitation, to use the Package Tracking System under the mistaken belief 
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that Defendants would not permit Third Parties to obtain users’ Private Communications when 

consumers chose to use the Widget. As a result, Plaintiffs and the Class provided more 

personal data than they would have otherwise. 

173. Plaintiffs and Class members justifiably and reasonably relied on Defendants’ 

misrepresentations and omissions, and, accordingly, were damaged by Defendants’ conduct. 

174. As a direct and proximate result of Defendants’ misrepresentations and/or 

omissions, Plaintiffs and Class members have suffered damages, as alleged above, and are 

entitled to just compensation, including monetary damages.  

175. Plaintiffs and Class members seek punitive damages because Defendants’ 

actions—which were malicious, oppressive, and willful—were calculated to injure Plaintiffs 

and Class members and undertaken in conscious disregard of Plaintiffs’ and Class members’ 

rights and Plaintiffs’ and Class members’ consent to the disclosure of only a package tracking 

number to the package carrier. Punitive damages are warranted to deter Defendants from 

engaging in future misconduct. 

Fifth Cause of Action: Unjust Enrichment 
(On Behalf of the Class) 

176. Plaintiffs reallege and incorporate by reference all preceding paragraphs alleged 

herein. 

177. Defendants created and implemented a scheme to increase their own profits 

through a pervasive pattern of false statements and fraudulent omissions. 

178. Defendants were unjustly enriched as a result of their wrongful conduct, 

including through their misrepresentation that “Only your tracking number will be sent to 

[UPS/FedEx/USPS]” when users clicked or pressed the Track Button associated with the 

Widget. Instead, Defendants caused users’ browsers to transmit users’ Private Communications 

to Third Parties and others along with the package tracking number, including users’ browsing 

history, visit history, website interactions, user input data, demographic information, interests 

and preferences, shopping behaviors, device information, referring URLs, session information, 

user identifiers, and/or geolocation data, despite users never consenting to the disclosure of 
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anything other than the package tracking number to the package carrier or any information to 

the Third Parties.  

179. Plaintiffs’ and Class members’ Private Communications have conferred an 

economic benefit on Defendants. Google obtained advertising and profiling benefits from its 

collection and use of those communications through its Analytics and DoubleClick platforms. 

On information and belief, UPS obtained benefits from using the communications collected 

during UPS tracking transactions to target advertising and marketing and improve the 

efficiency of its services, as alleged above. 

180. Defendants have been unjustly enriched at the expense of Plaintiffs and Class 

members, and Defendants have unjustly retained the benefits of their unlawful and wrongful 

conduct. 

181. Defendants appreciated, recognized, and chose to accept the monetary benefits 

that Plaintiffs and Class members conferred on Defendants to the detriment of Plaintiffs and 

Class members. These benefits were the expected result of Defendants acting in their pecuniary 

interest at the expense of Plaintiffs and Class members. 

182. It would be unjust for Defendants to retain the value of Plaintiffs’ and Class 

members’ property and any profits earned thereon. 

183. There is no justification for Defendants’ enrichment. It would be inequitable, 

unconscionable, and unjust for Defendants to be permitted to retain these benefits because the 

benefits were procured as a result of their wrongful conduct. 

184. Plaintiffs and Class members are entitled to restitution of the benefits 

Defendants unjustly retained and/or any amounts necessary to return Plaintiffs and Class 

members to the position they occupied prior to having their Private Communications tracked 

and collected by the Third Parties. 

185. Plaintiffs plead this claim separately, as well as in the alternative, to their other 

claims, and seek equitable restitution to the extent their remedies at law are inadequate. 
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PRAYER FOR RELIEF 

WHEREFORE, reserving all rights, Plaintiffs, on behalf of themselves and the Class 

and Subclass members, respectfully request judgment against Defendants as follows: 

A. Certification of the proposed Class and Subclass, including appointment of 

Plaintiffs’ counsel as class counsel; 

B. An award of compensatory damages, including statutory damages where 

available, to Plaintiffs, Class members, and Subclass members against Defendants for all 

damages sustained as a result of Defendants’ wrongdoing, including both pre- and post-

judgment interest thereon; 

C. An award of punitive damages; 

D. An award of nominal damages; 

E. An order for full restitution; 

F. An order requiring Defendants to disgorge revenues and profits wrongfully 

obtained; 

G. An order temporarily and permanently enjoining Defendants from continuing 

the unlawful, deceptive, fraudulent, and unfair business practices alleged in this Complaint; 

H. An award of reasonable attorneys’ fees and the costs of suit incurred; and 

I. An order providing any such further relief as may be just and proper. 

Dated: October 9, 2026 
 GUTRIDE SAFIER LLP 

 
/s/Seth A. Safier/s/      
Seth A. Safier (State Bar No. 197427) 
   seth@gutridesafier.com 
Marie A. McCrary (State Bar No. 262670) 
   marie@gutridesafier.com 
Todd Kennedy (State Bar No. 250267) 
   todd@gutridesafier.com 
100 Pine Street, Suite 1250 
San Francisco, CA 94111 
Telephone: (415) 639-9090 
Facsimile:  (415) 449-6469 
 
Attorneys for Plaintiffs 
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