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IN THE UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION
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Plaintiff Timothy Durham (“Plaintiff”), individually and on behalf of all others
similarly situated, brings this Class Action Complaint against Defendant Equifax Inc.
(“Equifax” or “Defendant”), and alleges as follows:

NATURE OF THE CASE

1. On September 7, 2015, Equifax announced a “Cybersecurity Incident”
(hereinafter, the “Data Breach”) affecting, according to its own account, “approximately
143 million U.S. consumers.” <https://www.equifaxsecurity2017.com> (last visited
Sept. 7, 2017).

2. “The information accessed primarily includes names, Social Security
numbers, birth dates, addresses and, in some instances, driver’s license numbers. In
addition, credit card numbers for approximately 209,000 U.S. consumers, and certain
dispute documents with personal identifying information for approximately 182,000
U.S. consumers, were accessed.” Id.

3. Such information is among the most highly sensitive personally identifiable
information (“PI11”) that exists concerning U.S. consumers, and can be used by criminals
to open fraudulent financial accounts in such consumers’ names, encumber consumer’s
property, commit tax fraud, and commit a variety of financial crimes with severe
consequences for the victims.

4. In its press release concerning the Data Breach, Equifax stated that “the
unauthorized access occurred from mid-May through July 2017.” 1d.; see also
<https://investor.equifax.com/news-and-events/news/2017/09-07-2017-213000628>
(last visited Sept. 7, 2017).

5. Equifax also admitted that it discovered the “unauthorized access” on July
29, 2017, though it did not notify those whose PIl was compromised in the Data Breach
about it until September 7. 1d.

6. Through a video statement from Defendant’s Chairman and Chief
Executive Officer, Richard F. Smith, Equifax admitted that the Data Breach “strikes at
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the heart of who we are and what we do,” because “[w]e pride ourselves on being a
leader in managing and protecting data.” Id.

7. At the same time it released these statements concerning the Data Breach,
Equifax offered “Free Identity Theft Protection and Credit File Monitoring to All U.S.
Consumers,” but Equifax only offered such assistance for one year, despite that the
compromised PII can be used to injure victims of the Data Breach long after one year
has passed. Id. In addition, the product offered is Equifax’s own product, which is not
as robust as certain competing products, and Equifax most likely will encourage
consumers to purchase additional protection once the initial year of coverage expires.
Moreover, such products typically only look for fraud involving new accounts, but do
little or nothing to prevent fraud on consumers’ existing accounts.

8. Equifax provided a website, www.equifaxsecurity2017.com, where
consumers could input their identifying information and be told whether, to Equifax’s
knowledge, their P11 was compromised in the Data Breach.

9. That the intruders were able to access such a large amount of sensitive
consumer data via a vulnerability in the company’s Web site suggests that Equifax may
have fallen behind in applying security updates to its Internet-facing Web applications.

10.  This is not the first time Equifax itself suffered a data breach. In May
2017, hackers exploited lax security at Equifax’s TALX payroll division, which
provides online payroll, Human Resources, and business tax services, thus gaining
access to consumers’ highly sensitive federal tax forms, Social Security Numbers, and
other sensitive PIl. See, e.g., <https://oag.ca.gov/system/files/Allegis%20-
%20CA%20Templates_0.pdf> (last visited Sept. 7, 2017);
<https://krebsonsecurity.com/2017/05/fraudsters-exploited-lax-security-at-equifaxs-talx-
payroll-division/> (last visited Sept. 7, 2017).

11. The Data Breach only could have occurred because Equifax failed to
implement adequate security measures to safeguarded consumers’ PIl. Unauthorized
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parties routinely attempt to gain access to and steal personal information from networks
and information systems—especially from entities such as Equifax, which are known to
possess a large number of individuals’ valuable personal and financial information.

12.  Armed with the personal information obtained in the Data Breach, identity
thieves can commit a variety of crimes that harm victims of the Data Breach. For
instance, they can take out loans, mortgage property, and open financial accounts and
open credit cards in a victim’s name; use a victim’s information to obtain government
benefits or file fraudulent returns to obtain a tax refund; obtain a driver’s license or
identification card in a victim’s name; gain employment in a victim’s name; obtain
medical services in a victim’s name; or give false information to police during an arrest.
Hackers also routinely sell individuals’ PII to other criminals who intend to misuse the
information.

13.  As aresult of Equifax’s failure to prevent the breach, Plaintiff and other
Class members are exposed to a heightened, imminent risk of fraud, identity theft, and
financial harm, as detailed below. Plaintiff and other Class members have to monitor
their financial accounts and credit histories more closely and frequently to guard against
identity theft. Class members also have incurred, and will continue to incur, out-of-
pocket costs for obtaining credit reports, credit freezes, more robust credit monitoring
services, and other protective measures in order to detect, protect, and repair the Data
Breach’s impact on their PII for the remainder of their lives. Class members will have
to spend considerable time and money for the rest of their lives in order to detect and
respond to the impact of the Data Breach.

14.  Plaintiff brings this action to remedy these harms on behalf of himself and
all similarly situated individuals whose PIl was accessed during the Data Breach.
Plaintiff seeks the following remedies, among others: statutory damages under the Fair
Credit Reporting Act (“FCRA”) and state consumer protection statutes, reimbursement
of out-of-pocket losses, other compensatory damages, further credit monitoring services

3




Case 1:17-cv-03452-ELR Document 1 Filed 09/08/17 Page 5 of 35

with accompanying identity theft insurance beyond Equifax’s current one-year offer,
and injunctive relief including an order requiring Equifax to implement improved data
security measures.
PARTIES

15.  Plaintiff Timothy Durham is a resident of Los Angeles, California.
Plaintiff dispute several items appearing on his credit report with Equifax in or about
July and August, 2017. On September 7, 2017, Plaintiff was informed by Equifax that,
“[b]Jased on the information [he] provided [through Equifax’s
www.equifaxsecurity2017.com website], we believe that your personal information may
have been impacted by [the Data Breach].”

16. Defendant Equifax, Inc. is incorporated in Georgia, with its headquarters
located at 1550 Peachtree Street, N.W., Atlanta, Georgia.

17.  Equifax is one of the major credit reporting bureaus in the United States.
As a credit bureau service, “The company organizes, assimilates and analyzes data on
more than 820 million consumers and more than 91 million businesses worldwide.”
Equifax 2016 Annual Report at 2. Equifax prides itself as a leader in “Big Data.” E.g.,
id. at 7. As a credit bureau, Equifax maintains information related to the credit history
of consumers and provides the information to creditors who are considering a
borrower’s application for credit or who have extended credit to such consumers.

JURISDICTION AND VENUE

18.  This Court has federal question jurisdiction under 28 U.S.C. § 1331
because Plaintiff brings claims under the Fair Credit Reporting Act (“FCRA”), 15
U.S.C. 88 168le, et seq.

19.  This Court also has diversity jurisdiction under the Class Action Fairness
Act, 28 U.S.C. § 1332(d), because this is a class action involving more than 100 Class
members, the amount in controversy exceeds $5 million exclusive of interest and costs,
and many members of the Class are citizens of states different from Defendant.
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20.  Venue is proper in this Court pursuant to 28 U.S.C. § 1391 because
Plaintiff resides in this District, Defendant regularly transacts business here, and many
Class members reside in this District.

ADDITIONAL FACTS

A.  Equifax Promised to Protect Class Members’ P11, but Maintained
Inadequate Data Security

21.  Prior to the Data Breach, Equifax promised its customers and everyone
whose PI1 it collects that it would reasonably protect their PII. Equifax publishes
numerous privacy policies, and proudly declares that: “For more than 100 years, . . .
[w]e have built our reputation on our commitment to deliver reliable information to our
customers (both businesses and consumers) and to protect the privacy and
confidentiality of personal information about consumers. . . . Safeguarding the privacy
and security of information, both online and offline, is a top priority for Equifax.”

22.  As a credit bureau Equifax is obligated by federal law to
protect consumers’ PII, including under the Fair Credit Reporting Act, and
the Gramm-Leach-Bliley Act.

23.  Plaintiff and other Class members had no choice in Equifax’s collection,
maintenance, and ultimate disclosure of their PIl. Rather, Equifax was allowed to
perform such services, involving such sensitive information only if it adhered to the
requirements of laws meant to protect the privacy of such information, such as the Fair
Credit Reporting Act (“FCRA”) and the Gramm-Leach-Bliley Act (“GLBA”).
Equifax’s maintenance, use, and furnishing of such PII is and was intended to affect
Plaintiff and other Class members, and the harm caused by disclosure of that PII in the
Data Breach was entirely foreseeable to Equifax.
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B.  The Data Breach Has Exposed Plaintiff and Other Consumers to
Fraud, Identity Theft, Financial Harm, and a Heightened, Imminent
Risk of Such Harm in the Future

24.  On its website, Equifax “recommend]s] that consumers be vigilant in
reviewing their account statements and credit reports.”
<https://lwww.equifaxsecurity2017.com/frequently-asked-questions/> (last visited Sept.
7,2017).

25. There is a strong likelihood that Class members already have or will
become victims of identity fraud given the breadth of their PII that is now publicly
available.

26.  For instance, Javelin Strategy & Research, a consulting firm that
specializes in fraud and security, reported in its 2014 Identity Fraud Study that “[d]ata
breaches are the greatest risk factor for identity fraud.” In fact, “[i]Jn 2013, one in three
consumers who received notification of a data breach became a victim of fraud.” Javelin
also found increased instances of fraud other than credit card fraud, including
“compromised lines of credit, internet accounts (e.g., eBay, Amazon) and email
payment accounts such as PayPal.” <https://www.javelinstrategy.com/press-
release/new-identity-fraud-victim-every-two-seconds-2013-according-latest-javelin-
strategy> (last visited April 14, 2016).

27. The exposure of Plaintiff’s and Class members’ Social Security numbers in
particular poses serious problems. Criminals frequently use Social Security numbers to
create false bank accounts, file fraudulent tax returns, and incur credit in the victim’s
name. Neal O’Farrell, a security and identity theft expert for Credit Sesame calls a

Social Security number “your secret sauce,” that is “as good as your DNA to hackers.”*

' Tips, How to Protect Your Kids From the Anthem Data Breach,” Kiplinger (Feb. 10,
2015), available at
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Even where data breach victims obtain a new Social Security number, the Social
Security Administration warns “that a new number probably will not solve all []
problems . . . and will not guarantee [] a fresh start.”* In fact, “[fJor some victims of
identity theft, a new number actually creates new problems.” One of those new
problems is that a new Social Security number will have a completely blank credit
history, making it difficult to get credit for a few years unless it is linked to the old
compromised number.

28.  As aresult of the compromising of their PII, Plaintiff and Class members
face the following injuries:

e identity fraud and theft, including unauthorized bank activity, fraudulent
credit card purchases, and damage to their credit;

e money and time expended to prevent, detect, contest, and repair identity
theft, fraud, and/or other unauthorized uses of PlI;

e lost opportunity costs and loss of productivity from efforts to mitigate and
address the adverse effects of the Data Breach, including but not limited to
efforts to research how to prevent, detect, contest, and recover from misuse
of their PII; and

¢ |oss of the opportunity to control how their PII is used.

e |oss of use of and access to their financial accounts and/or credit;

e impairment of their credit scores, ability to borrow, and/or ability to obtain
credit;

http://www .kiplinger.com/article/credit/T048-C011-S001-how-to-protect-your-kids-
from-the-anthem-data-brea.html (last visited April 14, 2016).

2 Social Security Administration, Identity Theft and Your Social Security Number, pp.
7-8, available at https://www.ssa.gov/pubs/EN-05-10064.pdf (last visited Mar. 10,
2016)
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29.

lowered credit scores resulting from credit inquiries following fraudulent
activities;

costs and lost time obtaining credit reports in order to monitor their credit
records;

money, including fees charged in some states, and time spent placing fraud
alerts and security freezes on their credit records;

money and time expended to avail themselves of assets and/or credit frozen
or flagged due to misuse;

costs of credit monitoring that is more robust than the services being
offered by Equifax;

anticipated future costs from the purchase of credit monitoring and/or
identity theft protection services once the temporary services being offered
by Equifax expire;

costs and lost time from dealing with administrative consequences of the
Data Breach, including by identifying, disputing, and seeking
reimbursement for fraudulent activity, canceling compromised financial
accounts and associated payment cards, and investigating options for credit
monitoring and identity theft protection services;

money and time expended to ameliorate the consequences of the filing of
fraudulent tax returns; and

continuing risks to their personal information, which remains subject to
further harmful exposure and theft as long as Equifax fails to undertake
appropriate steps to protect adequately the P11 in its possession.

The risks that Plaintiff and Class members bear as a result of the Data

Breach cannot be mitigated by the credit monitoring Equifax has offered to affected

consumers because it can only help detect, but will not prevent, the fraudulent use of

Class members’ PII. Instead, Plaintiff and Class members will need to spend time and
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money to protect themselves. For instance, credit reporting agencies impose fees for
credit freezes in certain states. In addition, while credit reporting agencies offer
consumers one free credit report per year, consumers who request more than one credit
report per year from the same credit reporting agency must pay a fee for the additional
report. Such fees constitute out-of-pocket costs to Class members.

30. The risks borne by affected consumers are not hypothetical: Equifax has
admitted that Class members’ personal information was disclosed in the Data Breach,
has admitted the risks of identity theft, and has encouraged consumers to vigilantly
monitor their accounts.

C. Equifax Was Required to Implement Reasonable Security, and to
Investigate and Provide Timely and Adequate Notification of the Data
Breach

31. The Gramm-Leach-Bliley Act (“GLBA”) imposes upon “financial
Institutions” “an affirmative and continuing obligation to respect the privacy of its
customers and to protect the security and confidentiality of those customers’ nonpublic
personal information.” 15 U.S.C. § 6801. To satisfy this obligation, financial institutions
must satisfy certain standards relating to administrative, technical, and physical

safeguards:
(1) to insure the security and confidentiality of customer records
and information;

(2) to protect against any anticipated threats or hazards to the
security or integrity of such records; and

(3) to protect against unauthorized access to or use of such
records or information which could result in substantial harm
or inconvenience to any customer. 15 U.S.C. 8 6801(b)
(emphasis added).
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32.  In order to satisfy their obligations under the GLBA, financial institutions
must “develop, implement, and maintain a comprehensive information security program
that is [1] written in one or more readily accessible parts and [2] contains administrative,
technical, and physical safeguards that are appropriate to [their] size and complexity, the
nature and scope of [their] activities, and the sensitivity of any customer information at
issue.” See 16 C.F.R. § 314.4. “In order to develop, implement, and maintain [their]
information security program, [financial institutions] shall:

(@) Designate an employee or employees to coordinate [their]
information security program.

(b) Identify reasonably foreseeable internal and external risks
to the security, confidentiality, and integrity of customer
information that could result in the unauthorized disclosure,
misuse, alteration, destruction or other compromise of such
information, and assess the sufficiency of any safeguards in
place to control these risks. At a minimum, such a risk
assessment should include consideration of risks in each
relevant area of [their] operations, including:

(1) Employee training and management;

(2) Information systems, including network and software
design, as well as information processing, storage,
transmission and disposal; and

3) Detecting, preventing and responding to attacks,
intrusions, or other systems failures.

(c) Design and implement information safeguards to control the
risks [they] identify through risk assessment, and regularly
test or otherwise monitor the effectiveness of the safeguards’
key controls, systems, and procedures.

(d) Oversee service providers, by:
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(1) Taking reasonable steps to select and retain service
providers that are capable of maintaining appropriate
safeguards for the customer information at issue; and

(2) Requiring [their] service providers by contract to
implement and maintain such safeguards.

(e) Evaluate and adjust [their] information security program in
light of the results of the testing and monitoring required by
paragraph (c) of this section; any material changes to [their]
operations or business arrangements; or any other
circumstances that [they] know or have reason to know may
have a material impact on [their] information security
program.”

Id.

33. In addition, under the Interagency Guidelines Establishing Information
Security Standards, 12 C.F.R. pt. 225, App. F, financial institutions have an affirmative
duty to “develop and implement a risk-based response program to address incidents of
unauthorized access to customer information in customer information systems.” See id.
“At a minimum, an institution’s response program should contain procedures for the

following:
a. Assessing the nature and scope of an incident, and identifying
what customer information systems and types of customer
information have been accessed or misused,;

b. Notifying its primary Federal regulator as soon as possible
when the institution becomes aware of an incident involving
unauthorized access to or use of sensitive customer
information, as defined below;

c. Consistent with the Agencies’ Suspicious Activity Report
(“SAR”) regulations, notifying appropriate law enforcement
authorities, in addition to filing a timely SAR in situations
involving Federal criminal violations requiring immediate

11




Case 1:17-cv-03452-ELR Document 1 Filed 09/08/17 Page 13 of 35

attention, such as when a reportable violation is ongoing;

d. Taking appropriate steps to contain and control the incident to
prevent further unauthorized access to or use of customer
information, for example, by monitoring, freezing, or closing
affected accounts, while preserving records and other
evidence; and

e. Notifying customers when warranted.
Id. (emphasis added).

34.  Further, “[w]hen a financial institution becomes aware of an incident of
unauthorized access to sensitive customer information, the institution should conduct a
reasonable investigation to promptly determine the likelihood that the information has
been or will be misused. If the institution determines
that misuse of its information about a customer has occurred or is reasonably possible, it
should notify the affected customer as soon as possible.” See id.

35.  Credit bureaus are “financial institutions” for purposes of the GLBA, and
are therefore subject to its provisions. See TranUnion LLC v. F.T.C., 295 F.3d 42, 48
(D.C. Cir. 2002). Under Regulation Y promulgated by the Federal Reserve Board, Bank

"3are “so

Holding Companies and Change in Bank Control, “credit bureau services
closely related to banking or managing or controlling banks as to be a proper incident
thereto.” Because Equifax is a credit bureau and performs credit bureau services, it
qualifies as a financial institution for purposes of the GLBA.

36. “Nonpublic personal information,” includes PII (such as the PII
compromised during the Data Breach) for purposes of the GLBA. Likewise, “sensitive

customer information” includes P11 for purposes of the Interagency Guidelines

* Credit bureau services include “[m]aintaining information related to the credit history
of consumers and providing the information to a credit grantor who is considering a
borrower’s application for credit or who has extended credit to the borrower.” See 12
C.F.R. § 225.28.
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Establishing Information Security Standards.

37.  Upon information and belief, Equifax failed to “develop, implement, and
maintain a comprehensive information security program” with “administrative,
technical, and physical safeguards” that were “appropriate to [its] size and complexity,
the nature and scope of [its] activities, and the sensitivity of any customer information at
issue.” This includes, but is not limited to, Equifax’s failure to (a) implement and
maintain adequate data security practices to safeguard Class members’ PllI; (b) failing to
detect the Data Breach in a timely manner; and (c) failing to disclose that its data
security practices were inadequate to safeguard Class members’ PII.

38.  Upon information and belief, Equifax also failed to “develop and
implement a risk-based response program to address incidents of unauthorized access to
customer information in customer information systems” as mandated by the GLBA.
This includes, but is not limited to, Equifax’s failure to notify affected individuals
themselves of the Data Breach in a timely and adequate manner.

CLASS ACTION ALLEGATIONS

39. Plaintiff brings all claims as class claims under Federal Rule of Civil
Procedure 23(b)(1), (b)(2), (b)(3), and (c)(4).

40.  Plaintiff brings claims as specified below on behalf of a proposed
nationwide class (“Nationwide Class™), preliminarily defined as follows:

All natural persons and entities in the United States whose
personally identifiable information was acquired by
unauthorized persons in the data breach announced by Equifax
in September 2017.

41. Plaintiff also brings claims as specified below on behalf of a California
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statewide subclass (the “California Subclass”), preliminarily defined as follows:

All natural persons and entities in California whose personally
identifiable information was acquired by unauthorized persons
in the data breach announced by Equifax in September 2017.

42. Except where otherwise noted, “Class members” shall refer to members of
the Nationwide Class the California Subclass, collectively, and all classes are referred to
collectively as the “Classes.”

43.  Excluded from the Nationwide Class and the California Subclass are
Defendant and its current employees, as well as the Court and its personnel presiding
over this action.

44.  The Nationwide Class meets the requirements of Federal Rules of Civil
Procedure 23(a) and 23(b)(1), (b)(2), and (b)(3).

45.  Numerosity: The Classes are so numerous that joinder of all members is
impracticable. According to Equifax, the Data Breach affected approximately 143
million U.S. consumers.

46. Commonality: There are numerous questions of law and fact common to
all Class members, including but not limited to the following:

o whether Defendant engaged in the wrongful conduct alleged herein;

o whether Defendant owed a duty to Plaintiff and Class members to
adequately protect their PlI;

o whether Defendant breached its duties to protect the PII of Plaintiff and
other Class members;

o whether Defendant knew or should have known that its data security
systems and processes were vulnerable to attack;

14
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e whether Plaintiff and other Class members suffered legally cognizable
damages as a result of Defendant’s conduct, including increased risk of
identity theft and loss of value of PlI;

e whether Defendant violated the FCRA, the GLBA, and/or state data breach
laws; and

e whether Plaintiff and other Class members are entitled to equitable relief
including injunctive relief,

47. Typicality: Plaintiff’s claims are typical of the claims of other Class
members. Plaintiff, like all proposed Class members, had his PII compromised in the
Data Breach.

48. Adequacy: Plaintiff will fairly and adequately protect the interests
of all Class members. Plaintiff has no interests that are adverse to, or in conflict with,
other Class members. There are no claims or defenses that are unique to Plaintiff.
Likewise, Plaintiff has retained counsel experienced in class action and complex
litigation, including data breach litigation, that have sufficient resources to prosecute
this action vigorously.

49. Predominance: The proposed action meets the requirements of
Federal Rule of Civil Procedure 23(b)(3) because questions of law and fact common to
the Classes predominate over any questions which may affect only individual Class
members.

50. Superiority: The proposed Classes also meet the requirements of
Federal Rule of Civil Procedure 23(b)(3) because a class action is superior to other
available methods for the fair and efficient adjudication of the controversy. Class
treatment of common questions is superior to multiple individual actions or piecemeal
litigation, avoids inconsistent decisions, presents far fewer management difficulties,
conserves judicial resources and the parties’ resources, and protects the rights of each
Class member.

15
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51. Absent a class action, the majority of Class members would find the
cost of litigating their claims prohibitively high and would have no effective remedy.

52. Risks of Prosecuting Separate Actions: Plaintiff’s claims also meet
the requirements of Federal Rule of Civil Procedure 23(b)(1) because prosecution of
separate actions by individual Class members would create a risk of inconsistent or
varying adjudications that would establish incompatible standards for Equifax. Equifax
continues to maintain the PIl of the Class members and other individuals, and varying
adjudications could establish incompatible standards with respect to: Defendant’s duty
to protect individuals’ PIl; whether Defendant’s ongoing conduct violates the FCRA
and/or other state or federal law; and whether the injuries suffered by Class members
are legally cognizable. Prosecution of separate actions by individual Class members
would also create a risk of individual adjudications that would be dispositive of the
interests of other Class members not parties to the individual adjudications, or
substantially impair or impede the ability of Class members to protect their interests.

53. Injunctive Relief: In addition, Defendant has acted and/or refused to
act on grounds that apply generally to all Class members, making injunctive and/or
declaratory relief appropriate with respect to all Classes under Federal Rule of Civil
Procedure 23(b)(2). Defendant continues to (1) maintain the Pl of Class members, (2)
fails to adequately protect their Pll, and (3) violates Class members’ rights under the
FCRA and other claims alleged herein.

54. Certification of Particular Issues: In the alternative, this action
may be maintained as class actions with respect to particular issues, in accordance with
Fed. R. Civ. P. 23(c)(4).

CAUSES OF ACTION
COUNT I
WILLFUL VIOLATION OF THE FAIR CREDIT REPORTING ACT
(on behalf of the Nationwide Class)
16
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55.  Plaintiff incorporates by reference all paragraphs above.

56. As individuals, Plaintiff and other Class member are consumers entitled to
the protections of the FCRA. 15 U.S.C. § 1681a(c).

57.  Under the FCRA, a “consumer reporting agency” is defined as “any person
which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in
whole or in part in the practice of assembling or evaluating consumer credit information
or other information on consumers for the purpose of furnishing consumer reports to
third parties . ...” 15 U.S.C. § 1681a(f).

58. Equifax is a consumer reporting agency under the FCRA because, for
monetary fees, it regularly engages in the practice of assembling or evaluating consumer
credit information or other information on consumers for the purpose of furnishing
consumer reports to third parties.

59.  Asaconsumer reporting agency, the FCRA requires Equifax to “maintain
reasonable procedures designed to . . . limit the furnishing of consumer reports to the
purposes listed under section 1681b of this title.” 15 U.S.C. § 1681e(a).

60. Under the FCRA, a “consumer report” is defined as “any written, oral, or
other communication of any information by a consumer reporting agency bearing on a
consumer’s credit worthiness, credit standing, credit capacity, character, general
reputation, personal characteristics, or mode of living which is used or expected to be
used or collected in whole or in part for the purpose of serving as a factor in establishing
the consumer’s eligibility for -- (A) credit . . . to be used primarily for personal, family,
or household purposes; . . . or (C) any other purpose authorized under section 1681b of
this title.” 15 U.S.C. 8 1681a(d)(1).

61. The compromised data was a consumer report under the FCRA because it
was a communication of information bearing on Class members’ credit worthiness,
credit standing, credit capacity, character, general reputation, personal characteristics, or
mode of living used, or expected to be used or collected in whole or in part, for the

17
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purpose of serving as a factor in establishing the Class members’ eligibility for credit.

62. Asaconsumer reporting agency, Equifax may only furnish a consumer
report under the limited circumstances set forth in 15 U.S.C. § 1681Db, “and no other.”
15 U.S.C. § 1681b(a). None of the purposes listed under 15 U.S.C. § 1681b permit
credit reporting agencies to furnish consumer reports to unauthorized or unknown
entities, or computer hackers such as those who accessed the Nationwide Class
members’ PIl. Equifax violated § 1681b by furnishing consumer reports to
unauthorized or unknown entities or computer hackers, as detailed above.

63. Equifax furnished the Nationwide Class members’ consumer reports by
disclosing their consumer reports to unauthorized entities and hackers; allowing
unauthorized entities and hackers to access their consumer reports; knowingly and/or
recklessly failing to take security measures that would prevent unauthorized entities or
hackers from accessing their consumer reports; and/or failing to take reasonable security
measures that would prevent unauthorized entities or hackers from accessing their
consumer reports.

64. The Federal Trade Commission (“FTC”) has pursued enforcement actions
against consumer reporting agencies under the FCRA for failing to “take adequate
measures to fulfill their obligations to protect information contained in consumer
reports, as required by the” FCRA, in connection with data breaches.*

65. Equifax willfully and/or recklessly violated § 1681b and § 1681e(a) of the
FCRA by providing impermissible access to consumer reports and by failing to
maintain reasonable procedures designed to limit the furnishing of consumer reports to
the purposes outlined under section 1681b of the FCRA. Equifax was well aware of the
Importance of the measures organizations like it should take to prevent data breaches,

* E.g., Statement of Commissioner Brill (Federal Trade Commission 2011), available at
<https://www.ftc.gov/sites/default/files/documents/cases/2011/08/110819settlementones
tatement.pdf> (last visited April 14, 2016).
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and willingly failed to take them.

66. Equifax also acted willfully and recklessly because it knew or should have
known about its legal obligations regarding data security and data breaches under the
FCRA. These obligations are well established in the plain language of the FCRA and in
the promulgations of the Federal Trade Commission. See, e.g., 55 Fed. Reg. 18804
(May 4, 1990), 1990 Commentary On The Fair Credit Reporting Act. 16 C.F.R. Part
600, Appendix To Part 600, Sec. 607 2E. Equifax obtained or had available these and
other substantial written materials that apprised them of its duties under the FCRA. Any
reasonable consumer reporting agency knows or should know about these requirements.
Despite knowing of these legal obligations, Equifax acted consciously in breaching
known duties regarding data security and data breaches and depriving Plaintiff and other
Class members of their rights under the FCRA.

67. Equifax’s willful and/or reckless conduct provided a means for
unauthorized intruders to obtain and misuse Plaintiff’s and Nationwide Class members’
personal information for no permissible purposes under the FCRA.

68. Plaintiff and other Nationwide Class members have been damaged by
Equifax’s willful or reckless failure to comply with the FCRA. Therefore, Plaintiff and
each of the Nationwide Class members are entitled to recover “any actual damages
sustained by the consumer . . . or damages of not less than $100 and not more than
$1,000.” 15 U.S.C. 8 1681n(a)(1)(A).

69. Plaintiff and other Nationwide Class members are also entitled to punitive
damages, costs of the action, and reasonable attorneys’ fees. 15 U.S.C. § 1681n(a)(2),
(3).

COUNT NI
NEGLIGENT VIOLATION OF THE FAIR CREDIT REPORTING ACT
(on behalf of the Nationwide Class)
70.  Plaintiff incorporates by reference all paragraphs above.
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71.  Equifax was negligent in failing to maintain reasonable procedures
designed to limit the furnishing of consumer reports to the purposes outlined under
section 1681b of the FCRA. Equifax’s negligent failure to maintain reasonable
procedures is supported by, among other things, former employees’ admissions that
Equifax’s data security practices have deteriorated in recent years, and Equifax’s
numerous other data breaches in the past. Further, as an enterprise claiming to be an
industry leader in data breach prevention, Equifax was well aware of the importance of
the measures organizations should take to prevent data breaches, yet failed to take them.

72.  Equifax’s negligent conduct provided a means for unauthorized intruders to
obtain Plaintiff’s and other Nationwide Class members’ PIl and consumer reports for no
permissible purposes under the FCRA.

73.  Plaintiff and other Nationwide Class member have been damaged by
Equifax’s negligent failure to comply with the FCRA. Therefore, Plaintiff and each of
the Nationwide Class member are entitled to recover “any actual damages sustained by
the consumer.” 15 U.S.C. § 16810(a)(1).

74.  Plaintiff and other Nationwide Class member are also entitled to recover
their costs of the action, as well as reasonable attorneys’ fees. 15 U.S.C. § 16810(a)(2).

COUNT HI
NEGLIGENCE
(on behalf of the Nationwide Class)

75.  Plaintiff incorporates by reference all paragraphs above.

76. Equifax owed a duty to Plaintiff and to other Class members, arising from
the sensitivity of the information and the foreseeability of its data safety shortcomings
resulting in an intrusion, to exercise reasonable care in safeguarding their sensitive
personal information. This duty included, among other things, designing, maintaining,
monitoring, and testing Equifax’s security systems, protocols, and practices to ensure
that Class members’ information was adequately secured from unauthorized access.
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77. Equifax’s privacy policy, and other public statements, acknowledged its
duty to adequately protect Class members’ PII.

78.  Equifax owed a duty to Class members to implement intrusion detection
processes that would detect a data breach in a timely manner.

79. Equifax also had a duty to delete any PII that was no longer needed to
serve client needs.

80. Equifax owed a duty to disclose the material fact that its data security
practices were inadequate to safeguard Class members’ PII.

81. Equifax also had independent duties under Plaintiff’s and other Class
members’ state laws that required Equifax to reasonably safeguard Plaintiff’s and other
Class members’ P1l and promptly notify them about the Data Breach.

82. Equifax had a special relationship with Plaintiff and Class members from
being entrusted with their P11, which provided an independent duty of care. Plaintiff
and other Class members’ willingness to entrust Equifax with their PIl was predicated
on the understanding that Equifax would take adequate security precautions. Moreover,
Equifax had the ability to protect its systems and the PII it stored on them from attack.

83.  Equifax’s role to utilize and purportedly safeguard consumers’ PII presents
unique circumstances requiring a reallocation of risk.

84. Equifax breached its duties by, among other things: (a) failing to
implement and maintain adequate data security practices to safeguard Class members’
PIl; (b) failing to detect the Data Breach in a timely manner; (c) failing to disclose that
its data security practices were inadequate to safeguard Class members’ PIl; and (d)
failing to provided adequate and timely notice of the Data Breach.

85.  But for Equifax’s breach of its duties, Class members’ PIl would not have
been accessed by unauthorized individuals.

86. Plaintiff and other Class members were foreseeable victims of Equifax’s
inadequate data security practices. Equifax knew or should have known that a breach of
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its data security systems would cause damages to Class members.

87.  Asaresult of Equifax’s willful and/or negligent failure to prevent the Data
Breach, Plaintiff and other Class members suffered injury, which includes but is not
limited to exposure to a heightened, imminent risk of fraud, identity theft, and financial
harm. Plaintiff and other Class members must monitor their financial accounts and
credit histories more closely and frequently to guard against identity theft. Class
members also have incurred, and will continue to incur on an indefinite basis, out-of-
pocket costs for obtaining credit reports, credit freezes, credit monitoring services, and
other protective measures to deter or detect identity theft. The unauthorized acquisition
of Plaintiff’s and other Class members’ PIl has also diminished the value of the PII.

88. The damages to Plaintiff and other Class members were a proximate,
reasonably foreseeable result of Equifax’s breaches of its duties.

89. Therefore, Plaintiff and Class members are entitled to damages in an
amount to be proven at trial.

COUNT IV
NEGLIGENCE PER SE
(on behalf of the Nationwide Class)

90. Plaintiff incorporates by reference all paragraphs above.

91. Under the FCRA, 15 U.S.C. 88 1681e, Equifax is required to “maintain
reasonable procedures designed to . . . limit the furnishing of consumer reports to the
purposes listed under section 1681b of this title.” 15 U.S.C. § 1681e(a).

92. Defendant failed to maintain reasonable procedures designed to limit the
furnishing of consumer reports to the purposes outlined under section 1681b of the
FCRA.

93. Plaintiff and other Class members were foreseeable victims of Equifax’s
violation of the FCRA. Equifax knew or should have known that a breach of its data
security systems would cause damages to Class members.
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94. As alleged above, Equifax was required under the Gramm-Leach-Bliley
Act (“GLBA”) to satisfy certain standards relating to administrative, technical, and
physical safeguards:
(1) to insure the security and confidentiality of customer records and
information;
(2) to protect against any anticipated threats or hazards to the security or
integrity of such records; and
(3) to protect against unauthorized access to or use of such records or
information which could result in substantial harm or inconvenience to any
customer.

15 U.S.C. § 6801(b) (emphasis added).

95. In order to satisfy their obligations under the GLBA, Equifax also was
required to “develop, implement, and maintain a comprehensive information security
program that is [1] written in one or more readily accessible parts and [2] contains
administrative, technical, and physical safeguards that are appropriate to [its] size and
complexity, the nature and scope of [its] activities, and the sensitivity of any customer
information at issue.” See 16 C.F.R. § 314.4.

96. In addition, under the Interagency Guidelines Establishing Information
Security Standards, 12 C.F.R. pt. 225, App. F., Equifax had an affirmative duty to
“develop and implement a risk-based response program to address incidents of
unauthorized access to customer information in customer information systems.” See id.

97.  Further, when Equifax became aware of “ unauthorized access to sensitive
customer information,” it should have “conduct[ed] a reasonable investigation to
promptly determine the likelihood that the information has been or will be misused” and
“notif[ied] the affected customer[s] as soon as possible.” See id.

98. Equifax violated by GLBA by failing to “develop, implement, and maintain
a comprehensive information security program” with “administrative, technical, and
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physical safeguards” that were “appropriate to [its] size and complexity, the nature and
scope of [its] activities, and the sensitivity of any customer information at issue.” This
includes, but is not limited to, Equifax’s failure to implement and maintain adequate
data security practices to safeguard Class members’ PIl; (b) failing to detect the Data
Breach in a timely manner; and (c) failing to disclose that Defendants’ data security
practices were inadequate to safeguard Class members’ PII.

99. Equifax also violated the GLBA by failing to “develop and implement a
risk-based response program to address incidents of unauthorized access to customer
information in customer information systems.” This includes, but is not limited to,
Equifax’s failure to notify appropriate regulatory agencies, law enforcement, and the
affected individuals themselves of the Data Breach in a timely and adequate manner.

100. Equifax also violated by the GLBA by failing to notify affected customers
as soon as possible after it became aware of unauthorized access to sensitive customer
information.

101. Plaintiff and other Class members were foreseeable victims of Equifax’s
violation of the GLBA. Equifax knew or should have known that its failure to take
reasonable measures to prevent a breach of its data security systems, and failure to
timely and adequately notify the appropriate regulatory authorities, law enforcement,
and Class members themselves would cause damages to Class members.

102. Defendant’s failure to comply with the applicable laws and regulations,
including the FCRA and the GLBA, constitutes negligence per se.

103. But for Equifax’s violation of the applicable laws and regulations, Class
members’ Pl would not have been accessed by unauthorized individuals.

104. As aresult of Equifax’s failure to comply with applicable laws and
regulations, Plaintiff and other Class members suffered injury, which includes but is not
limited to exposure to a heightened, imminent risk of fraud, identity theft, and financial
harm. Plaintiff and other Class members must monitor their financial accounts and
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credit histories more closely and frequently to guard against identity theft. Class
members also have incurred, and will continue to incur on an indefinite basis, out-of-
pocket costs for obtaining credit reports, credit freezes, credit monitoring services, and
other protective measures to deter or detect identity theft. The unauthorized acquisition
of Plaintiff’s and other Class members’ P11l has also diminished the value of the PII.

105. The damages to Plaintiff and to other Class members were a proximate,
reasonably foreseeable result of Equifax’s breaches of its duties under applicable laws
and regulations.

106. Therefore, Plaintiff and other Class members are entitled to damages in an
amount to be proven at trial.

COUNT V
BREACH OF IMPLIED CONTRACT
(on behalf of the Nationwide Class)

107. Plaintiff incorporates by reference all paragraphs above.

108. When he disputed items appearing on his credit report with Equifax,
Plaintiff provided Defendant with PII.

109. By providing such PII, and upon Defendant’s acceptance of such
information, Plaintiff and all Class members, on one hand, and Defendant, on the other
hand, entered into implied-in-fact contracts for the provision of data security.

110. Similar implied contracts existed between Defendant and all Class
members, which obligated Defendant to take reasonable steps to secure and safeguard
Class members’ PIl. The terms of these implied contracts are further described in the
federal laws, state law, local laws, and industry standards alleged above, and Defendant
expressly assented to these terms in order to profit as a credit bureau.

111. Under these implied contracts for data security, Defendant was further
obligated to provide Plaintiff and all Class members, with prompt and sufficient notice
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of any and all unauthorized access and/or theft of their PII.

112. Without such implied contracts, Plaintiff and all Class members would not
have provided their Pl to Defendant, or used its services as a credit bureau.

113. As described throughout, Defendant did not take reasonable steps to
safeguard Plaintiff’s and other Class members’ PII.

114. Because Defendant allowed unauthorized access to Plaintiff’s and others’
P11, and failed to take reasonable steps to safeguard that information, Defendant
breached these implied contracts.

115. Plaintiff and all Class members suffered damages as a result of Defendant’s
breach of its implied contracts in the amount of the value of the privacy that was lost in
Plaintiff’s and other Class members’ P11, which amount will be determined at trial.

116. Accordingly, Plaintiff, on behalf of himself and all Class members, seeks
an order declaring that Defendant’s conduct constitutes breach of contract implied-in-
fact, and awarding damages in an amount to be determined at trial.

COUNT VI
VIOLATION OF THE CALIFORNIA UNFAIR COMPETITION LAW
Cal. Bus. & Prof. Code § 17200, et seq.
(on behalf of the California Subclass)

117. Plaintiff incorporates by reference all paragraphs above.

118. California’s Unfair Competition Law, California Business & Professions
Code § 17200 et seq., prohibits any “unlawful, unfair or fraudulent business act or
practice and unfair, deceptive, untrue or misleading advertising.” For the reasons
discussed above, Equifax violated (and continues to violate) this law by engaging in the
above-described unlawful, unfair, fraudulent, deceptive, untrue, and misleading acts and
practices.

119. Equifax’s unfair and fraudulent acts and practices include but are not
limited to the following:
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a. Equifax failed to enact adequate privacy and security measures to
protect California Subclass members’ PIl from unauthorized disclosure, release, data
breaches, and theft, in violation of industry standards and best practices, which was a
direct and proximate cause of the Data Breach;

b. Equifax failed to take proper action, following known security risks
and prior cybersecurity incidents, which was a direct and proximate cause of the Data
Breach;

C. Equifax knowingly and fraudulently misrepresented that it would
maintain adequate data privacy and security practices and procedures to safeguard Class
members’ PIl from unauthorized disclosure, release, data breaches, and theft;

d. Equifax knowingly and fraudulently misrepresented that it did and
would comply with the requirements of relevant federal and state laws pertaining to the
privacy and security of Class members’ PlII;

e. Equifax knowingly omitted, suppressed, and concealed the
inadequacy of its privacy and security protections for Class members’ PlI;

f. Equifax failed to maintain reasonable security, in violation of Cal.
Civ. Code § 1798.81.5; and

g. Equifax failed to disclose the Data Breach to Class members in a
timely and accurate manner, in violation of the duties imposed by Cal. Civ. Code
§ 1798.82 et seq.

120. Equifax’s acts and practices also constitute “unfair” business acts and
practices, in that the harm caused by Equifax’s wrongful conduct outweighs any utility
of such conduct, and such conduct (i) offends public policy, (ii) is immoral,
unscrupulous, unethical, oppressive, deceitful and offensive, and/or (iii) has caused and
will continue to cause substantial injury to consumers such as Plaintiff and other Class
members.

121. Equifax’s acts and practices also constitute “unlawful”” business acts and
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practices by virtue of their violation of the FCRA, 15 U.S.C. 8§ 1681e (as described
fully above), the GLBA, 15 U.S.C. 8 6801 et seq. (as described fully above),
California’s fraud and deceit statutes, Cal. Civ. Code 8§ 1572, 1573, 1709, 1711; Cal.
Bus. & Prof. Code 88 17200, et seq., 17500, et seq., the California Customer Records’
Act, Cal. Civ. Code 8§88 1798.80, et seq. (further described below), and California
common law.

122. There were reasonably available alternatives to further Equifax’s legitimate
business interests, including using best practices to protect Class members’ Pll, other
than Equifax’s wrongful conduct described herein.

123. As adirect and/or proximate result of Equifax’s unfair practices, Plaintiff,
the Nationwide Class, and the California Subclass have suffered injury in fact in
connection with the Data Breach, including but not limited to time and expenses related
to monitoring their financial accounts for fraudulent activity, an increased, imminent
risk of fraud and identity theft, and loss of value of their PII. As a result, Plaintiff and
other Class members are entitled to compensation, restitution, disgorgement, and/or
other equitable relief. Cal. Bus. & Prof. Code § 17203.

124. Equifax knew or should have known that its data security practices and
infrastructure were inadequate to safeguard Class members’ PIl, and that the risk of a
data breach or theft was highly likely. Defendant’s actions in engaging in the above
named unfair practices and deceptive acts were negligent, knowing and willful, and/or
wanton and reckless with respect to Class members’ rights.

125. On information and belief, Equifax’s unlawful and unfair business
practices, except as otherwise indicated herein, continue to this day and are ongoing.

126. Plaintiff and other Class members also are entitled to injunctive relief,
under California Business and Professions Code 8§88 17203, 17204, to stop Equifax’s
wrongful acts and to require Equifax to maintain adequate security measures to protect
the personal and financial information in its possession.
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127. Under Business and Professions Code 8 17200 et seq., Plaintiff seeks
restitution of money or property that the Defendant may have acquired by means of
deceptive, unlawful, and unfair business practices (to be proven at trial), restitutionary
disgorgement of all profits accruing to Defendant because of its unlawful and unfair
business practices (to be proven at trial), declaratory relief, and attorney’s fees and costs
(allowed by Cal. Code Civil Pro. §1021.5).

COUNT VI
VIOLATION OF THE CALIFORNIA CUSTOMER RECORDS ACT
Cal. Civ. Code § 1798.80, et seq.
(On Behalf of the California Subclass)

128. Plaintiff incorporates by reference all paragraphs above.

129. “[T]o ensure that personal information about California residents is
protected,” Civil Code § 1798.81.5 requires any “business that owns, licenses, or
maintains personal information about a California resident [to] implement and maintain
reasonable security procedures and practices appropriate to the nature of the
information, to protect the personal information from unauthorized access, destruction,
use, modification, or disclosure.”

130. Equifax owns, maintains, and licenses personal information, within the
meaning of § 1798.81.5, about Plaintiff and the California Subclass.

131. Equifax violated Civil Code § 1798.81.5 by failing to implement
reasonable measures to protect Class members’ PII.

132. As adirect and proximate result of Defendant’s violations of section
1798.81.5 of the California Civil Code, the Data Breach described above occurred.

133. In addition, California Civil Code § 1798.82(a) provides that “[a] person or
business that conducts business in California, and that owns or licenses computerized
data that includes personal information, shall disclose a breach of the security of the
system following discovery or notification of the breach in the security of the data to a
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resident of California whose unencrypted personal information was, or is reasonably
believed to have been, acquired by an unauthorized person. The disclosure shall be
made in the most expedient time possible and without unreasonable delay . . . .”

134. Section 1798.2(b) provides that “[a] person or business that maintains
computerized data that includes personal information that the person or business does
not own shall notify the owner or licensee of the information of the breach of the
security of the data immediately following discovery, if the personal information was,
or is reasonably believed to have been, acquired by an unauthorized person.”

135. Equifax is a business that own or license computerized data that includes
personal information as defined by Cal. Civ. Code § 1798.80 et seq.

136. In the alternative, Equifax maintains computerized data that includes
personal information that Equifax does not own as defined by Cal. Civ. Code § 1798.80
et seq.

137. Plaintiff’s and the California Subclass members’ Pl (including but not
limited to names, addresses, and Social Security numbers) includes personal
information covered by Cal. Civ. Code § 1798.81.5(d)(1).

138. Because Equifax reasonably believed that Plaintiff and the California
Subclass members’ personal information was acquired by unauthorized persons during
the Data Breach, it had an obligation to disclose the Data Breach in a timely and
accurate fashion under Cal. Civ. Code § 1798.82(a), or in the alternative, under Cal.
Civ. Code § 1798.82(b).

139. By failing to disclose the Data Breach in a timely and accurate manner,
Equifax violated Cal. Civ. Code § 1798.82.

140. As a direct and proximate result of Defendant’s violations of sections
1798.81.5 and 1798.82 of the California Civil Code, Plaintiff and other California
Subclass Members suffered the damages described above, including but not limited to
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time and expenses related to monitoring their financial accounts for fraudulent activity,
an increased, imminent risk of fraud and identity theft, and loss of value of their PII.

141. Plaintiff the California Subclass seek relief under § 1798.84 of the
California Civil Code, including, but not limited to, actual damages in an amount to be
proven at trial, and injunctive relief.

COUNT VI
VIOLATION OF THE GEORGIA SECURITY BREACH NOTIFICATION ACT
Ga. Code Ann. § 10-1-912, et seq.
(On Behalf of the Nationwide Class)

142. Plaintiff incorporates by reference all paragraphs above.

143. Under Ga. Code Ann. § 10-1-912(a), “[a]ny information broker ... that
maintains computerized data that includes personal information of individuals shall give
notice of any breach of the security of the system following discovery or notification of
the breach in the security of the data to any resident of this state whose unencrypted
personal information was, or is reasonably believed to have been, acquired by an
unauthorized person. The notice shall be made in the most expedient time possible and
without unreasonable delay ... .”

144. Under Ga. Code Ann. 8 10-1-912(b), “[a]ny person or business that
maintains computerized data on behalf of an information broker ... that includes
personal information of individuals that the person or business does not own shall notify
the information broker ... of any breach of the security of the system within 24 hours
following discovery, if the personal information was, or is reasonably believed to have
been, acquired by an unauthorized person.”

145, Equifax is an information broker that owns or licenses computerized data
that includes personal information, as defined by Ga. Code Ann. § 10-1-911.
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146. In the alternative, Equifax maintains computerized data on behalf of an
information broker that includes personal information that Equifax does not own, as
defined by Ga. Code Ann. § 10-1-911.

147. Plaintiff’s and other Class members’ PII (including but not limited to
names, addresses, and Social Security numbers) includes personal information covered
under Ga. Code Ann. § 10-1-911(6).

148. Because Equifax was aware of a breach of its security system (that was
reasonably likely to have caused unauthorized persons to acquire Plaintiff and Class
members’ PI1), Equifax had an obligation to disclose the Data Breach in a timely and
accurate fashion as mandated by Ga. Code Ann. § 10-1-912(a).

149. By failing to disclose the Data Breach in a timely and accurate manner,
Equifax violated Ga. Code Ann. § 10-1-912(a).

150. As a direct and proximate result of Equifax’s violations of Ga. Code Ann. §
10-1-912(a), Plaintiff and other Class members suffered the damages alleged herein.

151. Plaintiff seeks relief under Ga. Code Ann. 8 10-1-912 including, but not
limited to, actual damages and injunctive relief.

RELIEF REQUESTED
Plaintiff, on behalf of himself and all others similarly situated, requests that the
Court enter judgment against Equifax as follows:

A.  Anorder certifying this action as a class action under Federal Rule of Civil
Procedure 23, defining the Nationwide Class and Statewide Subclasses as
requested herein, appointing the undersigned as Class Counsel, and finding
that Plaintiff is a proper Class representative;

B.  Injunctive relief requiring Defendant to (1) strengthen its data security
systems that maintain Pl to comply with the FCRA and GLBA, the
applicable state laws alleged herein (including but not limited to the
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California Customer Records Act) and best practices under industry
standards; (2) engage third-party auditors and internal personnel to conduct
security testing and audits on Defendant’s systems on a periodic basis; (3)
promptly correct any problems or issues detected by such audits and
testing; and (4) routinely and continually conduct training to inform
internal security personnel how to prevent, identify and contain a breach,
and how to appropriately respond;

C.  Anorder requiring Defendant to pay all costs associated with Class notice
and administration of Class-wide relief;

D.  Anaward to Plaintiff and all Class (and Subclass) Members of
compensatory, consequential, incidental, and statutory damages, restitution,
and disgorgement, in an amount to be determined at trial;

E.  Anaward to Plaintiff and all Class (and Subclass) Members of additional
credit monitoring and identity theft protection services beyond the one-year
package Equifax currently is offering;

F.  Anaward of attorneys’ fees, costs, and expenses, as provided by law or
equity;

G.  Anorder Requiring Defendant to pay pre-judgment and post-judgment
interest, as provided by law or equity; and

F.  Such other or further relief as the Court may allow.

DEMAND FOR JURY TRIAL
Plaintiff demands a trial by jury of all issues in this action so triable of right.
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Dated: September 8, 2017

Respectfully submitted,
AHDOOT & WOLFSON, PC

/s/ Tina Wolfson
Tina Wolfson
twolfson@ahdootwolfson.com
Theodore Maya
tmaya@ahdootwolfson.com
1016 Palm Avenue
West Hollywood, CA 90069
Telephone: 310-474-911
Fax: 310-474-8585

CONLEY GRIGGS PARTIN LLP

/s/ Ranse M. Partin
Ranse M. Partin
ranse@conleygriggs.com
4200 Northside Parkway
Building One, Suite 300
Atlanta, Georgia 30327
Telephone: 404-467-1155
Fax: 404-467-1166
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[E] 3. Factual issues are exceptionally complex [] 8. Multiple use of experts.

[C] 4. Greater than normal volume of evidence. [C]9. Need for discovery outside United States boundaries.
[o] 5. Extended discovery period is needed. [] 10. Existence of highly technical issues and proof.
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V1. NATURE O@%l# %ZAE(E\/(;‘QQ%%%-B%L_ONLY)Document 1-1 Filed 09/08/17 Page 20f2

CONTRACT - "0" MONTHS DISCOVERY TRACK’

CIVIL RIGHTS - "*4" MONTHS DISCOVERY TRACK

SOCIAL SECURITY - "0" MONTHS DISCOVERY

[ 150 RECOVERY OF OVERPAYMENT &
ENFORCEMENT OF JUDGMENT
[ 152 RECOVERY OF DEFAULTED STUDENT
LOANS (Excl. Veterans)
[ 153 RECOVERY OF OVERPAYMENT OF
VETERAN'S BENEFITS

CONTRACT -"4" MONTHS DISCOVERY TRACK
110 INSURANCE

120 MARINE

130 MILLER ACT

140 NEGOTIABLE INSTRUMENT

151 MEDICARE ACT

160 STOCKHOLDERS' SUITS

190 OTHER CONTRACT

195 CONTRACT PRODUCT LIABILITY

196 FRANCHISE

(oo0o0ooo

REAL PROPERTY - "4" MONTHS DISCOVERY

—
0
>
(@]
ey

210 LAND CONDEMNATION

220 FORECLOSURE

230 RENT LEASE & EJECTMENT
240 TORTS TO LAND

245 TORT PRODUCT LIABILITY
290 ALL OTHER REAL PROPERTY

(oooon

TORTS - PERSONAL INJURY -"4" MONTHS

DISCOVERY TRACK

310 AIRPLANE

315 AIRPLANE PRODUCT LIABILITY

320 ASSAULT, LIBEL & SLANDER

330 FEDERAL EMPLOYERS' LIABILITY

340 MARINE

345 MARINE PRODUCT LIABILITY

350 MOTOR VEHICLE

355 MOTOR VEHICLE PRODUCT LIABILITY

360 OTHER PERSONAL INJURY

362 PERSONAL INJURY - MEDICAL
MALPRACTICE

365 PERSONAL INJURY - PRODUCT LIABILITY

368 ASBESTOS PERSONAL INJURY PRODUCT
LIABILITY

[0 Mo00oooon

TORTS - PERSONAL PROPERTY - *"*4" MONTHS
DISCOVERY TRACK
[ 370 OTHER FRAUD
[ 371 TRUTH IN LENDING
[ 380 OTHER PERSONAL PROPERTY DAMAGE
[ 385PROPERTY DAMAGE PRODUCT LIABILITY

BANKRUPTCY - 0" MONTHS DISCOVERY
TRACK

[ 422 APPEAL 28 USC 158

[ 423 WITHDRAWAL 28 USC 157

441 VOTING

442 EMPLOYMENT

443 HOUSING/ ACCOMMODATIONS

444 WELFARE

440 OTHER CIVIL RIGHTS

445 AMERICANS with DISABILITIES - Employment
446 AMERICANS with DISABILITIES - Other

0000000

IMMIGRATION - "0" MONTHS DISCOVERY TRACK
[ 462 NATURALIZATION APPLICATION
[ 463 HABEAS CORPUS- Alien Detainee
[] 465O0THER IMMIGRATION ACTIONS

PRISONER PETITIONS - ""0"" MONTHS DISCOVERY

—
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A

510 MOTIONS TO VACATE SENTENCE
530 HABEAS CORPUS

535 HABEAS CORPUS DEATH PENALTY
540 MANDAMUS & OTHER

550 CIVIL RIGHTS - Filed Pro se

555 PRISON CONDITION(S) - Filed Pro se

0ooood

PRISONER PETITIONS - "'4" MONTHS DISCOVERY
TRACK

550 CIVIL RIGHTS - Filed by Counsel
] 555 PRISON CONDITION(S) - Filed by Counsel

FORFEITURE/PENALTY - 4" MONTHS DISCOVERY

TRACK
=1 610 AGRICULTURE
620 FOOD & DRUG
625 DRUG RELATED SEIZURE OF PROPERTY
21 USC 881
630 LIQUOR LAWS
640 R.R. & TRUCK
650 AIRLINE REGS.
660 OCCUPATIONAL SAFETY / HEALTH
690 OTHER

00000 0a
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Pyl

-"4" MONTHS DISCOVERY TRACK

710 FAIR LABOR STANDARDS ACT

720 LABOR/MGMT. RELATIONS

730 LABOR/MGMT. REPORTING & DISCLOSURE
ACT

740 RAILWAY LABOR ACT

790 OTHER LABOR LITIGATION

791 EMPL. RET. INC. SECURITY ACT

(00 000

PROPERTY RIGHTS - "'4" MONTHS DISCOVERY
TRACK

I

820 COPYRIGHTS
] 840 TRADEMARK

PROPERTY RIGHTS - "'8" MONTHS DISCOVERY
TRACK
[ 830 PATENT

TRACK

861 HIA (1395ff)
862 BLACK LUNG (923)
863 DIWC (405(g))

863 DIWW (405(g))

864 SSID TITLE XVI
865 RSI (405(g))

000000

FEDERAL TAX SUITS - ""4" MONTHS DISCOVERY
TRACK
870 TAXES (U.S. Plaintiff or Defendant)
[ 871 IRS - THIRD PARTY 26 USC 7609

OTHER STATUTES - "'4" MONTHS DISCOVERY
TRACK

400 STATE REAPPORTIONMENT

430 BANKS AND BANKING

450 COMMERCE/ICC RATES/ETC.

460 DEPORTATION

470 RACKETEER INFLUENCED AND CORRUPT
ORGANIZATIONS

480 CONSUMER CREDIT

490 CABLE/SATELLITE TV

810 SELECTIVE SERVICE

875 CUSTOMER CHALLENGE 12 USC 3410

891 AGRICULTURAL ACTS

892 ECONOMIC STABILIZATION ACT

893 ENVIRONMENTAL MATTERS

894 ENERGY ALLOCATION ACT

895 FREEDOM OF INFORMATION ACT

900 APPEAL OF FEE DETERMINATION UNDER
EQUAL ACCESS TO JUSTICE

950 CONSTITUTIONALITY OF STATE STATUTES

890 OTHER STATUTORY ACTIONS

00 O0000000ME OOoood

OTHER STATUTES - 8" MONTHS DISCOVERY
TRACK

410 ANTITRUST
[ 850 SECURITIES / COMMODITIES / EXCHANGE

OTHER STATUTES - “0" MONTHS DISCOVERY
TRACK
[ ARBITRATION (Confirm / Vacate / Order / Modify)

(Note: Mark underlying Nature of Suit as well)

* PLEASE NOTE DISCOVERY
TRACK FOR EACH CASE TYPE.
SEE LOCAL RULE 26.3

VIl. REQUESTED IN COMPLAINT:

EI CHECK IF CLASS ACTION UNDER F.R.Civ.P. 23

DEMAND $

JURY DEMAND EYES D NO (CHECK YES ONLY IF DEMANDED IN COMPLAINT)

VIII. RELATED/REFILED CASE(S) IF ANY

JUDGE

DOCKET NO.

CIVIL CASES ARE DEEMED RELATED IF THE PENDING CASE INVOLVES: (CHECK APPROPRIATE BOX)

BANKRUPTCY JUDGE.

[$2]

]
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DISMISSED. Thiscase[ ]IS

1. PROPERTY INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.
2. SAME ISSUE OF FACT OR ARISES OUT OF THE SAME EVENT OR TRANSACTION INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.

3. VALIDITY OR INFRINGEMENT OF THE SAME PATENT, COPYRIGHT OR TRADEMARK INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.
4. APPEALS ARISING OUT OF THE SAME BANKRUPTCY CASE AND ANY CASE RELATED THERETO WHICH HAVE BEEN DECIDED BY THE SAME

. REPETITIVE CASES FILED BY PRO SE LITIGANTS.

6. COMPANION OR RELATED CASE TO CASE(S) BEING SIMULTANEOUSLY FILED (INCLUDE ABBREVIATED STYLE OF OTHER CASE(S)):

7. EITHER SAME OR ALL OF THE PARTIES AND ISSUES IN THIS CASE WERE PREVIOUSLY INVOLVED IN CASE NO.
IS NOT (check one box) SUBSTANTIALLY THE SAME CASE.

, WHICH WAS

/s/RanseM. Partin

09-08-2017

SIGNATURE OF ATTORNEY OF RECORD

DATE

=]



	IN THE UNITED STATES DISTRICT COURT
	NATURE OF THE CASE
	PARTIES
	JURISDICTION AND VENUE
	ADDITIONAL FACTS
	A. Equifax Promised to Protect Class Members’ PII, but Maintained Inadequate Data Security
	B. The Data Breach Has Exposed Plaintiff and Other Consumers to Fraud, Identity Theft, Financial Harm, and a Heightened, Imminent Risk of Such Harm in the Future
	CLASS ACTION ALLEGATIONS
	UCAUSES OF ACTION
	COUNT II
	COUNT III
	COUNT IV
	COUNT V
	COUNT VI
	COUNT VII
	RELIEF REQUESTED
	DEMAND FOR JURY TRIAL
	AHDOOT & WOLFSON, PC
	Tina Wolfson
	Theodore Maya
	tmaya@ahdootwolfson.com
	1016 Palm Avenue
	West Hollywood, CA 90069
	Ranse M. Partin



