Electronically FILED by [Buperior Court of California, County of Los Angeles on 01/09/2023 01:36 PM David W. Slayton, Executive Officer/Clerk of Court, by G. Carini,Deputy Clerk

Case 2:23-cv-01237 Document 1-1235{e®02/17/23 Page 3 of 122 Page ID #:17

Assigned for all purposes to: Spring Street Courthouse, Judicial Officer: Lawrence Riff

1 || Michael A. Caddell (SBN 249469)
mac(@caddellchapman.com

2 Cynthia B. Chapman (SBN 164471)
cbe(@caddellchapman.com

3 Amy E. Tabor (SBN 297660)
aet(@caddellchapman.com

4 | CADDELL & CHAPMAN

P.O.Box 1311

5 Monterey CA 93942

Tel.: (713) 751-0400

6 | Fax:(713)751-0906

7

Foster C. Johnson

fjohnson@azalaw.com (SBN 289055)

8 David Warden (pro hac vice forthcoming)
dwarden@azalaw.com

9 || Joseph Ahmad (pro hac vice forthcoming)
jahmad@azalaw.com

10 [ Nathan Campbell (pro hac vice forthcoming)
ncampbell@azalaw.com

11 AHMAD, ZAVITSANOS, & MENSING, P.C.
1221 McKinney Street, Suite 3460

12 Houston TX 77010

Tel: (713) 655-1101

13 | Fax: (713) 655-0062

14 | Attorneys for Plaintiff
15 SUPERIOR COURT OF THE STATE OF CALIFORNIA
16 COUNTY OF LOS ANGELES

17 JANE DOE, individually and on
behalf of others similarly situated,

18 case No [

Plaintiff.
19

V. CLASS ACTION COMPLAINT

20 AND DEMAND FOR JURY TRIAL
TORRANCE MEMORIAL
21 MEDICAL CENTER,

22 Defendant.

23
24
25
26
27

28 CASENoO.

CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case 2:23-cv-01237 Document 1-1 Filed 02/17/23 Page 4 of 122 Page ID #:18

Plaintiff Jane Doe, individually and on behalf of all other California citizens similarly
situated, brings suit against Defendant Torrance Memorial Medical Center (“Defendant” or
“Torrance Memorial”), and upon personal knowledge as to Plaintiff’s own conduct and on
information and belief as to all other matters based upon investigation by counsel, alleges as
follows:

I. SUMMARY OF ALLEGATIONS

1. This case arises from Defendant’s systematic violation of the medical privacy
rights of patients and users of Defendant’s services, resulting in the disclosure of highly sensitive
personal information to Facebook without those patients’ or users’ knowledge or consent.

2. Defendant’s “Website Privacy Policy” tells patients and prospective patients that
“Your privacy is very important to us.”! Indeed, Defendant promises patients and prospective
patients that “[w]e will not use or disclose your Health Information for marketing purposes
without your written authorization.”? Contrary to these assurances, Defendant does not follow
these policies, nor does it follow the law prohibiting such disclosures.

3. Since at least 2017, Defendant has disclosed information about prospective and
actual patients—including their status as actual or potential patients, their actual or potential
physicians, their actual or potential medical treatments, the hospitals they visited or may visit, and
their personal identities—to Facebook and other third parties without their knowledge,
authorization, or consent.

4. Defendant discloses this protected health information through the deployment of
various digital marketing and automatic rerouting tools embedded on its websites that
purposefully and intentionally redirect personal health information to Facebook, who exploits that

information for advertising purposes. Defendant’s use of these rerouting tools causes personally

! https://www.torrancememorial.org/website-privacy-notice/

2 https://www.tmphysiciannetwork.org/app/files/public/8fa720fb-71e9-47b9-aa4a-
68bc32931845/Torrance%20Memorial%20Physician%20Network/Pt%20Privacy/Notice-of-Privacy-Practices-
TMPN.pdf
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identifiable information and the contents of communications exchanged between actual and
prospective patients with Defendant to be automatically redirected to Facebook in violation of
those patients’ reasonable expectations of privacy, their rights as patients, their rights as citizens
of California, and both the express and implied promises of Defendant.

5. Defendant’s conduct in disclosing such protected health information to Facebook
violates California law, including the California Invasion of Privacy Act (“CIPA”), CAL. PENAL
CoDE §§ 630, et seq.; the California Confidentiality of Medical Information Act (“CMIA”), CAL.
CrviL CoDE §§ 56.06, 56.10, 56.101; the Comprehensive Computer Data Access and Fraud Act
(“CDAFA”), CaL. PENAL CoDE § 502; and Invasion of Privacy and Violation of the California
Constitution, ART. 1, § 1.

6. Plaintiff continues to desire to search for health information on Torrance
Memorial’s website. Plaintiff will continue to suffer harm if the website is not redesigned. If the
website were redesigned to comply with applicable laws, Plaintiff would use the Torrance
Memorial website to search for health information in the future.

7. On behalf of herself and all similarly situated persons, Plaintiff seeks an order
enjoining Defendant from further unauthorized disclosures of personal information; awarding
statutory damages in the amount of at least $5,000 per violation, attorneys’ fees and costs; and
granting any other preliminary or equitable relief the Court deems appropriate.

II. PARTIES
A. Plaintiff

8. Plaintiff Jane Doe is a resident of Los Angeles County, California.

9. Plaintiff Jane Does has used the Torrance Memorial website to search for Torrance
Memorial doctors and medical treatment.

10.  Plaintiff Jane Doe’s use of the Torrance Memorial website entailed providing Jane

Doe’s sensitive medical information, such as conditions for which she was seeking treatment.
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11.  Plantiff Jane Doe has been a patient at Defendant Torrance Memorial Medical
Center.?

B. Defendant

12.  Defendant Torrance Memorial Medical Center is a California corporation with its
principal place of business located at 3300 Lomita Blvd, Torrance, California 90505.

II1. JURISDICTION AND VENUE

13.  This Court has jurisdiction over Defendant because it regularly conducts business
i California, including in Los Angeles County, and has its principal place of business in
California.

14.  Venue is appropriate in this Court because the injuries giving rise to the alleged
causes of action occurred in Los Angeles County and because Plaintiff Jane Doe resided in Los
Angeles County at the time the offer of services for personal use was made by Defendant. See
CaL. C.C.P. §§ 395(a) & 395(b). Venue is also appropriate in this Court because Los Angeles
County is the county in which the cause, or some part of the cause, arose for the recovery of a
penalty imposed by statute. See CAL. C.C.P. § 393(a).

IV. FACTUAL BACKGROUND

15. Plaimntiff Jane Doe visited Defendant’s website to look for doctors, research
treatments, and investigate her insurance options at https://www.torrancememorial.org/. Plaintiff
had concerns about a concussion she had suffered and about receiving healthcare to help with her
recovery. Plaintiff entered data on Torrance Memorial’s website, including sensitive medical
information and details about her medical condition. She also searched for a doctor on Torrance
Memorial’s website to help her with treatment.

16.  Unbeknownst to Plamtiff Jane Doe, Torrance Memorial had embedded computer
code on its website that took every search term she entered and every page of the site she visited

and sent that information directly to Facebook, the largest and most profitable social media

3 https://www.torrancememorial.org/
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company on the planet. Torrance Memorial accomplished this by installing Facebook’s “Meta
Pixel” tool on almost every page of Torrance Memorial’s website. The Meta Pixel worked like a
listening device. Each time Plaimntiff Jane Doe typed a search term, the Meta Pixel recorded the
information she entered and transmitted it to Facebook, along with identifying information that
let Facebook know exactly who Jane Doe was. Instantaneously, Facebook knew that Jane Doe
was interested in medical treatment for her concussion. Facebook then took this information and
added it to all of the other information it keeps about consumers, matching Jane Doe’s interest in
medical treatment with her Facebook profile, name, address, interests, and other websites she had
visited. This information then became available for Facebook’s advertisers to use when Facebook
sold them targeted advertising services.

17.  Plamntiff was surprised and troubled that information she believed was being
communicated only to Torrance Memorial for the purpose of obtaining medical treatment had
been sent to Facebook and used to target advertisements to her. Plaintiff subsequently learned that
thousands of Torrance Memorial patients like her had similarly had their privacy rights violated.
Most of these consumers were likely not even aware of this privacy violation, much less able to
hire counsel to stop the illegal conduct. Plaintiff therefore now brings these claims to correct
Torrance Memorial’s privacy violations and obtain relief for herself and thousands of similarly
situated consumers.

V. CLASS ACTION ALLEGATIONS

A. Defendant routinely discloses the protected health information of patients and users of

its services to Facebook.

18.  Article I, Section 1 of the California Constitution provides: “All people are by
nature free and independent and have inalienable rights. Among these are enjoying and defending
life and liberty, acquiring, possessing, and protecting property, and pursuing and obtaining safety,
happiness, and privacy.” California Constitution, Article I, Section 1.

19.  Medical patients and those seeking medical treatment in California such as Jane

Doe have a legal interest in preserving the confidentiality of their communications with health
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care providers and have reasonable expectations of privacy that their personally identifiable
information and communications will not be disclosed to third parties by Defendant without their
express written consent and authorization.

20.  As a health care provider, Defendant has common law and statutory duties to
protect the confidentiality of patient information and communications.

21.  Defendant expressly and impliedly promises patients that it will maintain and
protect the confidentiality of personally identifiable patient information and communications.

22.  Defendant operates websites for current and prospective patients, including
https://www torrancememorial.org/.

23.  Defendant’s websites are designed for interactive communication with patients
and users, including scheduling appointments, searching for physicians, paying bills, requesting
medical records, learning about medical issue treatment options, and joining support groups.

24.  Notwithstanding prospective and current patients’ reasonable expectations of
privacy, Defendant’s legal duties of confidentiality, and Defendant’s express promises to the
contrary, Defendant discloses the contents of prospective and current patients’ communications
and protected healthcare information via automatic re-routing mechanisms embedded in the
websites operated by Defendant without patients’ knowledge, authorization, or consent.

B. The Nature of Defendant’s Unauthorized Disclosure of Patients’ Health Care
Information

25.  Defendant’s disclosure of current and prospective patients’ personal healthcare
information occurs because Defendant intentionally deploys source code on the websites it
operates, including https://www.torrancememorial.org, that causes current and prospective
patients’ personally identifiable information (as well as the exact contents of their
communications) to be transmitted to third parties.

26. By design, third parties receive and record the exact contents of these

communications before the full response from Defendant has been rendered on the screen of the
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patient’s or user’s computer device and while the communication with Defendant remains
ongoing.

27.  Websites like those maintained by Defendant are hosted by a computer server
through which the businesses in charge of the website exchange and communicate with internet
users via their web browsers.

28.  The basic command that web browsers use to exchange data and user
communications is called a GET request.* For example, when a patient types “heart failure
treatment” into the search box on Defendant’s website and hits ‘Enter,’ the patient’s web browser
makes a connection with the server for Defendant’s website and sends the following request:
“GET search/q=heart+failure+treatment.”

29.  When a server receives a GET request, the information becomes appended to the
next URL (or “Uniform Resource Locator”) accessed by the user. For example, if a user enters
“respiratory problems” into the query box of a website search engine, and the search engine
transmits this information using a GET request method, then the words “respiratory” and
“problems” will be appended to the query string at the end of the URL of the webpage showing
the search results.

30.  The other basic transmission command utilized by web browsers is POST, which
1s typically employed when a user enters data into a form on a website and clicks ‘Enter’ or some
other form of submission button. POST sends the data entered in the form to the server hosting
the website that the user is visiting.

31.  Inresponse to receiving a GET or POST command, the server for the website with
which the user is exchanging information will send a set of instructions to the web browser and
command the browser with source code that directs the browser to render the website’s responsive

communication.

4 https://www.w3schools.com/tags/ref httpmethods.asp
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32. Unbeknownst to most users, however, the website’s server may also redirect the
user’s communications to third parties. Typically, users are given no notice that these disclosures
are being made. Third parties (such as Facebook and Google) use the information they receive to
track user data and communications for marketing purposes.

33. In many cases, third-party marketing companies acquire the content of user
communications through a 1x1 pixel (the smallest dot on a user’s screen) called a tracking pixel,
a web-bug, or a web beacon. These tracking pixels are tiny and are purposefully camouflaged to
remain invisible to users.

34. Tracking pixels can be placed directly on a web page by a developer, or they can
be funneled through a “tag manager” service to make the invisible tracking run more smoothly.
A tag manager further obscures the third parties to whom user data is transmitted.

35.  These tracking pixels can collect dozens of data points about individual website
users who interact with a website. One of the world’s most prevalent tracking pixels, called the
Meta Pixel, is provided by Facebook.

36. A web site developer who chooses to deploy third-party source code, like a
tracking pixel, on their website must enter the third-party source code directly onto their website
for every third party they wish to send user data and communications. This source code operates
mvisibly in the background when users visit a site employing such code.

C. Tracking pixels provide third parties with a trove of personally identifying data
permitting them to uniquely identify the individuals browsing a website.

37.  Tracking pixels are lines of source code embedded in websites such as
Defendant’s. Tracking pixels are particularly pernicious because they result in the disclosure of a
variety of data that permits third parties to determine the unique personal identities of website
visitors. While most users believe that the internet provides them with anonymity when, for
example, they browse a hospital website for treatment information about a medical condition, that
1s not the case when the hospital website has embedded third party tracking devices, as Defendant
has.
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38.  Forexample, an IP address i1s a number that identifies a computer connected to the
mternet. IP addresses are used to identify and route communications on the internet. IP addresses
of individual users are used by internet service providers, websites, and tracking companies to
facilitate and track internet communications and content. IP addresses also offer advertising
companies like Facebook a unique and semi-persistent identifier across devices—one that has
limited privacy controls.’

39.  Because of their uniquely identifying character, IP addresses are considered
protected personally identifiable information. Tracking pixels can (and typically do) collect
website visitors” IP addresses.

40.  Likewise, internet cookies also provide personally identifiable information.
Cookies are small text files that web servers can place on a user’s browser and computer when a
user’s browser interacts with a website server. Cookies are typically designed to acquire and
record an individual internet user’s communications and activities on websites and were
developed by programmers to aid with online advertising.

41.  Cookies are designed to operate as a means of identification for internet users.
Advertising companies like Facebook and Google have developed methods for monetizing and
profiting from cookies. These companies use third-party tracking cookies to help them acquire
and record user data and communications in order to sell targeted advertising that is customized
to a user’s personal communications and browsing history. To build individual profiles of internet
users, third party advertising companies assign each user a unique (or a set of unique) identifiers
to each user.

42.  Cookies are considered personal identifiers, and tracking pixels can collect cookies

from website visitors.

3 https://adtechexplained.com/the-future-of-ip-address-as-an-advertising-identifier/
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43. A third type of personally identifying information is what data companies refer to
as a “browser-fingerprint.” A browser-fingerprint is information collected about a computing
device that can be used to identify the specific device.

44.  These browser-fingerprints can be used to uniquely identify individual users when
a computing device’s IP address is hidden or cookies are blocked and can provide a wide variety
of data. As Google explained, “With fingerprinting, developers have found ways to use tiny bits
of information that vary between users, such as what device they have or what fonts they have
installed to generate a unique identifier which can then be used to match a user across websites.”
The value of browser-fingerprinting to advertisers (and trackers who want to monetize aggregated
data) is that they can be used to track website users just as cookies do, but it employs much more
subtle techniques.” Additionally, unlike cookies, users cannot clear their fingerprint and therefore
cannot control how their personal information is collected.®

45.  In 2017, researchers demonstrated that browser fingerprinting techniques can
successfully identify 99.24 percent of all users.’

46.  Browser-fingerprints are considered personal identifiers, and tracking pixels can
collect browser-fingerprints from website visitors.

47. A fourth kind of personally identifying information is the unique user identifier
(such as Facebook’s “Facebook ID”) that permits companies like Facebook to quickly and
automatically identify the personal identity of its user across the internet whenever the identifier
is encountered. A Facebook ID is a number string that is connected to a user’s Facebook profile.!°

Anyone with access to a user’s Facebook ID can locate a user’s Facebook profile.!!

6 https://www.blog.google/products/chrome/building-a-more-private-web/
7 https://pixelprivacy.com/resources/browser-fingerprinting/
§ https://www.blog.google/products/chrome/building-a-more-private-web/

? https://www.ndss-symposium.org/ndss2017/ndss-2017-programme/cross-browser-fingerprinting-os-and-
hardware-level-features/

10 https://www.facebook.com/help/211813265517027
1 https://smallseotools.com/find-facebook-id/
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48.  Unique personal identifiers such as a person’s Facebook ID are likewise capable
of collection through pixel trackers.

D. Facebook’s Business Model: Exploiting User Data to Sell Advertising

49.  Facebook, a social media platform founded in 2004 and today operated by Meta
Platforms, Inc., was originally designed as a social networking website for college students.

50.  Facebook describes itself as a “real identity” platform.!? This means that users are
permitted only one account and must share “the name they go by in everyday life.”!? To that end,
Facebook requires users to provide their first and last names, along with their birthday, telephone
number and/or email address, and gender, when creating an account.*

51.  In 2007, realizing the value of having direct access to millions of consumers,
Facebook began monetizing its platform by launching “Facebook Ads,” proclaiming this service
to be a “completely new way of advertising online,” that would allow “advertisers to deliver more
tailored and relevant ads.”!®> Facebook has since evolved into one of the largest advertising
companies in the world.!® Facebook can target users so effectively because it surveils user activity
both on and off its website through the use of tracking pixels.!” This allows Facebook to make
inferences about users based on their interests, behavior, and connections.®

52.  Today, Facebook provides advertising on its own social media platforms, as well
as other websites through its Facebook Audience Network. Facebook has more than 2.9 billion

users. N

12 https://www.wsj.com/articles/how-many-users-does-facebook-have-the-company-struggles-to-figure-it-out-
11634846701#:~:text=Facebook%20said%20in%20its%20most,0f%20them%20than%20developed%20ones.

13 https://transparency fb.com/policies/community-standards/account-integrity-and-authentic-identity/
14 https://www.facebook.com/help/406644739431633

15 https://about.fb.com/news/2007/11/facebook-unveils-facebook-ads/

16 https://www.pewresearch.org/fact-tank/2021/06/01/facts-about-americans-and-facebook/

17 https://www.facebook.com/business/help/742478679120153?2id=1205376682832142

18 https://www.facebook.com/business/ads/ad-targeting

19 https://www.statista.com/statistics/2648 1 0/number-of-monthly-active-facebook-users-worldwide/
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53. Facebook maintains profiles on users that include users’ real names, locations,
email addresses, friends, likes, and communications. These profiles are associated with personal
identifiers, including IP addresses, cookies, and other device identifiers. Facebook also tracks
non-users across the web through its internet marketing products and source code. Facebook
employs algorithms, powered by machine learning tools, to determine what advertisements to
show users based on their habits and interests, and utilizes tracking software such as the Meta
Pixel to monitor and exploit users’ habits and interests.

54.  Tracking information about users’ habits and interests is a critical component of
Facebook’s business model because it is precisely this kind of information that allows Facebook
to sell advertising to its customers.

55.  Facebook offers several advertising options based on the type of audience that an
advertiser wants to target. Those options include targeting “Core Audiences,” “Custom
Audiences,” “Look Alike Audiences,” and even more granulated approaches within audiences
called “Detailed Targeting.” Each of Facebook’s advertising tools allows an advertiser to target
users based, among other things, on their personal data, including geographic location,
demographics (e.g., age, gender, education, job title, etc.), interests, (e.g., preferred food, movies),
connections (e.g., particular events or Facebook pages), and behaviors (e.g., purchases, device
usage, and pages visited). This audience can be created by Facebook, the advertiser, or both
working in conjunction.

56.  Ad Targeting has been extremely successful due to Facebook’s ability to target
individuals at a granular level. For example, among many possible target audiences, “Facebook
offers advertisers 1.5 million people ‘whose activity on Facebook suggests that they’re more
likely to engage with/distribute liberal political content’ and nearly seven million Facebook users

who ‘prefer high-value goods in Mexico.””?® Aided by highly granular data used to target specific

20 https://www.nytimes.com/2018/04/11/technology/facebook-privacy-hearings html
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users, Facebook’s advertising segment quickly became Facebook’s most successful business unit,
with millions of companies and individuals utilizing Facebook’s advertising services.

E. Facebook’s Meta Pixel tool allows Facebook to track the personal data of individuals
across a broad range of third-party websites.

57.  To power its advertising business, Facebook uses a variety of tracking tools to
collect data about individuals, which it can then share with advertisers. These tools include
software development kits incorporated into third-party applications, its “Like” and “Share”
buttons (known as “social plug-ins”), and other methodologies, which it then uses to power its
advertising business.

58.  One of Facebook’s most powerful tools is called the “Meta Pixel.” Once a third-
party like Defendant installs the Meta Pixel on its website, by default it begins sending user
information to Facebook automatically.?!

59.  The Meta Pixel is a snippet of code embedded on a third-party website that tracks
users’ activities as users navigate through a website.?> Once activated, the Meta Pixel “tracks the
people and type of actions they take.”>> Meta Pixel can track and log each page a user visits, what
buttons they click, as well as specific information that users input into a website.?* The Meta Pixel
code works by sending Facebook a detailed log of a user’s interaction with a website such as
clicking on a product or running a search via a query box. The Meta Pixel also captures
information such as what content a user views on a website or how far down a web page they
scrolled.?

60.  When someone visits a third-party website page that includes the Meta Pixel code,

the Meta Pixel code is able to replicate and send the user data to Facebook through a separate (but

21 https://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector
22 https://developers.facebook.com/docs/meta-pixel/

2 https://www.facebook.com/business/goals/retargeting

24 https://www.facebook.com/business/help/742478679120153?id=1205376682832142

2 https://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector
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simultaneous) channel in a manner that is undetectable by the user.?® The information sent to
Facebook includes a referrer header (or “URL”), which includes significant information regarding
the user’s browsing history, including the identity of the individual internet user and the web
server, as well as the name of the web page and the search terms used to find it.2” These search
terms and the resulting URLs divulge a user’s personal interests, queries, and habits on third-party
websites operating outside of Facebook’s own platform. In this manner, Facebook tracks users’
browsing histories on third-party websites and compiles these browsing histories into personal
profiles which are sold to advertisers to generate revenue.?®

61.  For example, if Meta Pixel is incorporated on a shopping website, it may log what
searches a user performed, which items of clothing a user clicked on, whether they added an item
to their cart, as well as what they purchased. Along with this data, Facebook also receives
personally identifying information like IP addresses, Facebook IDs, and other data that allow
Facebook to identify the user. All this personally identifying data is included each time the Meta
Pixel forwards a user’s interactions with a third-party website to Facebook’s servers. Once
Facebook receives this information, Facebook processes it, analyzes it, and assimilates it into
datasets like its Core Audiences and Custom Audiences. Facebook can then sell this information
to companies who wish to display advertising for products similar to what the user looked at on
the original shopping website.

62.  These communications with Facebook happen silently, without users’ knowledge.
By default, the transmission of information to Facebook’s servers is invisible. Facebook’s Meta
Pixel allows third-party websites to send users’ personal information to match them with

Facebook or Instagram profiles, even if they are not logged into Facebook at the time.?

% See, e.g., In re Facebook, Inc. Internet Tracking Litigation, 956 F.3d 589, 596 (9th Cir. 2020) (explaining
functionality of Facebook software code on third-party websites).

27 In re Facebook, 956 F.3d at 596.
28 In re Facebook, 956 F.3d at 596.

2 https://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector
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63.  In exchange for installing its Meta Pixel, Facebook provides website owners like
Defendant with analytics about the ads they’ve placed on Facebook and Instagram and tools to
target people who have visited their website >

64.  Facebook shares analytic metrics with the website host, while at the same time
sharing the information it collects with third-party advertisers who can then target users based on
the information collected and shared by Facebook.

65.  Facebook touted Meta Pixel (which it originally called “Facebook Pixel”) as “a
new way to report and optimize for conversions, build audiences and get rich insights about how
people use your website.”3! According to Facebook, the Meta Pixel is an analytics tool that allows
business to measure the effectiveness of their advertising by understanding the actions people take
on their websites.””*?

66.  Facebook warns web developers that its Pixel is a personal identifier because it
enables Facebook “to match your website visitors to their respective Facebook User accounts.”?

67.  Facebook recommends that its Meta Pixel code be added to the base code on every
website page (including the website’s persistent header) to reduce the chance of browsers or code
from blocking Pixel’s execution and to ensure that visitors will be tracked.>*

68. Once Meta Pixel is installed on a business’s website, the Meta Pixel tracks users
as they navigate through the website and logs which pages are visited, which buttons are clicked,

the specific information entered in forms (including personal information), as well as “optional

values” set by the business website.>> Meta Pixel tracks this data regardless of whether a user is

30 https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-
websites

31 https://developers.facebook.com/ads/blog/post/v2/2015/10/14/announcing-facebook-pixel/
32 https://www.oviond.com/understanding-the-facebook-pixel

33 https://developers.facebook.com/docs/meta-pixel/get-started

34 https://developers.facebook.com/docs/meta-pixel/get-started

33 https://developers.facebook.com/docs/meta-pixel/
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logged into Facebook.?® It is unclear how Facebook exploits the data collected from nonusers, but
when asked by Congress about Facebook’s business practices, Mark Zuckerberg conceded that
company maintains “shadow profiles” on nonusers of Facebook.>’

69.  For Facebook, the Meta Pixel tool embedded on third-party websites acts as a
conduit for information, sending the information it collects to Facebook through scripts running
in a user’s internet browser, similar to how a “bug” or wiretap can capture audio information. The
information is sent in data packets, which include personally identifying data such as a user’s IP
address.

70.  For example, the Meta Pixel is configured to automatically collect “HTTP
Headers” and “Pixel-specific data.”®* HTTP headers collect data including “IP addresses,
information about the web browser, page location, document, referrer and person using the
website.””” Pixel-specific data includes such data as the “Pixel ID and the Facebook Cookie.”*

71.  Meta Pixel takes the information it harvests and sends it to Facebook with
personally identifiable information, such as a user’s IP address, name, email, phone number, and
specific Facebook ID, which identifies an individual’s Facebook user account. Anyone who has
access to this Facebook ID can use this identifier to quickly and easily locate, access, and view a
user’s corresponding Facebook profile. Facebook stores this information on its servers, and, in
some instances, maintains this information for years.*!

72.  Facebook has a number of ways to uniquely identify the individuals whose data 1s

being forwarded from third-party websites through the Meta Pixel.

36 https://themarkup.org/pixel-hunt/2022/06/15/facebook-and-anti-abortion-clinics-are-collecting-highly-sensitive-
info-on-would-be-patients

37 https://techcrunch.com/2018/04/11/facebook-shadow-profiles-hearing-lujan-zuckerberg/

38 https://developers.facebook.com/docs/meta-pixel/

39 https://developers.facebook.com/docs/meta-pixel/

40 https://developers.facebook.com/docs/meta-pixel/

4 https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-

websites
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73. If a user has a Facebook account, the user data collected is linked to the individual
user’s Facebook account. For example, if the user is logged into their Facebook account when the
user visits a third-party website where the Meta Pixel is installed, many common browsers will
attach third-party cookies allowing Facebook to link the data collected by Meta Pixel to the
specific Facebook user.

74.  Alternatively, Facebook can link the data to a user’s Facebook account through the
“Facebook Cookie.”*> The Facebook Cookie is a workaround to recent cookie-blocking
applications used to prevent websites from tracking users.*

75.  Facebook can also link user data to Facebook accounts through identifying
information collected through Meta Pixel through what Facebook calls “Advanced Matching.”
These are two forms of Advanced Matching: manual matching and automatic matching.** Manual
matching requires the website developer to manually send data to Facebook so that users can be
linked to data. Automatic matching allows Meta Pixel to scour the data it receives from third-
party websites to search for recognizable fields, including names and email addresses that
correspond with users’ Facebook accounts.

76.  While the Meta Pixel tool “hashes” personal data—obscuring it through a form of
cryptography before sending the data to Facebook—that hashing does not prevent Facebook from
using the data.*’ In fact, Facebook explicitly uses the hashed information it gathers to link pixel
data to Facebook profiles.*®

77.  Facebook also receives personally identifying information in the form of user’s
unique IP addresses that stay the same as users visit multiple websites. When browsing a third-

party website that has embedded Facebook code, a user’s unique IP address is forwarded to

42 https://clearcode.cc/blog/facebook-first-party-cookie-adtech/

4 https:/clearcode.cc/blog/difference-between-first-party-third-party-cookies/

4 https://www.facebook.com/business/help/611774685654668?id=1205376682832142

4 https://www.facebook.com/business/help/611774685654668?id=1205376682832142

46 https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-

websites
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Facebook by GET requests, which are triggered by Facebook code snippets. The IP address
enables Facebook to keep track of the website page visits associated with that address.

78.  Facebook also places cookies on visitors’ computers. It then uses these cookies to
store information about each user. For example, the “c_user” cookie is a unique identifier that
identifies a Facebook user’s ID. The ¢ _user cookie value is the Facebook equivalent of a user
identification number. Each Facebook user has one—and only one—unique ¢ user cookie.
Facebook uses the ¢_user cookie to record user activities and communications.

79.  The data supplied by the ¢_user cookie allows Facebook to identify the Facebook
account associated with the cookie. One simply needs to log into Facebook, and then type
www.facebook.com/#, with the c¢_user identifier in place of the “#.” For example, the ¢ user
cookie for Mark Zuckerberg is 4. Logging into Facebook and typing www.facebook.com/4 in the
web browser retrieves Mark Zuckerberg’s Facebook page: www.facebook.com/zuck.

80.  Similarly, the “lu” cookie identifies the last Facebook user who logged in using a
specific browser. Like IP addresses, cookies are included with each request that a user’s browser
makes to Facebook’s servers. Facebook employs similar cookies such as “datr,” “fr,” “act,”
“presence,” “spin,” “wd,” “xs,” and “fbp” cookies to track users on websites across the internet.*’
These cookies allow Facebook to easily link the browsing activity of its users to their real-world
identities, as well as such highly sensitive data as medical information, religion, and political
preferences.*®

81.  Facebook also uses browser fingerprinting to uniquely identify individuals. Web
browsers have several attributes that vary between users, like the browser software system,
plugins that have been installed, fonts that are available on the system, the size of the screen, color

depth, and more. Together, these attributes create a fingerprint that is highly distinctive. The

47 https://techexpertise medium.com/facebook-cookies-analysis-
elcf6ffbdf8a#:~:text=browser%20session%20ends.-
,%E2%80%9Cdatr%E2%80%9D,security%20and%20site%20integrity%20features.

3 https://securehomes.esat.kuleuven.be/~gacar/fb_tracking/fb_plugins.pdf
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likelihood that two browsers have the same fingerprint is at least as low as 1 in 286,777, and the

accuracy of the fingerprint increases when combined with cookies and the user’s IP address.

Facebook recognizes a visitor’s browser fingerprint each time a Facebook button is loaded on a

third-party website page. Using these various methods, Facebook can identify individual users,

watch as they browse third-party websites like https://www.adventisthealth.org/, and target users
with advertising based on their web activity.

F. Defendant has discreetly embedded the Meta Pixel tool on its website, resulting in the
capture and disclosure of patients’ and users’ protected health information to
Facebook.

82. A third-party website that incorporates Meta Pixel benefits from the ability to
analyze a user’s experience and activity on the website to assess the website’s functionality and
traffic. The third-party website also gains information from its customers through Meta Pixel that
can be used to target them with advertisements, as well as to measure the results of advertising
efforts.

83.  Facebook’s intrusion into the personal data of visitors to third-party websites
mcorporating the Meta Pixel is both significant and unprecedented. When Meta Pixel is
mcorporated into a third-party website, unbeknownst to users and without their consent, Facebook
gains the ability to surreptitiously gather every user interaction with the website ranging from what
the user clicks on to the personal information entered on a website search bar. Facebook aggregates
this data against all websites.*’ Facebook benefits from obtaining this information because it
mmproves its advertising network, including its machine-learning algorithms and its ability to
identify and target users with ads.

84.  Facebook provides websites using Meta Pixel with the data it captures in the “Meta
Pixel page” in Events Manager, as well as tools and analytics to reach these individuals through

future Facebook ads.”® For example, websites can use this data to create “custom audiences” to

4 https://www.facebook.com/business/help/742478679120153?2id=1205376682832142
0 https://www.facebook.com/business/help/742478679120153?id=1205376682832142
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target the specific Facebook user, as well as other Facebook users who match “custom audience’s”
criteria.’! Businesses that use Meta Pixel can also search through Meta Pixel data to find specific
types of users to target, such as men over a certain age.

85.  Meta Pixel is wildly popular with businesses and embedded on millions of
websites. Shockingly, Meta Pixel is incorporated on many websites that are used to store and
convey sensitive medical information, which by law must be kept private. Recently, investigative
journalists have determined that Meta Pixel is embedded on the websites of many of the top
hospitals in the United States.’> This results in sensitive medical information being collected and
then sent to Facebook when a user interacts with these hospital websites. For example, when a user
on many of these hospital websites clicks on a “Schedule Online” button next to a doctor’s name,
Meta Pixel sends the text of the button, the doctor’s name, and the search term (such as
“cardiology”) used to find the doctor to Facebook. If the hospital’s website has a drop-down menu
to select a medical condition in connection with locating a doctor or making an appointment, that
condition is also transmitted to Facebook through Meta Pixel.

86.  Facebook has designed the Meta Pixel such that Facebook receives information
about patient activities on hospital websites as they occur in real time. Indeed, the moment that a
patient takes any action on a webpage that includes the Meta Pixel—such as clicking a button to
create an appointment—Facebook code embedded on that page redirects the content of the
patient’s communications to Facebook while the exchange of information between the patient and
hospital 1s still occurring.

87.  Defendant is among the hospital systems who have embedded Meta Pixel on their
websites. When a prospective or actual patient enters their personal information through
Defendant’s websites that incorporate Meta Pixel, such as to locate a doctor or make an

appointment, this information, including what the patient is being treated for, is immediately and

31 https://developers.facebook.com/docs/marketing-api/reference/custom-audience/

32 https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-
websites
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mnstantaneously transmitted to Facebook via the Meta Pixel. The acquisition and disclosure of these
communications occurs contemporaneously with the transmission of these communications by
patients.

88. This data, which can include health conditions (e.g., addiction, heart disease,
cancer), diagnoses, procedures, test results, the treating physician, medications, and other
personally identifying information (“Personal Health Information”), is obtained and used by
Facebook, as well as other parties, for the purpose of targeted advertising.

89.  For example, a visitor searching for a doctor on Defendant’s website is asked to
provide a variety of information to filter the various physicians available to treat various medical

conditions, including the doctor’s specialty and the prospective or actual patient’s location:

2 @ torancememorialorg/find-a-doctor

Click here for COVID-19 Resource Hub. Click here for Visitor Guidelines.

An Atfiliots of

Ced ;
©@ s“m‘?,?‘ Torrance Memorial Physician Network

=W TORRANCE
A% MEMORIAL

Find a Doctor ~ Medical Care ~ Locations ~ Patients & Visitors ~

Home / Find a Doctor

Find a Doctor

First Name Laslt Name Gender
Male v
Specialties Languages
Cardiology - Chinese A
Address, City or ZIP Code Radius
LosAngeles, CA, USA 25 miles v
Use Your Current Location

- Show only Torrance Memorial IPA Providers

I Show only Torrance Memorial Physician Network Providers

Search

90.  When a patient clicks on the “search” button, Defendant’s website generates a list

of providers that a patient can review and choose from:
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C @ tormncemencrislog/find y S 3 % SRR a1 s < Qe BHR=200
Click here for COVID-19 Resource Hub. Click here for Visitor Guidelines. X

W TORRANCE 9 Set Your Location

24 MEMORIAL

@@ C-v-rig Torrance Memorial Physiclan Network  Torance Nemorial IPA & Patient Portal

Find aDoctor ~ Medical Care ~ Locations ~ Patients & Visitors ~ Healthy Living ~

Home / Find a Loctor / Torrance Memorial Integrated Physicians / Results
New Search
Sorted By: A-Z Z-A

1+ |of 2 showing doctors 1-10.0f 2 Next

am K Avedill MD 310-326-5142
d y. Interventional Cargiolgy Member of Torrance Memoriol IPA

310-257-0508
Member of Torrance Memorial IPA

91.  All the data about patients’ interactions with Defendant’s website is disclosed to
Facebook simultaneously in real time as visitors transmit their information, such as the doctor
they choose for treatment, the doctor’s specialty, the patient’s location, and the patient’s language
and gender preferences. Along with other data, Defendant also discloses patients’ unique
Facebook IDs, which are captured by the ¢ user cookie, which allows Facebook to link this
information to patients’ unique Facebook accounts. Defendant also discloses other personally
identifying information to Facebook, such as patient and user IP addresses, cookie identifiers,
browser-fingerprints, and device identifiers.

92.  Likewise, Defendant allows patients to search for information about “Medical
Care” organized by specialty, such as “Cancer,” “Heart Health,” “Orthopedics, and “Maternal and
Child.” A patient searching for information about cancer treatment or pregnancy, however, not
only shares their personal data with Defendant but also unknowingly shares their personal data
with Facebook.

93.  Defendant discloses such personally identifying information and sensitive medical
information even when patients or users are searching for doctors to assist them with conditions

such as substance abuse and addiction:
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Search Torrance Memorial

substance abuse Search

Related Pages

Found 34 pages matching the search term substance abuse

What Every Parent Needs to Know

Substance use and abuse during adolescence can have permanent consequences

)18

Medication Assisted Treatment

Medication assisted treatment (MAT) for substance use disorders at the Thelma McMillen Center for Alcohol and Drug Treatment

2/2112018

m Returning to School in 2021: A Parent's Survival Guide
9/23/2021

Mental Health Corner

ngs are always correct and result from our thinking. Our thinking can be inaccurate,

94.  As the above demonstrates, knowing what information a patient is reviewing on
Defendant’s website can reveal deeply personal and private information. A simple search for
“pregnancy” on Defendant’s website tells Facebook that the patient is likely pregnant. Indeed,
Facebook might know that the patient is pregnant before the patient’s close family and friends.
Likewise, most patients would not want it made public that they were seeking treatment for
substance abuse. But there is nothing visible on Defendant’s website that would indicate to
patients that, when they use Defendant’s search function, their personally identifiable data and

the precise content of their communications with Defendant are being automatically transmitted
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to Facebook for advertising purposes—even when patients search for treatment options for
sensitive medical conditions such as cancer or substance abuse.

95.  Defendant also discloses prospective and actual patient information from other
sections of its website including (but not limited to) communications that are captured by the
website’s search bar, communications that are captured when a patient searches for classes and
services offered by Defendant, and communications made when patients are researching specific
medical conditions. The information that Facebook receives from Defendant includes a full-
string, detailed URL, which contains such information as the name of the website, the pages
patients are viewing, and search terms that patients have entered. Along with patients’
communications, Defendant’s website also causes the transmission of personally identifying data
to Facebook, including patients’ IP addresses, cookie identifiers, browser fingerprints, and device
identifiers.

96. By compelling visitors to their websites to disclose personally identifying data and
sensitive medical information to Facebook, Defendant knowingly disclosed information that
allows Facebook and other advertisers to link patients’ and visitors’ Personal Health Information
to their private identities and target them with advertising (or do whatever else Facebook may
choose to do with this data, including running “experiments” on its customers by manipulating
the information they are shown on their Facebook pages).”®> Defendant intentionally shares the
Personal Health Information of its patients with Facebook in order to gain access to the benefits
of the Meta Pixel tool.

97.  For example, Plaintiff Jane Doe is an individual with a Facebook account who has
also been a patient at Torrence Memorial Hospital. Plaintiff Jane Doe visited Defendant’s website
at www.torrencememorial.org approximately seven times and entered data, including sensitive

medical information, such as details about her medical condition and search for a doctor. The

33 https://www.theatlantic.com/technology/archive/2014/06/everything-we-know-about-facebooks-secret-mood-
manipulation-experiment/373648/
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information that Plaintiff Jane Doe transmitted included queries about treatment for a concussion
that she had suffered.

98.  Defendant knew that by embedding Meta Pixel—a Facebook advertising tool—it
was permitting Facebook to collect, use, and share Plaintiff’s and the Class Members’ Personal
Health Information, including sensitive medical information and personally identifying data.
Defendant was also aware that such information would be shared with Facebook simultaneously
with patients’ interactions with its websites. Defendant made the decision to barter its patients’
Personal Healthcare Information to Facebook because it wanted access to the Meta Pixel tool.
While that bargain may have benefited Defendant and Facebook, it also betrayed the privacy
rights of Plaintiff and Class Members.

G. Plaintiff and the Class Members did not consent to the interception and disclosure of
their protected health information.

99.  Plamntiff and Class Members had no idea when they interacted with Defendant’s
websites that their personal data, including sensitive medical data, was being collected and
simultaneously transmitted to Facebook. That is because, among other things, the Meta Pixel tool
1s seamlessly and secretly integrated into Defendant’s websites and is invisible to patients visiting
those websites.

100. For example, when Plaintiff Jane Doe visited Defendant’s website at
https://www .torrancememorial.org/, there was no indication that Meta Pixel was embedded on
that website or that it would collect and transmit her sensitive medical data to Facebook.

101. Plamntiff and fellow Class Members could not consent to Defendant’s conduct
when there was no indication that their sensitive medical information would be collected and
transmitted to Facebook in the first place.

102. While Defendant purports to have a “Privacy Notice,” that Privacy Notice is
effectively hidden from patients, concealed at the bottom of Defendant’s homepage in type so

small as to be unreadable to many visitors>*:

34 https://www.torrancememorial.org/
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WELINESS OVER 50, MEALTH & WELLNESS

Know Your Numbers!

It's important to know a few key numbers and what they mean

Hore it eome 3dvice on how to interprat

December 20, 2022

©v f B in

© 2023 Torrance Memorial. All rights reserved.

103. Moreover, Defendant’s “Website Privacy Notice” gives no indication to patients
that Defendant routinely allows Facebook to capture and exploit patients’ and users’ Personal
Health Information. Indeed, Defendant expressly promised in its “Website Privacy Notice” that
“Your privacy is very important to us” and that Defendant “will not sell or otherwise provide the
information that we collect to outside third parties for the purpose of direct or indirect mass email
marketing.”>® These statements are false and misleading because Defendant in fact discloses
patients’ Personal Health Information to Facebook so that Facebook can solicit patients with
advertising.

104. Defendant also promised in its “Website Privacy Notice” that it would “follow
generally accepted industry standards to protect the information submitted to us, both during
transmission and once we receive it.”*® This statement is also false and misleading because
hospital systems who comply with generally accepted industry standards for protecting patients’
Personal Health Information do not deploy source code on their websites that results in patients’

Personal Health Information being disclosed to third-party advertising companies.

3 https://www.torrancememorial.org/website-privacy-notice/

3 https://www.torrancememorial.org/website-privacy-notice/
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105. Defendant also falsely promises patients in its “Website Privacy Policy” that its
policy “will inform you of the information that we, Torrance Memorial, may collect from you,
and how it 1s used.” This statement 1s false and misleading because Defendant nowhere discloses
i its “Website Privacy Policy” that patients’ Personal Health Information is routinely disclosed
to Facebook when patients interact with Defendant’s website.

106.  Similarly, while disclosing that its website contains “cookies,” Defendant falsely
promises that “[u]sage of a cookie is in no way linked to any personally identifiable information
on our site.””’ Contrary to that promise, Defendant’s website automatically transmits personally
identifying information to Facebook via multiple cookies, including the ¢ _user cookie (i.e., the
“Facebook cookie”) which permits Facebook to link users’ website queries to their Facebook
profiles.

107. Even if a visitor stumbled upon Defendant’s carefully hidden “Website Privacy
Notice,” nothing in that notice would be understood by any reasonable prospective or current
patient to mean that Defendant is bartering its patients’ Personal Health Information in return for
access to Facebook’s Meta Pixel tool. Indeed, Defendant expressly promises that it will not sell or
otherwise provide the information it collects to outside third parties. Accordingly, Patients visiting
Defendant’s website likely feel assured that their communications about medical conditions such
as addiction, cancer, and pregnancy will remain private, not realizing that Defendant has already
transmitted this private information to Facebook, so that Facebook can monetize this information
by sending targeted content and advertisements to patients.

108. Defendant’s promises are unsurprising. Defendant does not have a legal right to
share Plamntiff’s and Class Members’ Protected Health Information with Facebook, because this
information is protected from such disclosure by law. See, e.g., CAL. C1v. CODE §§ 56 ef seq.; 45

C.F.R. § 164.508. Defendant is not permitted to disclose patients’ Protected Health Information to

37 https://www.torrancememorial.org/website-privacy-notice/
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an advertising and marketing company like Facebook without express written authorization from
patients.

109. Defendant failed to obtain a valid written authorization from Plaintiff or any of the
Class Members to allow the capture and exploitation of their personally identifiable information
and the contents of their communications by third parties for their own direct marketing uses.
Moreover, no additional privacy breach by Facebook is necessary for harm to have accrued to
Plamtiff and Class Members; the secret disclosure by Defendant of its patients’ Personal Health
Information to Facebook means that a significant privacy injury has already occurred.

110. Likewise, a prospective or current patient’s reasonable expectation that their health
care provider will not share their information with third parties for marketing purposes is not
subject to waiver via an inconspicuous privacy policy hidden away on a company’s website. Such
“Browser-Wrap” statements do not create an enforceable contract against consumers. Further,
Defendant expressly promised that it would not sell, rent, license, or trade their personally
identifiable information for marketing purposes without express authorization.

111. Neither Plaintiff nor Class Members knowingly consented to Defendant’s
disclosure of their Personal Health Information to Facebook. Nowhere in Defendant’s privacy
policy is it disclosed that Defendant routinely transmits patients’ Personal Health Information to
third party advertising companies like Facebook so that those companies can monetize and exploit
patients’ health data. Without disclosing such practices, Defendant cannot have secured consent
from Plaintiff and Class Members for the disclosure of their Personal Health Information to
Facebook and other third-party advertising companies.

112.  Accordingly, Defendant lacked authorization to intercept, collect, and disclose
Plaintiff’s and Class Members’ Personal Health Information to Facebook or aid in the same.

H. The disclosures of personal patient data to Facebook are unnecessary.
113. There is no information anywhere on the websites operated by Defendant that

would alert patients that their most private information (such as their identifiers, their medical
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