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Plaiutiff JaneDoe, iudividually aud ou behalfof all other Califonuacitizeus siuularly

situated,briugs suit agaiustDefeudautTorrauce Memorial Medical Ceuter ("Defendant" or

"Torrauce Memorial"), and upon personalkuowledgeas to Plaintiffs own couduct aud on

iufonuatiou and belief as to all other mattersbasedupon mvestigatiouby couusel,allegesas

follows:

I. SUMMARY OFALLEGATIONS

1. This casearises fiom Defendaut'ssystematicviolation of the medical privacy

rightsofpatieutsaudusersofDefendaut'sservices,resultiugiu thedisclosureofhighly seusitive

personalinfonnatiouto Facebookwithout thosepatieuts'rusers'nowledgeor conseut.

10 2. Defeudant's"WebsitePrivacyPolicy" tells patieutsandprospectivepatieutsthat

"Your privacy is very important to us." tudeed,Defeudautprouusespatieutsaudprospective

12 patieutsthat "[w]e will uot use or discloseyour Health Iufortnation for marketingpurposes

13 without your written authorization." Contrary to theseassurauces,Defeudantdoesuot follow

14 thesepolicies,nor doesit follow the law prohibitiugsuchdisclosures.

15 3. Siuceat least2017, Defeudauthasdisclosedinfonnatiouaboutprospectiveand

16 actual patieuts—includiug their stantsas actual or poteutialpatieuts,their actual or poteutial

17 physiciaus,theiractualorpoteutialmedicaltreatments,thehospitalstheyvisitedormayvisit, aud

their persoual ideutities—to Facebookand other third parries without their kuowledge,

19 authorizatiou,or conseut.

20 4. Defendautdisclosesthis protectedhealthiufonuatiouthroughthe deploymeutof

21 various digital marketing aud automatic reroutmg tools embeddedou its websites that

22 pmposefullyaudiuteutiouallyredirectpersoualhealthinformationto Facebook,who exploitsthat

23 iufonuatioufor advertisingptuposes.Defendaut'suseof thesereroutiugtools causespersonally

24

25
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27

28

'ttps://xxxvw.torraucemeiuoriat.org/website-prixacy-uotice/

https://xxxvw.tutphysicisautetwork.org/app/files/public/Sfa720tb-71e9-47b9-aa4a-
68bc32931845/forrauce%20Memoria1%20physiciau%20Network/Pt/o20Privacy/Notice-of-Privacy-Practices-
TMPN.pdf
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ideutifiable information aud the couteutsof comuiuuicatiousexchaugedbetweeuactual aud

prospectivepatientswith Defeudautto be automaticallyredirectedto Facebookiu violatiou of

thosepatieuts'easonableexpectationsof privacy, their rights aspatients,their rights ascitizens

of CalifoiIIia, audboth the expressaudimpliedpromisesof Defeudaut.

5. Defendaut'sconductiu disclosiugsuchprotectedhealthinformationto Facebook

violatesCalifornia law, includiug the California Iuvasiouof PrivacyAct ("CIPA"), CAL. PENAL

CQDE $$ 630, et seq.;theCalifoiuia Coufideutialityof MedicalIufoiiuationAct ("CMIA"), CAL.

Crvn. CODE Il) 56.06,56.10,56.101;the ComprehensiveComputerDataAccessaudFraudAct

("CDAFA"), CAL. PENAL CQDE $ 502; aud Invasionof PrivacyaudViolatiou of the Cahfoinia

10 Coustitutiou,ART. I, $ l.

6. Plaiutiff contiunes to desire to search for health iufonuatiou ou Tonance

12 Memorial'swebsite.Plaintiff will coutiuueto sufferharm if thewebsiteis uot redesigued.If the

13 website were redesignedto comply with applicable laws, Plaintiff would use the Toirauce

14 Memorialwebsiteto searchfor healthiufonuatiouiu the future.

15 7. On behalfof herselfand all similarly siniatedpersous,Plaintiff seeksau order

16 enjoining Defeudantfrom further unauthorizeddisclosuresof persoualinfouuation; awarding

17 statutorydamagesiu the amouutof at least$5,000perviolation, attorneys'eesand costs;aud

grantiugauyotherpreliminaryor equitablerelief theCourtdeemsappropriate.

19 II. PARTIES

20 A. Plaintiff

21 8. Plaiutiff JaneDoe is a residentof Los AugelesConuty,California.

22 9. PlaintiffJaueDoeshasusedtheTorrauceMemorialwebsiteto searchfor Toirauce

23 Memorialdoctorsaudmedicaltreatment.

24 10. PlaiutiffJaneDoe'suseof theTorranceMemorialwebsiteeutailedprovidiugJaue

25 Doe'sseusitiveiuedical iufoiiuatiou, suchasconditiousfor which shewasseekiugtreatmeut.

26

27

28 CASENo.

CLASSACTION COMPLAINT AND DEMAND FORJURYTRIAL

Case 2:23-cv-01237   Document 1-1   Filed 02/17/23   Page 5 of 122   Page ID #:19



11. Plaintiff JaneDoe hasbeeua patieutat DefendautTouauceMemoidal Medical

Center.i

B. Defendant

12. DefeudantToirauceMemorialMedicalCeuteris a Califoruiacoiporatiouwith its

priucipalplaceof busiuesslocatedat 3300Lomita Blvd, Toirauce,Califoiuia 90505.

III. JURISDICTIONAND VEMJK

13. This CourthasjurisdictiouoverDefeudautbecauseit regularlycouductsbusiness

iu Califoruia, iucludiug iu Los Augeles Couuty, aud has its priucipal place of busiuessiu

California.

10 14. Veuue is appropriateiu this Comtbecausethe injuries giviug idse to the alleged

causesof actionoccurrediu Los AugelesCouutyaudbecausePlaiutiff JaneDoe residediu Los

12 AngelesCountyat the time the offer of servicesfor personalusewas madeby Defendant.See

13 CAL. C.C.P. IlI/ 395(a) //r 395(b). Veuue is also appropriateiu this ComtbecauseLos Augeles

14 Couuty is the couuty iu which the cause,or somepartof the cause,arosefor the recoveryof a

15 penaltyimposedby statute.SeeCAL. C.C.P. Il 393(a).

16 IV. FACTUAL BACKGROUND

17 15. Plaiutiff Jane Doe visited Defeudaut'swebsite to look for doctors, research

treatmeuts,audinvestigateher insuranceoptionsathttps://www.torrancememoiiakorg/.Plaiutiff

19 hadcouceittsaboutacoucussioushehadsufferedandaboutreceiviughealthcareto helpwith her

20 recovery.Plaiutiff eutereddata ou ToirauceMemorial'swebsite, iucludiug sensitivemedical

21 informationanddetailsabouthermedicalcoudition. Shealsosearchedfor a doctoron Torrance

22 Memorial'swebsiteto helpherwith treatiueut.

23 16. Uubekuowustto Plaiutiff JaueDoe, ToirauceMemorialhadembeddedcomputer

24 codeon its websitethat took eveiysearchtennsheenteredandeveiypageof thesite shevisited

25 aud scut that information directly to Facebook,the largestand most profitable social media

26
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I https://www.torrancemetnorial.org/
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compauyon the plauet.TorrauceMemorial accomplishedthis by iustalliug Facebook's"Meta

Pixel" tool on ahuosteverypageof TorrauceMemorial'swebsite.TheMetaPixel workedlike a

listeuingdevice.Eachtime Plaintiff JaneDoe typeda searchtenn, theMeta Pixel recordedthe

iufouuatiousheeuteredand transmittedit to Facebook,alongwith ideutifyiug iufortnation that

let Facebookknow exactlywho JaueDoe was. Iustautaueously,Facebookknew that JaueDoe

was interestediu medicaltreatmeutfor hercoucussiou.Facebookthentook this infounationand

addedit to all of theotheriufoimatiou it keepsaboutcousiuuers,iuatchiugJaueDoe'siuterestiu

medicaltreatmeutwith herFacebookprofile, name,address,iuterests,audotherwebsitesshehad

visited.This informationtheubecameavailablefor Facebook'sadvertisersto usewhenFacebook

10 sold themtargetedadvertisingservices.

17. Plaiutiff was surprisedaud troubled that information she believedwas beiug

12 commuuicatedonly to TonauceMemorial for the purposeof obtainiugmedicaltreatmenthad

13 beenscutto Facebookaudusedto targetadvertisemeutsto her.Plaintiff subsequeutlylearnedthat

14 thousaudsof TorrauceMemorialpatieutslike herhadsiuularlyhadtheir privacy rightsviolated.

15 Most of theseconsumerswere likely uot evenawareof this privacyviolation, much lessable to

16 hire couuselto stop the illegal couduct.Plaintiff thereforeuow brings theseclaims to coirect

17 TorrauceMemorial'sprivacyviolations audobtaiurelief for herselfaudthousaudsof siunlarly

siuiatedconsiuners.

19 V. CLASSACTION ALLEGATIONS

20

21

22

23

24

25

26

27

A. Defendantroutinelydisclosestheprotectedhealthinformationof patientsandusersof
its servicesto Facebook.

18. Article I, Sectiou 1 of the Califoruia Constitutionprovides: "All peopleare by

uaturefreeaudiudependeutaudhavemalieuablerights.Amongtheseareeujoyiugauddefeudiug

life audliberty, acquiriug,possessing,andprotectiugproperty,audpursuiugaudobtaiuiugsafety,

happiuess,andprivacy." CaliforniaConstitutiou,Article I, Sectioul.

19. Medicalpatieutsaud thoseseekiugmedicaltreatmeutiu Califoritia suchasJaue

Doe havea legal iuterestiu preserviugthe confideutialityof their couunuuicatiouswith health

28 CASENo.

CLASSACTION COMPLAINT AND DEMAND FORJURYTRIAL

Case 2:23-cv-01237   Document 1-1   Filed 02/17/23   Page 7 of 122   Page ID #:21



care providers aud have reasouableexpectatiousof privacy that their personallyideutifiable

iufounatiouaudcommuuicationswill uotbedisclosedto thirdpartiesby Defeudautwithout their

expresswritten conseutaudauthorizatiou.

20. As a healthcareprovider, Defeudauthas couuuoulaw aud statutoiyduties to

protectthecoufidentialityof patieutinformationaudcommuuicatious.

21. Defendautexpresslyand impliedly promisespatieuts that it will maiutaiu and

protectthe confidentialityof persouallyideutifiablepatieutinformationaudcouuuunicatious.

22. Defendautoperateswebsites for current and prospectivepatients, iucludiug

https://www.torraucememorial.org/.

10 23. Defeudant'swebsitesare desiguedfor iuteractivecoimnuuicatiouwith patieuts

andusers,iucluding schedulingappoiutmeuts,searchiugfor physiciaus,payiugbills, requestiug

12 medicalrecords,learningaboutmedicalissuetreatmentoptions,andjoining supportgroups.

13 24. Notwithstaudiugprospectiveaud curreut patieuts'easouableexpectatiousof

14 privacy, Defendaut'slegal duties of coufideutiality, audDefeudaut'sexpressprouusesto the

15 contrary,Defeudantdisclosesthe conteutsof prospectiveaudcimeutpatieuts'ommiuucations

16 aud protectedhealthcareinformation via automatic re-routiug iuechauismsembeddediu the

17 websitesoperatedby Defeudautwithoutpatieuts'uowledge,authorizatiou,or conseut.

18

19

20

21

22

23

24

25

26

B. TheNatureof Defendant'sUnauthorizedDisclosureof Patients'ealthCare
Information

25. Defendant'sdisclosureof curreut and prospectivepatients'ersonalhealthcare

iufouuation occurs becauseDefendantiuteutionally deploys sourcecode on the websites it

operates, iucludiug https://www.torraucememorial.org,that causescurreut aud prospective

patieuts'ersonallyidentifiable informatiou (as well as the exact contents of their

commuuications)to be transmittedto third parties.

26. By desigu, third parties receive aud record the exact couteuts of these

commuuicationsbeforethe full respouselloyd Defendanthasbeenrenderedou the screeuof the

27
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patieut'sor user'scomputerdevice aud while the couunuuicationwith Defeudautremaius

ongoiug.

27. Websiteslike thosemaiutaiuedby Defeudautare hostedby a computerserver

throughwhich the busiuessesiu chargeof thewebsiteexchaugeaudcomtnuuicatewith iutetnet

usersvia theirwebbrowsers.

28. The basic commaud that web browsers use to exchauge data aud user

comtuuuicatiousis called a GET request. For example,when a patieut types "heaIT failure

treatmeut"iuto thesearchboxouDefendaut'swebsiteaudhits 'Euter,'hepatieut'swebbrowser

makesa counectiouwith the serverfor Defendaut'swebsiteand sendsthe following request:

10 "GET search/q=heaIT+failure+treatmeut."

29. Whena serverreceivesa GET request,the iufouuationbecomesappeudedto the

12 uext URL (or "Uuifoun ResourceLocator") accessedby the user.For example,if a userenters

13 "respiratoryproblems" iuto the query box of a websitesearchengiue,aud the searcheugiue

14 trausuutsthis information usiug a GET requestmethod, theu the words "respiratory" aud

15 "problems"will beappeudedto thequerystriugat the eudof theURL of the webpageshowiug

16 the searchresults.

17 30. The otherbasictransuussioucouuuaudutilized by webbrowsersis POST,which

is typically employedwhena usereutersdataiuto a foun ou awebsiteaudclicks 'Enter'rsome

19 otherform of subuussioubuttou. POSTscudsthe dataenteredin the fotnI to the serverhostiug

20 thewebsitethattheuseris visitiug.

21 31. Iu responseto receivmga GET or POSTcommaud,the serverfor thewebsitewith

22 winch the useris exchaugiugiufounatiouwill scuda setof iusbactionsto theweb browseraud

23 couuuaudthebrowserwith sourcecodethatdirectsthebrowserto reuderthewebsite'srespousive

24 commuuication.

25

26

27

28

s https://wow.w3schools.cottt/tags/tefhttpmethods.asp
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32. Unbekuowustto mostusers,however,the website'sservermay alsoredirectthe

user'scommunicatiousto third parties.Typically, usersaregiveuuo uoticethat thesedisclosures

arebeingmade.Third parties(suchasFacebookaudGoogle)usetheudormationtheyreceiveto

trackuserdataandcommunicatiousfor marketiugpurposes.

33. tu mauy cases,third-party marketiug compauiesacquire the couteut of user

commuuicationsthrougha lxl pixel (thesutallestdot on a user'sscreen)calleda trackingpixel,

a web-bug,or a webbeacou.Thesetrackiugpixels are tiuy audarepurposefullycamouflagedto

remaiuiuvisible to users.

34. Trackiugpixels caubeplaceddirectly on a webpageby a developer,or theycan

10 be fuuueledthrougha "tag manager"serviceto make the iuvisible trackingmu moresmoothly.

A tagmanagerftutherobscuresthe third partiesto whomuserdatais trausmitted.

12 35. Thesetrackingpixels caucollect dozensof datapoiutsaboutindividual website

13 userswho iuteractwith a website.Oueof the world'smostprevalenttrackiugpixels, calledthe

14 MetaPixel, is providedby Facebook.

15 36. A web site developerwho choosesto deploy third-party sourcecode, like a

16 trackiugpixel, ou theirwebsitemustcuterthe third-partysourcecodedirectly outo their website

17 for everythird partytheywish to senduserdataaudcommuuications.This sourcecodeoperates

iuvisibly in thebackgroundwhenusersvisit a site employingsuchcode.

19

20

21

22

23

24

25

26

27

C. Trackingpixelsprovidethird partieswith a troveof personallyidentifying data
permittingthemto uniquelyidentify the individualsbrowsinga website.

37. Trackiug pixels are liues of source code embedded iu websites such as

Defeudant's.Trackiugpixelsareparticularlyperniciousbecausetheyresultiu thedisclosureof a

variety of data thatpermitsthird partiesto detertuinethe uniquepersoualidentitiesof website

visitors. Wltile most usersbelieve that the interuetprovides them with anonytnitywhen, for

example,theybrowseahospitalwebsitefor treatrueutiufonnationabouta medicalconditiou,that

is not thecasewhenthehospitalwebsitehasembeddedthirdpartytrackiugdevices,asDefeudaut

has.
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38. Forexample,auIP addressis aumuberthat ideutifiesa coiuputercounectedto the

iuternet.IP addressesareusedto identify audrouteconuuuuicatiousou the iuteiuet.IP addresses

of individual usersare usedby iuternetserviceproviders,websites,aud trackingcompaniesto

facilitate aud track iuteiitet couummicatiousaud couteut. IP addressesalso offer adveitising

companieslike Facebooka uuiqueaudsemi-persistentidentifier acrossdevices—oue that has

limited privacycontrols.I

39. Becauseof their uuiquely ideutifyiug character,IP addressesare considered

protectedpersonallyideutifiable iufouuatiou. Trackiug pixels cau (aud typically do) collect

websitevisitors'Paddresses.

10 40. Likewise, iuteruet cookies also provide persoually ideutifiable iufonnatiou.

Cookiesaresmall text files thatwebserverscauplaceou auser'sbrowseraudcomputerwheua

12 user'sbrowserinteractswith a websiteserver.Cookiesare typically designedto acquireaud

13 record an individual iutemet user's couuuuuicationsaud activities ou websites aud were

14 developedby prograuuuersto aidwith ouliueadvettisiug.

15 41. Cookiesare designedto operateas a meausof identificatiou for iuternetusers.

16 Adveitisiug compauieslike FacebookaudGooglehavedevelopedmethodsfor mouetiziugand

17 profitiug &om cookies.Thesecompauiesusethird-pattytrackiugcookiesto help themacquire

andrecorduserdataaudconuuunicatiousin orderto sell targetedadveitisiugthat is custouuzed

19 to a user'spersoualcommuuicatiousaudbrowsinghistory.To build iudividualprofilesof iuteiitet

20 users,third paly advertisiugcompaniesassigueachusera uuique(or a setofuuique)ideutifiers

21 to eachuser.

22 42. Cookiesarecousideredpersoualidentifiers,audtrackiugpixelscaucollectcookies

23 &om websitevisitors.

24

25

26

27

28

I https://adtechexptained.cotn/the-future-of-ip-address-as-an-advertising-identifier/
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43. A third typeof personallyideutifyiug info17uatiouis whatdatacompauiesrefer to

as a "browser-fiugerpriut."A browser-fiugerpriutis information collectedabout a computiug

devicethatcaubeusedto ideutify the specificdevice.

44. Thesebrowser-fiugeipriutscaubeusedto uuiquelyideutify iudividualuserswheu

a computiugdevice'sIP addressis hiddenor cookiesareblockedaudcauprovidea wide variety

of data.As Googleexplaiued,"With fingerprinting,developershavefouudways to usetiny bits

of infonuatiouthat vary betweeuusers,suchaswhat device they haveor what fonts they have

iustalledto generatea uuiqueidentifierwhichcautheubeusedto matcha useracrosswebsites."s

Thevalueofbrowser-fingeipriutingto advertisers(andtrackerswhowantto monetizeaggregated

10 data)is that theycanbeusedto trackwebsiteusersjust ascookiesdo, but it euiploysiuuchuiore

subtleteclmiques.7Additioually, uulike cookies,userscanuotcleartheir fiugeiprint audtherefore

12 cannotcontrolhow theirpersonaliuforiuation is collected.

13 45. Iu 2017, researchersdemoustratedthat browser fiugeipriutiug tecluiiques cau

14 successfullyidentify 99.24perceutof all users.

15 46. Browser-fingerprintsare cousideredpersoualidentifiers,and trackingpixels can

16 collectbrowser-fiugeipriutsfrom websitevisitors.

17 47. A fotuTh kiud of persouallyideutifyiug information is the uuiqueuserideutifier

(such as Facebook's"FacebookID") that permits compauieslike Facebookto quickly and

19

20

21

autoiuaticallyideutify thepersonalideutity of its useracrossthe interuetwheneverthe ideutifier

is eucouutered.A FacebookID is a numberstriugthat is couuectedto a user'sFacebookprofile.'nyoue

with accessto a user'sFacebookID canlocatea user'sFacebookprofile."

22

23

24

25

26

27

28

s https://www.blog.google/products/chrome/building-a-more-private-web/
i https://pixelprivacy.cont/resources/browser-fingerprinting/

https://www.blog.google/products/chrome/building-a-more-private-web/

https://www.ndss-symposimn.org/ndss2017/ndss-2017-prograuuue/cross-browser-fuigerpiiuting-os-and-
hardware-level-feauues/

'ttps://www.facebook.corn/help/211813265517027
" https://smallseotools.corn/find-facebook-id/
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�F�a�c�e�b�o�o�k� �r�e�q�u�i�r�e�s� �u�s�e�r�s� �t�o� �p�r�o�v�i�d�e� �t�h�e�i�r� �f�i�r�s�t� �a�n�d� �l�a�s�t� �n�a�m�e�s�,� �a�l�o�n�g� �w�i�t�h� �t�h�e�i�r� �b�i�r�t�h�d�a�y�,� �t�e�l�e�p�h�o�n�e� 

�n�u�m�b�e�r� �a�n�d�/�o�r� �e�m�a�i�l� �a�d�d�r�e�s�s�,� �a�n�d� �g�e�n�d�e�r�,� �w�h�e�n� �c�r�e�a�t�i�n�g� �a�n� �a�c�c�o�u�n�t�.�!�4� 

�5�1�.� �I�n� �2�0�0�7�,� �r�e�a�l�i�z�i�n�g� �t�h�e� �v�a�l�u�e� �o�f� �h�a�v�i�n�g� �d�i�r�e�c�t� �a�c�c�e�s�s� �t�o� �m�i�l�l�i�o�n�s� �o�f� �c�o�n�s�u�m�e�r�s�,� 

�F�a�c�e�b�o�o�k� �b�e�g�a�n� �m�o�n�e�t�i�z�i�n�g� �i�t�s� �p�l�a�t�f�o�r�m� �b�y� �l�a�u�n�c�h�i�n�g�  ��F�a�c�e�b�o�o�k� �A�d�s�, �� �p�r�o�c�l�a�i�m�i�n�g� �t�h�i�s� �s�e�r�v�i�c�e� 

�t�o� �b�e� �a�  ��c�o�m�p�l�e�t�e�l�y� �n�e�w� �w�a�y� �o�f� �a�d�v�e�r�t�i�s�i�n�g� �o�n�l�i�n�e�, �� �t�h�a�t� �w�o�u�l�d� �a�l�l�o�w�  ��a�d�v�e�r�t�i�s�e�r�s� �t�o� �d�e�l�i�v�e�r� �m�o�r�e� 

�t�a�i�l�o�r�e�d� �a�n�d� �r�e�l�e�v�a�n�t� �a�d�s�. ��!�°� �F�a�c�e�b�o�o�k� �h�a�s� �s�i�n�c�e� �e�v�o�l�v�e�d� �i�n�t�o� �o�n�e� �o�f� �t�h�e� �l�a�r�g�e�s�t� �a�d�v�e�r�t�i�s�i�n�g� 

�c�o�m�p�a�n�i�e�s� �i�n� �t�h�e� �w�o�r�l�d�.�'�°� �F�a�c�e�b�o�o�k� �c�a�n� �t�a�r�g�e�t� �u�s�e�r�s� �s�o� �e�f�f�e�c�t�i�v�e�l�y� �b�e�c�a�u�s�e� �i�t� �s�u�r�v�e�i�l�s� �u�s�e�r� �a�c�t�i�v�i�t�y� 

�b�o�t�h� �o�n� �a�n�d� �o�f�f� �i�t�s� �w�e�b�s�i�t�e� �t�h�r�o�u�g�h� �t�h�e� �u�s�e� �o�f� �t�r�a�c�k�i�n�g� �p�i�x�e�l�s�.�! �� �T�h�i�s� �a�l�l�o�w�s� �F�a�c�e�b�o�o�k� �t�o� �m�a�k�e� 

�i�n�f�e�r�e�n�c�e�s� �a�b�o�u�t� �u�s�e�r�s� �b�a�s�e�d� �o�n� �t�h�e�i�r� �i�n�t�e�r�e�s�t�s�,� �b�e�h�a�v�i�o�r�,� �a�n�d� �c�o�n�n�e�c�t�i�o�n�s�.�!�®� 

�5�2�.� �T�o�d�a�y�,� �F�a�c�e�b�o�o�k� �p�r�o�v�i�d�e�s� �a�d�v�e�r�t�i�s�i�n�g� �o�n� �i�t�s� �o�w�n� �s�o�c�i�a�l� �m�e�d�i�a� �p�l�a�t�f�o�r�m�s�,� �a�s� �w�e�l�l� 

�a�s� �o�t�h�e�r� �w�e�b�s�i�t�e�s� �t�h�r�o�u�g�h� �i�t�s� �F�a�c�e�b�o�o�k� �A�u�d�i�e�n�c�e� �N�e�t�w�o�r�k�.� �F�a�c�e�b�o�o�k� �h�a�s� �m�o�r�e� �t�h�a�n� �2�.�9� �b�i�l�l�i�o�n� 

�u�s�e�r�s�.� �a� 

� � 

�?�?� �h�t�t�p�s�:�/�/�w�w�w�.�w�s�j�.�c�o�m�/�a�r�t�i�c�l�e�s�/�h�o�w�-�m�a�n�y�-�u�s�e�r�s�-�d�o�e�s�-�f�a�c�e�b�o�o�k�-�h�a�v�e�-�t�h�e�-�c�o�m�p�a�n�y�-�s�t�r�u�g�g�l�e�s�-�t�o�-�f�i�g�u�r�e�-�i�t�-�o�u�t�-� 
�1�1�6�3�4�8�4�6�7�0�1�#�:�~�:�t�e�x�t�=�F�a�c�e�b�o�o�k�%�2�0�s�a�i�d�%�2�0�i�n�%�2�0�i�t�s�%�2�0�m�o�s�t�,�o�f�%�2�0�t�h�e�m!"�2�0�t�h�a�n�%�2�0�d�e�v�e�l�o�p�e�d�%�2�0�o�n�e�s�.� 

�1�3� �h�t�t�p�s�:�/�/�t�r�a�n�s�p�a�r�e�n�c�y� �f�b�.�c�o�m�y�/�p�o�l�i�c�i�e�s�/�c�o�m�m�u�n�i�t�y�-�s�t�a�n�d�a�r�d�s�/�a�c�c�o�u�n�t�-�i�n�t�e�g�r�i�t�y�-�a�n�d�-�a�u�t�h�e�n�t�i�c�-�i�d�e�n�t�i�t�y�/� 

�1�4� �h�t�t�p�s�:�/�/�w�w�w�.�f�a�c�e�b�o�o�k�.�c�o�n�v�/�h�e�l�p�/�4�0�6�6�4�4�7�3�9�4�3�1�6�3�3� 

�1�5� �h�t�t�p�s�:�/�/�a�b�o�u�t�.�f�b�.�c�o�m�/�n�e�w�s�/�2�0�0�7�/�1� �1�/�f�a�c�e�b�o�o�k�-�u�n�v�e�i�l�s�-�f�a�c�e�b�o�o�k�-�a�d�s�/� 

�1�6� �h�t�t�p�s�:�/�/�w�w�w�.�p�e�w�r�e�s�e�a�r�c�h�.�o�r�g�/�f�a�c�t�-�t�a�n�k�/�2�0�2�1�/�0�6�/�0�1�/�f�a�c�t�s�-�a�b�o�u�t�-�a�m�e�r�i�c�a�n�s�-�a�n�d�-�f�a�c�e�b�o�o�k�/� 

�1�7� �h�t�t�p�s�:�/�/�w�w�w�.�f�a�c�e�b�o�o�k�.�c�o�n�y�/�b�u�s�i�n�e�s�s�/�h�e�l�p�/�7�4�2�4�7�8�6�7�9� �1�2�0�1�5�3�?�i�d�=�1�2�0�5�3�7�6�6�8�2�8�3�2�1�4�2� 

�1�8� �h�t�t�p�s�:�/�/�w�w�w�.�f�a�c�e�b�o�o�k�.�c�o�m�/�b�u�s�i�n�e�s�s�/�a�d�s�/�a�d�-�t�a�r�g�e�t�i�n�g� 

�1�9� �h�t�t�p�s�:�/�/�w�w�w�.�s�t�a�t�i�s�t�a�.�c�o�n�y�s�t�a�t�i�s�t�i�c�s�/�2�6�4�8� �1� �0�/�n�u�m�b�e�r�-�o�f�-�m�o�n�t�h�l�y�-�a�c�t�i�v�e�-�f�a�c�e�b�o�o�k�-�u�s�e�r�s�-�w�o�r�l�d�w�i�d�e�/� 

�C�A�S�E� �N�O�.�  ��1�0�-� 
� � � � �C�L�A�S�S� �A�C�T�I�O�N� �C�O�M�P�L�A�I�N�T� �A�N�D� �D�E�M�A�N�D� �F�O�R� �J�U�R�Y� �T�R�I�A�L� � 
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53. Facebookmaiutaiusprofiles ou usersthat include users'ealuaines,locatious,

emailaddresses,fiieuds, likes, audcommuuicatious.Theseprofiles areassociatedwith personal

ideutifiers, iucludiug IP addresses,cookies,aud other device ideutifiers. Facebookalso tracks

uou-usersacrossthe web through its inteinet marketiugproductsaud sourcecode. Facebook

employsalgotdtluus,poweredby machineIeainiug tools, to detenuiuewhat advertisementsto

showusersbasedon their habitsaud interests,andutilizes trackiug softwaresuchas the Meta

Pixel to momtoraudexploit users'abitsaudinterests.

54. Trackiug infonuatiouaboutusers'abitsaud interestsis a critical compouentof

Facebook'sbusiuessmodelbecauseit is preciselythis kiud of informationthatallowsFacebook

10 to sell advertisiugto its custouiers.

55. Facebookoffers severaladvertisingoptiousbasedon the typeof audieucethatau

12 advertiser wauts to target. Those optious iuclude targetiug "Core Audieuces," "Custom

13 Audiences,""Look Alike Audieuces,"aud eveumore granulatedapproacheswithiu audiences

14 called"DetailedTargetiug."Eachof Facebook'sadvertisiugtools allows auadvertiserto target

15 users based, amoug other things, ou their persoual data, includiug geograpluc location,

16 demographics(e.g.,age,geuder,educatiou,job title, etc.),mterests,(e.g.,preferredfood,movies),

17 couuections(e.g.,particulareventsor Facebookpages),andbehaviors(e.g.,purchases,device

usage,audpagesvisited). This audieucecaube createdby Facebook,the advertiser,or both

19 workiug iu conjuuction.

20 56. Ad Targetiughasbeeuextremelysuccessfiddue to Facebook'sability to target

21 iudividualsat a grauularlevel. For example,amongmanypossibletargetaudieuces,"Facebook

22 offers adveiiisers1.5 milliou people 'whoseactivity on Facebooksuggeststhat they'euiore

23 likely to eugagewith/distributeliberalpolitical coutent'udnearlysevenmilliou Facebookusers

24 who 'preferlugh-valuegoodsiu Mexico.'" Aidedby highly granulardatausedto targetspecific

25

26

27

28

~ https://www.oytimes.corn/2018/04/II/tectmology/facebook-privacy-hearittgshtml
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users,Facebook'sadvertisiugsegmentquickly becameFacebook'smostsuccessfulbusiuessuuit,

with uulliousof compauiesandiudividualsutiliziug Facebook'sadvertisiugservices.

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

E. Facebook'sAIeta Pixel tool allowsFacebookto trackthepersonaldataof individuals
acrossa broadrangeof third-partywebsites.

57. To power its advertisingbusiness,Facebookusesa variety of tracking tools to

collect data about iudividuals, which it can then sharewith advertisers.These tools include

software developmeutkits iucoiporatediuto tlurd-party applicatious,its "Like" and "Share"

buttons(known as "social plug-ius"), andothermethodologies,which it theuusesto power its

advertisiugbusiuess.

58. Oneof Facebook'smostpowerfiil tools is calledthe "Meta Pixel." Oucea third-

paiiy like Defendantinstalls the Meta Pixel ou its website,by defiuilt it begiussendinguser

iufouuationto Facebookautomatically.'9.
TheMetaPixel is a snippetof codeembeddedoua third-partywebsitethatbacks

users'ctivitiesasusersnavigatethrougha website. Onceactivated,theMetaPixel "tracksthe

peopleaudtypeofactionstheytake." MetaPixel cantrackandlog eachpageauservisits, what

buttonstheyclick, aswell asspecificiufonuationthatusersiuput iuto awebsite. TheMetaPixel

codeworks by seudiugFacebooka detailedlog of a user'siuteractionwith a websitesuchas

clicking ou a product or runniug a searchvia a queiy box. The Meta Pixel also captures

iufouuatiousuchaswhat couteuta userviews ou a websiteor how far dowu a webpagethey

scrolled.2s

60. Whensomeonevisits a third-partywebsitepagethat iucludestheMetaPixelcode,

theMetaPixel codeis ableto replicateaudsendtheuserdatato Facebookthrougha separate(but

23

24

25

26

28

'ttps://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector

n https://developers.facebook.corn/docs/meta-pixeV

+ https://www.facebook.corn/business/goals/retargeting

u https://www.facebook.corn/business/help/742478679120153?id=1205376682832142

u https://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector
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siuniltaueous)channelm a mauuerthat is uudetectableby the user. The utfoimation scut to

Facebookiucludesa referrerheader(or "URL"), which iucludessiguificautiufonuatiouregardiug

the user'sbrowsinghistory, including the ideutity of the individual iuteruetuseraud the web

server,aswell as theusmcof thewebpageaudthe searchtermsusedto fiud it. Thesesearch

termsaudtheresultiugURLsdivulgeauser'spersonaliuterests,queries,audhabitsou third-paly

websitesoperatingoutsideof Facebook'sown platform. Iu this mauuer,Facebooktracksusers'rowsiug

historiesou third-patTywebsitesaud compilesthesebrowsinghistoidesiuto personal

profileswhich aresoldto advertisersto generaterevenue.is

61. Forexample,if MetaPixel is iucorporatedon a shoppingwebsite,it may log what

10 searchesauserperfoiTned,which itemsof clothiuga userclickedou, whethertheyaddedau iteiu

to their cart, as well as what they purchased.Along with this data, Facebookalso receives

12 personallyidentifying iufonuatiou like IP addresses,FacebookIDs, audotherdata that allow

13 Facebookto ideutify theuser.All this persouallyideutifyiug datais iucludedeachtime theMeta

14 Pixel forwards a user'siuteractionswith a third-pmiy website to Facebook'sservers.Once

15 Facebookreceivesthis iufonnation,Facebookprocessesit, analyzesit, and assimilatesit mto

16 datasetslike its CoreAudieucesaudCustoiuAudieuces.Facebookcautheusell this iufotmatiou

17 to compauieswho wish to displayadvertisiugfor productssiuularto what the userlookedat ou

theoiigiual shoppiugwebsite.

19 62. Thesecouuuunicationswith Facebookhappeusilently, withoutusers'nowledge.

20 By default,the trausuussionof iufoimatiou to Facebook'sserversis iuvisible. Facebook'sMeta

21 Pixel allows third-party websites to scud users'ersoualiufonnation to match theiu with

22 Facebookor Instagramprofiles,eveuif theyareuot loggediuto Facebookat the tune.

23

24

25

28

See,eg.,In reFacebookInc. Interne/TrackingLitigation, 956F.3d589, 596 (9th Cir. 2020) (explauung
functionalityofFacebooksoftwarecodeon third-partywebsites).

~ In reFacebook,956F.3dat 596.

N In reFacebook,956F.3dat 596.

~ https://themarkup.org/show-your-work/2022/04/28/how-we-built-a-meta-pixel-inspector
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�6�3�.� �I�n� �e�x�c�h�a�n�g�e� �f�o�r� �i�n�s�t�a�l�l�i�n�g� �i�t�s� �M�e�t�a� �P�i�x�e�l�,� �F�a�c�e�b�o�o�k� �p�r�o�v�i�d�e�s� �w�e�b�s�i�t�e� �o�w�n�e�r�s� �l�i�k�e� 

�D�e�f�e�n�d�a�n�t� �w�i�t�h� �a�n�a�l�y�t�i�c�s� �a�b�o�u�t� �t�h�e� �a�d�s� �t�h�e�y ��v�e� �p�l�a�c�e�d� �o�n� �F�a�c�e�b�o�o�k� �a�n�d� �I�n�s�t�a�g�r�a�m� �a�n�d� �t�o�o�l�s� �t�o� 

�t�a�r�g�e�t� �p�e�o�p�l�e� �w�h�o� �h�a�v�e� �v�i�s�i�t�e�d� �t�h�e�i�r� �w�e�b�s�i�t�e�.�*�°� 

�6�4�.� �|� �F�a�c�e�b�o�o�k� �s�h�a�r�e�s� �a�n�a�l�y�t�i�c� �m�e�t�r�i�c�s� �w�i�t�h� �t�h�e� �w�e�b�s�i�t�e� �h�o�s�t�,� �w�h�i�l�e� �a�t� �t�h�e� �s�a�m�e� �t�i�m�e� 

�s�h�a�r�i�n�g� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �i�t� �c�o�l�l�e�c�t�s� �w�i�t�h� �t�h�i�r�d�-�p�a�r�t�y� �a�d�v�e�r�t�i�s�e�r�s� �w�h�o� �c�a�n� �t�h�e�n� �t�a�r�g�e�t� �u�s�e�r�s� �b�a�s�e�d� �o�n� 

�t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �c�o�l�l�e�c�t�e�d� �a�n�d� �s�h�a�r�e�d� �b�y� �F�a�c�e�b�o�o�k�.� 

�6�5�.� �|� �F�a�c�e�b�o�o�k� �t�o�u�t�e�d� �M�e�t�a� �P�i�x�e�l� �(�w�h�i�c�h� �i�t� �o�r�i�g�i�n�a�l�l�y� �c�a�l�l�e�d�  ��F�a�c�e�b�o�o�k� �P�i�x�e�l ��)� �a�s�  ��a� 

�n�e�w� �w�a�y� �t�o� �r�e�p�o�r�t� �a�n�d� �o�p�t�i�m�i�z�e� �f�o�r� �c�o�n�v�e�r�s�i�o�n�s�,� �b�u�i�l�d� �a�u�d�i�e�n�c�e�s� �a�n�d� �g�e�t� �r�i�c�h� �i�n�s�i�g�h�t�s� �a�b�o�u�t� �h�o�w� 

�p�e�o�p�l�e� �u�s�e� �y�o�u�r� �w�e�b�s�i�t�e�. ��?�!� �A�c�c�o�r�d�i�n�g� �t�o� �F�a�c�e�b�o�o�k�,� �t�h�e� �M�e�t�a� �P�i�x�e�l� �i�s� �a�n� �a�n�a�l�y�t�i�c�s� �t�o�o�l� �t�h�a�t� �a�l�l�o�w�s� 

�b�u�s�i�n�e�s�s� �t�o� �m�e�a�s�u�r�e� �t�h�e� �e�f�f�e�c�t�i�v�e�n�e�s�s� �o�f� �t�h�e�i�r� �a�d�v�e�r�t�i�s�i�n�g� �b�y� �u�n�d�e�r�s�t�a�n�d�i�n�g� �t�h�e� �a�c�t�i�o�n�s� �p�e�o�p�l�e� �t�a�k�e� 

�o�n� �t�h�e�i�r� �w�e�b�s�i�t�e�s�. �� 

�6�6�.� �|� �F�a�c�e�b�o�o�k� �w�a�r�n�s� �w�e�b� �d�e�v�e�l�o�p�e�r�s� �t�h�a�t� �i�t�s� �P�i�x�e�l� �i�s� �a� �p�e�r�s�o�n�a�l� �i�d�e�n�t�i�f�i�e�r� �b�e�c�a�u�s�e� �i�t� 

�e�n�a�b�l�e�s� �F�a�c�e�b�o�o�k�  ��t�o� �m�a�t�c�h� �y�o�u�r� �w�e�b�s�i�t�e� �v�i�s�i�t�o�r�s� �t�o� �t�h�e�i�r� �r�e�s�p�e�c�t�i�v�e� �F�a�c�e�b�o�o�k� �U�s�e�r� �a�c�c�o�u�n�t�s�. ��?�?� 

�6�7�.� �|� �F�a�c�e�b�o�o�k� �r�e�c�o�m�m�e�n�d�s� �t�h�a�t� �i�t�s� �M�e�t�a� �P�i�x�e�l� �c�o�d�e� �b�e� �a�d�d�e�d� �t�o� �t�h�e� �b�a�s�e� �c�o�d�e� �o�n� �e�v�e�r�y� 

�w�e�b�s�i�t�e� �p�a�g�e� �(�i�n�c�l�u�d�i�n�g� �t�h�e� �w�e�b�s�i�t�e ��s� �p�e�r�s�i�s�t�e�n�t� �h�e�a�d�e�r�)� �t�o� �r�e�d�u�c�e� �t�h�e� �c�h�a�n�c�e� �o�f� �b�r�o�w�s�e�r�s� �o�r� �c�o�d�e� 

�f�r�o�m� �b�l�o�c�k�i�n�g� �P�i�x�e�l ��s� �e�x�e�c�u�t�i�o�n� �a�n�d� �t�o� �e�n�s�u�r�e� �t�h�a�t� �v�i�s�i�t�o�r�s� �w�i�l�l� �b�e� �t�r�a�c�k�e�d�.�*�*� 

�6�8�.� �O�n�c�e� �M�e�t�a� �P�i�x�e�l� �i�s� �i�n�s�t�a�l�l�e�d� �o�n� �a� �b�u�s�i�n�e�s�s ��s� �w�e�b�s�i�t�e�,� �t�h�e� �M�e�t�a� �P�i�x�e�l� �t�r�a�c�k�s� �u�s�e�r�s� 

�a�s� �t�h�e�y� �n�a�v�i�g�a�t�e� �t�h�r�o�u�g�h� �t�h�e� �w�e�b�s�i�t�e� �a�n�d� �l�o�g�s� �w�h�i�c�h� �p�a�g�e�s� �a�r�e� �v�i�s�i�t�e�d�,� �w�h�i�c�h� �b�u�t�t�o�n�s� �a�r�e� �c�l�i�c�k�e�d�,� 

�t�h�e� �s�p�e�c�i�f�i�c� �i�n�f�o�r�m�a�t�i�o�n� �e�n�t�e�r�e�d� �i�n� �f�o�r�m�s� �(�i�n�c�l�u�d�i�n�g� �p�e�r�s�o�n�a�l� �i�n�f�o�r�m�a�t�i�o�n�)�,� �a�s� �w�e�l�l� �a�s�  ��o�p�t�i�o�n�a�l� 

�v�a�l�u�e�s �� �s�e�t� �b�y� �t�h�e� �b�u�s�i�n�e�s�s� �w�e�b�s�i�t�e�.�*�°� �M�e�t�a� �P�i�x�e�l� �t�r�a�c�k�s� �t�h�i�s� �d�a�t�a� �r�e�g�a�r�d�l�e�s�s� �o�f� �w�h�e�t�h�e�r� �a� �u�s�e�r� �i�s� 

� � 

�3�°� �h�t�t�p�s�:�/�/�t�h�e�m�a�r�k�u�p�.�o�r�g�/�p�i�x�e�l�-�h�u�n�t�/�2�0�2�2�/�0�6�/�1�6�/�f�a�c�e�b�o�o�k�-�i�s�-�r�e�c�e�i�v�i�n�g�-�s�e�n�s�i�t�i�v�e�-�m�e�d�i�c�a�l�-�i�n�f�o�r�m�a�t�i�o�n�-�f�r�o�m�-�h�o�s�p�i�t�a�l�-� 
�w�e�b�s�i�t�e�s� 

�3�!� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�a�d�s�/�b�l�o�g�/�p�o�s�t�/�v�2�/�2�0�1�5�/�1�0�/�1�4�/�a�n�n�o�u�n�c�i�n�g�-�f�a�c�e�b�o�o�k�-�p�i�x�e�l�/� 

�3�2� �h�t�t�p�s�:�/�/�w�w�w�.�o�v�i�o�n�d�.�c�o�m�/�u�n�d�e�r�s�t�a�n�d�i�n�g�-�t�h�e�-�f�a�c�e�b�o�o�k�-�p�i�x�e�l� 

�3�3� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/�g�e�t�-�s�t�a�r�t�e�d� 

�3�4� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/�g�e�t�-�s�t�a�r�t�e�d� 

�3�5� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/� 

�C�A�S�E� �N�O�.�  ��1�4�-� 
� � � � �C�L�A�S�S� �A�C�T�I�O�N� �C�O�M�P�L�A�I�N�T� �A�N�D� �D�E�M�A�N�D� �F�O�R� �J�U�R�Y� �T�R�I�A�L� � 
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�l�o�g�g�e�d� �i�n�t�o� �F�a�c�e�b�o�o�k�.�*� �I�t� �i�s� �u�n�c�l�e�a�r� �h�o�w� �F�a�c�e�b�o�o�k� �e�x�p�l�o�i�t�s� �t�h�e� �d�a�t�a� �c�o�l�l�e�c�t�e�d� �f�r�o�m� �n�o�n�u�s�e�r�s�,� �b�u�t� 

�w�h�e�n� �a�s�k�e�d� �b�y� �C�o�n�g�r�e�s�s� �a�b�o�u�t� �F�a�c�e�b�o�o�k ��s� �b�u�s�i�n�e�s�s� �p�r�a�c�t�i�c�e�s�,� �M�a�r�k� �Z�u�c�k�e�r�b�e�r�g� �c�o�n�c�e�d�e�d� �t�h�a�t� 

�c�o�m�p�a�n�y� �m�a�i�n�t�a�i�n�s�  ��s�h�a�d�o�w� �p�r�o�f�i�l�e�s �� �o�n� �n�o�n�u�s�e�r�s� �o�f� �F�a�c�e�b�o�o�k�.�* �� 

�6�9�.� �F�o�r� �F�a�c�e�b�o�o�k�,� �t�h�e� �M�e�t�a� �P�i�x�e�l� �t�o�o�l� �e�m�b�e�d�d�e�d� �o�n� �t�h�i�r�d�-�p�a�r�t�y� �w�e�b�s�i�t�e�s� �a�c�t�s� �a�s� �a� 

�c�o�n�d�u�i�t� �f�o�r� �i�n�f�o�r�m�a�t�i�o�n�,� �s�e�n�d�i�n�g� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �i�t� �c�o�l�l�e�c�t�s� �t�o� �F�a�c�e�b�o�o�k� �t�h�r�o�u�g�h� �s�c�r�i�p�t�s� �r�u�n�n�i�n�g� 

�i�n� �a� �u�s�e�r ��s� �i�n�t�e�r�n�e�t� �b�r�o�w�s�e�r�,� �s�i�m�i�l�a�r� �t�o� �h�o�w� �a�  ��b�u�g �� �o�r� �w�i�r�e�t�a�p� �c�a�n� �c�a�p�t�u�r�e� �a�u�d�i�o� �i�n�f�o�r�m�a�t�i�o�n�.� �T�h�e� 

�i�n�f�o�r�m�a�t�i�o�n� �i�s� �s�e�n�t� �i�n� �d�a�t�a� �p�a�c�k�e�t�s�,� �w�h�i�c�h� �i�n�c�l�u�d�e� �p�e�r�s�o�n�a�l�l�y� �i�d�e�n�t�i�f�y�i�n�g� �d�a�t�a� �s�u�c�h� �a�s� �a� �u�s�e�r ��s� �I�P� 

�a�d�d�r�e�s�s�.� 

�7�0�.� �F�o�r� �e�x�a�m�p�l�e�,� �t�h�e� �M�e�t�a� �P�i�x�e�l� �i�s� �c�o�n�f�i�g�u�r�e�d� �t�o� �a�u�t�o�m�a�t�i�c�a�l�l�y� �c�o�l�l�e�c�t�  ��H�T�T�P� 

�H�e�a�d�e�r�s �� �a�n�d�  ��P�i�x�e�l�-�s�p�e�c�i�f�i�c� �d�a�t�a�. � ��*�*� �H�T�T�P� �h�e�a�d�e�r�s� �c�o�l�l�e�c�t� �d�a�t�a� �i�n�c�l�u�d�i�n�g�  ��I�P� �a�d�d�r�e�s�s�e�s�,� 

�i�n�f�o�r�m�a�t�i�o�n� �a�b�o�u�t� �t�h�e� �w�e�b� �b�r�o�w�s�e�r�,� �p�a�g�e� �l�o�c�a�t�i�o�n�,� �d�o�c�u�m�e�n�t�,� �r�e�f�e�r�r�e�r� �a�n�d� �p�e�r�s�o�n� �u�s�i�n�g� �t�h�e� 

�w�e�b�s�i�t�e�. ��*�?� �P�i�x�e�l�-�s�p�e�c�i�f�i�c� �d�a�t�a� �i�n�c�l�u�d�e�s� �s�u�c�h� �d�a�t�a� �a�s� �t�h�e�  ��P�i�x�e�l� �I�D� �a�n�d� �t�h�e� �F�a�c�e�b�o�o�k� �C�o�o�k�i�e�. � ��°� 

�7�1�.� �M�e�t�a� �P�i�x�e�l� �t�a�k�e�s� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �i�t� �h�a�r�v�e�s�t�s� �a�n�d� �s�e�n�d�s� �i�t� �t�o� �F�a�c�e�b�o�o�k� �w�i�t�h� 

�p�e�r�s�o�n�a�l�l�y� �i�d�e�n�t�i�f�i�a�b�l�e� �i�n�f�o�r�m�a�t�i�o�n�,� �s�u�c�h� �a�s� �a� �u�s�e�r ��s� �I�P� �a�d�d�r�e�s�s�,� �n�a�m�e�,� �e�m�a�i�l�,� �p�h�o�n�e� �n�u�m�b�e�r�,� �a�n�d� 

�s�p�e�c�i�f�i�c� �F�a�c�e�b�o�o�k� �I�D�,� �w�h�i�c�h� �i�d�e�n�t�i�f�i�e�s� �a�n� �i�n�d�i�v�i�d�u�a�l ��s� �F�a�c�e�b�o�o�k� �u�s�e�r� �a�c�c�o�u�n�t�.� �A�n�y�o�n�e� �w�h�o� �h�a�s� 

�a�c�c�e�s�s� �t�o� �t�h�i�s� �F�a�c�e�b�o�o�k� �I�D� �c�a�n� �u�s�e� �t�h�i�s� �i�d�e�n�t�i�f�i�e�r� �t�o� �q�u�i�c�k�l�y� �a�n�d� �e�a�s�i�l�y� �l�o�c�a�t�e�,� �a�c�c�e�s�s�,� �a�n�d� �v�i�e�w� �a� 

�u�s�e�r ��s� �c�o�r�r�e�s�p�o�n�d�i�n�g� �F�a�c�e�b�o�o�k� �p�r�o�f�i�l�e�.� �F�a�c�e�b�o�o�k� �s�t�o�r�e�s� �t�h�i�s� �i�n�f�o�r�m�a�t�i�o�n� �o�n� �i�t�s� �s�e�r�v�e�r�s�,� �a�n�d�,� �i�n� 

�s�o�m�e� �i�n�s�t�a�n�c�e�s�,� �m�a�i�n�t�a�i�n�s� �t�h�i�s� �i�n�f�o�r�m�a�t�i�o�n� �f�o�r� �y�e�a�r�s�.�*�!� 

�7�2�.� �F�a�c�e�b�o�o�k� �h�a�s� �a� �n�u�m�b�e�r� �o�f� �w�a�y�s� �t�o� �u�n�i�q�u�e�l�y� �i�d�e�n�t�i�f�y� �t�h�e� �i�n�d�i�v�i�d�u�a�l�s� �w�h�o�s�e� �d�a�t�a� �i�s� 

�b�e�i�n�g� �f�o�r�w�a�r�d�e�d� �f�r�o�m� �t�h�i�r�d�-�p�a�r�t�y� �w�e�b�s�i�t�e�s� �t�h�r�o�u�g�h� �t�h�e� �M�e�t�a� �P�i�x�e�l�.� 

� � 

�3�6� �h�t�t�p�s�:�/�/�t�h�e�m�a�r�k�u�p�.�o�r�g�/�p�i�x�e�l�-�h�u�n�t�/�2�0�2�2�/�0�6�/�1�5�/�f�a�c�e�b�o�o�k�-�a�n�d�-�a�n�t�i�-�a�b�o�r�t�i�o�n�-�c�l�i�n�i�c�s�-�a�r�e�-�c�o�l�l�e�c�t�i�n�g�-�h�i�g�h�l�y�-�s�e�n�s�i�t�i�v�e�-� 
�i�n�f�o�-�o�n�-�w�o�u�l�d�-�b�e�-�p�a�t�i�e�n�t�s� 

�3�7� �h�t�t�p�s�:�/�/�t�e�c�h�c�r�u�n�c�h�.�c�o�m�/�2�0�1�8�/�0�4�/�1� �1�/�f�a�c�e�b�o�o�k�-�s�h�a�d�o�w�-�p�r�o�f�i�l�e�s�-�h�e�a�r�i�n�g�-�l�u�j�a�n�-�z�u�c�k�e�r�b�e�r�g�/� 

�3�8� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/� 

�3�9� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/� 

�4�0� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�e�t�a�-�p�i�x�e�l�/� 

�4�1� �h�t�t�p�s�:�/�/�t�h�e�m�a�r�k�u�p�.�o�r�g�/�p�i�x�e�l�-�h�u�n�t�/�2�0�2�2�/�0�6�/�1�6�/�f�a�c�e�b�o�o�k�-�i�s�-�r�e�c�e�i�v�i�n�g�-�s�e�n�s�i�t�i�v�e�-�m�e�d�i�c�a�l�-�i�n�f�o�r�m�a�t�i�o�n�-�f�r�o�m�-�h�o�s�p�i�t�a�l�-� 
�w�e�b�s�i�t�e�s� 

�C�A�S�E� �N�O�.� �- ��1�5�-� 
� � � � �C�L�A�S�S� �A�C�T�I�O�N� �C�O�M�P�L�A�I�N�T� �A�N�D� �D�E�M�A�N�D� �F�O�R� �J�U�R�Y� �T�R�I�A�L� � 
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�7�3�.� �I�f� �a� �u�s�e�r� �h�a�s� �a� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t�,� �t�h�e� �u�s�e�r� �d�a�t�a� �c�o�l�l�e�c�t�e�d� �i�s� �l�i�n�k�e�d� �t�o� �t�h�e� �i�n�d�i�v�i�d�u�a�l� 

�u�s�e�r ��s� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t�.� �F�o�r� �e�x�a�m�p�l�e�,� �i�f� �t�h�e� �u�s�e�r� �i�s� �l�o�g�g�e�d� �i�n�t�o� �t�h�e�i�r� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t� �w�h�e�n� �t�h�e� 

�u�s�e�r� �v�i�s�i�t�s� �a� �t�h�i�r�d�-�p�a�r�t�y� �w�e�b�s�i�t�e� �w�h�e�r�e� �t�h�e� �M�e�t�a� �P�i�x�e�l� �i�s� �i�n�s�t�a�l�l�e�d�,� �m�a�n�y� �c�o�m�m�o�n� �b�r�o�w�s�e�r�s� �w�i�l�l� 

�a�t�t�a�c�h� �t�h�i�r�d�-�p�a�r�t�y� �c�o�o�k�i�e�s� �a�l�l�o�w�i�n�g� �F�a�c�e�b�o�o�k� �t�o� �l�i�n�k� �t�h�e� �d�a�t�a� �c�o�l�l�e�c�t�e�d� �b�y� �M�e�t�a� �P�i�x�e�l� �t�o� �t�h�e� 

�s�p�e�c�i�f�i�c� �F�a�c�e�b�o�o�k� �u�s�e�r�.� 

�7�4�.�  �� �A�l�t�e�r�n�a�t�i�v�e�l�y�,� �F�a�c�e�b�o�o�k� �c�a�n� �l�i�n�k� �t�h�e� �d�a�t�a� �t�o� �a� �u�s�e�r ��s� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t� �t�h�r�o�u�g�h� �t�h�e� 

 ��F�a�c�e�b�o�o�k� �C�o�o�k�i�e�. ��4 �� �T�h�e� �F�a�c�e�b�o�o�k� �C�o�o�k�i�e� �i�s� �a� �w�o�r�k�a�r�o�u�n�d� �t�o� �r�e�c�e�n�t� �c�o�o�k�i�e�-�b�l�o�c�k�i�n�g� 

�a�p�p�l�i�c�a�t�i�o�n�s� �u�s�e�d� �t�o� �p�r�e�v�e�n�t� �w�e�b�s�i�t�e�s� �f�r�o�m� �t�r�a�c�k�i�n�g� �u�s�e�r�s�.�*�*� 

�7�5�.� �F�a�c�e�b�o�o�k� �c�a�n� �a�l�s�o� �l�i�n�k� �u�s�e�r� �d�a�t�a� �t�o� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t�s� �t�h�r�o�u�g�h� �i�d�e�n�t�i�f�y�i�n�g� 

�i�n�f�o�r�m�a�t�i�o�n� �c�o�l�l�e�c�t�e�d� �t�h�r�o�u�g�h� �M�e�t�a� �P�i�x�e�l� �t�h�r�o�u�g�h� �w�h�a�t� �F�a�c�e�b�o�o�k� �c�a�l�l�s�  ��A�d�v�a�n�c�e�d� �M�a�t�c�h�i�n�g�. �� 

�T�h�e�s�e� �a�r�e� �t�w�o� �f�o�r�m�s� �o�f� �A�d�v�a�n�c�e�d� �M�a�t�c�h�i�n�g�:� �m�a�n�u�a�l� �m�a�t�c�h�i�n�g� �a�n�d� �a�u�t�o�m�a�t�i�c� �m�a�t�c�h�i�n�g�.�*�*� �M�a�n�u�a�l� 

�m�a�t�c�h�i�n�g� �r�e�q�u�i�r�e�s� �t�h�e� �w�e�b�s�i�t�e� �d�e�v�e�l�o�p�e�r� �t�o� �m�a�n�u�a�l�l�y� �s�e�n�d� �d�a�t�a� �t�o� �F�a�c�e�b�o�o�k� �s�o� �t�h�a�t� �u�s�e�r�s� �c�a�n� �b�e� 

�l�i�n�k�e�d� �t�o� �d�a�t�a�.� �A�u�t�o�m�a�t�i�c� �m�a�t�c�h�i�n�g� �a�l�l�o�w�s� �M�e�t�a� �P�i�x�e�l� �t�o� �s�c�o�u�r� �t�h�e� �d�a�t�a� �i�t� �r�e�c�e�i�v�e�s� �f�r�o�m� �t�h�i�r�d�-� 

�p�a�r�t�y� �w�e�b�s�i�t�e�s� �t�o� �s�e�a�r�c�h� �f�o�r� �r�e�c�o�g�n�i�z�a�b�l�e� �f�i�e�l�d�s�,� �i�n�c�l�u�d�i�n�g� �n�a�m�e�s� �a�n�d� �e�m�a�i�l� �a�d�d�r�e�s�s�e�s� �t�h�a�t� 

�c�o�r�r�e�s�p�o�n�d� �w�i�t�h� �u�s�e�r�s �� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t�s�.� 

�7�6�.� �|� �W�h�i�l�e� �t�h�e� �M�e�t�a� �P�i�x�e�l� �t�o�o�l�  ��h�a�s�h�e�s �� �p�e�r�s�o�n�a�l� �d�a�t�a ��o�b�s�c�u�r�i�n�g� �i�t� �t�h�r�o�u�g�h� �a� �f�o�r�m� �o�f� 

�c�r�y�p�t�o�g�r�a�p�h�y� �b�e�f�o�r�e� �s�e�n�d�i�n�g� �t�h�e� �d�a�t�a� �t�o� �F�a�c�e�b�o�o�k ��t�h�a�t� �h�a�s�h�i�n�g� �d�o�e�s� �n�o�t� �p�r�e�v�e�n�t� �F�a�c�e�b�o�o�k� �f�r�o�m� 

�u�s�i�n�g� �t�h�e� �d�a�t�a�.�*�°� �I�n� �f�a�c�t�,� �F�a�c�e�b�o�o�k� �e�x�p�l�i�c�i�t�l�y� �u�s�e�s� �t�h�e� �h�a�s�h�e�d� �i�n�f�o�r�m�a�t�i�o�n� �i�t� �g�a�t�h�e�r�s� �t�o� �l�i�n�k� �p�i�x�e�l� 

�d�a�t�a� �t�o� �F�a�c�e�b�o�o�k� �p�r�o�f�i�l�e�s�.�*�°� 

�7�7�.� �F�a�c�e�b�o�o�k� �a�l�s�o� �r�e�c�e�i�v�e�s� �p�e�r�s�o�n�a�l�l�y� �i�d�e�n�t�i�f�y�i�n�g� �i�n�f�o�r�m�a�t�i�o�n� �i�n� �t�h�e� �f�o�r�m� �o�f� �u�s�e�r ��s� 

�u�n�i�q�u�e� �I�P� �a�d�d�r�e�s�s�e�s� �t�h�a�t� �s�t�a�y� �t�h�e� �s�a�m�e� �a�s� �u�s�e�r�s� �v�i�s�i�t� �m�u�l�t�i�p�l�e� �w�e�b�s�i�t�e�s�.� �W�h�e�n� �b�r�o�w�s�i�n�g� �a� �t�h�i�r�d�-� 

�p�a�r�t�y� �w�e�b�s�i�t�e� �t�h�a�t� �h�a�s� �e�m�b�e�d�d�e�d� �F�a�c�e�b�o�o�k� �c�o�d�e�,� �a� �u�s�e�r ��s� �u�n�i�q�u�e� �I�P� �a�d�d�r�e�s�s� �i�s� �f�o�r�w�a�r�d�e�d� �t�o� 

� � 

�*� �h�t�t�p�s�:�/�/�c�l�e�a�r�c�o�d�e�.�c�c�/�b�l�o�g�/�f�a�c�e�b�o�o�k�-�f�i�r�s�t�-�p�a�r�t�y�-�c�o�o�k�i�e�-�a�d�t�e�c�h�/� 

�4� �h�t�t�p�s�:�/�/�c�l�e�a�r�c�o�d�e�.�c�c�/�b�l�o�g�/�d�i�f�f�e�r�e�n�c�e�-�b�e�t�w�e�e�n�-�f�i�r�s�t�-�p�a�r�t�y�-�t�h�i�r�d�-�p�a�r�t�y�-�c�o�o�k�i�e�s�/� 

�4� �h�t�t�p�s�:�/�/�w�w�w�.�f�a�c�e�b�o�o�k�.�c�o�m�y�b�u�s�i�n�e�s�s�/�h�e�l�p�/�6�1�1�7�7�4�6�8�5�6�5�4�6�6�8�7�?�i�d�=�1�2�0�5�3�7�6�6�8�2�8�3�2�1�4�2� 

�4�3� �h�t�t�p�s�:�/�/�w�w�w�.�f�a�c�e�b�o�o�k�.�c�o�m�y�b�u�s�i�n�e�s�s�/�h�e�l�p�/�6�1�1�7�7�4�6�8�5�6�5�4�6�6�8�?�i�d�=�1�2�0�5�3�7�6�6�8�2�8�3�2�1�4�2� 

�4�6� �h�t�t�p�s�:�/�/�t�h�e�m�a�r�k�u�p�.�o�r�g�/�p�i�x�e�l�-�h�u�n�t�/�2�0�2�2�/�0�6�/�1�6�/�f�a�c�e�b�o�o�k�-�i�s�-�r�e�c�e�i�v�i�n�g�-�s�e�n�s�i�t�i�v�e�-�m�e�d�i�c�a�l�-�i�n�f�o�r�m�a�t�i�o�n�-�f�r�o�m�-�h�o�s�p�i�t�a�l�-� 
�w�e�b�s�i�t�e�s� 

�C�A�S�E� �N�O�.�  ��1�6�-� 
� � � � �C�L�A�S�S� �A�C�T�I�O�N� �C�O�M�P�L�A�I�N�T� �A�N�D� �D�E�M�A�N�D� �F�O�R� �J�U�R�Y� �T�R�I�A�L� � 
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Facebookby GET requests,wluch are triggeredby Facebookcode snippets.The IP address

enablesFacebookto keeptrackof thewebsitepagevisits associatedwith thataddress.

78. Facebookalsoplacescookiesouvisitors'omputers.It thenusesthesecookiesto

store infonuatiouabouteachuser.For exatuple,the "c user"cookie is a uuique ideutifier that

ideutifies a Facebookuser'sID. The c usercookievalue is the Facebookequivaleutof a user

ideutification munber. Each Facebookuser has oue—aud ouly one—uuique c user cookie.

Facebookusesthe c usercookie to recorduseractivitiesaudcommuuicatious.

79. The datasuppliedby the c usercookieallowsFacebookto ideutify theFacebook

accouutassociatedwith the cookie. One simply needsto log into Facebook,aud theu type

10 www.facebook.corn/¹,with the c user identifier iu placeof the "¹." For example,the c user

cookiefor Mark Zuckerbergis 4. Loggiug iuto Facebookandtypingwww.facebook.corn/4iu the

12 webbrowserretrievesMark Zuckerberg'sFacebookpage:www.facebook.corn/zuck.

13 80. Similarly, the "lu" cookie ideutifiesthe lastFacebookuserwho loggedin usiuga

14 specificbrowser.Like IP addresses,cookiesareiucludedwith eachrequestthatauser'sbrowser

15

16

makesto Facebook'sservers.Facebookemploys similar cookies such as "datr," "fi," "act,"

"presence,""spiu," "wd," "xs," aud"fbp" cookiesto trackusersouwebsitesacrossthe iuteruet.'7
Thesecookiesallow Facebookto easilyliuk thebrowsiugactivity of its usersto their real-world

ideutities,as well as suchhighly sensitivedata as medical infounatiou,religiou, audpolitical

19 preferences.

20 81. Facebookalsousesbrowserfiugeipriutiug to uuiquely identify iudividuals.Web

21 browsershave severalattributes that vary betweeuusers, like the browser sofhvaresystem,

22 pluginsthathavebeeniustalled,fouts thatareavailableou thesystem,thesizeof thescreen,color

23 depth, aud more. Together,theseattributescreatea fiugerpriut that is highly distiuctive. The

24

25

26

28

https://techexpertisemedium.corn/facebook-cookies-aualysis-
e1 cf6ffbdfga¹:-:text=browser/e20session%20ends.-
,%E2%80%9Cdatr/oE2%80%9D,security'/o2 0and%2 0 site%20integrity'/o20feaaues.

u https://securehomes.esat.kuleuven.be/-gacar/fbtracking/tb~lugius.pdf
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likelihood that two browsershavethesautefiugeipiint is at leastas low as 1 iu 286,777,audthe

accuracyof the fiugerpriut iucreaseswheu combiuedwith cookiesaud the user'sIP address.

Facebookrecognizesa visitor'sbrowserfmgerprinteachtime a Facebookbuttou is loadedou a

tlurd-partywebsitepage.Using thesevaidousmethods,Facebookcau ideutify iudividual users,

watchas theybrowsethird-partywebsiteslike https://www.adveutisthealth.org/,audtargetusers

with adveitisingbasedou theirwebactivity.

F. DefendanthasdiscreetlyembeddedtheMetaPixel tool on its webslte,resultingin the
captureanddisclosureof patients'ndusers'rotectedhealthinformationto
Facebook.

82. A third-party website that iucorporatesMeta Pixel beuefits from the ability to

10 aualyzea user'sexperienceaudactivity on the websiteto assessthe website'sfuuctiouality aud

traffic. The third-partywebsitealsogaiusinformationtrom its customersthroughMetaPixel that

12 caube usedto targetthemwith advertisements,as well as to measurethe resultsof advettisiug

13 efforts.

14 83. Facebook'siutmsion into the persoualdata of visitors to third-party websites

15 incorporatiug the Meta Pixel is both significaut and uuprecedeuted.When Meta Pixel is

16 iucoiporatediuto a third-partywebsite,uubeknowustto usersaudwithout theircouseut,Facebook

17 gaiustheability to surreptitiouslygathereveryuseriuteractionwith thewebsiteraugiugfiom what

theuserclicks on to thepersoualuifounatioueuteredona websitesearchbar.Facebookaggregates

19 this data agaiustall websites. Facebookbeuefits fioiu obtaiuing this infouuationbecauseit

20 improves its advertisinguetwork, iucludiug its machine-leat7turgalgoritluus aud its ability to

21 identify audtargetuserswith ads.

22 84. FacebookprovideswebsitesusiugMetaPixelwith thedatait capturesiu the "Meta

23

24

Pixel page"iu EveutsMauager,aswell as tools audanalyticsto reachtheseiudividuals through

future Facebookads.soFor example,websitescauuse this data to create"customaudiences"to

25

26

27

28

u https://www.facebook.corn/business/help/742478679120153?id=1205376682832142

~ hops://www.facebook.corn/business/help/742478679120153?id=1205376682832142
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� � 

�t�a�r�g�e�t� �t�h�e� �s�p�e�c�i�f�i�c� �F�a�c�e�b�o�o�k� �u�s�e�r�,� �a�s� �w�e�l�l� �a�s� �o�t�h�e�r� �F�a�c�e�b�o�o�k� �u�s�e�r�s� �w�h�o� �m�a�t�c�h�  ��c�u�s�t�o�m� �a�u�d�i�e�n�c�e ��s �� 

�c�r�i�t�e�r�i�a�.�°�!� �B�u�s�i�n�e�s�s�e�s� �t�h�a�t� �u�s�e� �M�e�t�a� �P�i�x�e�l� �c�a�n� �a�l�s�o� �s�e�a�r�c�h� �t�h�r�o�u�g�h� �M�e�t�a� �P�i�x�e�l� �d�a�t�a� �t�o� �f�i�n�d� �s�p�e�c�i�f�i�c� 

�t�y�p�e�s� �o�f� �u�s�e�r�s� �t�o� �t�a�r�g�e�t�,� �s�u�c�h� �a�s� �m�e�n� �o�v�e�r� �a� �c�e�r�t�a�i�n� �a�g�e�.� 

�8�5�.� �M�e�t�a� �P�i�x�e�l� �i�s� �w�i�l�d�l�y� �p�o�p�u�l�a�r� �w�i�t�h� �b�u�s�i�n�e�s�s�e�s� �a�n�d� �e�m�b�e�d�d�e�d� �o�n� �m�i�l�l�i�o�n�s� �o�f� 

�w�e�b�s�i�t�e�s�.� �S�h�o�c�k�i�n�g�l�y�,� �M�e�t�a� �P�i�x�e�l� �i�s� �i�n�c�o�r�p�o�r�a�t�e�d� �o�n� �m�a�n�y� �w�e�b�s�i�t�e�s� �t�h�a�t� �a�r�e� �u�s�e�d� �t�o� �s�t�o�r�e� �a�n�d� 

�c�o�n�v�e�y� �s�e�n�s�i�t�i�v�e� �m�e�d�i�c�a�l� �i�n�f�o�r�m�a�t�i�o�n�,� �w�h�i�c�h� �b�y� �l�a�w� �m�u�s�t� �b�e� �k�e�p�t� �p�r�i�v�a�t�e�.� �R�e�c�e�n�t�l�y�,� �i�n�v�e�s�t�i�g�a�t�i�v�e� 

�j�o�u�r�n�a�l�i�s�t�s� �h�a�v�e� �d�e�t�e�r�m�i�n�e�d� �t�h�a�t� �M�e�t�a� �P�i�x�e�l� �i�s� �e�m�b�e�d�d�e�d� �o�n� �t�h�e� �w�e�b�s�i�t�e�s� �o�f� �m�a�n�y� �o�f� �t�h�e� �t�o�p� 

�h�o�s�p�i�t�a�l�s� �i�n� �t�h�e� �U�n�i�t�e�d� �S�t�a�t�e�s�.�° �� �T�h�i�s� �r�e�s�u�l�t�s� �i�n� �s�e�n�s�i�t�i�v�e� �m�e�d�i�c�a�l� �i�n�f�o�r�m�a�t�i�o�n� �b�e�i�n�g� �c�o�l�l�e�c�t�e�d� �a�n�d� 

�t�h�e�n� �s�e�n�t� �t�o� �F�a�c�e�b�o�o�k� �w�h�e�n� �a� �u�s�e�r� �i�n�t�e�r�a�c�t�s� �w�i�t�h� �t�h�e�s�e� �h�o�s�p�i�t�a�l� �w�e�b�s�i�t�e�s�.� �F�o�r� �e�x�a�m�p�l�e�,� �w�h�e�n� �a� �u�s�e�r� 

�o�n� �m�a�n�y� �o�f� �t�h�e�s�e� �h�o�s�p�i�t�a�l� �w�e�b�s�i�t�e�s� �c�l�i�c�k�s� �o�n� �a�  ��S�c�h�e�d�u�l�e� �O�n�l�i�n�e �� �b�u�t�t�o�n� �n�e�x�t� �t�o� �a� �d�o�c�t�o�r ��s� �n�a�m�e�,� 

�M�e�t�a� �P�i�x�e�l� �s�e�n�d�s� �t�h�e� �t�e�x�t� �o�f� �t�h�e� �b�u�t�t�o�n�,� �t�h�e� �d�o�c�t�o�r ��s� �n�a�m�e�,� �a�n�d� �t�h�e� �s�e�a�r�c�h� �t�e�r�m� �(�s�u�c�h� �a�s� 

 ��c�a�r�d�i�o�l�o�g�y ��)� �u�s�e�d� �t�o� �f�i�n�d� �t�h�e� �d�o�c�t�o�r� �t�o� �F�a�c�e�b�o�o�k�.� �I�f� �t�h�e� �h�o�s�p�i�t�a�l ��s� �w�e�b�s�i�t�e� �h�a�s� �a� �d�r�o�p�-�d�o�w�n� �m�e�n�u� 

�t�o� �s�e�l�e�c�t� �a� �m�e�d�i�c�a�l� �c�o�n�d�i�t�i�o�n� �i�n� �c�o�n�n�e�c�t�i�o�n� �w�i�t�h� �l�o�c�a�t�i�n�g� �a� �d�o�c�t�o�r� �o�r� �m�a�k�i�n�g� �a�n� �a�p�p�o�i�n�t�m�e�n�t�,� �t�h�a�t� 

�c�o�n�d�i�t�i�o�n� �i�s� �a�l�s�o� �t�r�a�n�s�m�i�t�t�e�d� �t�o� �F�a�c�e�b�o�o�k� �t�h�r�o�u�g�h� �M�e�t�a� �P�i�x�e�l�.� 

�8�6�.� �F�a�c�e�b�o�o�k� �h�a�s� �d�e�s�i�g�n�e�d� �t�h�e� �M�e�t�a� �P�i�x�e�l� �s�u�c�h� �t�h�a�t� �F�a�c�e�b�o�o�k� �r�e�c�e�i�v�e�s� �i�n�f�o�r�m�a�t�i�o�n� 

�a�b�o�u�t� �p�a�t�i�e�n�t� �a�c�t�i�v�i�t�i�e�s� �o�n� �h�o�s�p�i�t�a�l� �w�e�b�s�i�t�e�s� �a�s� �t�h�e�y� �o�c�c�u�r� �i�n� �r�e�a�l� �t�i�m�e�.� �I�n�d�e�e�d�,� �t�h�e� �m�o�m�e�n�t� �t�h�a�t� �a� 

�p�a�t�i�e�n�t� �t�a�k�e�s� �a�n�y� �a�c�t�i�o�n� �o�n� �a� �w�e�b�p�a�g�e� �t�h�a�t� �i�n�c�l�u�d�e�s� �t�h�e� �M�e�t�a� �P�i�x�e�l ��s�u�c�h� �a�s� �c�l�i�c�k�i�n�g� �a� �b�u�t�t�o�n� �t�o� 

�c�r�e�a�t�e� �a�n� �a�p�p�o�i�n�t�m�e�n�t ��F�a�c�e�b�o�o�k� �c�o�d�e� �e�m�b�e�d�d�e�d� �o�n� �t�h�a�t� �p�a�g�e� �r�e�d�i�r�e�c�t�s� �t�h�e� �c�o�n�t�e�n�t� �o�f� �t�h�e� 

�p�a�t�i�e�n�t ��s� �c�o�m�m�u�n�i�c�a�t�i�o�n�s� �t�o� �F�a�c�e�b�o�o�k� �w�h�i�l�e� �t�h�e� �e�x�c�h�a�n�g�e� �o�f� �i�n�f�o�r�m�a�t�i�o�n� �b�e�t�w�e�e�n� �t�h�e� �p�a�t�i�e�n�t� �a�n�d� 

�h�o�s�p�i�t�a�l� �i�s� �s�t�i�l�l� �o�c�c�u�r�r�i�n�g�.� 

�8�7�.� �D�e�f�e�n�d�a�n�t� �i�s� �a�m�o�n�g� �t�h�e� �h�o�s�p�i�t�a�l� �s�y�s�t�e�m�s� �w�h�o� �h�a�v�e� �e�m�b�e�d�d�e�d� �M�e�t�a� �P�i�x�e�l� �o�n� �t�h�e�i�r� 

�w�e�b�s�i�t�e�s�.� �W�h�e�n� �a� �p�r�o�s�p�e�c�t�i�v�e� �o�r� �a�c�t�u�a�l� �p�a�t�i�e�n�t� �e�n�t�e�r�s� �t�h�e�i�r� �p�e�r�s�o�n�a�l� �i�n�f�o�r�m�a�t�i�o�n� �t�h�r�o�u�g�h� 

�D�e�f�e�n�d�a�n�t ��s� �w�e�b�s�i�t�e�s� �t�h�a�t� �i�n�c�o�r�p�o�r�a�t�e� �M�e�t�a� �P�i�x�e�l�,� �s�u�c�h� �a�s� �t�o� �l�o�c�a�t�e� �a� �d�o�c�t�o�r� �o�r� �m�a�k�e� �a�n� 

�a�p�p�o�i�n�t�m�e�n�t�,� �t�h�i�s� �i�n�f�o�r�m�a�t�i�o�n�,� �i�n�c�l�u�d�i�n�g� �w�h�a�t� �t�h�e� �p�a�t�i�e�n�t� �i�s� �b�e�i�n�g� �t�r�e�a�t�e�d� �f�o�r�,� �i�s� �i�m�m�e�d�i�a�t�e�l�y� �a�n�d� 

� � 

�>�!� �h�t�t�p�s�:�/�/�d�e�v�e�l�o�p�e�r�s�.�f�a�c�e�b�o�o�k�.�c�o�m�/�d�o�c�s�/�m�a�r�k�e�t�i�n�g�-�a�p�i�/�r�e�f�e�r�e�n�c�e�/�c�u�s�t�o�m�-�a�u�d�i�e�n�c�e�/� 

�>�»� �h�t�t�p�s�:�/�/�t�h�e�m�a�r�k�u�p�.�o�r�g�/�p�i�x�e�l�-�h�u�n�t�/�2�0�2�2�/�0�6�/�1�6�/�f�a�c�e�b�o�o�k�-�i�s�-�r�e�c�e�i�v�i�n�g�-�s�e�n�s�i�t�i�v�e�-�m�e�d�i�c�a�l�-�i�n�f�o�r�m�a�t�i�o�n�-�f�r�o�m�-�h�o�s�p�i�t�a�l�-� 
�w�e�b�s�i�t�e�s� 

�C�A�S�E� �N�O�.�  ��1�9�-� 
� � 

�C�L�A�S�S� �A�C�T�I�O�N� �C�O�M�P�L�A�I�N�T� �A�N�D� �D�E�M�A�N�D� �F�O�R� �J�U�R�Y� �T�R�I�A�L� � 
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iustautaueonslytrausmittedto Facebookvia tbeMetaPixel. Tbeacqnisitiouauddisclosureof these

commuuicatiousoccurscoutemporaueouslywith the transuussiouof thesecouuuunicatiousby

patients.

88. This data, which cau iuclude health couditious (e.g., addictiou, heart disease,

caucer), diaguoses,procedures,test results, the treatiug physiciau, medications,and other

persoually ideutifyiug infounatiou ("PersonalHealth Infounatiouw), is obtamedand usedby

Facebook,aswell asotherparties,for theptuposeof targetedadvetrisiug.

89. For example,a visitor searchiugfor a doctorou Defendaut'swebsiteis askedto

providea varietyof iuformatiouto filter thevariousphysiciansavailableto treatvariousmedical

10 couditious,iucludiug the doctor'sspecialtyaudtheprospectiveor actualpatient'slocation:

12

13

14
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~)w ToRRANCE~'0MEMORIAL i
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15
Find a Doctor Medical Care Locations Patientstk Visitors-

16

17

ttosarFnaanomor

Find a Doctor

19

20

21

First Name

Speciahles

Cardiology

Address,City or ZIP Code

LosAngeles,CA USA

Last Name

Languages

Gordm

Naia

Radius

25 miles

22

23

24

0 Showonly TorranceMemormi IPA Providera

0 showonly TorranceMemorial physicianNetworkprovlders

I SearchJ

25

26

27

90. Whena patieutclicks on the"search"button,Defeudant'swebsitegeneratesa list

of providersthata patieutcaureviewaudchoosefrom
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91. All the dataaboutpatients'uteractionswith Defendant'swebsiteis disclosedto

Facebooksiundtaueouslyin real time as visitors trausmittheir infounatiou,suchas the doctor

theychoosefor treatmeut,thedoctor'sspecialty,thepatieut'slocation,audthepatient'slanguage

aud genderprefereuces.Along with other data, Defendantalso disclosespatients'nique

FacebookIDs, which are capturedby the c user cookie, winch allows Facebookto link this

iufouuatiouto patieuts'uiqueFacebookaccounts.Defeudautalso disclosesotherpersoually

identifyiug information to Facebook,suchas patientauduserIP addresses,cookie ideutifiers,

19

20

21

22

23

24

25

26

27

browser-fiugerprints,anddeviceidentifiers.

92. Likewise, Defeudautallows patientsto searchfor iufouuatiouabout "Medical

Care"orgauizedby specialty,suchasMCaucer,s"HeartHealth,""Orthopedics,andMMaterualand

Child." A patientsearchiugfor infounatiouaboutcancertreatiuentor preguaucy,however,uot

only sharestheir persoualdatawith Defeudautbut alsouukuowiuglysharestheir persoualdata

with Facebook.

93. Defeudantdisclosessuchpersouallyidentifying iufortuationandsensitivemedical

iufouuatiouevenwhenpatientsor usersaresearchiugfor doctorsto assistthemwith couditious

suchassubstauceabuseandaddiction:
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SearchTorranceMemorial

substanceabuse Search

RelatedPages
Found34 pagesmatchingthesearchtermsubstanceabuse

10

hatstetyParentNeedsto snow

Substanceuseandabusedunngadolescencecanhavepermanentconsequences
2/27/2018

12

13

14

15

~T% MedicationAssistedTreatment

s Medicationasustedtreatment(MAT) for substanceusedisordersattheThermaMcMiaen Centerfor Alcohol andDrugTreatment.

2/27/2018
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8/28/2022

19

20

21

22

23

24
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94. As the abovedemonstrates,knowing what information a patient is reviewiug on

Defeudant'swebsitecan reveal deeplypersoualandprivate infounation.A simple searchfor

"pregnancy"ou Defeudaut'swebsitetells Facebookthat the patient is likely preguaut.tudeed,

Facebookuiight know that thepatient is pregnantbeforethe patient'sclose family andfidends.

Likewise, uiost patieutswould uot want it madepublic that they were seekiugtreatmentfor

substauceabuse.But there is nothiug visible ou Defeudaut'swebsite that would iudicate to

patientsthat, when they useDefendant'ssearchfimctiou, their personallyidentifiable dataaud

the precisecoutentof their couununicationswith Defendantarebeingautomaticallytrausmitted
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�t�o� �F�a�c�e�b�o�o�k� �f�o�r� �a�d�v�e�r�t�i�s�i�n�g� �p�u�r�p�o�s�e�s ��e�v�e�n� �w�h�e�n� �p�a�t�i�e�n�t�s� �s�e�a�r�c�h� �f�o�r� �t�r�e�a�t�m�e�n�t� �o�p�t�i�o�n�s� �f�o�r� 

�s�e�n�s�i�t�i�v�e� �m�e�d�i�c�a�l� �c�o�n�d�i�t�i�o�n�s� �s�u�c�h� �a�s� �c�a�n�c�e�r� �o�r� �s�u�b�s�t�a�n�c�e� �a�b�u�s�e�.� 

�9�5�.� �D�e�f�e�n�d�a�n�t� �a�l�s�o� �d�i�s�c�l�o�s�e�s� �p�r�o�s�p�e�c�t�i�v�e� �a�n�d� �a�c�t�u�a�l� �p�a�t�i�e�n�t� �i�n�f�o�r�m�a�t�i�o�n� �f�r�o�m� �o�t�h�e�r� 

�s�e�c�t�i�o�n�s� �o�f� �i�t�s� �w�e�b�s�i�t�e� �i�n�c�l�u�d�i�n�g� �(�b�u�t� �n�o�t� �l�i�m�i�t�e�d� �t�o�)� �c�o�m�m�u�n�i�c�a�t�i�o�n�s� �t�h�a�t� �a�r�e� �c�a�p�t�u�r�e�d� �b�y� �t�h�e� 

�w�e�b�s�i�t�e ��s� �s�e�a�r�c�h� �b�a�r�,� �c�o�m�m�u�n�i�c�a�t�i�o�n�s� �t�h�a�t� �a�r�e� �c�a�p�t�u�r�e�d� �w�h�e�n� �a� �p�a�t�i�e�n�t� �s�e�a�r�c�h�e�s� �f�o�r� �c�l�a�s�s�e�s� �a�n�d� 

�s�e�r�v�i�c�e�s� �o�f�f�e�r�e�d� �b�y� �D�e�f�e�n�d�a�n�t�,� �a�n�d� �c�o�m�m�u�n�i�c�a�t�i�o�n�s� �m�a�d�e� �w�h�e�n� �p�a�t�i�e�n�t�s� �a�r�e� �r�e�s�e�a�r�c�h�i�n�g� �s�p�e�c�i�f�i�c� 

�m�e�d�i�c�a�l� �c�o�n�d�i�t�i�o�n�s�.� �T�h�e� �i�n�f�o�r�m�a�t�i�o�n� �t�h�a�t� �F�a�c�e�b�o�o�k� �r�e�c�e�i�v�e�s� �f�r�o�m� �D�e�f�e�n�d�a�n�t� �i�n�c�l�u�d�e�s� �a� �f�u�l�l�-� 

�s�t�r�i�n�g�,� �d�e�t�a�i�l�e�d� �U�R�L�,� �w�h�i�c�h� �c�o�n�t�a�i�n�s� �s�u�c�h� �i�n�f�o�r�m�a�t�i�o�n� �a�s� �t�h�e� �n�a�m�e� �o�f� �t�h�e� �w�e�b�s�i�t�e�,� �t�h�e� �p�a�g�e�s� 

�p�a�t�i�e�n�t�s� �a�r�e� �v�i�e�w�i�n�g�,� �a�n�d� �s�e�a�r�c�h� �t�e�r�m�s� �t�h�a�t� �p�a�t�i�e�n�t�s� �h�a�v�e� �e�n�t�e�r�e�d�.� �A�l�o�n�g� �w�i�t�h� �p�a�t�i�e�n�t�s �� 

�c�o�m�m�u�n�i�c�a�t�i�o�n�s�,� �D�e�f�e�n�d�a�n�t ��s� �w�e�b�s�i�t�e� �a�l�s�o� �c�a�u�s�e�s� �t�h�e� �t�r�a�n�s�m�i�s�s�i�o�n� �o�f� �p�e�r�s�o�n�a�l�l�y� �i�d�e�n�t�i�f�y�i�n�g� �d�a�t�a� 

�t�o� �F�a�c�e�b�o�o�k�,� �i�n�c�l�u�d�i�n�g� �p�a�t�i�e�n�t�s �� �I�P� �a�d�d�r�e�s�s�e�s�,� �c�o�o�k�i�e� �i�d�e�n�t�i�f�i�e�r�s�,� �b�r�o�w�s�e�r� �f�i�n�g�e�r�p�r�i�n�t�s�,� �a�n�d� �d�e�v�i�c�e� 

�i�d�e�n�t�i�f�i�e�r�s�.� 

�9�6�.� �B�y� �c�o�m�p�e�l�l�i�n�g� �v�i�s�i�t�o�r�s� �t�o� �t�h�e�i�r� �w�e�b�s�i�t�e�s� �t�o� �d�i�s�c�l�o�s�e� �p�e�r�s�o�n�a�l�l�y� �i�d�e�n�t�i�f�y�i�n�g� �d�a�t�a� �a�n�d� 

�s�e�n�s�i�t�i�v�e� �m�e�d�i�c�a�l� �i�n�f�o�r�m�a�t�i�o�n� �t�o� �F�a�c�e�b�o�o�k�,� �D�e�f�e�n�d�a�n�t� �k�n�o�w�i�n�g�l�y� �d�i�s�c�l�o�s�e�d� �i�n�f�o�r�m�a�t�i�o�n� �t�h�a�t� 

�a�l�l�o�w�s� �F�a�c�e�b�o�o�k� �a�n�d� �o�t�h�e�r� �a�d�v�e�r�t�i�s�e�r�s� �t�o� �l�i�n�k� �p�a�t�i�e�n�t�s �� �a�n�d� �v�i�s�i�t�o�r�s �� �P�e�r�s�o�n�a�l� �H�e�a�l�t�h� �I�n�f�o�r�m�a�t�i�o�n� 

�t�o� �t�h�e�i�r� �p�r�i�v�a�t�e� �i�d�e�n�t�i�t�i�e�s� �a�n�d� �t�a�r�g�e�t� �t�h�e�m� �w�i�t�h� �a�d�v�e�r�t�i�s�i�n�g� �(�o�r� �d�o� �w�h�a�t�e�v�e�r� �e�l�s�e� �F�a�c�e�b�o�o�k� �m�a�y� 

�c�h�o�o�s�e� �t�o� �d�o� �w�i�t�h� �t�h�i�s� �d�a�t�a�,� �i�n�c�l�u�d�i�n�g� �r�u�n�n�i�n�g�  ��e�x�p�e�r�i�m�e�n�t�s �� �o�n� �i�t�s� �c�u�s�t�o�m�e�r�s� �b�y� �m�a�n�i�p�u�l�a�t�i�n�g� 

�t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �t�h�e�y� �a�r�e� �s�h�o�w�n� �o�n� �t�h�e�i�r� �F�a�c�e�b�o�o�k� �p�a�g�e�s�)�.�°�?� �D�e�f�e�n�d�a�n�t� �i�n�t�e�n�t�i�o�n�a�l�l�y� �s�h�a�r�e�s� �t�h�e� 

�P�e�r�s�o�n�a�l� �H�e�a�l�t�h� �I�n�f�o�r�m�a�t�i�o�n� �o�f� �i�t�s� �p�a�t�i�e�n�t�s� �w�i�t�h� �F�a�c�e�b�o�o�k� �i�n� �o�r�d�e�r� �t�o� �g�a�i�n� �a�c�c�e�s�s� �t�o� �t�h�e� �b�e�n�e�f�i�t�s� 

�o�f� �t�h�e� �M�e�t�a� �P�i�x�e�l� �t�o�o�l�.� 

�9�7�.� �F�o�r� �e�x�a�m�p�l�e�,� �P�l�a�i�n�t�i�f�f� �J�a�n�e� �D�o�e� �i�s� �a�n� �i�n�d�i�v�i�d�u�a�l� �w�i�t�h� �a� �F�a�c�e�b�o�o�k� �a�c�c�o�u�n�t� �w�h�o� �h�a�s� 

�a�l�s�o� �b�e�e�n� �a� �p�a�t�i�e�n�t� �a�t� �T�o�r�r�e�n�c�e� �M�e�m�o�r�i�a�l� �H�o�s�p�i�t�a�l�.� �P�l�a�i�n�t�i�f�f� �J�a�n�e� �D�o�e� �v�i�s�i�t�e�d� �D�e�f�e�n�d�a�n�t ��s� �w�e�b�s�i�t�e� 

�a�t� �w�w�w�.�t�o�r�r�e�n�c�e�m�e�m�o�r�i�a�l�.�o�r�g� �a�p�p�r�o�x�i�m�a�t�e�l�y� �s�e�v�e�n� �t�i�m�e�s� �a�n�d� �e�n�t�e�r�e�d� �d�a�t�a�,� �i�n�c�l�u�d�i�n�g� �s�e�n�s�i�t�i�v�e� 

�m�e�d�i�c�a�l� �i�n�f�o�r�m�a�t�i�o�n�,� �s�u�c�h� �a�s� �d�e�t�a�i�l�s� �a�b�o�u�t� �h�e�r� �m�e�d�i�c�a�l� �c�o�n�d�i�t�i�o�n� �a�n�d� �s�e�a�r�c�h� �f�o�r� �a� �d�o�c�t�o�r�.� �T�h�e� 

� � 
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iufouuatiouthatPlaiutiff JaneDoe transmittedincludedqueriesabouttreatmeutfor a coucussiou

thatshehadsuffered.

98. Defendautknew thatby embeddingMetaPixel—a Facebookadvertisiugtool—it

waspertnittiugFacebookto collect, use,andsharePlaiutiffs audthe ClassMembers'ersonal

Health tufoimatiou, iucludiug seusitivemedical infouuation and personallyideutifyiug data.

Defeudautwasalsoawarethatsuchinformationwouldbesharedwith Facebooksimultaueously

with patieuts'uteractiouswith its websites.Defendantmadethe decisionto barteritspatieuts'ersonal

Healthcarehtformatiouto Facebookbecauseit wautedaccessto the Meta Pixel tool.

While that bargaiumay have beuefitedDefendautaud Facebook,it also betrayedthe privacy

10 rightsof Plaiutiff audClassMeiubers.

11

12

13

14

15
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17

18
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G. Plaintiff andtheClassMembersdid not consentto the interceptionanddisclosureof
their protectedhealthinformation.

99. Plaiutiff audClassMembershaduo ideawheuthey iuteractedwith Defeudaut's

websitesthat their personaldata, includiug sensitivemedical data, was beiug collected aud

siuuiltaneouslytransmittedto Facebook.That is because,aiuongotherthiugs,theMetaPixel tool

is seamlesslyaudsecretlyiutegratediuto Defendaut'swebsitesaudis invisible to patientsvisitiug

thosewebsites.

100. For example, when Plaiutiff Jane Doe visited Defeudant's website at

https://www.torrancememorial.org/,therewas uo iudication that Meta Pixel was embeddedou

thatwebsiteor that it would collectaudtransmithersensitiveiuedicaldatato Facebook.

101. Plaintiff and fellow ClassMeuiberscould uot conseutto Defendaut'scouduct

wheu therewas uo iudicatiou that their seusitivemedical informationwould be collectedaud

transuiittedto Facebookin the first place.

102. While Defeudantpurports to have a "Privacy Notice," that Privacy Notice is

effectively hiddeufroiu patieuts,concealedat the bottomof Defendant'shomepageiu type so

smallas to beunreadableto manyvisitors':

27

28
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11

12

13

16

17

103. Moreover,Defendant's"WebsitePrivacyNotice" givesno indicationto patients

that Defendantroutinely allows Facebookto caphueandexploit patients'udusers'ersonal

HealthInformation. Iudeed,Defeudantexpresslyprouusediu its "WebsitePrivacyNotice" that

"Your privacy is very ituportautto us" andthatDefeudaut"will not sell or otherwiseprovidethe

infonuationthatwe collect to outsidethird pattiesfor thepurposeofdirector indirectmassemail

marketing."ssThesestatemeutsare false and uusleadiugbecauseDefeudantiu fact discloses

patients'ersoualHealth information to Facebookso that Facebookcan solicit patientswith

adveITIsnlg.

19

20

21

22

23

24

104. Defeudantalso prouusediu its "Website PrivacyNotice" that it would "follow

generallyacceptediudustry staudardsto protect the information subuuttedto us, both during

transutissionand once we receive it." This statementis also false aud misleadingbecause

hospitalsystemswho cotuplywith geuerallyacceptediudustrystaudardsfor protectiugpatieuts'ersonal

HealthInfouuatioudo uotdeploysourcecodeon theirwebsitesthat resultsiupatients'ersonal

HealthInfortuatioubeingdisclosedto third-partyadveITisiugcompanies.

25

26

27

28
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105. Defeudantalso falsely prouusespatientsiu its "WebsitePidvacyPolicy" that its

policy "will iufonu you of the infonuationthatwe, ToirauceMemorial,may collect fiom you,

andhow it is used."This statementis falseandmisleadiugbecauseDefeudantuowherediscloses

iu its "WebsitePrivacyPolicy" thatpatieuts'ersoualHealthIufonnatiouis routiuelydisclosed

to Facebookwheupatieutsiuteractwith Defeudaut'swebsite.

106. Similarly, while disclosiugthat its websitecontains"cookies,"Defendantfalsely

promisesthat "tu]sageof a cookie is iu uo way lurked to anypersouallyidentifiable infonuatiou

on our site." Contraryto thatprouuse,Defeudaut'swebsiteautomaticallytransmitspersoually

ideutifyiug iufonnationto Facebookvia multiple cookies,includiug the c usercookie (Le., the

10 "Facebookcookie") which permitsFacebookto link users'ebsitequeriesto their Facebook

profiles.

12 107. Even if a visitor stumbleduponDefendaut'scarefully hidden"WebsitePrivacy

13 Notice," uothing iu that uotice would be understoodby any reasouableprospectiveor cuirent

14 patientto meauthatDefeudautis barteriugits patients'ersoualHealthIufonuatiouin retmufor

15 accessto Facebook'sMetaPixel tooL Iudeed,Defeudantexpresslypromisesthat it will not sell or

16 otherwiseprovidethe iufonnatiouit collectsto outsidethird parties.Accordingly,Patieutsvisitiug

17 Defendaut'swebsitelikely feel assuredthat their commuuicationsaboutmedicalconditionssuch

as addiction,cancer,andpregnaucywill remaiuprivate,not realiziugthatDefendauthasalready

19 trausmittedthis privatemfonuatiouto Facebook,so thatFacebookcaumouetizethis iufonuatiou

20 by seudiugtargetedcouteutaudadvertisemeutsto patieuts.

21 108. Defendaut'spromisesareuusurpiising.Defendantdoesuot havea legal right to

22 sharePlaiutiffs audClassMembers'rotectedHealth Iufonnatiouwith Facebook,becausethis

23 iufonuatiouis protectedfiom suchdisclosureby law. See,e.g.,CAL. CIv. CODE ItIF 56 e/ser7.;45

24 C.F.R. II 164.508.Defendantis uotpermittedto disclosepatients'rotectedHealthIufonuationto

25

26
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auadvertisiugandmarketingcompauylike Facebookwithout expresswidtten authorizationfiom

patients.

109. Defendautfailed to obtaina valid writtenauthorizationfrom Plaiutiff or anyof the

ClassMembersto allow the captureaudexploitatiouof their persouallyidentifiable iufonuatiou

aud the couteutsof their commuuicatiousby third parties for their owu direct marketiuguses.

Moreover,uo ndrfiJionn1privacy breachby Facebookis uecessaryfor harm to haveaccruedto

Plaintiff audClassMembers;the secretdisclosureby Defendantof its patieuts'ersoualHealth

Infonuatiouto Facebookmeausthata siguificautprivacy iujmy hasnJIendyocciirred.

110. Likewise,aprospectiveor currentpatient'sreasonableexpectationthattheirhealth

10 care providerwill uot sharetheir information with third parties for marketingpmposesis uot

subjectto waivervia an iuconspicuousprivacypolicy hiddeuawayoua compauy'swebsite.Such

12 "Browser-Wrap"stateiueutsdo not createan enforceablecontractagaiustcousmners.FIDTher,

13 Defendantexpresslypromised that it would uot sell, reut, liceuse, or trade their personally

14 identifiableiufonuatioufor marketingpmposeswithout expressauthorizatiou.

15 111. Neither Plaintiff uor Class Members kuowingly consentedto Defeudaut's

16 disclosureof their PersoualHealth Iufonuatiou to Facebook.Nowhere iu Defeudaut'sprivacy

17 policy is it disclosedthat Defeudautroutiuely trausuutspatients'ersoualHealth Iufonnationto

third partyadvertisiugcoiupanieslike Facebooksothatthosecompaniescanmonetizeandexploit

19 patients'ealthdata.Without disclosiugsuchpractices,Defeudautcauuothavesecuredconseut

20 &om Plaiutiff aud Class Members for the disclosureof their PersoualHealth Iufonnatiou to

21 Facebookaudotherthird-partyadvertisingcompauies.

22 112. Accordingly, Defeudautlacked authorizatiouto intercept,collect, aud disclose

23 Plaintif'sandClassMembers'ersoualHealthIufonnatiouto Facebookor aid iu thesame.

24 H. Thedisclosuresof personalpatientdatato Facebookareunnecessary.

25 113. There is uo information auywhereou the websitesoperatedby Defeudautthat

26 would alert patientsthat their mostprivate iufonuatiou(suchas their identifiers, their medical

27
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couditious,audtheirmedicalproviders)is beiugautomaticallytrausiuittedto Facebook.Nor are

the disclosuresof patieutPersoualHealth Iufonuatiouto Facebooknecessaryfor Defeudautto

maiutaiutheirhealthcarewebsiteor providemedicalservicesto patieuts.

114. For exainple, it is possiblefor a healthcarewebsite to provide a doctor search

fimctiou without allowiugdisclosuresto third-pattyadvertisiugcompauiesaboutpatieutsigu-ups

or appointmeuts.It is also possible for a websitedeveloperto utilize tracking tools without

allowiug disclosureof patients'ersonalHealthcareIufonuatiouto companieslike Facebook.

Likewise, it is possiblefor Defeudautto providemedicalservicesto patientswithoutshariugtheir

PersoualHealth Iuforinatiou with Facebookso that this information cau be exploited for

10 advertisiugpiuposes.

115. Despitethesepossibilities,Defeudautwillfidly choseto implemeutMetaPixel ou

12 its websitesandaid m the disclosureofpersonallyideutifiable informationaudseusitivemedical

13 iufonuatiouaboutits patieuts,aswell as the coutentsof theircomuumicatiouswith Defeudaut,to

14 third parties,iucludiugFacebook.

15

16

17

18

19

20

21

22
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I. Plaintiff andClassMembershavea reasonableexpectationof privacy in theirPersonal
HealthInformation,especiallywith respectto sensitivemedicalinformation.

116. Plaintiff and ClassMembershave a reasonableexpectationof privacy in their

Personal Health Information, including persoually identifyiug data and sensitive medical

iufonuatiou.Defeudant'ssurreptitiousinterception,collectiou,auddisclosureof PersoualHealth

Informationto FacebookviolatedPlaintiff andClassMember'sprivacy interests.

117. Patient health iufonuation is specifically protectedby law. The prohibitions

agaiustdisclosiugpatieutPersoualHealth Iufonuatiou iuclude prohibitious agaiustdisclosiug

personallyideutifying datasuchaspatientnames,IP addresses,andotherIuiique characteristics

or codes.See,e.g.,CAL. Crv. CDDE $ 56.05("iuedical iufonnatiou");45 C.F.R. $ 164.514.

118. Giveu the applicatiou of these laws to Defeudaut,coupled with Defendaut's

expresspromises that they would protect the confideutiality of patients'ersonalHealth
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