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4. Indeed, while L VHN is publicly patting itself on the back for standing-up to these 

hackers and refusing to meet their ransom demands, they are consciously and intentionally 

ignoring the real victims: Plaintiff and the Class. Rather than act in their patients' best interest, 

L VHN put its own financial considerations first. L VHN must be held to account for the 

embarrassment and humiliation it has caused Plaintiff and the Class. 

5. To obtain medical treatment, Plaintiff, and other patients ofLVHN, entrusted and 

provided L VHN an extensive amount of highly sensitive and privileged PII. Previously unknown, 

L VHN also maintains screenshots of patients receiving treatment for cancer in various forms of 

undress. L VHN referred to these photos as "clinically appropriate photographs of cancer patients 

receiving radiation oncology treatment[.]" 

6. By obtaining, collecting, using, and deriving a benefit from Plaintiffs and members 

of the proposed Class's Sensitive Information, LVHN assumed legal and equitable duties to those 

individuals. 

7. Plaintiff and members of the proposed Class are victims of LVHN's negligent 

and/or careless acts and omissions and the failure to protect the Sensitive Information ofLVHN's 

current and former patients. 

8. As a result of LVHN's conduct, Plaintiff and the Class have suffered 

embarrassment and humiliation by having previously unknown nude images of themselves 

receiving cancer treatment posted on the internet. Adding insult to injury, Plaintiff and the Class 

will also have to undertake and incur out-of-pocket, expensive, and time-consuming efforts to 

mitigate the actual and potential impact of the Data Breach on their financial well-being. Indeed, 

Plaintiff, herself, has already placed fraud alerts on her accounts with credit reporting agencies, 

she has notified multiple financial institutions about the breach, she is also closely monitoring her 
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credit reports and accounts for unauthorized activity. All due to LVHN's failure to adequately 

maintain her Sensitive Information. 

9. Plaintiff brings this class action against LVHN for its failure to properly secure and 

safeguard the private and sensitive information it collected, maintained, stored, analyzed, and used 

in its ordinary course of business. Plaintiff and the putative Class seek remedies including 

damages, reimbursement of out-of-pocket-costs, and equitable and injunctive relief, including 

improvements to L VHN' s data security systems, future annual audits, and identity protection 

services. 

PARTIES 

10. Plaintiff, Jane Doe, is a resident of Dunmore and citizen of Pennsylvania. Plaintiff 

was informed by L VHN that her Sensitive Information was compromised in the Data Breach and 

that nude images of her during breast cancer treatment were posted on the dark web. 

11. Defendant Lehigh Valley Health Network, Inc., is a corporation organized under 

the laws of Pennsylvania and maintains its principal place of business at 1243 Cedar Crest Blvd., 

Allentown, PA 18103. 

12. All of Plaintiffs claims stated herein are asserted against LVHN and any of its 

owners, predecessors, successors, subsidiaries, agents and/or assigns. 

13. 

§ 931. 

14. 

5301(2). 

JURISDICTION AND VENUE 

The Court has subject matter jurisdiction over this action pursuant to 42 Pa. C.S.A. 

The Court has personal jurisdiction over LVBN pursuant to 42 Pa. C.S.A. § · 
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15. Venue in Lackawanna County is proper pursuant to Pa. R. Civ. P. No. 2179(a) 

because inter alia, the events or omissions giving rise to the conduct alleged herein occurred in, 

were directed to, and/or emanated from Lackawanna County; L VHN transacts substantial 

business and has agents in Lackawanna County; a substantial part of the conduct giving rise to 

Plaintiff's claims occurred in Lackawanna County; and because Plaintiff resides in Lackawanna 

County. 

FACTUAL BACKGROUND 

A. Background 
16. L VHN 1s comprised of 13 hospital campuses; 28 health centers; 20 

ExpressCARE locations, and numerous physician practices, pharmacy, imaging, home health, 

rehabilitation, and lab services in 10 eastern Pennsylvania counties. 

17. In January 2022, L VHN acquired Delta Medix, a Scranton based multispecialty 

group that performs more than 17,000 surgeries a year. Delta Medix added 20 providers to LVHN 

who specialize in urology, general surgery, cancer care and vascular surgery. 

18. To obtain healthcare and related services, patients, like Plaintiff and the Class, must 

provide L VHN with highly sensitive information, including PHI, PII, or both. L VHN then 

compiles, stores, and maintains the highly sensitive PII and PHI. L VHN serves thousands of 

individuals per year indicating it has created and maintains a massive repository of Sensitive 

Information, acting as a particularly lucrative target for data thieves looking to obtain and misuse 

or sell patient data. 

19. LVHN has a "Notice of Privacy Practices" posted on its website. 1 In it, LVHN 

claims that it understands that "medical information is personal" and that L VHN is committed to 

1 https ://www.lvhn.org/privacy-policy 
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"the protection of health information that may identify you as an individual... [and that 

information is] treated differently than other forms of personal information that [patients] 

provide. "2 

20. On the same web page, LVHN has a link to its formal "Health Information Privacy 

Notice," which acknowledges its obligation to reasonably safeguard sensitive information against 

security breaches and other types of theft and misuse. 

21. As described throughout this Complaint, L VHN did not reasonably protect, secure, 

or store Plaintiff's and the Class's Sensitive Information prior to, during, or after the Data Breach, 

but rather, enacted unreasonable data security measures that it knew or should have known were 

insufficient to reasonably protect the highly sensitive information L VHN maintained. 

Consequently, cybercrirninals circumvented Defendant's security measures, resulting in a 

significant data breach. 

B. The Data Breach 

22. On February 6, 2023, LVHN alleges that it detected unauthorized activity on its IT 

system of a malicious actor who gained unauthorized access to L VHN' s computer network and 

systems. L VHN launched an investigation and discovered that notorious cyber-hackers, ALPHV, 

also known as BlackCat, were responsible for the attack. ALPHV has become notorious for 

launching cyberattacks against academia and healthcare institutions. 
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23. ALPHV is also ruthless in its quest for ransom payments. In July 2022, ALPHV 

announced on Twitter that it was creating a searchable "repository" of data stolen from various 

companies in order to make it "more usable for the cybercriminal community." The group made 

clear its purpose was to "make it easier to find documents, confidential information about 

companies and employees" and by doing so will "make companies reconsider attitude towards 

leaks[.]" 

0 2022-07..05 

SupportALPHV Hi 

We have something new and ve.ry cool today. 

Dear Adverts! 

We bring to your attention a new View on corporate leaks, and with it a tool for breeeh-surfing -ALPHV Collections. 
Resources with leaks posted in our secure repository are now Indexed and searchable by wildcard('). 
Search by filename as wen as by content, e.g. you can find text rn PDF, DOCX, even JPG,PNG, etd 

What is the purpose of this? 

We want to make the publlshed data more usable for the cybercrimlnal community. We want to make it easier to 
find documents, confidential Information about companies or employees during OSINT, passwords for dldionartes, 
etc. By doing so, we will make companies reconsider their aflitUde towards leaks, separating leaks ·on paper" from 
real leaks. 

In the very near future, ALL the published companies Will be placed on the same resource with a cl earn et pass­
through. 

Translated with www,Deepl.com/Translator (free version) 

24. On February 20, 2023, L VHN publicly disclosed that it was the victim of an 

ALPHV' s cyberattack. L VHN did not disclose whose data was stolen, from what time period, or 

how much Sensitive Information may have been compromised. L VHN stated only that, it believed 

"the attack was focused on the Delta Medix IT system" and that L VHN would "provide notices as 

required to those whose information was involved." Those notices are yet to be provided. 

25. Plaintiff saw the media coverage of the breach and on February 28, 2023, she 

emailed her physicians asking whether or not her personal Sensitive Information was lost. At that 

point, Plaintiff had no idea that L VHN stored nude images of her on its computer network. 
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data breach at Delta Medix (the predecessor to LVHN) where Social Security numbers were lost. 

Officer Aronica agreed to complete a police report on Plaintiff's behalf. 

3 0. Yet, L VHN still refused to give into the hackers, and as a consequence on March 

10, ALPHV uploaded an additional 132 gigabyte file onto the dark web, which the hackers 

described as containing additional patient data and photos. ALPHV promises to leak more patient 

data and images every week until the ransom is paid. 

31. Given that L VHN is and was storing the Sensitive Information of Plaintiff and the 

Class, including nude photographs of Plaintiff receiving sensitive cancer treatment, L VHN knew 

or should have known of the serious risk and harm that would occur from a data breach. 

32. L VHN was obligated to implement reasonable measures to prevent and detect 

cyber-attacks, such as those recommended by the Federal Trade Commission, required by the 

Health Insurance Portability and Accountability Act, and promoted by data security experts and 

other agencies. That obligation stems from the foreseeable risk of a Data Breach given that L VHN 

collected, stored, and had access to a swath of highly sensitive patient records and data and, 

additionally, because other highly publicized data breaches at different healthcare institutions and 

providers put L VHN on notice that the higher personal data it stored might be targeted by 

cybercriminals. 

33. Despite the abundance and availability of information regarding cybersecurity best 

practices for the healthcare industry and the prevalence of health care data breaches, L VHN 

inexplicably failed to adopt sufficient data security processes. 

C. Exposure of Sensitive Information Creates a Substantial Risk of Harm 

34. The personal, health, and financial information of Plaintiff and the Class is valuable 

and has become a highly desirable commodity to data thieves. 
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3 5. L VHN' s failure to reasonably safeguard Plaintiffs and the Class's Sensitive 

Information has created a serious risk to Plaintiff and the Class, including both a short-term and 

long-term risk of identity theft.3 

36. According to experts, one out of four data breach notification recipients become a 

victim of identity fraud. 4 This is because stolen Sensitive Information is often trafficked on the 

"dark web," a heavily encrypted part of the Internet that is not accessible via traditional search 

engines and is frequented by criminals, fraudsters, and other wrongdoers. Law enforcement has 

difficulty policing the "dark web," which allows users and criminals to conceal identities and 

online activity. 

37. Purchasers of Sensitive Information use it to gain access to the victim's bank 

accounts, social media, credit cards, and tax details. This can result in the discovery and release 

of additional Sensitive Information from the victim, as well as Sensitive Information from family, 

friends, and colleagues of the original victim. Victims of identity theft can also suffer emotional· 

distress, blackmail, or other forms of harassment in person or online. Losses encompass financial 

data and tangible money, along with unreported emotional harms. 

38. The FBI's Internet Crime Report for 2021 estimated there was more than $6.9 

billion in losses due to phishing scams, non-payment/non-delivery scams, and personal data 

breach, closely followed by identity theft and extortion. 

39. The Federal Trade Commission ("FTC") has recognized that consumer data is a 

lucrative (and valuable) form of currency. In an FTC roundtable presentation, former 

3 The Federal Trade Commission ("FTC") defines identity theft as "a fraud committed or attempted 
using the identifying information of another person without authority. 17 C.F.R. § 248.201 (2013). 
4 Study Shows One in Four Who Receive Data Breach Letter Become Fraud Victims, 
ThreatPost.com (last visited Jan. 17, 2022), https://threatpost.com/study-shows-one-four-who­
receive-data-breach-letter-become-fraud-victims-022013/77 549/ 

11 




























































