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UNITED STATES DISTRICT COURT
FOR THE CENTRAL DISTRICT OF ILLINOIS

JOHN DOE, individually and on
behalf of all others similarly situated,

Plaintiff, Case No. 21-cv-1096

V.

BRADLEY UNIVERSITY,

N N N N N N N N N N

Defendant.

NOTICE OF REMOVAL

Defendant Bradley University (“Bradley”), by its attorneys and pursuant to 28 U.S.C.
§§1332(d)(2), 1441, and 1446, hereby removes this action from the Circuit Court of Peoria
County, State of Illinois to the United States District Court for the Central District of Illinois. In
support of removal, Bradley states as follows:

L PLAINTIFF’S CLAIM AND RELIEF SOUGHT

1. On February 12, 2021, Plaintiff, John Doe (“Plaintiff’)! commenced this action
against Bradley in the Circuit Court of Peoria County, Illinois, by filing a lawsuit captioned John
Doe v. Bradley University, Case No. 21-L-00033 (the “State Court Action”).

2. Plaintiff’s Class Action Complaint (“Complaint”) in the State Court Action
alleges that Bradley violated the Illinois Biometric Information Privacy Act (“BIPA”), 740 ILCS
§ 14/1, et seq., by utilizing an online remote proctoring tool called Respondus Monitor.
Specifically, Plaintiff alleges that “[t]hrough the Respondus Monitor tool, Bradley unlawfully

collects, uses, and discloses students’ biometric identifiers and biometric information without the

! Plaintiff did not seek court authorization, as 735 ILCS 5/2-401 requires, to sue in state court under a fictious name.
Now that the suit has been removed to federal court, Bradley intends to challenge Plaintiff’s effort to proceed as a
“John Doe,” which is not proper in this case under applicable Seventh Circuit authority.
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students’ written and informed consent” and has failed to provide a “legally-compliant written
public policy” as required by BIPA. (See Complaint, attached hereto as Exhibit A, at 9 2)

3. Plaintiff alleges that he is a current student at Bradley who has used the
Respondus Monitor tool. (Complaint, at ] 80, 82) Plaintiff asserts four separate BIPA claims
against Bradley, each on his own behalf and on behalf of the following putative class: “All
persons who took an assessment using Respondus Monitor, as a student of Bradley University in
Illinois, at any time during the five years prior to the filing of this Complaint through January 20,
2021.” (Id. atq 89) Plaintiff alleges that there are thousands of members of this putative class.
(Id. at 9 92)

4. In each of the four counts in the Complaint, Plaintiff alleges that Bradley’s
violations of BIPA were “reckless.” (Complaint, at 4 106, 114, 121, 127) BIPA, at 740 ILCS
14/20(2), provides that a prevailing party may recover liquidated damages of $5,000 or actual
damages, whichever is greater, for each violation committed by a private entity “intentionally or
recklessly.”

II. BRADLEY’S REMOVAL IS TIMELY

5. Plaintiff’s Complaint was served upon Bradley on February 17, 2021. Thus,
pursuant to 28 U.S.C. § 1446(b), this Notice of Removal is timely filed within 30 days after
service of the Complaint.

III. BASIS FOR REMOVAL

6. Pursuant to 28 U.S.C. §1332(d)(2), removal is proper under the Class Action
Fairness Act (“CAFA”), because United States District Courts have original jurisdiction over any
class action: (i) involving a plaintiff class of 100 or more members; (ii) where at least one

member of the plaintiff class is a citizen of a state different from any defendant; and (iii) in
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which the matter in controversy exceeds the sum or value of $5 million, inclusive of interest and
costs. See 28 U.S.C. §1332(d)(2). Here, all three of the CAFA prerequisites are satisfied.

7. First, this class action involves a proposed class of more than 100 members. In
the five years preceding the filing of Plaintiff’s Complaint, over 2,000 Bradley students took an
assessment using the Respondus Monitor tool.

8. Second, Bradley, an Illinois not for profit institution, is a citizen of Illinois. While
Plaintiff alleges that he is a resident of Cook County, Illinois, there are many Bradley students
who are citizens of states other than Illinois and citizens of foreign states who fall within the
Complaint’s class definition. Accordingly, the requirements of §1332(d)(2)(A) and (B) are met.

9. Third, the matter in controversy in this case exceeds $5 million, exclusive of
interest and costs. Plaintiff seeks $5,000 statutory penalties for each putative class member. As
noted above, there are more than 2,000 putative class members, hence the amount in controversy
well exceeds $5 million.?

IV.  VENUE AND NOTICE

10. The United States District Court for the Central District of Illinois is the
appropriate venue for removal of the State Court Action pursuant to 28 U.S.C. §1441, which
permits any civil action brought in any state court in which the District Courts of the United
States have original jurisdiction to be removed to the District Court of the United States for the
district and division embracing the place where the state court action is pending. The State Court

Action was filed in Peoria County, Illinois, within this Judicial District.

2 Of course, Bradley reserves all rights and defenses, as to liability, damages and class certification. See
Sabrina Roppo v. Travelers Commercial Ins. Co., 869 F.3d 568, 579 (7th Cir. 2017) (“The party seeking
removal does not need to establish what damages the plaintiff will recover, but only how much is in
controversy between the parties,” and a “removing defendant need not confess liability in order to show
that the controversy exceeds the threshold.” (internal quotation marks omitted) (emphasis in original).
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1. Pursuant to 28 U.S.C. §1446(a), the Summons and Complaint, which constitute
all “process, pleadings, and orders” served to date on Bradley, is attached hereto as Exhibit A.

12. Pursuant to 28 U.S.C. §1446(d), written notice of this Notice of Removal is being
promptly sent to Plaintiff’s counsel (by email and U.S. Mail), and promptly filed with the Clerk
of the Court for the Circuit Court of Peoria County, Illinois.

13.  Bradley submits this Notice of Removal without waiving any defenses to the
claims asserted by Plaintiff, without conceding liability, fault, damages or that Plaintiff has
pleaded a claim upon which relief can be granted, and expressly preserving all positions on
liability, damages, statute of limitations, and other legal issues, including that class certification
is not appropriate.

WHEREFORE, Defendant, Bradley University hereby removes Case Number 21-L-
00033 now pending in the Circuit Court of Peoria County, Illinois to the United States District
Court for the Central District of Illinois.

Dated: March 18, 2021 BRADLEY UNIVERSITY,
Defendant

By: /s/ Scott J. Helfand
One of Its Attorneys

Michael D. Hayes

Scott J. Helfand

Anne M. Mayette

HUSCH BLACKWELL LLP

120 South Riverside Plaza, Suite 2200
Chicago, IL 60606

Phone: (312) 655-1500
michael.hayes@huschblackwell.com
scott.helfand@huschblackwell.com
anne.mayette@huschblackwell.com
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CERTIFICATE OF SERVICE

I hereby certify that on this 18th day of March, 2021, I caused the foregoing, Notice of
Removal, to be sent via electronic mail and mailed by first-class U.S. Mail, postage prepaid, to

the following attorneys representing the Plaintiff in the State Court Action:

Brian K. Murphy
murphy@mmmb.com

Joseph F. Murray
murray@mmmb.com

Jonathan P. Misny
misny@mmmb.com

Murray Murphy Moul + Basil LLP
1114 Dublin Road

Columbus, OH 43215

Mary C. Turke
mary@turkestrauss.com

Samuel J. Strauss
sam@turkestrauss.com

Turke & Strauss, LLP

613 Williamson Street, Suite 201
Madison, WI 53703

Anthony I. Paronich
anthony@paronichlaw.com
Paronich Law, P.C.

350 Lincoln Street, Suite 2400
Hingham, MA 02043

/s/ Scott J. Helfand
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This form is approved by the lllinois Supreme Court and is required to be accepted in all Ilinois Circuit Courts.
For Court Use Only

STATE OF ILLINOIS,

CIRCUIT COURT '
SUMMONS

Peoria COUNTY

Instructions ¥

Enter above the
county name where

the case was filed. JOHN DOE
Plaintiff / Petitioner (First, middle, last name)

Enter your name as
Plaintiff/Petitioner.

Enter the names of all

people you are suing as V.

Defendants/

Respondents.

Enter the Case BRADLEY UNIVERSITY 21-1-00033
Number given by the Defendant / Respondent (First, middle, last name) Case Number
Circuit Clerk.

In 1, if your lawsuit is 1. Information about the lawsuit:

for money, enter the Amount claimed: $

amount of money you
seek from the

Defendant/ 2. Contact information for the Plaintiff/Petitioner:

Respondent. Name (First, Middle, Last). Brian K. Murphy

In2, enter 't~ Street Address, Apt# Murray Murphy Mot - Basil LLP, 1114 Dublin Road
contact infor: ition. City, State, ZIP: Columbus, OH 43215

If more thi: - yerson

is bringing .. : Telephone: (614) 488- 0400

lawsuit, attaca .in See attached for additional Plamtlff/Petltloner c.ntact information

Additional

Plaintiff/Petitioner

Contact Information 3. Contact information for the Defendant/Respondent:

form. Name (First, Middle, Last): Bradley University

In 3, enter the name of Street Address, Apt#: 1501 W. Bradley Avenue
the person you are City, State, ZIP: Peoria, IL 61625

suing and their !

address. Telephone:

Ifmore than 1 person is See attached for additional Defendant/Respondent contact information
being sued, attach an

Additional

Defendant/Respondent

Contact Information

form.

o If you ca 12 Y0 ‘ r , /aniswer, ask the circuit clerk foi
o appl;catwn for wazver of court fees o e
You should read all of the documents attached.

SU-S 1503.1 Page 1 0of4 (09/18)
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This form is approved by the HHlinois Supreme Courtand is required to be accepted in all lllinois Circuit Courts.

STATE OF ILLINOIS,
CIRCUIT COURT

For Court Use Only

AFFIDAVIT OF SERVICE OF

SUMMONS AND
Peoria COUNTY COMPLAINT/PETITION
Instructions
Enter above the
county name where
the case was filed. JOHN DOE

Enter your name as
Plaintiff/Petitioner.

Enter the name of the
person you are suing as
Defendant/Respondent.

Enter the Case
Number given by the
Circuit Clerk.

Plaintiff / Petitioner (First, middle, last name)

V.

BRADLEY UNIVERSITY

21-1-00033

Defendant / Respondent (First, middle, last name)

Case Number

DO NOT complete
this section. The
sheriff will complete
it.

SU-S 1503.1

**Stop. Do not complete the form. The sheriff will fill in the form.**

My name is

and | swear under oath

First, Middle, Last

that | served the Summons and Complaint/Petition on the Defendant/Respondent

as follows:
First, Middle, Last
o
[1 Personally on the Defendant/Respondéf\"f: i
Male: [] Female: [] Approx. Age: Hair Color:
Height: Weight:
On this date: at this time: Clam. [p.m.
Address:
City, State, ZIP:
[] Atthe Defendant/Respondent’s home:
On this date: at this time: Cam. [Jp.m.
Address:
City, State, ZIP:
And left it with:
First, Middle, Last
Mate: [ Female: [] Approx. Age:
and by sending a copy to this defendantin a postage-paid, sealed envelope to the
above address on , 20
[] Onthe Corporation’s agent,
First, Middle, Last
On this date: at this time: (GJam. [(Jp.m.
Address:
City, State, ZiP:
Page 3 of 4 (09/18)
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ROBERT M. SPEARS
2/12/2021

CLERK OF THE CIRCUIT COURT
PEORIA COUNTY, ILLINOIS

IN THE CIRCUIT COURT OF PEORIA COUNTY, ILLINOIS
COUNTY DEPARTMENT, LAW DIVISION

JOHN DOE, individually and on behalf of all Case No. 21-L.-00033
others similarly situated,
CLASS ACTION
Plaintiff,
V. JURY TRIAL DEMANDED
THIS CASE IS SET FOR A MANAGEMENT CONFERENCE
BRADLEY UNIVERSITY, on 71162021@8:30am __  courTRoam2! 31214

OF THE PEORIA COUNTY COURTHOUSE.

| THE DEFENDANT(S) ANSWERS(S) MORE THAN 35 DAYS
Defendant. BEFORE THIS DATE, THEN THE PARTIES SHALE

SCHEDULE A CASE MANAGEMENT CONFERENCE WITHIN
26 DAYS OF THE DATE THE ANSWER'S FLED

CLASS ACTION COMPLAINT

Plaintiff John Doe (“Plaintiff”) brings this action on behalf of himself and all others
similarly situated against Defendant Bradley University and its present, former, or future direct
and indirect parent companies, subsidiarics, affiliates, agents, and/or other related entities |
(“Bradley” or “Defendant”) and alleges a follows:

INTRODUCTION

1. Defendant Bradley University is a private university located in Peoria, 1llinois.
Bradley offers undergraduate and graduate programs both in person on its campus and through
distance and online learning programs.

2. In offering online courses to its students, Bradley requires that many student
exams be conducted using an online remote proctoring tool called Respondus Monitor. Through
the Respondus Monitor tool, Bradley unlawfully collects, uses, and discloses students’ biometric
:dentifiers and biometric information without the students’ written and informed consent.
Bradley also lacks a legally-compliant written public policy establishing a retention schedule and

guidelines for destroying biometric identifiers and biometric information and fails to comply

with such policy.
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3. Bradley’s chosen and exclusive remote proctoring tool, Respondus Monitor,
captures, uses, and stores vast amounts of data, including facial-recognition data, facial detection
data, recorded patterns of keystrokes, eye monitoring data, gaze monitoring data, and camera and
microphone recordings to effectively surveil students taking online exams. Bradley owns, has
access to, and possesses this data.

4. Through Respondus Monitor, Bradley collects, captures, and stores everything
from a student’s facial features to their voice through a web portal accessed through the student’s
personal device. Using the Respondus Monitor tool, Bradley is able to collect and aggregate
information on all aspects of a student’s life. Indeed, as one director of academic testing told the
Washington Post, software programs like Respondus’ are akin to “spyware.” Mass School
Closures in the Wake of the Coronavirus are Driving a New Wave: of Student Surveillance,
WASHINGTON PosT (Apr. 1, 2020),
https://www.washingtonpost.com/technology/2020/04/01/online-proctoring-college-exams—
coronavirus. Likewise, an economics professor at Harvard University recently told F orbes that
this type of technology involves an inappropriate “level of intrusion.” Sean Lawson, Are Schools
Forcing Students To Install Spyware That Invades Their Privacy As A Result Of The
Coronavirus Lockdown?, FORBES (Apr. 24, 2020 6:34 PM),
https://www.forbes.com/ sites/ seanlawson/2020/04/24/are-schools-forcing-students—to-install-
spyWare—that—invades—their—priVacy-as~a—resu1t-of—the~coronavirus-lockdown/?sh=1fb687cb63 &d.
Relatedly, Duke University has decided not to allow virtual proctoring at this time, in part
because of security concerns. Id.

5. All the while, students are left in the dark about the vast amount of information

their university collects through the Respondus Monitor tool. Bradley does not disclose or
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obtain written consent before collecting, capturing, storing, or disseminating users’ biometric
data. Bradley also fails to disclose what it does with that biometric data after collection and does
not comply with BIPA’s retention and destruction requirements for private entities that possess
biometric identifiers and biometric information.

6. It is, therefore, no surprise that there is an oufcry among students and faculty
about the use of online proctoring software and services. Petitions have sprung up across college
campuses nationwide demanding 2 ban on online proctoring. At major universities, such as the
University of Texas at Dallas, California State University Fullerton, the University of Miami,
Florida State University, Auburn University, the University of Wisconsin-Madison, and the City
University of New York, petitions have gained tens of thousands of student and faculty
sigratures. At the University of California Santa Barbara, the Faculty Association published a
let' - demanding that university administration officials rescim;% its contracts with online-
procroring companies amid concerns these tools could turn the university into “a surveillance
tool.” Id.

7. Plaintiff John Doe brings this action to enforce his legal rights under Illinois’
Biometric Information Privacy Act, 470 ILCS 14/ (“BIPA™), and those of the proposed class of
persons he represents.

8. BIPA is designed to protect individuals against the threat of irreparable privacy
harms, identity theft, and other economic injuries arising from private entities’ increasing use of
biometric identifiers and biometric information.

9. In enacting BIPA in 2008, the Illinois Legislature recognized that biometrics are
unlike other unique identifiers because they are biologically unique to the individual and cannot

be changed. Once compromised, the individual has no recourse. See 740 ILCS 14/5(c).
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10. BIPA protects public welfare, security, and safety by regulating the collection,
use, safeguarding, handling, storage, retention, and destruction of biometric identifiers and
biometric information. See 740 ILCS 14/5(g).

11.  BIPA defines a biometric identifier as “a retina or iris scan, fingerprint,
voiceprint, or scan of hand or face geometry.” 740 ILCS 14/10.

12. BIPA defines biometric information as “any information, regardless of how itis
captured, converted, stored, or shared, based on an individual’s biometric identifier used to
identify an individual.” Id.

13.  Plaintiff alleges Bradley violated BIPA by, among other things, collecting,
capturing, using, storing, and sharing Plaintiff’s and class members’ biometric identifiers or
biometric infccmation obtained through the use of Respondus Monitor without informed written
consent.

14. Bradley violated BIPA’s requirement that it maintain, disclose, and follow a
retention policy that requires Bradley to permanently destroy students’ biometric data obtained
through the use of Respondus Monitor once the purpose for collecting such data has been
satisfied.

15.  Bradley’s failure to follow BIPA’s express disclosure and consent requirements
and failure to comply with the destruction requirements for biometric identifiers and biometric
information was an invasion of Plaintiff’s personal rights and the rights of the class members he
represents.

16. A class action is the best means of obtaining redress for Bradley’s wide-scale

BIPA violations and is consistent with the fairness and efficiency goals of class actions.
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JURISDICTION AND VENUE
17.  This Court has subject-matter jurisdiction over this putative class action lawsuit
because it arises under Illinois law.
18.  The Court has personal jurisdiction over Bradley pursuant to 735 ILCS 5/2-209
because Plaintiff’s claims arise out of and relate to Bradley’s conduct in the state of Illinois.
19.  Venue is proper in this Court under 735 ILCS 5/2-101(2) because the transaction

or some part thereof out of which the cause of action arose occurred in Peoria County.

PARTIES
70,  Plaintiff John Doe is a natural person who resides in Cook County, [llinois.
21.  Defendant Bradley University is an Illinois not-for-profit corporation with its

principal place of business at 1501 W. Bradley Avenue, Peoria, Illinois 61625. -
FACTUAL BACKGROUND

A. Online and Remote Proctoring

22. During the COVID-19 pandemic, schools, colleges, universities, and other
educational institutions (“Institutions”) have been forced to cease in-person instruction and move
to remote learning. However, even prior to the pandemic, many Institutions like Bradley have
offered online coursework that require students to take quizzes and exams online.

73 To facilitate remote test-taking, Institutions contract with private companies that
offer online exam monitoring and proctoring services.

24.  One such company is Respondus Inc., which offers several cloud-based software

and service applications to assist Institutions in providing online content and exams to students.




2/28/2021 30226 PMM @M TB630D)
1:21-cv-01096-JES-JEH # 1-1 Page 9 of 44

25 Institutions, like Bradley, that use Respondus’ applications incorporate these tools
into the Institution’s learning management system (“LMS”). Well-known LMSs include Canvas,
Blackboard Learn, Brightspace, and Moodle.

26.  Bradley purchases a license from Respondus, Inc. to integrate Respondus Monitor
into Bradley’s LMS. See BRADLEY UNIVERSITY, https://bit.ly/2YQYyF6 (last visited F eb. 11,
2021).

B. The Respondus Monitor Tool

57 This lawsuit arises from Bradley’s use of the Respondus Monitor tool, a fully-
automated exam proctoring solution that enables students to take exams online in a non-
proctored environment.

28.  Dozens of colleges and universities in Illinois use the Respondus Monitor toal.

29.  Respondus’ websit> explains that “[a]t the heart of [the] Respondus Monitor
[tool] is a powerful artificial intelligence engine, Monitor AI™, that performs a second-by-
second analysis of the exam session.” Monitor Al uses “facial detection, motion, and lighting to
analyze the student and examination environment.” RESPONDUS,
https://web.respondus.com/he/monitor/ (follow “Learn More” link in “Monitor Al is the most
advanced artificial intelligence system for automated proctoring” box) (last visited Dec. 6, 2020).

30.  Respondus’ website and marketing materials acknowledge that the Respondus
Monitor tool uses facial recognition technology to determine, among other things, whether the
person who started the exam switches to a different person along the way. Id.

31.  Respondus’ website explains this “data then flows into the ‘Review Priority’

system to help instructors quickly evaluate the proctoring results.” Id.
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32. Review Priority is a “patent-pending method for ranking proctoring results
according to the risk that violations have occurred. ... If wanted, instructors can view the data
contributing to the Review Priority result on a video timeline, such as flagged events and key
milestones.” RESPONDUS, https://web.respondus.com/he/monitor/ (follow “Learn More” link in
“Review Priority ranks results by risk, helping instructors know which sessions warrant deeper
scrutiny” box) (last visited Dec. 6, 2020).

33.  However, prior to January 21, 2021, the terms of use that students must accept
before using Respondus Monitor for Bradley exams say nothing about facial recognition,
biometric identifiers, or biometric information and do not disclose to student users that their
biometric identifiers or biometric information will be captured, collected, analyzed, or

disseminated to the student’s Institution.'

C. Test-Taking with Respondus Mounitor

34, To take an exam using Respondus Monitor, a student must have a webcam.

35.  The student first logs into their Institution’s LMS platform and opens a browser.

36.  Next, the student is required to accept the Respondus Monitor Terms of Use for
Students (the “Monitor Student Terms™) by clicking, “I accept.” Accepting the Monitor Student
Terms is a condition of proceeding with the exam through Respondus Monitor.

D. The Monitor Student Terms

37 The Monitor Student Terms include two components—terms applicable to (i) the

student’s relationship with Respondus, Inc. and (ii) the student’s relationship with the Institution.

! On January 21, 2021, Respondus updated the Respondus Monitor Terms of Use for Students. All references to the
Respondus Monitor Terms of Use for Students (the “Monitor Student Terms™) refer to the Monitor Student Terms in
effect prior to January 21, 2021.
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A true and correct copy of the Monitor Student Terms in effect prior to January 21, 2021 is
attached hereto as Exhibit A and was previously publicly available on Respondus’ website.

38, The Monitor Student Terms inform the students that “your Institution is requiring
students to use Respondus Monitor for certain, or all, courses. In order to use Respondus
Monitor, you must agree to the Terms in full, including this section under REQUIREMENTS OF
YOUR INSTITUTION, regarding your relationship with your Institution.” (/d.)

39.  Next, in relevant part, the Monitor Student Terms disclose that Respondus
Monitor will record student activity, both audibly and visually, during exams. (See id.)

40. However, prior to January 21, 2021, the Monitor Student Terms did rof disclose
that Respondus Monitor would use facial recognition technology to collect, capture, analyze, and
disseminate a student’s biometric identifiers or biometric information.

41.  Instead, the Monitor Student Terms cr;otically stated that “other data” related to
student activity during an assessment may be recorded by Respondus Monitor. The Terms stated
that “[t]he recordings are controlled by your Institution” and will be processed by Respondus,
Inc. on behalf of the Institution. (See id.)

42. These recordings, which the Institution controls, include students’ biometric
identifiers and biometric information, but, prior to January 21, 2021, that fact was not disclosed
in the Monitor Student Terms.

43. The Monitor Student Terms state that Respondus, Inc. “may analyze the
recordings through automated processes to generate additional data derived from the recordings,
with the additional data being associated with individual students for use by your Institution in

evaluating the recordings.” (Id.)
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44.  This “additional data” that Respondus, Inc. generates includes students’ biometric
identifiers and biometric information, but, prior to January 21, 2021, that fact was not disclosed
in the Monitor Student Terms.

45.  The Monitor Student Terms say this additional data and the original exam
recordings “may be evaluated by agents of your Institution, including your instructors, to review,
assess, and analyze student performance and conduct ... for the purpose of improving
educational processes for students, including investigating student conduct violations.” (/d.)

46.  This “additional data” that may be evaluated by an Institution includes students’
biometric identifiers and biometric information, but, prior to January 21,2021, that fact was not
disclosed in the Monitor Student Terms.

47.  The Monitor Student Terms additionally state Respondus, Inc. works with the
Instiz tion to ensure the student’s privacy regarding the recording and to comply with applicable

law as to any information or data. (See id.)

48.  This “data” that is subject to privacy laws includes students’ biometric identifiers
and biometric information, but, prior to January 21, 2021, that fact was not disclosed in the

Monitor Student Terms.

49 The Monitor Student Terms state Respondus Monitor will save all recordings of
students for one (1) year, but that Institutions have the ability to retain data for up to an

additional four (4) years. (See id.)

50.  The “data” an Institution can retain for up to four (4) years includes students’
biometric identifiers and biometric information, but, prior to January 21, 2021, that fact was not

disclosed in the Monitor Student Terms.
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51. Prior to January 21, 2021, the Monitor Student Terms did not establish a retention
schedule or guidelines for permanently destroying students’ biometric identifiers and biometric
information when the initial purpose for collecting or obtaining such identifiers or information
had been satisfied or within three (3) years of the student’s last interaction with Respondus, Inc.
or the Institution, whichever occurred first.

52. To the contrary, the Monitor Student Terms state Respondus, Inc. does not
guarantee removal of “all traces of any information or data (including recordings) from the
Respondus Monitor Services after deletion.” (See id.)

53.  This trace “information and data” includes students’ biometric identifiers and
biometric information, but, prior to January 21, 2021, that fact was not disclosed in the Monitor
Student Terms.

54. - = ’w;'azenly, in the Monitor Student Terms, the Institution unla‘;’-ilﬁllly purports to
disclaim any liabulity to the student for the “legality” or “availability of information or data in the
Respondus Monitor Service or Software.” The Monitor Student Terms also purport to disclaim
any liability of the Institution to the student for harm resulting from “downloading or accessing
any information or data through Respondus Monitor.” (See id.)

E. Privacy Policies in the Monitor Student Terms

55.  The Monitor Student Terms include two privacy policies—a Privacy and Security
Policy (the “Monitor Privacy Policy’™), described in the Monitor Student Terms, and the “full
Respondus Privacy Policy,” incorporated by reference and publicly available on Respondus’
website. RESPONDUS, https://web.respondus.com/privacy—policy/ (last visited Feb. 11, 2021) (the

“Respondus Privacy Policy”).

2 On January 21, 2021, Respondus updated the Monitor Privacy Policy. All references to the Monitor Privacy
Policy refer to the Monitor Privacy Policy in effect prior to January 21,2021,

10
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F. The Monitor Privacy Policy

56. The Monitor Privacy Policy states that “Instructors, administrators and other
agents of Institution” may access the recordings and data related to their students through
Respondus Monitor. (Ex. A.)

57.  The “recordings and data” that may be accessed by agents of the Institution
include students’ biometric identifiers and biometric information, but, prior to January 21, 2021,
that fact was not disclosed in the Monitor Privacy Policy.

58 The Monitor Privacy Policy states that samples of de-identified student video
recordings may be shared with researchers, including biometric experts. (See id)

59. However, prior to January 21, 2021, the Monitor Privacy Policy did not disclose
that, prior to sending studerit video to experts for research purposes, Respondus, Inc. already
captured the students’ bio- etric information or biometric identifiers from these recorc.ngs.

60. Prior to January 21, 2021, the Monitor Privacy Policy did not establish a retention
schedule or guidelines for permanently destroying students’ biometric identifiers and biometric
information when the initial purpose for collecting or obtaining such identifiers or information
had been satisfied or within three (3) years of the students’ last interaction with Respondus, Inc.
or the Institution, whichever occurred first.

G. The Respondus Privacy Policy

61.  The Respondus Privacy Policy is incorporated by reference into the Monitor
Student Terms. A true and correct copy of the Respondus Privacy Policy obtained from
Respondus’ website is attached hereto as Exhibit B. RESPONDUS,

https://web.respondus.com/privacy—policy/ (last visited Feb. 11, 2021).
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62.  The Respondus Privacy Policy does not disclose that Respondus, Inc. collects
student biometric identifiers and biometric information through Respondus Monitor. (See Ex.
B)

63.  The Respondus Privacy Policy does not establish a retention schedule and
guidelines for permanently destroying students’ biometric identifiers and biometric information
when the initial purpose for collecting or obtaining such identifiers or information has been
satisfied or within three (3) years of the student’s last interaction with Respondus, Inc. or the
Institution, whichever occurs first. (See id.)

H. Other Relevant Monitor Student Terms

64.  The Monitor Student Terms state that if the student does not agree to the Monitor
Student Terms, “[the student] will noi be permitted to use this Service.” (Ex. A.)

65. The Monitor Student Tzrms also provide that “[a]ll legal issues arising fromor =
related to the use of Respondus Monitor between you and your Institution shall be construed in
accordance with the laws of the state in which your Institution resides ....” d.)

66.  The Monitor Student Terms state that students using Respondus Monitor, and thus
agreeing to these Terms, “consent to personal jurisdiction and venue in the state and federal
courts located in and serving the county in which your Institution resides.” (Id.)

1. The Capture of Student Biometric Identifiers and Information

67.  After a student clicks to accept the Monitor Student Terms in their browser,
Respondus Monitor conducts a webcam check to confirm the webcam’s audio and video are
working properly. In this step, Respondus Monitor requires that a student’s face be centered in

the camera and that the student speak into the microphone.
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68. Next, Respondus Monitor’s portal instructs the student to look into the webcam so
it can capture an image of the student so the student’s identity can be confirmed.

69. The Respondus Monitor portal may require the student to show photo
identification so the software can take a picture of the photo identification before proceeding.

70.  Next, the Respondus Monitor portal instructs the student to use the webcam to
record a 360-degree “environment check” of the student’s test-taking surroundings. This
recording is captured by the Respondus Monitor system.

71.  Lastly, Respondus Monitor conducts a “facial detection check” of the student
taking the exam and requires the student to look directly into the webcam.

72. During these pre-exam steps, unbeknownst to the student, Respondus Monitor
captures the student’s facial geometry and other biometric identifiers.

J. The Monitor Institution Terms

73.  On information and belief, Bradley’s use of Respondus Monitor is subject to
Terms of Use applicable to Institutions (the “Monitor Institution Terms”). A copy of these terms
is attached hereto as Exhibit C and is publicly available on Respondus’ website. RESPONDUS,
https://web.respondus.com/tou-monitor-admin/ (last visited Feb. 11, 2021).

74. In the Monitor Institution Terms, Respondus Inc. discloses to Bradley that
“Respondus Monitor analyzes the recordings of student activity as part of an automated

proprietary process.” (Ex. C.)

75.  Under the Monitor Institution Terms, Bradley is made aware that video recordings
Bradley students make and send through Respondus Monitor are accessible to Bradley, its

instructors, administrators, and other agents of Bradley. (/d.)
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76.  In the Monitor Institution Terms, Bradley agrees its students’ recordings made
while using Respondus Monitor may be used by Respondus, Inc. and may “be shared with
researchers (research institutions and/or biometric experts) under contract with Respondus to
assist in such research ....” (Id.)

77 The Monitor Institution Terms make clear that if Bradley authorizes Respondus to
share student recordings or personally identifying information of any student with a third-party,
Respondus Inc. will do so under the Institution’s direction and control. (Id.)

78.  The Monitor Institution Terms inform Bradley that Respondus Monitor saves all
recordings of students for a period of one (1) year but that Bradley has the ability to retain the
data for up to an additional four (4) years. (Id.)

79.  The Monitor Institution Terms inform Bradiey that Respondus Inc. “does not
guarantee removal of all traces of any information or data {including recordings) from the
Respondus Monitor Services after deletion.” {d)

K. Plaintiffs Experience with Respondus Monitor

80.  Plaintiff is currently a student at Bradley.

81.  Plaintiff pays tuition and other fees to Bradley to take courses and receive credits

toward a college degree.

82  Plaintiff is enrolled in a course at Bradley that requires the use of Respondus
Monitor for exams. Plaintiff has used Respondus Monitor to take exams for this course.

83.  Plaintiff recalls that, in using Respondus Monitor for test-taking, he was required

to take video footage of his surroundings and his face prior to starting the exam.
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&4. When agreeing to use Respondus Monitor for the exam, Plaintiff did not know
Respondus Monitor would collect and analyze his biometric identifiers or biometric information
prior to and during the exams.

85.  When agreeing to use Respondus Monitor for his exams, Plaintiff did not give
informed written consent for his biometric identifiers or biometric information to be collected,
stored, used, or disseminated.

86. When agreeing to use Respondus Monitor, Plaintiff was unaware of any
collection and retention policy that Bradley has regarding his biometric identifiers and biometric
information that Bradley controls through Respondus Monitor.

87.  The context in which Plaintiff was asked to accept the Monitor Student Terms—
as a requirement to successfully complete a college course examination—did not give him a
meaningi-l choice.

CLASS ALLEGATIONS

88.  Plaintiff brings this action on behalf of a class of all other persons or entities
similarly situated (the “Class”).

89.  The Class of persons Plaintiff proposes to represent are tentatively defined as:

All persons who took an assessment using Respondus Monitor, as
a student of Bradley University in Illinois, at any time during the

five years prior to the filing of this Complaint through January 20,
2021.

90. Excluded from the Class are counsel, Bradley, any entities in which Bradley has a
controlling interest, Bradley’s agents and employees, any judge to whom this action is assigned,
and any member of such judge’s staff and immediate family.

91.  The Class defined above is identifiable through Bradley’s business records.

92, The potential members of the Class number, at least, in the thousands.

15



2/28/2021 30226 PMM @M IB630D)
1:21-cv-01096-JES-JEH # 1-1 Page 19 of 44

93.  Individual joinder of these persons is impracticable.

94.  Plaintiff is a member of the Class.

95. There are questions of law and fact common to Plaintiff and to the proposed
Class, including but not limited to the following:

a. Whether Bradley developed a written policy, available to the public,
establishing a retention schedule and guidelines for permanently destroying biometric identifiers
and biometric information collected through Respondus Monitor, when the initial purpose for
collecting such identifiers or information has been satisfied or within three (3) years of the
individual’s last interaction with Bradley, whichever occurs first, and whether Bradley complied
with such written policy;

b. ©  Whether Bradley collects, captures, or otherwise obtains Plaintiff’s and
Class members’ bic metric identifiers or biometric information without:

1) informing them in writing that a biometric identifier or biometric
information is being collected and stored;

(ii)  informing them in writing of the specific purpose and length of
term for which biometric identifier or biometric information is being collected, stored, and used,;
or

(iii)  obtaining their written release;

C. Whether Bradley discloses or disseminates Plaintiff’s and Class members’
biometric identifiers or biometric information without Plaintiff’s and Class members’ consent;

d. Whether Bradley’s conduct was negligent;

e. Whether Bradley’s conduct was knowing or reckless; and
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f. Whether Plaintiff and Class members are entitled to damages for violation
of their privacy rights.

96.  Plaintiff’s claims are typical of the claims of Class members.

97.  Plaintiff is an adequate representative of the Class because his interests do not
conflict with the interests of the Class, he will fairly and adequately protect the interests of the
Class, and he is represented by counsel skilled and experienced in class actions.

98.  Common questions of law and fact predominate over questions affecting only
individual Class members, and a class action is the superior method for fair and efficient
adjudication of the controversy. The only individual question concerns identification of Class
members, which will be ascertainable from records maintained by Bradley.

99.  The likelihood :hat individual members of the Class will prosecute separate
actions is remote due to the tir1ie and expense necessary to prosecute an individual case.

100.  Plaintiff is not aware of any litigation concerning this controversy already
commenced by others who meet the criteria for class membership described above.

FIRST CLAIM FOR RELIEF
Violation of 740 ILCS 14/15(a)

101.  Plaintiff repeats the prior allegations of this Complaint and incorporates them by

reference herein.

102. Bradley is a “private entity” for purposes of BIPA.

103. Bradley is in possession of biometric identifiers or biometric information from
students who use Respondus Monitor.

104. Bradley does not have a written policy made available to the public establishing a
retention schedule and guidelines for permanently destroying biometric identifiers and biometric

information when the initial purpose for collecting or obtaining such identifiers or information
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has been satisfied or within three (3) years of the individual’s last interaction with the private
entity, whichever occurs first, in violation of 740 ILCS 14/15(a).

105. Bradley does not comply with any established retention schedule or destruction
guideline.

106. Bradley’s failure to maintain and comply with such a written policy is negligent
and reckless because BIPA has governed the collection and use of biometric identifiers and
biometric information since 2008, and Bradley is presumed to know these legal requirements.
Bradley’s conduct is all the more egregious given the current and public discourse in higher
education about how online proctoring systems violate students’ privacy rights.

107. Bradley’s unlawful conduct caused injury to Plaintiff and the proposed Class.

108. Plaintiff and the Class sezk damages, attorney’s fees, and costs.

SECONi* CLAIM FOR RELIEF
Violation of 740 ILCS 14/15(b)

109.  Plaintiff repeats the prior allegations of this Complaint and incorporates them by
reference herein.

110. Bradley collects, captures, and obtains biometric identifiers or biometric
information from students who use Respondus Monitor in violation of 740 ILCS 14/15.

111. Bradley collects, captures, and obtains such identifiers or information without
informing the students in writing that biometric identifiers or biometric information are being
collected or stored in violation of 740 ILCS 14/15(b)(1).

112.  Bradley collects, captures, and obtains such biometric identifiers or biometric
information without informing the students in writing of the specified purpose and length of term
for which a biometric identifier or biometric information is being collected, stored, and used in

violation of 740 ILCS 14/15(b)(2).
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113.  Bradley collects, captures, and obtains such biometric identifiers or biometric
information without receiving a written release executed by the students in violation of 740 ILCS
14/15(b)(3).

114. Bradley’s unlawful conduct is negligent and reckless because BIPA has governed
the collection and use of biometric identifiers and biometric information since 2008, and Bradley
is presumed to know these legal requirements. Bradley’s conduct is all the more egregious given
the current and public discourse in higher education about how online proctoring systems violate
students’ privacy rights.

115. Bradley’s unlawful conduct caused injury to Plaintiff and the proposed Class.

116. Plaintiff and the Class seek damages, attorney’s fees, and costs.

THIRD CLAIM FOR RELIEF.
Violation of 74C [i.CS 14/15(c)

117.  Plaintiff repeats the prior allegations of this Complaint and incorporates them by

reference herein.

118. Bradley is in possession of biometric identifiers or biometric information it
collects when students use Respondus Monitor.

119. Bradley charges students tuition and other fees for academic courses Bradley
offers. To complete required course examinations, students are required to use the Respondus
Monitor tool.

120. Bradley profits from requiring students to use Respondus Monitor as it allows
Bradley to offer online coursework and thereby receive tuition dollars from students.

121.  Bradley’s unlawful conduct is negligent and reckless because BIPA has governed
the collection and use of biometric identifiers and biometric information since 2008, and Bradley

is presumed to know these legal requirements. Bradley’s conduct is all the more egregious given
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the current and public discourse in higher education about how online proctoring systems violate
students’ privacy rights.
122.  Bradley’s unlawful conduct caused injury to Plaintiff and the proposed Class.
123.  Plaintiff and the Class seek damages, attorney’s fees, and costs.

FOURTH CLAIM FOR RELIEF
Violation of 740 ILCS 14/15(d)

124.  Plaintiff repeats the prior allegations of this Complaint and incorporates them by
reference herein.

125. Bradley is in possession of biometric identifiers or biometric information it
collects when students use Respondus Monitor.

126.  Bradley discloses or disseminates students’ biometric identifiers or biometric
iz »rmation to its instructors and other agents without the st’».:.r%:nt’s consent to the disclosure in
violation of 740 ILCS 14/15(d).

127.  Bradley’s unlawful conduct is negligent and reckless because BIPA has govemed
the collection and use of biometric identifiers and biometric information since 2008, and Bradley
is presumed to know these legal requirements. Bradley’s conduct is all the more egregious given
the current and public discourse in higher education about how online proctoring systems violate
students’ privacy rights.

128. Bradley’s unlawful conduct caused injury to Plaintiff and the proposed Class.

129. Plaintiff and the Class seek damages, attorney’s fees, and costs.

PRAYER FOR RELIEF
WHEREFORE, Plaintiff, individually and on behalf of the Class, prays for the
following relief:

A. Certification of the proposed Class;
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B. Appointment of Plaintiff as representative of the Class;

C. Appointment of the undersigned counsel as counsel for the Class;

D. An award to Plaintiff and the Class of damages in excess of $50,000, as allowed
by law; and

E. Orders granting such other and further relief as the Court deems necessary, just,

and proper.

JURY TRIAL DEMANDED
Plaintiff, on behalf of himself and all others similarly situated, hereby demands trial by

jury on all issues in this Complaint that are triable as a matter of right.

Dated: Febri 4y 12,2021 Respectfully submitted, -n.

/s/ Brian K. Murphy

Brian K. Murphy (IL Atty. No. 6225697)
Joseph F. Murray (pro hac vice to be filed)
Jonathan P. Misny (pro hac vice to be filed)
Murray Murphy Moul + Basil LLP

1114 Dublin Road

Columbus, OH 43215

Telephone: (614) 488-0400

Facsimile: (614) 488-0401

Email: murphy@mmmb.com

Email: murray@mmmb.com

Email: misny@mmmb.com

Mary C. Turke (pro hac vice to be filed)
Samuel J. Strauss (pro hac vice to be filed)
Turke & Strauss, LLP

613 Williamson Street, Suite 201
Madison, W1 53703

Telephone: (608) 237-1775

Facsimile: (608) 509-4423

Email: mary@turkestrauss.com

Email: sam@turkestrauss.com
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Anthony . Paronich (pro hac vice to be
filed)

Paronich Law, P.C.

350 Lincoln Street, Suite 2400
Hingham, MA 02043

Telephone: (508) 221-1510

Email: anthony@paronichlaw.com

Counsel for Plaintiff

22



2/28/2021 310226 PAMNM GBMIB600
A 1:2p1)—cv—01096—JES—JEH #1-1 Page 26 of 44

FILED
ROBERT M. SPEARS
2/12/2021
CLERK OF THE CIRCUIT COURT
PEORIA COUNTY, ILLINOIS

EXHIBIT A




2/28/2021

510226 PAMGENTBE50))
1:21-cv-01096-JES-JEH #1-1 Page 27 of 44
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Terms of Use - Respondus Monitor (Student)

A copy of the Respondus Manitor Terms of Use for Studenits is shown below far reference. Please note, terms may vary by region. Certain institutions
muy also use custormized versions of these terms. Stutlents should review the terms that oppeor eoch time they stort an exom as those ore the exact
terms they must agree to at their institutlon in order to use Respondus Monitor,

Respondus Moritor - Student Terms of Use

These Terms of Use (“Terms"), which incorporate the Respondus Help Center Terrvis of Use ("Help Center Terms®) included at the end of these
Terms, are an agreement between you and Respondus, Inc, ("Respondus”), and between you and your learning institition, or your school
{"your Institution”), regarding your use of Respondus Moritor®, By using Respondus Monltor, you agree to these Terms in full and that yourare
age 14 or older, or age 16 or oider inthe EEA,

Respondus Monitor is a cloud-based service {"Respondus Manitor Services™ and software {"Respondus Monitor Software") {also tollectively
referred 1o in these Terms as “Respondus Monitor®), that work together to provide an online interactive database of video, audie, and other
data captured during student assessment sessions for use in monitoring students.

The Respondus Help Center is a group of services ("Help Services”) provided by Respondus, Inc. that enable users of LockDown Browser and
Respondus Monitor to troubleshoot technical issues. The Help Services iriclude, for example, a webcam check, system check, the ability to
report an issue ta Respondus, and links to a knowledge base and technical support.

REQUIREMENTS OF YOUR INSTITUTION (e.e.. vour schaoll

hitps:/iweb.respondus.comftou-monitor-student/
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1142/2020 Terms of Use - Respondus Monitor (Student) - Respondus

e g % e st h e a4 S AN s v s m e e  kga g e o e b iy

As partof an effort to use available technology wo Improve your learning experiance by providing convenience, security, and cost-effective
education, your Institution is requiring students to use Respondus Monitor for certain, or all, courses. in ordar to use Respondus Monitor, you
mast agree to these Terms in full, indluding this section under REQUIREMENTS OF YOUR INSTITUTION, regarding your relationstip with your

Instituticn.

HOW "RESPONDUS MONITOR” WILL BE USED, The use of Respondus Monitor will require individual student activity 1o be recorded, both
audibly and visually, during certain assessrment sessions, Other data related to individual student activity during assessment sessions may also
be recorded by Respondus Monitor, such as, for example, without limitation, time taken by a student to enswer spedific inquiries on an
assessment, gte. The recordings are controlled by your Institution and will be processed by an agent of your Institution, namely, Respondus,
through its Respondus Monitor Services. Respondus Monitor may analyze the recordings through automated processes to geherate additional
data derived from the recordings, with the additional data being associated with individual students for use by your Institution in avaluating
the recordings. The additional data, as well as the originat recordings, may be evaluated by agenis of your Institution, including your
instructors, 1o review, assess, and analyze student performance anid conduc, among other things, for the purpose of improving educational
processes for students, including investigating student conduct violations. Your Institution works with Respondus to help ensure your grivacy
regarding the recardings and to comply with federsl regulations.as 1o any information or data (including any of the video or audio recordings).
See the sections below "FRIVACY" and "PRIVACY AND SECURITY POLICY". The complete Respondus Privacy Policy is avsilable at
www.respondus.comvprivacy, and we recommend that you review it carefully, particularly If vou reside in the Buropean Economic Area,

ACTIVITY GENERAL. You are respunsible for your canduct and activities arising during use of Respondus Monitar and for any informatior or
data you provide ta or through Respondus Monitor. Your institution is not responsibie for, nor fiable for, any mistakes, inaccuracies, tack of
usefulness, defamation, omissions, falsehood, obscenity or otherwise offensive material in any of the information or data provided io
Respondus Monitor by users, You aise understand that your Institution does niot, and has no obligation to, monitar, pre-screen nor pre-
approve information or data, but that your institution shall nonetheless have ihe right (but nat the obligation) in its sole discretion, o refuse,
delete or move any information or data that is available via Respondus Monitor, for any reason, including a violation of any of these Terms.

WARRANTIES YOU PROVIDE TO YOUR INSTITUTION. You warrant and represent to your institution that you are not infringing the intellectual
progany rights of others whenever you provide information or data on or through Respondus Maondtor. You also agree that your Institution is
nint rasponsible for protecting any intellectual property rights you, or another party, may assert in any information or data you provide to
Rogmdus Maretor, i '

OF I DUT. If you ceasa (o agree with these Terms, or the privacy and security policy below at some pointin the future, you may opt-out by
contacting your Institution. Howaver, opting-out may affect how you will need to complete your course, and your Institution makes no
representations regarding how it will affect your relevant course. As such, we encourage you te speak with your instructor before opting out,

DISCLAIMERS. Your Institution disclaims respansibility or liabitity for the sccuracy, content, completeness, legality, reliability, operability or
availability of information or data in the Responidus Monitor Service or Software. Your Institution further distlaims any responsibility for the
deletion, fatlure to store, misdelivery, or untimely delivery of any information or data. Your Institution disclaims any responsibility for any harm
resulting from downloading or accessing any information or data through Respondus Monitor. You will bear sll risk assodiated with any
information or data you access, Your access or use of any information or data provided by Respondus Monitor or third parties is conditionad
on your agreement 1o these Terms including these disclaimer provisions. Further disclaimers applicable to your relationship with your
institution, as well as with Respondus, are set forth below in the DISCLAIMER section under REQUIREMENTS OF RESPONDUS AND LICENSE
PROVIDED BY RESPONDUS,

PRIVACY. The section below entitled PRIVACY & SECURITY POLICY, In conjunction with the full Respondus Privacy Policy available at
wwwrespondus.cam/privacy, shall govern the privacy policy with respect to Respondus Monitor. You agree with all reservations of right{s),
disclaimers of lability, promises, and acknowledgements governing your relationship with Respondus under the PRIVACY & SECURITY POLICY
and the full Respondus Privacy Policy avallable at www.respondus.comyéprivacy. As controlier of the data, your Institution reserves the right at
all times to disclose any information ot data {including recordings and any content (o the extent applicable) pertaining to you or any other
user, as necessary, to cornply with the law, a regulation or a governmental request.

MISCELLANEOQUS, All legal issues arising frorm or related 1o the use of Respondus Monitor between you and your institution shall be construed
in atcordance with the laws of the state in which your Institution resides, or if your Institution resides in more than ong state, the state in
which you attend your Institutlon, or the state in-which the branch of your Institution resides with which you carrespend. By using Respondus
Monitor and thus agreeing to these Terms, you consent to personal jurisdiction and venue in the state and federal courts located in and
serving the county in which your Institution resides, or if your Institution resides in more than one county, the county in which you attend your
Institution, or the county in which the branch of your Institution resides with which you correspond. Your institution may terminate your use of
Respondus Monitor if you viclate these Terms, and will terminate your use if you use Respondus Monitor (o repeatedly infringe on the
intelfectual property rights of others. if your Institution should fail to enforce any right or provision in thase Terms, this failure shall not
constitute a waiver of such right or provision or of any other rights or provisions in thase Terms. If a court should find that one or mare rights
or provisions set forth in these Terms are invalid, you agree that the remainder of the right or provisions shall be enforceable and that, to the
extent permitted by law, the court shall give effect to the parties intentlong, as reflected in any such right or provision that has been decdlared
invalid or unenforceable, f you do not agree to the Terms, you will not be permitted to use Respondus Manitor. Any term that would naturally

https:/iweb.respondus.comitou~-monitor-sludent/
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11422020 Terms of Use ~ Respondus Monitor (Student) - Raspondus

survive termination of these Tarms shall survive, such as, for example, the disclaimers, and any warranties you provide tierein, and this
miscellaneous section. : :

Your Institution raay terminate your access fu Respondus Maonitor at any tme, if there Is a vinlation of these Terms.
LICENSE REQUIREMENTS PROVIDED 8Y RESPONDUS

To the extent any terms below conflict with any terms under the REQUIREMENTS OF YOUR INSTITUTION above, the terms above shall govern
with respect to your relationship with your Institution and the terms below shall govern with respect to your relationship with Respondus.,

in addition, you acknowledge and understand that certain actions set forth in these Terms, which may be taken by Respondus (as outlined
betow), shall be taken at the direction of your Institution with Respondus acting as an agent of your (rstitution,

LICENSE GRANT AND ONLUINE USE. i you accept these Terms and pay the reouired license fees {o Respondus (if required by Respondus, at its
discration, as set forth below in the Section entitled FEES), you are granted a non-exclusive, non-transferatile, non-assignable license to use
Respondus Monitor subject to the conditions of these Terms. You may not modify, distribute, sell, or sublicense any part.of Respondus
Maoniter, You may not reverse enginesr or attempt to extract the spurce code of Respondus Monitor, uniess laws prohibit those restrictions or
yau have written permission from Respondus, Respondus Monitor is licensed to you, not sold or transferred to you. You agree that you may
not use Respandus Monitor In any way that conflicts with or violates these Terms or other agreements betweenyou and any third-party,
incliding that of your institution's fearning management system ("LMS") through which you are accessing the Respondus Monitor Services,

FEES. The license grant io use Respondus Monitor is separate from the license grant to use Respondus LockDown Browser, If you are initiating
Respondus Moniwr for demonstration purposas, you will not be chiarged. Also, Respondus may grant you a temporary Heense free-of-charge
to use Respondus Monitar, at its sole discretion (such as, for example, for beta testing or pilot program purposes), hut such free license grant
gy be terminsted at any time by Respondus at its sole discretion,

PRIVACY & SECURITY POLICY. Respondus cares about your privacy and the security of your personal data. The Respondus Privacy Policy is
available at www.raspondus com/privacy, and we recommend that you review it carefully, particularly if you reside in the European Economic
Area, The inforiziion below surmmarizes important aspects of the security used with Respondaus Monitor and how we process your personal
data, Together w'h your Institution, the cantroller of the data, we work to protect the onling ¢ wvivacy of those who use Respondus Moritor.

IS 1
Respondus Monit 'r uses the following methods to limit sccess o personst information or dat: (e.g,, student recordings or ather personal
information),

Respondus Monitor uses industry standard SSL (Secure Socket Lay) or TUS (Transport Layer Security) encryption to transfer information.
Student identifiable information including name, grade, course name, and photos that show identification cards van only be accessed through
the learning management system's {LIMS's) extension architecture (e.g,, Blackboard Bullding Block),

Only users with instructor credentials for the LMS course (e.g., instructors, teaching assistants, LMS administrators) are able to view video
sessions in conjunction with student identifiable infarmation,

Viden URLs are “one-time use" and will not function if copied, Respondus uses independent, third-party security firms to perform "penetration
testing* of the Respondus Moniter system, This includes s review of the Respondus Monitor architecture and the testing for vulnerabilities and
exploits,

Unfortunately, no data transmission over the internet s 100% secure, and Respondus does not warrant the secdrity of any information
colfected using its services. By agreeing to these Terms, you agree to use Respondus Monitor at your own risk, and agree that Respondus shall
niot be Hable if 8 security breach occurs, 1if the site malfunctions, or if information s misused of mismanaged in any way to your detriment or
the detriment of a student or third party, whether by Respondus, your institution. or an unauthorized third party.

The use of Respondus Monitor will require individual student activity to be recorded, both audibly and visually, during certain assessment
sessions. Other data related to individual student activity during assessment sessions may also be recorded by Respondus Monitor, such as,
for examiple, without timitation, time taken by a student to answer specific inquiries on an assessment, at¢. The recordings may be stored by
Respondus, through its Respondus Menitor Services. Respondus Monitor may analyze the recordings through automated processes to
generare additional data derived from the recordings, with the additional data being associated with individual students for use hy your
Institution in evaluating the recordings. The original recordings and data (as reférenced above) may be evaluated by agents of your Institution,
including your instructors, to review, assess, and analyze student performance and conduct, among cther things, The data and recordings may
also be used for investigating student conduct violations. Respondus personniel do not review/analyze the recordings except as may be
required to resclve technical problems, improve system performance, modify Respondus Manitor, investigate violations of these Terms, or as
may be directed by your Institution.

Each student that is recorded will have 3 unique username or identification code (D"} and password through the institution's {or learning
institutiory's) LMS, The 1D and password will be usable by students; at the discretion.of the Institution, to allow students to transmit recordings
and data to the online component of Respondus Monitor if required by Institution as part of an assessment activity. Instructors, administrators
and other agents of institution, may access those recordings and data related to their students through Respondus Monitor. You must guard
your password and not share it with anyone 1o help ensure your security and privacy.

httpsi/iweb.respondus.com/tou-monitor-student/
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Random samples of video and/or audio recordings may be collected via Respondus Monitor and used by Respondus to improve the
Respondus Monitor capabilities for institutions and students, The recordings may be shared with researchers {research institutions and/oy
biormetric experts) under contract with Resporidus to assist in such research, and the researchers are under written obligation to maintain the
video and/or audio recordings in confidence and under terms 3t least as strict as the terms herein. No personally identifiatde information for
students is provided with the videa and/or sudio recordings to researchers, such as the studeni's name, course name, institution, grades, or
student identification photos submitted a5 part of the Respandus Monitor exarm session. Other than the research purposes identified above,
Respandus will not share recordings or personatly identifying information of any particular student {collectively also referred to herein as
“nersonal information ordata®) with third parties (third parties do notinclude the student who provided the personal information, the
parent/guardian of a student under the age of 18 who provided personal information, or the lnstitution who authorized access by the student
to Respondus Monitor Services) uniass specifically required hy tnstitution, For example, if institution uses third parties to manage student
personal information {e.g., Institution agents), the (nstitution rray direct Respondus to share the personat information with that third party
under the Institution's direction and control.

#, in the future, Respondus, or substantially all of its assets are acquired, the maintenance of all coliected personal infarmation or data
{including any recordings) may be transfarred to the acquiring party, provided that the acquiring partly implemant a privacy and security policy
at least as restrictive as this ane, or otherwise compliant with current tegal standards, and provided that the callected personal information.
and data remain under the control of your Instindion.

Respondus reserves the dght t all times to disclose any information or data {including recordings and any content to the extent applicable)
stored by you, your Institution, or any other user as necessary, to comply with the law, a regulation or a goveramental request, or (o edit or
rermove any information or data, in whole or i pary, that in Respondus® sole discretion, is in viclation of these Terms.

if you have any questions regarding privacy and security policy, please contact Respondus by email at or by writing tw!

Respandus, Ing

Attn: Legal - Privacy Team
8207 164th Ave NE, Sujte 200
Redmond, WA 88052

USA . R .
Via emall:-privacy@Responduss 13m

USER CONDUCT, Yot promise NOT to use Respondus Monitor for any of the following purposes or activities:

a. conducting or supporting ilegal activity of any type whatsoever;
b. transmitting or storing worms or viruses or any code of 3 destructive nature;
. threatgning, harassing, abusing, impersonating, injuring or intiridating others;

d. engaging n vulgar, invasive, or hateful conduct, or conduct that invades another’s privacy;
e.interfering with athers' use of Respondus Moritor, unless such interference is Tor the purpose of complying with another sectlon of these

Terms;

f. delivering spam or collecting information to deliver sparn, or sending unsolicited advertisements;

g. decompiling, disassembling, reverse engineering or otherwise atternpting to discover any source code contained in Respondus Monitor;

h. disguising the origin of any content transmitted through Respondus Maonltor or manipulating your presence on Respondus Monitor; and/or
i. causing the faunch of any automated systemis) that access Respondus Monitar in.a manner that sends more request messages to servers of
Respondus in @ given pedied of time than g human can reasonably produce In the same period by using a conventional on-line web browser.
RESPONDUS USERNARME/ID AND PASSWORD POLICY. You must guard the access credentials (e.g., user name and password) that you use (o
aceess your Institution's learning system to help ensure your own privacy and security with respect ta recordings you initiate using Respondus
Wonitor, and not share those credentials with others,

ACTIVITY GENERAL: You are responsible for your conduct and activities arising during use of Respondus Monitor and for any information or
dara you provide to of through Respondus Monitor. You agree that Respondus is not responsible for, nor liable for, any mistakes, inaccuracies,
tack of usefulness, defamation, omissions, falsehuod, obscenity or otherwise offensive material in any of the information or data provided to
Resporidus by users. You also understand that Respondus does not, and has no obligation to, monitar, pre-screen nor pre-approve
information or data, but that Respondus shall nonetheless have the right (but not the obfigation) in its sole discretion, to refuse, delete or
move any information or data that is available via Respandus Monitor, for any reason, including a violation of any of these Terms thowever, if
Respondus elects to, for any reason, refuse, delete or rriove any recording of student activity for violation of these Terms, Respondus may save
a copy of such recording for access by the Institution).

LICENSE PROVIDED TO RESPONDUS, Respondus Manitor will save all recordings of stuidents for a period of one {1} year. institutions have the
ahility to retain the dats for up to an additional four (4) years, However, Respondus does not guarantee rernoval of all traces of any
information or data (including recordings} from the Respondus Monitor Services after deletion. Respendus does not daim ownership in the
information or data Institution or any students provide; however, by providing information or data o Respondus, you grant Respondus, and its
affiliates, a fully paid-up, perpetual license (o use, store, modify, copy, and transmit any such information or data for the purpose of carrying
oyt the Respondis Monitor Services in accordanice with these Terms. CHANGES. Respondus reserves the right to change these Terms at any
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time, a1 its discration, without advance noice to yoeu. Respondus alse resarves the right to terminate this service at any tirne after the end of
your-current Hicense, without notice; however, if your Hcense is a free license, Respondus reserves the right w terminate your license at any
time without natice. If your Institution terminates use of Respondus Monitor during your current license, such that you no longer require use
of Respondus Monitor, no refunds will be available.

WARRANTIES YOU PROVIDE. You warrant and represent to Respondus that you are not infringing the intellectual property rights of athars
whenever you provide information or data on or through Respondus Monitor, You also agree that Respondus is not responsible for protecting
any intellectual praperty righis you, or ancther party, may assert inany information or data you provide (o Respondus Monitor,

OPT-0UT. If you cease 1o agree with these Terms, or the privacy and security policy at seme paint in the future, you may opt-cut by tontacting
your Institution, However, opting-out-may affect how you will need to complete your course, and Respondus makes no representations
regarding how it will affect your relevant course. As such, we encourage you 1o speak with your instructor before opting out,

DISCLAIMERS. Respondus disclaims responsibility or Bability for the accuracy, content, completeness, legality, reliability, operability or
availability of information or data in Respendus Monitor, Respondus further disclaims any responsibiiity for the deletion, failure to store,
misdelivery; or untimely delivery of any inforination or data, Respondus disdaims any responsibility for any harm resulting from downloading
or accessing any information or data through Respondus Manitor, You will bear all risk assaciated with any information or data you aczess.
Your access or use of any information of data provided by Respondus Monitor or third parties in connection with Respondus Monitor is
cunditioned on your agreement to these Terms inciuding these disclaimer provisions.

RESPONDUS MONITOR IS PROVIDED TG YOU, "AS 15" WITH NO WARRANTIES WHATSOEVER. ALL EXPRESS, IMPLIED, AND STATUTORY
WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-
INFRINGEMENT, ARE EXPRESSLY DISCLAIMED. TO THE FULLEST EXTENT PERMITTED BY LAW, RESPONDUS DISCLAIMS ANY WARRANTIES FOR
THE SECURITY, RELIABILITY, TIMELINESS, AND PERFORMANCE OF RESPONDUS MONITOR. RESFONDUS SIMILARLY DISCLAIMS, TO THE FULLEST
EXTENT PERMITTED BY LAW, ANY WARBANTIES FOR ARY INFORMATION OR ADVICE OBTAINED THROUGH RESPONDUS MONITOR,

YOU UNDERSTAND AND AGREE THAT ANY INFORMATION OR DATA DOWNLOADED OR OTHERWISE OBTAINED THROUGH THE USE OF
RESPONDUS MONITOR 15 OBTAINED AT YOUR OWN DISCRETION AND RISK AND THAT YOU WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGES
TO YOUR COMPUTER SYSTEM OR LOSS OF DaTA THAT MAY RESULT IN THE DOWNLOAD OF SUCH INFORMATION OR DATAL UNDER NO
CIRCUMSTANCES SHALL RESPONDUS BE Lea JL.E TO ANY USER ON ACCOUNT OF THAT USER'S USE OR MISUSE OF AND Rt MANCE ON
RESPONDUS MONITOR, SUCH LIMITATION 1 LIABILITY SHALL-APPLY TO PREVENT RECOVERY OF DIRECT, INDIRECT, INC.H.}‘ENTAL.
CONSEQUENTIAL, SPECIAL, EXEMPLARY, AND PUNITIVE DAMAGES (EVEN IF RESPONDUS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES). SUCH LIMITATION OF LIABILITY SHALL APPLY WHETHER THE DAMAGES ARISE FROM USE OR MISUSE OF AND RELIANCE ON
RESPONDUS MONITOR, FROM INABILITY TO USE THE RESPONDUS MONITOR, OR FROM THE INTERRUPTIGN, SUSPENSION, DR TERMINATION
QF RESPONDUS MONITOR OR BY REASON OF ANY INFORMATION OR ADVICE RECEIVED THROUGH RESPONDUS MONITOR. THE FOREGOING
DISCLAIMERS, WAIVERS AND LIMITATIONS SHALL AFPLY NOTWITHSTANIHNNG ANY FAILURE OF ESSENTIAL PURPQSE OF ANY LIMITED REMEDY.

INTELLECTUAL PROPERTY. All web design, text, graphics, the selection and arrangement thereof, and olf software compilations, underlylng
source code, software and all other material on Respondus Monitor are either the copyright or trademark of Respondus, or coverad by other
intedlectual property rights of Respondus or a third party licensor of Respondus, Any use of Respandus Monitor beyond the purpose indicated
above is strictly prohibited. You shall not acquire any rights in Respondus’ intelfectual property by using Respondus Monitor.

MISCELLANEOUS. Al legal issues arising from or related to the use of Respondus Monitor between you and Respondus shall be construed in
accordance with the laws of the State of Washington, without regard to conflicts of law principles. Respondus may terminate your use of
Respondus Monitor If you vialate these Terms, and will terminate your use If you use Respondus Monitor (o repeatedly infringe on the
intellectual property rights of others. These Terms constitute the entire agreement between the parties with respect to the subject matter
contained herein and supersede any other agreements between Respondus and you regarding Respandus Monitor, i Respondus should fail
to-enforce any right.or provision in these Tetmns, this fallure shall not constitute a walver of such right or provision or of any other rights or
provisions in these Terms. If a court shouwld find that one or more rights or provisions set forthiin these Terms are invalid, you agree that the
remainder of the right or provisions shall be enforcezble and that, to the extent permitted by law, the court shall give effect ta the parties’
intentions, as reflected in any such right or provision that has been declared invalid or unenforceable. if you do not agree to the Terms, you
will not be permitted to Usé this Service. Any term that would naturaily survive termination of these Terms shall survive, such as, for example,
the DISCLAIMERS, WARRANTIER YOL PROVIDE, and this MISCELLANEQUS section.

Respondus Help Center Terms of Use ("Help Center Terms™)

The Respondus Belp Center is a group of services ("Help Services™) provided by Respondus, [nc. ("Respondus’) that enable users of LockDown
Browser® and Respondus Monitor® to traubleshoot technical issues. The Help Services include, for exarmple, a wehcam check, system check,
the ability to report an issue to Respondus; and links to a knowledge base and technical support.

Accepting the Terms

Ity order to use the Help Services, you maost first agres to the terrms {"Help Center Terms”) as outlined berein, You may not use the Help
Services if you do ot accept the Help Center Terms, You tan accept the Help Center Terms by (A) clicking to accept or agree to the Help

hitps:/fweb.respondus.comftou-monitor-student/




2/28/2021 30226 PMM @M IB630D)
1:21-cv-01096-JES-JEH # 1-1 Page 32 of 44

11/2/2020 Terms of Use - Respondus Monitor {Student) - Respondus

Center Terms, where this option is made available toyou by Respondus in the user interface of the Help Services or other Respondus services;
or (B} by otherwise using the Help Services. In any case, you understand and agree that Respondus will treat your use of the Help Services as
acceptance of the Help Center Térms,

Data Collection

Respondus collects data to operate effectively and to strive to provide yous with the best experience with LackDown Browser and Respondus
Moniter, You provide some of this data directy, such as when you contact us for support. Some data is obtained by recording how you interact
with LockDown Browser and Respondus Monitor by, for example, receiving error reports orusage data from softwara running on your device,
The data we collect depends on the features you use within the Help Services, and includes the following:

Webcam & Microphone Check. The webcam and microphione check streams video and audio from your webcam to the Respondus servers,
The video and audio can then be played back by you to ensure the webcam and microphone are working properly. The video and audio
recorded during the webcam and microphone checl is stored in temporary cache on the Respondus server and is automatically defeted in
about an hour. Persistent storage is not used for these recordings, and Respondus does not provide a way ta electronically identify the
recordings as being transmitted from a specific user.

System Check. The System Check gathers certain inforration from your computing device, the networking enwironment, the institution's
Learning Management System, and the Respondus Monitor server itself,

All data gathered during the System Chack is presented to you on your screen, incuding & unique Systém Check {D. The System Check does
NOT contain username, user 1D, or the password used to access the institution's Learning Management System.

You have the option to send System Check results by email, and if so, you must enter an email address for the fecipient of the emall message.
1 the System Check results are sent by emal, log files from software of LackDown Browser are additionally transmitted to o Respandus server,
Log files contain detalls of the interaction between the LackDown Browser and/or Respondus Monitor and your institution’s Learning
Management Systemn, from the timé you log into the Learning Management Systermn using LockDown Browser and Respondus Monitar untif the
session is exited or terminated. Log files are stored locally on your compuiter in an encrypted format ang, if transmitted to Respondus, are sent
in encrypted format over HTTPS. Log files do NOT contain user name, user 1D, or the password used to access the institution's Learping
fManagement System, . . S

Systern Check data and log files may be sent to a Responcu- web server or a third party cloud server for storage and further processing by
Respondus. Respandus may use System Check data and log fifes to assist you with a technital issue. Responrius may also aggregate and
analyze the System Check data to, for exariple, improve the Software or its technical support services, Systern Check data and log files aren!
sold, distributed, or made available to affiliate or third party businesses, Report An Issue. The Report An Issue feature enables you to provide
feedback to Respondus about LockDown Browser and Respondus Monitor, Systern Check data and log files, as described above, are collected
by Respondus during this process. You are informed of this transfer of data each time the Report An Issue feature is used. You may choose,
but you are not required, to provide an email address and contact irformation when using this feature. System Check data, log files, contact
information, and feedback you provide may be sent o 8 Respondus web server or third party doud server for storage and further processing
by Respondus. No data transmitted to Respondus from the Report Anlssue feature will be sold, distributed, or made available to affiliate or

third party businesses.

Knowledge Base, Alink to a knowledge base is included with the Help Services, No individual data is collected by Respondus during the use of
the kriowledge base, aithough Respondus may analyze aggregated usage data of the knowledge base to improve the service.

Technical Support. The Help Services contains a link that enables users to open a support ticket with Respondus. The System Check [D for the
most recent System Check is autornatically populated it the form used to create a support ticket. You must additiohally enter your name and a
valid email address through which communication with the Respondus support tearm will occur. Throughout the support process, you may, at
your own discretion, provide personally identifiable information that wifl be used by the Respondus support team to analyze the isstie and
communicate with you. All communication between you and the Respondus team is stored on & Respondus web server, and may be used by
Respongus 1o improve LockDown Browser and/or Respondus Monitor,

Express incorporation. All conditions sat forth in the Respondus Monitor Terms of Use, induding the RESPONDUS PRIVACY POLICY at
www.respondus.com/privacy, and the sections PRIVACY & SECURITY POLICY, USER CONDUCT, RESPONDUS USERNAME/ID AND PASSWORD
FOLICY, ACTIVITY GENERAL, CHANGES, WARRANTIES YOU PROVIDE, OPT-OUT, DISCLAIMERS, INTELLECTUAL PROPERTY, and MISCELLANEOUS
are expressly included in these Help Center Terms to the extent applicable. Respondus will not use data collected via the Help Services in any
way that conflicts with the Respondus Monitor Terms of Use. You also expressly agree not to use the Help Services in any way that conflicts
with any of the Respondus Monitor Terms of Use, including, for example, the prohibitions set forth in the USER CONDUCT section, Respondus
cannot make representations regarding the security of information you transmit through a third party emall service provider while using the
Help Services; however, to the axtent Respondus stores any such information, the storage of such information by Respondus will be compliant
with the PRIVACY & SECURITY POLICY and the RESPONDUS PRIVACY POLICY at wwwirespondus.com/privacy.

Vi MADMINTOUZO
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Respondus Privacy Policy
Last Updated: September 28, 2020

Overview

Respondus cares about your privacy. For this reason, we collect and use personal data only as it might be needed to deliver an exceptional
experience using a Respondus application, website, service, or tool (collectively "Services"), regardless of how you access or use them, including

through mobile devices.

Our Privacy Policy is intended to describe how and what data we collect, and how and why we use your personal data. it also describes options
we provide that let you take control of your personal data that we process,

If at any time you have questions about our practices or any of your rights described below, you may contact us at privacy@respondus,com.
This inbox is actively monitored and managed so we can deliver an experience that you can trust.

https://web.respondus.com/privacy-policy/ 1/4
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Similarly. we've created a Privacy Center to provide answers to your most common questions and service-specific details about personal data
collection and usage.

What is Personal Infoermation?

Personal Information is a name, address, telephone number, email address, identification number, online identifier, and other data collected
that could direcdy or indirectly identify you.

We do not consider personal information to include information that has been anonymized or aggregated so that it can no longer be used to
identify a specific natural person, whether in combination with other information or otherwise,

What information do we collect?

We collect information so we can provide the best possible experience when you use our Services. Much of what you likely consider personal
data is collected directly from you when you:

. create an yccount or purchase any of our Services (e.2. name, address, email, phone number, and other billing information);
. interact with an account manager (e.g. email, phone number, address, job title, institution);

Ul R e

request assistance from our customer support team (¢.2. email, phane number);
complete contact forms, register a product, sign up for a beta program, submit feedback, sign up for a newsletier. or request other information from us (e.g.

he

email); or,
participate in contests and surveys, Visit our exhibit at a tradeshow, attend a training webinar, or otherwise participate in activitics we promote that might

wn

require inforntation about you.

We also collect additional information when delivering our Services to you to ensure necessary and optimal performance. This might include
account related information that's collected in association with your use of our Services, such as account number, purchases, when products
renew or expire, information requests, and customer service requests and notes or details explaining what you asked for and how we

responded.

We may also collect information whe*: you open or view a marketing email from us or click on a link within a mark sting email.

Our Privacy Center provides further ¢ :tails about the personal information gathered across various Services, how that information is used,
and the legal basis for using the data. :

Cookies and similar technologies

Cookies and similar tracking technologies store information about your use of a particular website or service and are typically used to make
services more convenient and personalized. Most cookies are "session cookies," which are automatically deleted whenever you leave a website
{and end the "session"). Some cookies remain on your computer until you remove them.

We use cookies and similar tracking technologies on our websites (1) to estimate the number of visitors to the site, (2) to measure general
traffic patterns, (3) to store the items you've placed in your shopping cart, and (4) to improve and customize your user experience with our
Services. For additional information, and to learn how to manage the technologies we utilize, you can read our policy on pur use of cockies,

web beacons and similar technologies.

Most browsers permit you to set the browser to accept, reject, or notify you of cookie use. However, some parts of our Services may not
function properly if your browser is set to reject cookies. For example, the Administrator Area of Respondus.com uses session cookies to allow

a user to navigate from one page to the next without having to fogin again for each page.
How we use your personal information

We strongly believe in both minimizing the data we collect and limiting its use and purpose to only (1) that for which we have been given
permission, (2) that which is necessary to deliver the Services you purchase or interact with, or (3) as we might be required or permitted for

legal compliance or other lawful purposes.

We collect various information relating to your purchase or use and/or interactions with our Services to deliver, improve, update and enhance
the Services we provide you. We use this information to:

« [mprove and optimize the operation and performance of our Services (again, including our websites and mobile applications)
¢ Diagnose problems with and identify any security risks, errors. or needed enhancements t the Services

+ Detect and prevent fraud and abuse of our Services and systems

o Collect aggregate statistics about use of the Services

o Understand and analyze how you use our Services and what produets and services are most relevant to you.

Often, much of the data collected is aggregated or statistical data about how individuals use our Services, and is not linked to any personal
data, but to the extent that usage data is itself personal data, or is linked or linkable to personal data, we treat it accordingly.

hitps://web.respondus.com/privacy-policy/ 2/4
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How we might share your personal information

We do not sell, rent, or otherwise disclose your personal information to third parties for their marketing and advertising purposes. We may
disclose your personal information to partner companies where you have agreed to have that information shared. This disclosure may be
required for us to provide you access to our Services, to comply with our legal obligations, to enfarce our Terms of Use, to facilitate our
marketing activities, or to prevent, detect, mitigate, and investigate fraudulent or illegal activities related to our Services. We attempt to
minimize the amount of personal information we disclose to what is directly relevant and necessary to accomplish the specified purpose.

If you use our Services from a country other than the country where our servers are located, your communications with us may result in the
transfer of your personal data across international borders. Also, when you call us or initiate contact with a Respondus representative, we may
provide you with support from one of our global locations outside your country of origin. In these cases, your personal data is handled
according to this Privacy Policy.

We cooperate with government and law enforcement officials and private parties to enforce and comply with the law. We will disclose any
information about you to government or law enforcement officials or private parties as we, in our sole discretion, believe necessary or
apprapriate to respond to claims and legal process (such as subpoena requests), to protect our property and rights or the property and rights
of a third party, to protect the safety of the public or any person, or o prevent or stop activity we consider to be illegal or unethical. To the
extent we are legally permitted to do so, we will take reasonable steps to notify you in the event that we are required to provide your personal
information to third parties as part of a legal process.

We remain responsible for care of the data that is transferred to third parties, unless you direct us to forward it to the third party.

How we might communicate with you

We may contact you directly regarding products or services you have purchased from us, such as may be necessary to deliver transactional or
service related communications. We may also contact you regarding products or services when additional information is requested. We may
contact you with offers for additional services we think you'll find valuable if you give us consent, or where allowed based upon legitimate
interests, These contacts may include email, text (SMS) messages, telephone calls, and printed mailings.

How you can access, update or delete your dav.

To update your subscription preferences or discontinue receiving marketing emails from us, scroll to the bottom of a Respondus email
message and select the "Unsubscribe" or "Profile Ce:ster” link. Follow the instructions from there.

You can also email subscribe@respondus.com with instructions on your communication preferences; to unsubscribe from all email
communications, include the word UNSUBSCRIBE in the subject line,

If you would like to request that your personal information be completely removed from our database, please contact us
at privacy@respondus.com.

If you would like to access or update your personal information, please contact us at privacy@respondus.com.
How we sceurg, stare aad retain your data

We follow generally accepted standards to store and protect the personal data we collect, both during transmission and once received and
stored, including the use of encryption where appropriate.

We retain personal data only for as long as necessary to provide the Services you have requested and thereafter for a variety of legitimate legal
or business purposes. These might include retention periods:

» mandated by law, contract or similar obligations applicable to our business operations;
« for preserving, resolving. defending or enforcing our legal/contractual rights; or
« as necded to maintain adequalte and accurate business and financial records.

If you have any questions about the security or retention of your personal data, you can contact us at privacy@respondus.com.

Changes in our Privacy Policy

We reserve the right to modify this Privacy Policy at any time. If we decide to change our Privacy Policy, we will past those changes on our
website and any other places we deemn appropriate, so that you are aware of what information we collect, how we use it, and under what
circumstances, if any, we disclose it. If we make material changes to this Privacy Policy, we will notify you here, by email, or by means of a
notice on our home page, at least thirty (30) days prior to the implementation of the changes.

Contact Us

https://web.respondus.com/privacy-policy/ 3/4
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Privacy Policy - Respondus

If you have any questions, concerns or complaints about our Privacy Policy, our practices or our Services, you may contact us by email

at privacy@respondus.com.

If you prefer, you can send correspondence to:

Respondus

Attn: Legal - Privacy Team
8201 164th Ave NE, Suite 200

Redmond, WA 98052
USA

We will respond to all requests, inquiries or concerns within thirty (30) days, but probably much sooner than that.

Respondus
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A copy of the Respondus Monitor Terms of Use for institutions is shown below for reference. Please note, terms may vary by region. Certain institutions may
also use customized versions of these terms. License administrators can find the terms of use specific to their institution in the Respondus Administrator area.

Respondus Monitor - Institution License and Terms of Use

These Terms of Use ("Terms") are an agreement between the institution to which license and access to Respondus Monitor is granted ("Institution”),
and Respondus, inc., {"Respondus"), regarding the Institution's use of Respondus Monitor. Institution agrees to these Terms in full before using

Respondus Monitor.

SERVICE AND SOFTWARE COMPONENTS. Respondus Monitor is a cloud-based service ("Respondus Monitor Services") and software ("the
Software") (also collectively referred to herein as "Respondus Monitor"), that work together to provide an online interactive database of video/audio
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recordings and associated data featuring student activity captured during student assessment sessions for use in monitoring students.

LICENSE GRANT AND USE. if Institution accepts these Terms, Institution:is granted a non-exclusive, non-transferable, non-assignable license to use
the Software and to access and use the Respondus Monitor Services, in accordance with these Terms, subject to license fees requirements as
explained below, and as may be further specified in a separate license fee agreement. Institution may not modify, distribute, sell, or sublicense any
part of Respondus Monitor. Institution may not reverse engineer or attempt to extract the source code of Respondus Monitor, unless laws prohibit
those restrictions or unless Institution otherwise receives written permission from Respondus. Respendus Monitor is licensed to Institution, not sold
or transferred to Institution. Institution agrees that it may not use Respondus Monitor in any way that conflicts with or violates these Terms or other
agreements between Institution and any third-party, including that of the learning management system ("LMS") through which Institution accesses
Respondus Monitor Services. Institution warrants and represents that it will not violate any law, regulation or contractual obligation by entering into
these Terms, and that it is free to enter into these Terms.

FEES. The license grant for Respondus Monitor is separate from that of Respondus Lockdown Browser. If Institution is being granted access to a
"beta" version of Respondus Monitor under these Terms, or is participating in a pilot program for Respondus Monitor under these Terms, no license
fees will be charged by Respondus for Institution's use of Respondus Monitor as part of the pilot program, or for Institution's use of the beta version
made available by Respondus. However, Respondus reserves the right to terminate any non-paid license grant to the Software or non-paid grant of
access to Respondus Monitor Services (including for a beta version or pilot program), at any time, subject to any other written agreement(s) between
the parties. License fees for Respondus Monitor are provided in a separate license fee agreement, if and when applicable, and are incorporated

herein by reference.

SUPPORT AND MAINTENANCE. Support and maintenance terms for Respondus Monitor are detailed in the separate license fee agreement, if and
when applicable, and are incorporated herein by reference.

PRIVACY & SECURITY POLICY. Respondus cares about your privacy and the security of your personal data. The Respondus Privacy Policy is available
at www.respondus.com/privacy, and we recommend that you review it carefully, particularly if you reside in the European Economic Area. The
information below summarizes important aspects of the security used with Respondus Monitor and how we process your personal data. Together
with your institution, the controller of the data, we work to protect the online privacy of those who use Respondus Monitor.

Respondus Monitor uses the following methods to limit access to video sessions and associated data.

1. Respondus Monitor uses ind; stry standard SSL (Secure Sockets Layer) or TLS (Transport Layer Security; e~ryption to transfér information.

2. student identifiable informaticn including name, grade, course name, and photos that show identification <ards can only be accessed through the
learning management system's (LMS's) extension architecture (e.g., Blackboard Building Block). N

3. Only users with instructor credentials for the LMS course (e.g., instructors, teaching assistants, LMS administrators) are able to view video sessions
in conjunction with the student identifiable information.

4. Video URLs are "one-time use" and will not function if copied.

5. Respondus uses independent, third-party security firms to perform "penetration testing” of the Respondus Monitor system. This includes a review
of the Respondus Monitor architecture and the testing for vulnerabilities and exploits.

Unfortunately, no data transmission over the Internet is 100% secure, and Respondus does not warrant the security of any information collected
using its services. By agreeing to these Terms, Institution agrees to use Respondus Monitor at its own risk, and agrees that Respondus shall not be
liable if a security breach occurs, if the site malfunctions, or if information is misused or mismanaged in any way to Institution's detriment or to the
detriment of a student, staff member or third party, whether by Respondus, Institution, or an unauthorized third party.

Each student that is recorded will have a unique username or identification code ("ID") and password through the Institution's LMS. The ID and
password will be usable by students, at the discretion of Institution, to allow students to transmit recordings to the online component of Respondus
Monitor if required by Institution as part of an assessment activity. Instructors, administrators, and other agents of institution may access those
recordings related to the Institution’s students through Respondus Monitor.

Random samples of video and/or audio recordings may be collected via Respondus Monitor and used by Respondus to improve the Respondus
Monitor capabilities for institutions and students. The recordings may be shared with researchers (research institutions and/or biometric experts)
under contract with Respondus to assist in such research, and the researchers are under written obligation to maintain the video and/or audio
recordings in confidence and under terms at least as strict as the terms herein. No personally identifiable information for students is provided with
the video and/or audio recordings to researchers in the nature of student names, course names, institution, grades, or student identification photos

submitted as part of the Respondus Monitor exam session.

Other than the research purposes identified above, Respondus will not share recordings or personally identifying information of any particular
student (collectively also referred to herein as “personal information or data”) with third parties (third parties do not include the student who
provided the personal information, the parent/guardian of a student under the age of 18 who provided personal information, or the institution who
authorized access by the student to Respondus Monitor Services), unless specifically required by Institution. For example, if Institution uses third
parties to manage student personal information, Institution may direct Respondus to share the personal information or data with that third party
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under institution's direction and control.

If, in the future, Respondus, or substantially all of its assets are acquirad; the maintenance of all collected personal information or data (including
any recordings) may be transferred to the acquiring party, provided that the acquiring party implement a privacy and security policy compliant with
current legal standards, and provided that the collected personal information and data remain under the control of Institution.

Respondus Monitor analyzes the recordings of student activity as part of an automated proprietary process. Respondus personnel do not
review/analyze the recordings except as may be required to resolve technical problems, improve system performance, modify Respondus Monitor
services, investigate violations of these Terms, or as may be directed by institution.

Respondus reserves the right at all times to disclose any information or data (including recordings and any content to the extent applicable) stored
by Institution, students or any other user as necessary, to comply with the law, a regulation or a governmental request, or to edit or remove any
information or data, in whole or in part, that in Respondus' sole discretion, is in violation of these Terms (however, if Respondus elects to, for any
reason, refuse, delete or move any recording of student activity for violation of these Terms, Respondus will save a copy of such recording for access
by the Institution, subject to conditions of these Terms that define the duration of storage of such recordings otherwise).

If you have any questions regarding privacy and security policy, please contact Respondus by email or by writing to:

Respondus, Inc.

Attn: Legal - Privacy Team

8201 164th Ave NE, Suite 200
Redmond, WA 98052 USA

Via email. privacy@respondus.com

USER CONDUCT. Institution shall be responsible for the conduct of all of its agents, including, such as, for example, instructors that use Respondus
Monitor, to ensure that Institution's agents comply with these Terms on behalf of Institution. Institution promises NOT to use Respondus Monitor

Services or Software for any of the following purposes or activities:

a. conducting or supporting illegal activity of any type whatsoever;

b. transmitting or storing worms or viruses or any code of a destructive nature;

c. threatening, harassing, abusing, impersonasing, injuring or intimidating others; .

d. engaging in vulgar, invasive, or hateful conrtict, or conduct that invades another's privacy; o

e. interfering with others' use of Respondus M«nitor Services or Software, unless such interference is for the purpose of complying with another
section of these Terms;

f. delivering spam or collecting information to dehver spam, or sending unsolicited advertisements;

g. decompiling, disassembling, reverse engineering or otherwise attempting to discover any source code contained in the Software or the
Respondus Monitor Services;

h. disguising the origin of any content transmitted through the Respondus Monitor Services or Software or manipulating a user's presence on
Respondus Monitor Services or Software; and/or

i. causing the launch of any automated system(s) that access the Respondus Monitor Services or Software in a manner that sends more request
messages to servers of Respondus in a given period of time than a human can reasonably produce in the same period by using a conventional on-

line web browser.

ACTIVITY GENERAL. institution is responsible for the conduct of all of its agents, including instructors, and their activities arising during use of
Respondus Monitor and for any information or data they provide to or through Respondus Monitor. Institution agrees that Respondus is not
responsible for, nor liable for, any mistakes, inaccuracies, lack of usefuiness, defamation, omissions, falsehood, obscenity or otherwise offensive
material in any of the information or data provided to users. [nstitution also understands that Respondus does not, and has no obligation to,

monitor, pre-screen nor pre-approve information or data, but that Respondus shall nonetheless have the right (but not the obligation) in its sole
discretion, to refuse, delete or move any information or data that is available via Respondus Monitor, if such information or data violates any of

these Terms, subject to the obligation to save any student activity recordings as described above under the PRIVACY & SECURITY POLICY section and
as further described below under LICENSE PROVIDED TO RESPONDUS. ‘

LICENSE PROVIDED TO RESPONDUS. Respondus Monitor will save all recordings of students for a period of one (1) year. Institutions have the ability
to retain the data for up to an additional four (4) years. However, Respondus does not guarantee removal of all traces of any infermation or data
(including recordings) from the Respondus Monitor Services after deletion. Respondus does not claim ownership in the information or data
Institution or any students provide; however, by providing information or data to Respondus, Institution grants Respondus, and its affiliates, a
fully paid-up, perpetual license to use, store, modify, copy, and transmit any such information or data for the purpose of carrying out the Respondus

Monitor Services in accordance with these Terms.

CHANGES AND TERMINATION. Respondus reserves the right to change these Terms, at its discretion, provided that it provides written notice to
Institution of changes made to the Terms within fifteen (15) days after a change has been made. if the change is required by generally applicable law
("generally applicable law" means law, including, without limitation, any regulation, commonly applicable to other software or service providers
providing or rendering same or similar software or services to same or similar licensees/customers as Institution), such change shall not form a
basis for Institution to terminate the separate license fee agreement or receive a refund of any license fees. If the change made is not required by
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generally applicable law, then after Respondus provides written notice to Institution of the change, Institution shall have the right to object to such
change, but only on reasonable grounds, and only in writing provided to Respondus, within thirty (30) days after Respondus provides written notice
of the change, and if no written objection is provided within those thiity (30) days, the change will not provide a basis for Institution to terminate the
separate license fee agreement or receive a refund for any license fees. If institution does object to the change based on reasonable grounds, by
providing written notice of such objection to Respondus within thirty (30) days after Respondus provides written notice of the change, Respondus
shall have the right to amend the Terms to delete the change and revert to the prior version of the Terms within sixty (60) days after the notice of
objection is provided, in which case, Institution shall have no basis for a termination of the separate license fee agreement or refund of any licenses
fees. During those sixty (60) days after Institution provides written notice of objection, Institution shall make reasonabie efforts to discuss with
Respondus, at Respondus’ request, the content of the change to which the Institution objects, so that Respondus may propose a modified change at
its discretion and institution shall provide prompt written notice to Respondus if such modification is acceptable to institution, which acceptance
shall not be unreasonably withheld, in which case, Respondus may modify the acceptable change accordingly within the sixty (60) days, and if such
modification is implemented by Respondus within this period, there shall be no basis for Institution to terminate the separate license fee agreement
or to collect any refund of any licenses fees. If Respondus does not take steps to delete the changes for which timely and reasonable written notice
of objection has been provided by Institution by reverting to the prior version of the Terms or to modify the changes through agreement with the
Institution within the sixty (60) day period, then Institution shall have the right to terminate the separate license fee agreement and any paid
licenses, by providing written notice of termination to Respondus. In such case of termination, Institution may be entitled to a pro-rated refund for
licenses in use after such notice of termination, such refund to be calculated as a pro-rated amount proportional to time remaining on the licenses
in use after such termination versus the total term of the licenses in use, as well as a refund for advance paid licenses not in use, but such refunds
and their availability are subject to the separate license fee agreement. Respondus reserves the right to terminate the services of Respondus
Monitor and to license the Software, at Respondus' discretion, with at least four (4) months advance notice provided to Institution prior to the end of
the term of all paid licenses (e.g., license units) that are currently in use at the time such notice is given. However, advance paid licenses that are not
in use at the time such advance notice is given, may no longer be used after receipt of the advance notice, but refunds for such unused licenses may

be available under the separate license fee agreement.

INDEMNIFICATION DUE TO INFRINGEMENT. Subject to prompt notification by Institution, cooperation by Institution, and controtl of all litigation
and/or settlement by Respondus, Respondus shall indemnify, defend and hold harmless Institution from and against any and all costs and damages
assessed against Institution by a judgment that Respondus Monitor infringes upon any third party intellectual property right. Each party agrees to
notify the other promptly of any matters in respect to which this indemnification may apply. If notified in writing of any action or claim for: which
Respondus is to provide indemnity, Respondus shall defen ; hose actions or claims at its own expense and pay the costs and damages nvarded
against Institution in any such action, or pay any settlement* & + such action. o

WARRANTY REGARDING 3rd PARTY INTELLECTUAL PROPERTY. Respondus warrants and represents that, to the best of its knowledge, &t the time
these Terms are first accepted by Institution, Respondus Monitor does not infringe any patent, trademark or copyright or misappropriate any trade
secret of any third party. [f Respondus should later discover that a potential infringement exists, and if Respondus is unable to immediately modify
Respondus Monitor to avoid such potential infringement, Respondus shall promptly notify Institution and Institution shall have the independent
right to immediately terminate use of Respondus Monitor and to obtain a refund of any advanced paid license fees, unless Respondus Monitor is
able to provide a non-infringing alternative within ninety (90) days. Also, in the case such potential infringement is discovered, Respondus shall have
the right to immediately terminate Respondus Monitor at its own discretion, in which case, Respondus shall refund all advanced paid license fees.

DISCLAIMERS. The disclaimers in this section are subject to Respondus' promise of Indemnification Due to Infringement, and Respondus’ Warranty
Regarding 3rd Party Intellectual Property, under the respective sections of those terms above, and no term in this section shall limit Respondus'
promises under those terms. Respondus disclaims responsibility or liability for the accuracy, content, completeness, legality, reliability, operability or
availability of information or data in the Respondus Monitor Service or Software. Respondus further disclaims any responsibility for the deletion,
failure to store, misdelivery, or untimely delivery of any information or data. Respondus disclaims any responsibility for any harm resulting from
downloading or accessing any information or data through Respondus Monitor. Institution will bear all risk associated with any information or data
Institution accesses. Institution's access or use of any information or data provided by Respondus Monitor or third parties is conditioned on
Institution's agreement to these Terms, including these disclaimer provisions.

SUBJECT TO RESPONDUS' WARRANTY REGARDING 3rd PARTY INTELLECTUAL PROPERTY AS SET FORTH ABOVE, RESPONDUS MONITOR IS PROVIDED
"AS IS" WITH NO WARRANTIES WHATSOEVER. ALL OTHER EXPRESS, IMPLIED, AND STATUTORY WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT, ARE EXPRESSLY DISCLAIMED. TO THE
FULLEST EXTENT PERMITTED BY LAW, RESPONDUS DISCLAIMS ANY WARRANTIES FOR THE SECURITY, RELIABILITY, TIMELINESS, AND PERFORMANCE
OF RESPONDUS MONITOR. RESPONDUS SIMILARLY DISCLAIMS, TO THE FULLEST EXTENT PERMITTED BY LAW, ANY WARRANTIES FOR ANY
INFORMATION OR ADVICE OBTAINED THROUGH RESPONDUS MONITOR.

SUBJECT TO RESPONDUS' WARRANTY REGARDING 3rd PARTY INTELLECTUAL PROPERTY AS SET FORTH ABOVE, INSTITUTION UNDERSTANDS AND
AGREES THAT ANY INFORMATION OR DATA DOWNLOADED OR OTHERWISE OBTAINED THROUGH THE USE OF RESPONDUS MONITOR IS OBTAINED
AT ITS OWN DISCRETION AND RISK AND THAT INSTITUTION WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGES TO ITS COMPUTER SYSTEM(S) OR
LOSS OF DATA THAT MAY RESULT IN THE DOWNLOAD OF SUCH INFORMATION OR DATA. SUBJECT TO RESPONDUS' WARRANTY REGARDING 3rd
PARTY INTELLECTUAL PROPERTY AS SET FORTH ABOVE, UNDER NO CIRCUMSTANCES SHALL RESPONDUS BE LIABLE TO INSTITUTION ON ACCOUNT
OF ITS USE OR MISUSE OF AND RELIANCE ON RESPONDUS MONITOR. SUCH LIMITATION OF LIABILITY SHALL APPLY TO PREVENT RECOVERY OF
DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL, EXEMPLARY, AND PUNITIVE DAMAGES (EVEN IF RESPONDUS HAS BEEN ADVISED OF THE
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POSSIBILITY OF SUCH DAMAGES). SUCH LIMITATION OF LIABILITY SHALL APPLY WHETHER THE DAMAGES ARISE FROM USE OR MISUSE OF AND
RELIANCE ON RESPONDUS MONITOR, FROM INABILITY TO USE THE RESPONDUS MONITOR, OR FROM THE INTERRUPTION, SUSPENSION, OR
TERMINATION OF THE RESPONDUS MONITOR SERVICES OR BY REASON'OF AN Y INFORMATION OR ADVICE RECEIVED THROUGH THE RESPONDUS
MONITOR SERVICES. THE FOREGOING DISCLAIMERS, WAIVERS AND LIMITATIONS SHALL APPLY NOTWITHSTANDING ANY FAILURE OF ESSENTIAL

PURPOSE OF ANY LIMITED REMEDY.

INTELLECTUAL PROPERTY. All web design, text, graphics, the selection and arrangement thereof, and all software compilations, underlying source
code, software and all other material on Respondus Monitor are either the copyright or trademark of Respondus, or covered by other intellectual
property rights of Respondus or a third party licensor of Respondus. Any use of Respondus Monitor beyond the purpose indicated above is strictly
prohibited. Institution shall not acquire any rights in Respondus' Intellectual property by using Respondus Monitor.

MISCELLANEOQUS. Respondus may terminate Institution's use of Respondus Monitor if institution breaches or violates these Terms, provided that
Respondus allow Institution a period of fifteen (15) days to cure any such breach or violation. Unless otherwise specified in writing, these Terms
constitute the entire agreement between the parties with respect to the subject matter contained herein and supersede any other prior agreements
between Respondus and Institution regarding Respondus Monitor. If Respondus should fail to enforce any right or provision in these Terms, this
failure shall not constitute a waiver of such right or provision or of any other rights or provisions in these Terms. If a court should find that one or
more rights or provisions set forth in these Terms are invalid, the parties agree that the remainder of the rights or provisions shall be enforceable
and that, to the extent permitted by law, the court shall give effect to the parties' intentions, as reflected in any such rights or provisions that have
been declared invalid or unenforceable. If Institution does not agree to these Terms, Institution will not be permitted to use Respondus Monitor. Any
term that would naturally survive termination of these Terms shall survive, including, for example, INDEMNIFICATION DUE TO INFRINGEMENT as to
Institution's prior use of Respondus Monitor before termination. Any notice required to be given under these Terms shall be deemed effective on
the date sent if provided by email and later acknowledged, or if provided by registered or certified mail addressed to an administrator of the
Institution or to Respondus, within three (3) days after deposit with the US Postal Service.
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