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Stephanie R. Tatar (237792)

Tatar Law Firm, APC

3500 West Olive Avenue, Suite 300
Burbank, California 91505

Tel: (323) 744-1146

Fax: (888) 778-5695

E-mail: stephanie@thetatarlawfirm.com

Attorney for Plaintiffs,
Nicholas Der-Hacopian, on behalf of
Himself and all others similarly situated

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO DIVISION

NICHOLAS DER-HACOPIAN,
On behalf of himself and all others
similarly situated,

Plaintiff,

V.

DARKTRACE, INC.,
Defendant.

NOW COMES the Plaintiff, NICHOLAS DER-HACOPIAN, by and through his
attorneys, TATAR LAW FIRM, APC, suing on behalf of himself and all other similarly
situated, and for his complaint against the Defendant, DARKTRACE, INC., Plaintiff

states as follows:

Case No. 3:18-cv-6726

CLASS ACTION COMPLAINT

DEMAND FOR JURY TRIAL
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I. PRELIMINARY STATEMENT

1. This is a consumer class action based upon Defendant’s willful violation of]
the Fair Credit Reporting Act, 15 U.S.C. §§ 1681 et seq. (“FCRA”). Plaintiff brings this|
action on behalf of applicants for employment with Defendant. Plaintiff contends that
Defendant systematically violates at least two sections of the FCRA: section 1681b(b)(2),
by improperly including a release of future liability in the form document it requires
employment applicants to sign authorizing a background check; and, section 1681b(b)(3),
by using a consumer report to make an adverse employment decision without providing
the person who is the subject of the report a copy of the report and a summary of rights
under the FCRA a sufficient amount of time before the adverse action is taken

2. The FCRA was enacted “to insure that consumer reporting agencies exercise
their grave responsibilities with fairness, impartiality, and a respect for the consumer’s
right to privacy,” 15 U.S.C. § 1681(a)(4) (emphasis added), by operating “in a manner
which is fair and equitable to the consumer, with regard to the confidentiality, accuracy,
relevancy” of the consumer information they disseminate. 15 U.S.C. § 1681(b).
Congress included in the statutory scheme a series of due-process-like protections that
impose strict procedural rules on “users” of “consumer reports” such as Defendant. Thig

action involves Defendant’s systematic violation of several of those important rules.

I1. JURISDICTION & VENUE

3. Jurisdiction arises under the FCRA 15 U.S.C. §1681 et seq. and pursuant to
28 U.S.C. §1331 and 28 U.S.C. §1337
4. Venue is proper in this district pursuant to 28 U.S.C. §1391(b).
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III. PARTIES

5. NICHOLAS DER-HACOPIAN, (hereinafter, “Plaintiff”) is an individual
who was at all relevant times residing in the City of Ashburn, County of Loudoun, State
of Virginia.

6. At all relevant times, Plaintiff was a “consumer” as that term i1s defined by
15 U.S.C. §1681a(c).

7. DARKTRACE, INC,, is a business entity headquartered in San Francisco,)
California. Defendant’s principal place of business is located San Francisco, California.
Defendant is incorporated in the State of California.

8. At all relevant times Defendant was a “person” as that term is defined by 15
U.S.C. §1681a(b).

IV. FACTUAL ALLEGATIONS

0. In April 2012, Plaintiff was arrested and charged with shoplifting. Plaintiff]
successfully completed the Pretrial Intervention Program and the charges filed against
him were nolle prossed on July 24, 2012.

10. By Order of the Horry County Court, dated September 17, 2012, all records
relating to the arrest and subsequent discharge were ordered to be expunged and
immediately destroyed and no evidence of the records pertaining to the charge were to be|
retained by any municipal, county or state agency.

11. Since the implementation of the expungement, Plaintiff has had a clear
criminal record.

12.  InJuly 2018, Plaintiff applied to Defendant for a position of employment.

13.  As part of its employment application process, Defendant requires potential
employees such as Plaintiff to submit to a background check wherein information|

pertaining to character, general reputation, personal characteristics and/or mode of living
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are reviewed and used to determine, together with other factors, whether to hire an|
applicant.

14. On or about July 11, 2018, Defendant advised Plaintiff it would be
performing a background check on Plaintiff.

15. In connection with his application, Plaintiff agreed to Defendant’s
requirement that he authorize Defendant and a consumer reporting agency of its choice to|
perform a background check on Plaintiff; Plaintiff signed a document titled “Employee
Authorization to Release Records.” A redacted copy of the Authorization is attached
hereto as Exhibit A.

16. The Authorization stated in pertinent part as follows:

“The company has my authorization to thoroughly investigate my
work and personal history...I will hold no person liable for giving or
receiving information in this investigation. 1 hereby authorize
SentryLink LLC, an agent of Darktrace Inc to make a thorough check
of my past Employment, Education, and activities. I release from
liability all persons, companies, and corporations supplying that
information. I release and indemnify Darktrace Inc and SentryLink
LLC against any liability that might result from making such
background checks.”

(Emphasis added). See Exhibit A.

17. The Authorization that Defendant provided to Plaintiff violated section
1681b(b)(2) of the FCRA because it did not consist “solely of the disclosure that a
consumer report may be obtained for employment purposes.” 15 U.S.C. §
1681b(b)(2)(A)(1); Syed v. M-I, LLC, 853 F.3d 492, 500 (9th Cir. 2017) . Instead,
Defendant unlawfully attempted to obtain in advance a waiver and release of Plaintiff’s
and other consumers’ rights under the FCRA and improperly provide prophylactic
protection to Defendant and SentryLink from any improper actions or omissions

committed in providing the background report to the employer. See Exhibit A.
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18.  On or about July 16, 2018, in conducting a background check of Plaintiff,
Defendant obtained from SENTRYLINK, LLC, a consumer report, as that term i
defined by 15 U.S.C. §1681a(d), regarding Plaintiff.

19. Said consumer report was to be used by Defendant to assist in determining
Plaintiff’s fitness for the position applied for, and to assist in determining whether to hirg
Plaintiff for a position of employment.

20. The consumer report was prepared by SentryLink and sold to Defendant for
employment purposes.

21. The consumer report improperly and inaccurately reported the April 2012
arrest that had been expunged in September 2012, almost six (6) years earlier.

22. After receiving and reviewing the consumer report obtained from
SentryLink, LLC, regarding Plaintiff, Defendant denied Plaintiff the employment
opportunity based in whole or in part on the aforesaid consumer report.

23.  Section 1681b(b)(3) of the FCRA requires that “in using a consumer report
for employment purposes, before taking any adverse action based in whole or in part on|
the report, the person intending to take such adverse action shall provide to the consumer
to whom the report relates” a copy of the report and a written description of theg
consumer’s rights under the FCRA. 15 U.S.C. 1681b(b)(3)(A)(1), (i1).

24.  In connection with Plaintiff’s application for employment, Defendant was “a
person intending to take” adverse action, and did take adverse action, within the meaning
of the statute.

25. Defendant did not provide to Plaintiff a copy of the consumer report or a
written statement of his rights under the FCRA prior to taking adverse action against him.

26. Even after Plaintiff later obtained a copy of the inaccurate background
report, and informed Defendant that the charges had been removed from the public

record, Defendant did not change its decision to deny him employment.
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27. Defendant’s practices and procedures described herein affected not only the
Plaintiff but also other applicants for employment against whom adverse action was
taken.

28. At all times pertinent hereto, Defendant was acting by and through its
agents, servants and/or employees who were acting within the course and scope of their]
agency or employment, and under the direct supervision and control of the Defendant
herein.

29.  Atall times pertinent hereto, the conduct of the Defendant, as well as that of
its agents, servants and/or employees, was intentional, willful, reckless, and in grosslyj
negligent disregard for federal laws and the rights of the Plaintiff herein. Defendant
knowingly carries out business practices of (a) not providing a clear and conspicuous|
written disclosure, in a document that consists solely of the disclosure, that a consumer
report may be obtained for employment purposes; and, (b) failing to provide employment
applicants with a copy of background reports and written summaries of FCRA rights.
There is no reading or interpretation of sections 1681b(b)(2) and 1681b(b)(3)(A) of the
FCRA, or any provision for that matter, which would justify, sanction, excuse or condong
such practices.

30. Prior to taking any action on Plaintiff’s employment application to deny
Plaintiff the employment opportunity, Defendant failed to provide Plaintiff a copy of the
consumer report to Plaintiff.

31. Prior to taking any action on Plaintiff’s employment application to deny
Plaintiff the employment opportunity, Defendant failed to provide to Plaintiff a
description in writing of the rights of Plaintiff under the FCRA.

32.  On or before July 27, 2018, Defendant made a determination not to hire
Plaintiff.
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33.  On or about July 27, 2018, Defendant sent Plaintiff correspondence
informing him that he had been denied a position of employment with Defendant based|
on information it had received from SentryLink, LLC.

34. Defendant’s conduct was consistent with its standard policies and
procedures for using consumer reports to evaluate candidates for hiring, retention, and or
promotion.

35. Defendant’s conduct as delineated above was willful and a reckless
disregard for the law and the rights of the Plaintiff.

36. As a result of Defendant’s conduct, as delineated above, Plaintiff has
suffered actual damages in the form of financial and dignitary harm arising from|
Defendant’s review of his personal information and an injury to his reputation, and
Defendant’s failure to provide Plaintiff the requisite disclosures and an opportunity to
spare his good name and obtain meaningful employment. Furthermore, Plaintiff will
continue to suffer the same harm for an indefinite time in the future, all to Plaintiff’s
great detriment and loss.

V. CLASS ALLEGATIONS

37.  Plaintiff brings this action individually and on behalf of a class of
individuals pursuant to Rule 23 of the Federal Rules of Civil Procedure.
38.  Plaintiff brings this action individually and as a class action for Defendant’s
violations of sections 1681b(b)(2) and 1681b(b)(3)(A) of the FCRA, pursuant to
Rules 23(a) and 23(b) of the Federal Rules of Civil Procedure, on behalf of the following
Classes:
(a)  All natural persons residing within the United States and its
Territories regarding whom, beginning two (2) years prior to the filing
of this Complaint and continuing through the conclusion of this
action, the Defendant procured or caused to be procured a consumer

report for employment purposes using a written disclosure containing
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language substantially similar in form to the Employee Authorization
to Release Records form provided to Plaintiff, described above and
attached hereto as Exhibit A.

(b)  All natural persons residing in the United States who (i) within two
(2) years prior to the filing of the Complaint, (i1) applied for
employment with Defendant, (ii1) were the subject of a consumer
report used by Defendant for employment purposes, (iv) were the
subject of an adverse employment action by Defendant, and (iv) were
not provided with a copy of the report and/or a written summary of
their rights under the FCRA prior to the adverse action.

39. The Classes are each so numerous that joinder of all members is
impracticable. Although the precise number of Class members is known only to
Defendant, Plaintiff avers upon information and belief that the Class numbers in the
hundreds if not thousands. Defendant has 33  offices globally

(https://www.darktrace.com/overview/) and utilizes common practices and procedures for

screening job applicants.

40. There are questions of law and fact common to the Class that predominate
over any questions affecting only individual Class members. The principal questions
include whether Defendant willfully violated section 1681b(b)(2) of the FCRA by
procuring or causing to be procured consumer reports for employment purposes without
providing a clear and conspicuous disclosure in a document that consists solely of the
disclosure that a consumer report may be obtained for employment purposes, and|
whether Defendant, by employing a policy and practice of failing to provide job
applicants with pre-adverse action notices, willfully and negligently violated section|
1681b(b)(3).

41. Plaintiff’s claims are typical of the claims of the Class, which all arise from

the same operative facts and are based on the same legal theories.
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42. Plaintiff will fairly and adequately protect the interests of the Class. Plaintiff
is committed to vigorously litigating this matter. Plaintiff has secured counsel
experienced in handling consumer class actions. Neither Plaintiff nor his counsel has anyj
interests which might cause them not to vigorously pursue this claim.

43. This action should be maintained as a class action because the prosecution of
separate actions by individual members of the Class would create a risk of inconsistent o1
varying adjudications with respect to individual members which would establish|
incompatible standards of conduct for the parties opposing the Class, as well as a risk of]
adjudications with respect to individual members which would as a practical matter be
dispositive of the interests of other members not parties to the adjudications of
substantially impair or impede their ability to protect their interests.

44. A class action is a superior method for the fair and efficient adjudication of
this controversy. The interest of Class members in individually controlling the
prosecution of separate claims against Defendant is small as the maximum statutory
damages are limited to $1,000.00 under the FCRA. Management of the Class claims is
likely to present significantly fewer difficulties than those presented in many individual

claims. The identities of the Class members may be obtained from Defendant’s records.

VI. CAUSES OF ACTION
COUNT ONE — FCRA § 1681b(b)(2)

45. Plaintiff incorporates the foregoing paragraphs as though the same were set
forth at length herein.

46. The background or consumer reports that Defendant procures or causes to be
procured regarding employment applicants are “consumer reports” within the meaning of
15 U.S.C. § 1681a(d).

47. The FCRA provides that “a person may not procure a consumer report, or

cause a consumer report to be procured, for employment purposes with respect to anyj
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consumer, unless (i) a clear and conspicuous disclosure has been made in writing to the
consumer at any time before the report is procured or caused to be procured, in
document that consists solely of the disclosure, that a consumer report may be obtained|
for employment purposes.” 15 U.S.C. § 1681b(b)(2)(A)(1).

48. Defendant is a “person” that regularly procures or causes consumer reports
to be procured for employment purposes.

49.  As such, the FCRA requires Defendant to clearly and conspicuously disclose
to the consumer in writing, in a document that consists solely of the disclosure that a
consumer report may be obtained for employment purposes. 15 US.C. §
1681b(b)(2)(A)(1).

50. Defendant willfully violated section 1681b(b)(2) of the FCRA by failing to
provide to the consumer a disclosure that consists solely of the required disclosure
because it instead included in the form Authorization a requirement that the consumer
release Defendant and the consumer reporting agency of its choice from any liability]
resulting from providing background information concerning the consumer.

51. Pursuant to section 1681n of the FCRA, Defendant is liable for willfully
violating FCRA section 1681b(b)(2) by procuring or causing to be procured a consumer
report for employment purposes without first providing a clear and conspicuous|
disclosure in writing to the consumer in a document that consists solely of the disclosurg]
that a consumer report may be obtained for employment purposes.

COUNT TWO — FCRA § 1681b(b)(3)

52.  Plaintiff incorporates the foregoing paragraphs as though the same were set
forth at length herein.

53. The background or consumer reports that Defendant purchases regarding
employment applicants are “consumer reports” within the meaning of 15 U.S.C. §

1681a(d).
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54. The FCRA provides that any person “using a consumer report for
employment purposes” who intends to take any “adverse action based in whole or in part
on the report,” must provide the consumer a written description of the consumer’s rights
under the FCRA, as prescribed by the Federal Trade Commission, before taking such
adverse action. 15 U.S.C. § 1681b(b)(3)(A).

55. For purposes of this requirement, an “adverse action” includes “any . . .
decision . . . that adversely affects any current or prospective employee.” 15 U.S.C. §
1681a(k)(1)(B)(ii).

56. Defendant is a “person” that regularly uses consumer reports for
employment purposes.

57. The FCRA requires Defendant, as a user of consumer reports for
employment purposes, before taking adverse action based in whole or in part on the
report, to provide to the consumer to whom the report relates, a copy of the report and a
written description of the consumer’s rights under the FCRA. 15 U.S.C. §
1681b(b)(3)(A)(1), (ii).

58. Defendant willfully violated section 1681b(b)(3) of the FCRA by failing to
provide to the consumer about whom the report relates a copy of the report and a written|
description of the consumer’s rights under the FCRA a sufficient time before it took]
adverse action based in whole or in part on the consumer report.

V. JURY DEMAND

59.  Plaintiff hereby demands a trial by jury on all issues so triable.
VI. PRAYER FOR RELIEF
WHEREFORE, Plaintiff seeks relief against the Defendant as follows:

(@)  That an order be entered certifying the proposed Class under Rule 23
of the Federal Rules of Civil Procedure and appointing Plaintiff and
his counsel to represent the Class;

(b)  That judgment be entered against Defendant for statutory damages in|
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the amount of not less than $100 and not more than $1,000 per
violation per Class member, pursuant to 15 U.S.C. § 1681n(a);

(c)  That judgment be entered against Defendant for punitive damages
pursuant to 15 U.S.C. § 1681n(a)(2);

(d)  That the Court award costs and reasonable attorney's fees; and

(¢)  That the Court grant such other and further relief as may be just and|

proper.

Respectfully submitted,

By: /s/ Stephanie R. Tatar
One of Plaintiff’s Attorneys

Stephanie R. Tatar (237792)

Tatar Law Firm, APC

3500 West Olive Avenue, Suite 300
Burbank, California 91505

Tel: (323) 744-1146

Fax: (888) 778-5695
stephanie@thetatarlawfirm.com
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Employee Authorization to Release Records

I understand and agree that: The information supplied, was submitted by myself, and all information is true and correct, to the
best of my knowledge. I understand that false or misleading information given will be considered as cause for possible
dismissal. I also understand that I am to abide by all rules and regulations of the company. The company has my authorization
to thoroughly investigate my work and personal history. I understand that the information supplied by me, regarding my:
Employment History, Education (including an authorization to release transcripts), Credit History, Criminal History, Medical
and Professional Licensing, Motor Vehicle Record(s), Residence History, and References, will be utilized as part of the
processing procedures. A background check will be conducted to verify the veracity of the information submitted and will be
utilized to develop information concerning my character, general reputation, personal characteristics, and mode of living. I
will hold no person liable for giving or receiving information in this investigation. I hereby authorize SentryLink LLC an
agent of Darkirace Inc to make a thorough check of my past Employment, Education, and activities.

I release from liability all persons, companies, and corporations supplying that information.

I release and indemnify Darktrace Inc and SentryLink LLC against any liability that might result from making such
background checks. A copy of this form is as valid as the original.

EMPLOYEE
Dec-Hacopian Nicholas
Last Name First Name Date of Birth mm/dd
Other Name(s) Maiden/Married Driver’s License Number State

RESIDENCES (Starting with current)

| Street Address i How Long? 1 yr
4

{ Street Address i How Long? i 0 yrs

POSITION | DATE OF EMP.

SCHOOL(S) | NAME OF SCHOOL CITY/STATE DATES YEAR
ATTENDED ATTENDED GRADUATED
High School

The following information is used for identification and statistical purposes. It is not used in any manner considered

discriminatory under EEOC guidelines.

Date of Birtt (N

Race (WAE_ | sex M | zetepone [

I %%?ZM//&%Q 7.12 - 2o(¢

Slgnatu re Date Signed
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Authority For Civil Cover Sheet. The JS-CAND 44 civil cover sheet and the information contained herein neither replaces nor supplements the filings and
service of pleading or other papers as required by law, except as provided by local rules of court. This form, approved in its original form by the Judicial
Conference of the United States in September 1974, is required for the Clerk of Court to initiate the civil docket sheet. Consequently, a civil cover sheet is
submitted to the Clerk of Court for each civil complaint filed. The attorney filing a case should complete the form as follows:
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VI

VIL.

VIIL.

Date

Plaintiffs-Defendants. Enter names (last, first, middle initial) of plaintiff and defendant. If the plaintiff or defendant is a government agency, use
only the full name or standard abbreviations. If the plaintiff or defendant is an official within a government agency, identify first the agency and
then the official, giving both name and title.

County of Residence. For each civil case filed, except U.S. plaintiff cases, enter the name of the county where the first listed plaintiff resides at the
time of filing. In U.S. plaintiff cases, enter the name of the county in which the first listed defendant resides at the time of filing. (NOTE: In land
condemnation cases, the county of residence of the “defendant” is the location of the tract of land involved.)

Attorneys. Enter the firm name, address, telephone number, and attorney of record. If there are several attorneys, list them on an attachment, noting
in this section “(see attachment).”

Jurisdiction. The basis of jurisdiction is set forth under Federal Rule of Civil Procedure 8(a), which requires that jurisdictions be shown in
pleadings. Place an “X” in one of the boxes. If there is more than one basis of jurisdiction, precedence is given in the order shown below.

(1) United States plaintiff. Jurisdiction based on 28 USC 88§ 1345 and 1348. Suits by agencies and officers of the United States are included here.

(2) United States defendant. When the plaintiff is suing the United States, its officers or agencies, place an “X” in this box.

(3) Federal question. This refers to suits under 28 USC § 1331, where jurisdiction arises under the Constitution of the United States, an amendment
to the Constitution, an act of Congress or a treaty of the United States. In cases where the U.S. is a party, the U.S. plaintiff or defendant code
takes precedence, and box 1 or 2 should be marked.

(4) Diversity of citizenship. This refers to suits under 28 USC § 1332, where parties are citizens of different states. When Box 4 is checked, the
citizenship of the different parties must be checked. (See Section Il below; NOTE: federal question actions take precedence over diversity
cases.)

Residence (citizenship) of Principal Parties. This section of the JS-CAND 44 is to be completed if diversity of citizenship was indicated above.
Mark this section for each principal party.

Nature of Suit. Place an “X” in the appropriate box. If the nature of suit cannot be determined, be sure the cause of action, in Section VI below, is
sufficient to enable the deputy clerk or the statistical clerk(s) in the Administrative Office to determine the nature of suit. If the cause fits more than
one nature of suit, select the most definitive.

Origin. Place an “X” in one of the six boxes.

(1) Original Proceedings. Cases originating in the United States district courts.

(2) Removed from State Court. Proceedings initiated in state courts may be removed to the district courts under Title 28 USC § 1441. When the
petition for removal is granted, check this box.

(3) Remanded from Appellate Court. Check this box for cases remanded to the district court for further action. Use the date of remand as the filing
date.

(4) Reinstated or Reopened. Check this box for cases reinstated or reopened in the district court. Use the reopening date as the filing date.

(5) Transferred from Another District. For cases transferred under Title 28 USC § 1404(a). Do not use this for within district transfers or
multidistrict litigation transfers.

(6) Multidistrict Litigation Transfer. Check this box when a multidistrict case is transferred into the district under authority of Title 28 USC
§ 1407. When this box is checked, do not check (5) above.

(8) Multidistrict Litigation Direct File. Check this box when a multidistrict litigation case is filed in the same district as the Master MDL docket.

Please note that there is no Origin Code 7. Origin Code 7 was used for historical records and is no longer relevant due to changes in statute.

Cause of Action. Report the civil statute directly related to the cause of action and give a brief description of the cause. Do not cite jurisdictional
statutes unless diversity. Example: U.S. Civil Statute: 47 USC § 553. Brief Description: Unauthorized reception of cable service.

Requested in Complaint. Class Action. Place an “X” in this box if you are filing a class action under Federal Rule of Civil Procedure 23.
Demand. In this space enter the actual dollar amount being demanded or indicate other demand, such as a preliminary injunction.
Jury Demand. Check the appropriate box to indicate whether or not a jury is being demanded.

Related Cases. This section of the JS-CAND 44 is used to identify related pending cases, if any. If there are related pending cases, insert the docket
numbers and the corresponding judge names for such cases.

Divisional Assignment. If the Nature of Suit is under Property Rights or Prisoner Petitions or the matter is a Securities Class Action, leave this
section blank. For all other cases, identify the divisional venue according to Civil Local Rule 3-2: “the county in which a substantial part of the
events or omissions which give rise to the claim occurred or in which a substantial part of the property that is the subject of the action is situated.”
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Attorneys. Enter the firm name, address, telephone number, and attorney of record. If there are several attorneys, list them on an attachment, noting
in this section “(see attachment).”

Jurisdiction. The basis of jurisdiction is set forth under Federal Rule of Civil Procedure 8(a), which requires that jurisdictions be shown in
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