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SAMINI SCHEINI3ERG, PC 
Bobby Sainini (SBN I $1796) 
'I'heodore G. Spanos (SBN 123654) 
;Vlatthew M. Hoesly (SBN 289593) 
Bryan C. Oberle (SBN 312154) 
2801 West Coast Higli►vay, Suite 200 
Nesvport Iieach, California 92663 
Telephone: (949) 724-0900 
racsirnile: (949) 724-0901 

MONIQUE DE1.A CRUZ, individually dncl as 
the representative of a class of siinilarly 
situHtcd porsons; 

Plaintiffs, 
I vs. 

EQUIFAX, INC., a Georgia Corporation, and 
I3()F.S 1 througli 50, inclusive, 

Defeitdants. 

i 
~ 

ELECTRONICALLY FILED 
Superior Court of Califomia, 

County of Oranpe 

09M22017 at 12:33:18 PM 
Clerk of the Superior Court 

By Georgina RamirEz, Deputy Clerk 

1. NEGLIGF,NCE 
Z. V[OLATION OF CALIFORNIA 

CONSTITUTION ARTICLE I, 
SECTION I, CONSTITUTIONAi. 
INVASION OF PRIVACY 

3. VIOLATION OF CALIFORNIA 
CIVIL CODE § 1798.80, ET SEQ. 

4. VIOLATION OF I3USINI?SS & 
PROFESSIONS CODE §17200 ET. 
SEQ. 

JURY TRIAL llEMANDk:D 

I Attorneys for Plaijitif~', MONIQUB Dl~,LA CRU7,, individually, 
! ajid as representative of a class of similarly-situated persons 

SUPERIOR C011R7' OF TIIE STATF. OF (:ALIFORNIA 

COUNTY OF ORANGE -- CENl'RAL JUS'1'LCE CEN'I`ER 

.ludge ltThierty Patrick Calaw 

CASF, NO.: 30•2017-00943210-CU-MC•CXC 
CX-105 

CLASS ACTION COMPLAINT FOR: 
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CLASS ACTIt)N COiti1PLUNT 
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CLASS AC"TI()N COMPLAINT 

Plaintiff MONIQUE DE[..A CRU`L ("Nlrtintiff') brings this action, by and througit her 

undersigned counsel, on behalf of iterself and all others simiiar situated in the State of California 

I I ("t^lass members"}, based oti information and belief and tlec investigation of counsel, exccpt for 

information based on personai knowledge, and hereby alleges as follows: 

1. 	NATU F.. OT ACTIUN 

1. This class action laivsuit is brougtht by the above-named Plaintiff on behalf of 

herself and all other siniiiarly situated persons in the (:lass defined below against Defendant 

EQUIFAX iNC. ("Equifax" or "Defcndant") based on Equifax's unittwful and negligent 

~ disciosttre of milliotns of CAiifornia citi7ens' personal information as a. result of a rnassive and 

unprecedented data breach by cyber critninals. The allegations in this Coinplaint are based ott the 

pes•sonal tcnowlcdge of Plaintiff as to herself, upon the investigation of tter counsel, and on 

information and belief as to all other matters. 

2. '1'h3s class action arises froin a data security breach that occiutred sometitne 

between May and July 2017, by which uitautltorized individuals gained access to various sensitive 

and private data such 1s: full nanzes, social seetu•ity numbers, birth dates, addresses, telephone 

numbers, drivers' license itumbers, credit card numbers, and other "personal identifying 

information" affecting as inany as 143 ►nillion Aniericans (thc "[)ata Iireach").' 

3. On Septeinber 7, 2017, Equifax announced that the Data Breach had affected inore 

I than 143 inillion people in the United Stat.esZ--milIions of whotn, like Plaintiff, are citizens of 

f California. F.quifax also annouticed that credit card numbers for about 209,000 U.S. customers 

were contpronttised, in addition to the "personal identifying inforination" of abottt 182,000 IJ.S. 

ctistoiners? Plaintiff avers tltat while Bquifax diseoveeed the Data Breach on Jttly 29, 2017, it did 

not notify the public, for w}hatever reason, until September 7.2017:' 	 ~ 

' http;//tuutic~~.cu»,re~tnl?017!{19!(l7/trrltne~lt>.t!~~/ht~,ine~~/e~3uil~i~-clata-hrt,,tchiinClr.e.htntl 

3 

 ltltt~ti:lli~~~rstor,c~ilax,cutnnu~~~r: and-e~'tn[s/ncw5~:?i}17/t19_{17-2(117.213t}(1UG28 
.1d. 	 T 
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4. 'I'he Uata Breach iuvolving Equifax's customers' accounts is reportedly among the 

worst ever dtte to tlte aniount of people affected njid tltc scnsitive type of ittfornoation exposed' 

Equifax blanies ttte Data Btmaclt on a flaw in the "open-sou+•ce software" running its online 

databases 6 Despite the fact that it collects and stores sinsitivc personal and finaticial iuformation 

for millions of customers, E:quifax failed to implement and inaitttain adequate and advanced data 

security and dttta tnanagernent systems and policies, particularly in light of the credible seeurity 

thrents ajtd risks that affected its operations and systems. 

5. F.quifax owed a duty to Plaintiff and Class members to take rcasonable measure to 

ettsure their private information was adcqttately protected. Equifax knew or should ltave known 

that exposure aiid pubtication of Plaintiff's and Class members' private information would result 

in dainages and hartn. Equifax breached its duty to Plainti€f and Class members by ereatittg an 

1 undue risk tttat Plaintiff and Class members' private infonnatioat would be compronused and 

exposed. P.quif'ax failed to itnplement ttnd maitttain adequate information security syst.etns and 

failed to implement a,td maintain adequate infot-mation security policies and procedures. Equifax 

failed to follow infot•nintion security policies and procedures and faited to prevent the 

unauthoriz.ed access to and exposuro and publication of Plaintiff's aud Class tnembers' private 

information. '1`l>is conduct was reckless, grossly negligent, and at A mirtinium, negligent. As a 

proximate msult of Equifax's breach of duty, Plaintiff anri Class tnembers' private information 

was cornpromised. 1'laintifl' and Class members were deprived control and ttse of their private 

infortnatiott attd have incut•t-ed fittancial ltarin anti spcnt time to prevent further spread of private 

informtttion. Plaintiff and Class members ►vill continue to suffer damages to protect private 

infonnation from unlawFul use. 

(i. 	Plaintiff and Class members have a pt•otected privacy interest in the private I 

inforntation they provided to Eqtlifax as part of tlieir respective user-service provider relationship. 

Plaintiff and C'lass inembcrs ivasuttably expccted their private inforination would be used for the 

s  littp://tsioncy.csnn.cocn/2017/09/08/teclulotogy/eqllifax-lulCk-qu/index.11tnti 
" it t1 p:/hsypost.com/20  i 7/t}9lOti!equifa x-blames-giant-breacll-on-vendar-sotfi+-are- 
flaw/?utln eampaigrt=Partncrfced&utm.. mediunz syndicated&utnt_source :flipbuard 

-3— 
('1.ASti A<:TfON CUN•1PGA1\T 

t 

000016

Case 1:18-cv-00034-TWT   Document 1-2   Filed 11/29/17   Page 4 of 26



V~ ~ N ~ 
'ID 

~ ~ t~  

ti 
~ W 

~ 
U ~ ~ ~ 
U] p 

(J
cu 

~ y ~ ►.. d ~ T ~ 

N ~r 
C'4 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

2(} 

21 

22 

23 

24' 

25 

26 

27 

28 

x 
	

litnited purpose of ohtaining and :iiaintaining a ticer-service provider relationship cvith C.quifax 

2 and that Fquifax woutd protect tltis privacy interest. Plaintiff and C:lass membeis have suffered 

11 and continue to suffer datttages as a result of fiquifax's failure to protcct their privacy intere.sts. 

It. 	VE.NUE & .TURISlli(.,"I'ION 

7. This Court has pei:sonal jurisdiction over Defendant because a substantial portion 

of the wrongdoing alleged by Plaiatiff occurred in the State of Califoriva aitd this County, 

Defendant ntaitttains stifficient minitnuttt cotttacts witlt and/or otlterwise intentiottally avails itself 

of the tnarkets in the State of Cali!'ornia and this County, atid Defendattt has sufficient contacts 

witit the State of Califorttia and this County such tltat it is fair and j tust for llefendant to adjudicate 

{ this dispute here in this County in the State of California. 

8. 'I'his Court has jurisdiction over the violations alleged herein. Defendant ]ias 

intentionally prevailcd itsclf of the California market thi-ough participation and other activitics, 

so as to rencicr the exercise of jurisdiction over it by the California Courts consistent with 

I tradit.iottal rtotions of fair play and substantial jtts'tice. 

9. Venue is proper in t:his County because Defendant cottducts business in this 

C'ottttty , Plaintiff resicies in this Cou;ity, a substatttial part of the events, transactions andJor 

ontissions giving rise to the clHin3s ttsserted hereiut occurred in this County and a substatttial 

portion of Dcfendant's wrongdoing is believed to have occucred in this County. In addition, and ' 

upon infortnation anci belief, a significattt ttutnber of Class tnembers reside in this County in the 

f State o!' California. 

1{}. 	There is no federal jurisd'tction under the Class Action Fairtness Act, 28 U.S.C. I 

§1332(d), bec:ausc, otz inforcuatiott and 11eGei', (1) greater thtui two-thirds ofClass menibers arc 

citizans of Califorttia; (2) I'laintiff, on behalf of the Class, seeks significant relief from Defendant 

T:yuifax; and (3) the principAl injtu•ics related to the causes of action lterein were incurred in 

California and causeci liy Defendaut Equifax. 28 U.S.C;. § 1332(d)(4)(A). 

II1[. 	PA 'i'I ES 

11. 	At all matcrial times herein allegc:d, Plaintiff MONIQI)F DELA CRUZ, 

("i'laintit't") is, aud ivas, a user of Defendant Fqttifax's consuiner credit repotling services who is 

-4- 
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11 a C'alifornin citizen in Orange Connty, CA. 1?laintiff s private infcxmatiott was comprised and, 

on infortnation and belief, publicly disseminated and in the Irauds of cyber eriminais. The 

infonnatiot►  tltat rvas comprised as part of the Data Breach incltrdes, at a mitrirnuni: Plaintiff's full 

natne, social security nurnber, birth date, address, telephone nwnber, drivers' license rnuniber, 

credit card nuniber, atid other "personaI idetttifying infortnation:' On inforniation and belief, 

T)efendaut did not infor-tn Plaintiff of the llata I3reach until Septernber 7, 2016, or rrearly two (2) 

tnonths after the Data I3reach occurred. 

12. At all material ti:ttes herein alleged, Defendant EQUIFAX Inc. ("Equifax" or 

"Uefendant") is a corporatiun organized and existing tuider the laws of the state of Georgia, witli 

its global headquarters and principal place of business at 1550 E'eachtree St. & One Atiantic 

Center, Atlantn, Georgia. F.qnifax's regiStel'ed agerit for ser'viCe of procGSs in California ts CSC 

Lawyers lncorporating Service, wtrich maintairts an office at 2710 Gatetivay Oaks 17r. Suite 150 

N in Sacramento, t'alifornia 95833. On infonnation ttnd belief, Equifax is one of tfte three largest 

nationwide credit-repotting cotnpanies that track and rate thc financial history of U.S. consumers. 

13. Plaintiff is ignorant of the true names and capacities of Defendants sued herein as 

DOF?,S I through 50, ijiclusive, and thenefore sue said defendants by strch fictitious rrames. 

Plaintiff will amend this Cotnplaint to allege llre true narnes ancl capacities of said deferrdattts 

when ascertained. Plaintiff is inforrneti and believes, and basec{ thereon allege tltat each of said 

fictitiously nanicd defcnciants acted intentionally, negligently, andlor recklessly or is respottsible 

in sorne niainter f.or the occurTenees herein alleged, and that each of the violations of Plaintiffs' ~ 

rights as therein alleged were proximately and legally cansed by said defendants' actiot►s. 

14. Piaintiff is infor•med and believc.s, and based thet-eon allege that all of the 

Defendants identified herein, whcthcr identified by ttanle or by fictitious natne, were and are the I 

agents, servants, and employees of each of the remaining Defendants, and that in doing the tltirrgs 

allegecl herein were acting ivithin the purposc, course anci scope of said ageucy, service, and/oi- 

ernployment nnd with the perinissiott, cotrsent, autlrorization, and subseqtrent raliftcatiou of eacii 

ot' tlte reroaining ciefendants. 

-5- 
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1 
	

15. 	I'laintiff is informeci and believes, and based tliereon allege that Defendants 

2 I I agrccci tcs, eoopert►ted with, aided, abetted, eltcouraged, ratified, and/or aclopted the acts, actions, 

3 
	wrottgdoing, and representations of each of tlie rcmaining Defendants hercin, aud that in doing 

il 	any act alleged herein, were acting in eottcert aitci through a eivil conspiracy by and among each 

5 
	

Defe;ndant to furtlter the interests of each Defendant itidividttally, and all Defendants as a group. 

G 
	

For this rcason as well, all Defendants are Jointly liabte to the Class. 

7 
	

IV. CACTUAL ALLC(TATIUNS 

8 
	

16. 	Plaii3tiff repeats, r£-alleges ttild incorporates by refel'ence all precedittg paragraphs 

9 I tls though ftllly sct forth herein. 
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17. Equifax is one of the three largest nationwide credit-reporting companies that track 

and rute thc financial lustory of U.S. constmers. As part of its business, Ec}uifax collects and 

stores large volurnes ofsensitive personal and finattciai information about its customers, including 

cacll custonters' futl narne, social security nutnber, birtlt date, addl-ess, telephone itutnber, drivers' 

licensc number, and credit card nutnher. Cquifax gets its data from credit card conlpanies, banks, 

s•etailers, attd lendet-s who 1•epolt ott the credit activity of individuals to credit repo:ting agencies, 

as well as by pttrcltasirng public records' 

18. Even tliotcgh it collects alltl stol•es sensitive personal and financial inforrnatiott for 

I htnndreds of milliotts of customers, E:quifax has failed to adequatcly protect its customers from 

I onc of the largcst data breaches in history. 

19. Sonictinzc between May and Jttly 2017, cyber criminats breached Equifax's . 

network alid gained access to the private information of appt•oximately 143 snillioit Equifax , 

customers, ittcluding Plaintiff nnci C'lass members. At this time, an iiitknown tttunber of terabytes 

2,3 

24 

25 

26 

27 

28 

of data fj•oln Equifax's netwot•k servers have becn accesscd by these unautltorized individuais. 

20. 	Equifax claitns that it has been aware of the 17ata F3roach sincc at least Jnly 29, 

2017. However, Cquifax did not notify its custolners anci thc public ol' the Data F3reach until it 

released a public statetnent on September'7, 20 l7.'' 

' hti }s:flhloc.:•c uita~.r:um/~ reclil/hu%% cic► -crn`tlll•fCt)Urtillf.-i1llCllClt'S_~t~l'I lllclr•111It)1171i1I1o11 1..--- --1. 
s litipsalinvcstor.equifAx.coiu/oews-aind-evenls/itictivs%2017l09-07-2017-21300pG28 
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21. 	In its put)lic statentent, F.quifax announced tltat inforination regarding the names, 

2 
	soc:ial secruity nttmbeis, bitth dates, addresses, telephone numbers, and drivers' license numbers 

:1 
	of as rnany as 143 tnillion Americans had been breached' Additionaily, F:quifax announced tltat 

4 eredit card nurnbers for about 209,000 U.S. ct3stomers were contpromised, in addition to the 

1"ltersonal identifying inforntation" of about 182,000 I1.S. customers.10 '1'his .Uat.a Breaeh is 

reportedly among the worst ever due to the atnount of people affected and the extreniely sensitive 

type of irtformation exposed. The exact nature and extent of the Data Brcach is yet to be 

deter•rniiied, or at least publicly disclosed; however, Plaintiff and Class members' private 

I information has no doubt been comprornised and publicly distributed as herein alleged 

22. Ecluifax's public statement also contains a link to a free website that can help 

customers determine if their infonnation has been potentially itnpacted and to sign up for credit 

fi le monitoring and identity theft protection. However, ivhat the public statementdoes not disclose 

is that individuals who utilize this service must sign arti arbitration agreernent preventing potential 

conrplainants fronz suing, joining a ciass-action suit, or beircfitirig from any class-actiojl 

setticmeut.}' Equifax later added an opt••out pi•ovision, but this requires customers to send a letter 

to Equifax in wr•itirtg witlrin 30 days of accaptirrg tlie monitoring service. 

23. Cquifax recklessly, or as a tnalter of gross negligence, failed to provide adequate 

security measures to protect Plaintiff's and (:lass members' private informatioit. Representatives 

of Fquifax ltave blstmed thc Data I3reach on a flaw in STRUTS, the open-source software ci-eated 

by the Apache Foundation that runs Equifax's onliite databases.'2 Tlhc individuals responsible for, 

the Data Breach apparently exploited a critical vulnerability in STRUTS that has existed in its 

cetde since at least 20{}8." Notably, an attack code that ean be used to exploit this vulnetability 

9 trr 

Id. 
1d 

ld.;lit~:+;n5'Lcst.~:ctntl2lil'!/Il~)/t)~l4,]tliti)~~hl,t~ttr~s-!i~utl-ltrettelt i,n ~encic~r-,t,{7~r~ire- 
Il~► tt'?utttt ciiu~~,f► i}.;ir:~?ni#n~ rti~r.ci<E utnt cttcclit► ln=sYmdi,:attM, titnt tinurce=#liltba;trcl 

	

.--.. 	 ; 	: 	-- 
//,ir,icrluti~~tt.rontl~ttturntatiint-tccliiutic~r~~'l.'_(1 17~'O')h:x Itic,it-~~cse,-lltlic-iiir-su t•rrr-hu~~, 

-- 	- 	~ 	..- - 	-  -- - — 	
ttE_ _ 

at7ecl iit~..l}i,eh• inilt:trt::ilrs 

.. ~ ... 
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l I I was pubiiciy released on the ltiterrtet on or arotutsd Septembcr fi, 2017, which was the day before 

F,quifax's press release regat'ding tlie Data 13reach.''' 

24. Upon leaniittg of the Data Bt-cacit, I:quifax failed to notify Plaitttiff and Class 

membet;s in a tirnely tnatuier as required by law. Despite being aware of the Data 13reach since at 

least July 29, 20l7, l:quifax did not notify the public tuitil September 7, 2017. On information 

and bclief, Lqttifax wxs only forced to ntake a putflic statetnent regarding tite Data Brcach bccause 

a code that exploits a critical vulnerability in its database software went public on or around the 

day before. Fnrthermore, and on information and belief, at no time has Plaintiff beeti infornted by 

{ Equifax that her private infortnation has been cotnuromised andlor what specifec infortnation 

I front her user account was accessed and stoien. 

25. an infortnation and belief, tlte Data 13reach would not Itave occurred if Fquifax 

I had propedy tnaintained, consistcnt witft acceptcd inctustry atandards, adequate security measures 

designed to prevent the uttatttitorized access to Plaintiff's an<i Class anernbers' private irnformation 

maintained by Cquifax. 

26. Equifax's delay of evcn one day, let alone two inontlts of delays, in faiting to notify 

and confirnt the Data Breach with Plaintiff and Class rnembers caused significant harin and 

damages tQ Plaintiff and C:lass merobers. Iiistead of notifying PIaintiff and Class mctnbers of the 

Data Ri'each, scvct'al executives of Equifax sought only to safeguard their own interests, lndeed, 

attd ort or about August 3, 2Q17, a nuniber of Eclttifax cxecutives and employees, including but 

not limited to its Chief Financial Officer, President of lnfortnation Solutions, and Presidettt of 

Workplace Solutions, sotd a substantial amount of Equifax shares on the stock market, grossing 

an estitnated $1.8 million. s̀ 

27. On ittforniation and bclief, lajuifax kaew or sltould have known that its security 

systems and teehnologies ►vould leave its network vulnerable to attacks by unauthorixed third•• ~ 

parly individttals.'I'hc vulrtet'ability it►  STRUTS that Fquifax believes tlte hackers used itas been 

kitown and active siitce at least 2008. Eqttifax, however, failed to take corrective and adequate 

!d. 
~ 

I~ItLalt~tr>rnl.~:nit.c,umi?t)171t1~)!~tllnl'N`tilll.:!r~tEiilax slc~~l;:itttiidc r-~alr>;..ha~ 4;-ilala l,crach 
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11 nteasures to ttpdatc its systettns and techttologies, even after Bquifax had express knowledge ot 

11 prior, liiglily-publieized sectu'ity breaches (sucit as the data breaclh with 1'ahooI, tivhieh occurred 

11 the previous ycar). 

28. On information astd belief, fiquifax has not appreciated the risk of or invested in 

preventittg security breaches. Indeed, the genesis of ttte instant Data Breach clates back more than 

two rnontlts ago, according to Eqttifax, withottt F?quifax publicly disseniinating any infortnation 

whatsoevei- with regard to tltc unauthorized third-party access of its systenis. Thus, and on 

information and belief, and priot• to the Data Fireaclt, Cquifax was aware that it was vulnerable to 

a security breach artd that reasonable steps that could have been taken to reduce security breaehes 

and cyberattacks, were not properly taken. 

29. PlaintitT and Class membcrs will never be able to change some of their private 

information, such as thcir Social Security nuntbers, and credit monitoring rvili not prevent the 

likely iifetiine identity theft issues witlt wltich Plaintiff and Class membet:s have been forced to 

endure and wili cotntinue to endure in the future. Use of stolen data mfly be used and reinain 

publicly available for tnatiy years after this Data Breacls. 

30. As a resttlt of tlie Data Breaeh, an untold nuniber of Internet users now possess the 

private inforniation of Plaintiff and the otlter Clhss nternbers. F+or example, and while credit card 

companies offer protectiou against unattthorized charges, the process is lottg, costly attd genei-ally 

aggravatiug. Physical cards must be replaced, credit card information ttiust be updated on all 

automatic payment accounts, and victims mttst add tlieinselves to ct-edit fraud watch Iists, wlhich 

substantially itnpairs victinis' ability to obtain additional credit. lnitnediatc noticc of breach is 

essetttial to obtain the best protection afforded by these services. However, atnd as alleged above, 

ERuifax faifed to ptnvide s►rcii immediate itotice. thtss fttrtherexacerbating the damages sttstaitied 

by Plaintiff and tlte otlter Class tnembers arising froin the Data Breach. And tsnlike credit card 

infonnation, it is impossible to cltange one's Social Security nutttber. in additioti to otlter private 

information, and on information and belief, photograpliic irnages of Plaintiff and Ciass ntembers 

was also accessed aad reicased-•.•►vhich ftirtlter exacerbates the likclihood of instances of identity I 
thcft uccttrring in the futtire. 

-9- 
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31. Iiiformation about Plaintiff ancl Class menibers ntay also be tised to harass or stalk 

thein. Atid, the threat of `•spear lihishing"• -where details of a person's data can be used to tailor 

a"pltishing" message that looks aui-Itentic, but is actually a ruse to get the consumer to divulge 

~ account iltfortnalion--is real..[ndeed, and ott information and belief, F'laintiff and Class members 

allege that their leaked private information will lead to email, tcicpltone and postal scams tttat ask 

for porsonal inforination. 

V. 	CLASS AC'1'CQN ALI..EGATX4NS 

32. Plaintiff repeats, re-aileges and intirorporates by reference all preceding paragraphs 

-ls though fully set foritt lierein. 

33. Plaintitf brings this action on behalf of herself and as a elass aetion, under Code 

of Civii 1'rocedure section 382, on belialf of herself and the "Class" defined as: 

"AII fornier and current users of Lquifax Ine. who are Califontia oiti7ens and 

whose private information was aea.~ssed and obtaincd by unauthorized 

individuals attd/or cyber crirninals, begin.ning on or about May 2017, 

culminating in Gquifax's public antiouncement on Septcntber 7, 2017, lhat said 

private information had bccn hacked and obtaineci by said eyber critninals." 

34. 'ro the extent necessary, the Court can, in addition, and/or in the alternative, cetlify 

apl3ropriate subclasses. 

35. 'E'he "Class Period" is defined a.s tttc time period starting on ot' about May 1, 2017 ' 

(or the datc t,porn whieh the Data .I3i-each first occtirr'ed) and contitiuing through the present. 

36. Specificaify excluded fronl the C:lass, are: (a) any offtcers, direetors or cinployees ' 

ot' Defendant; (b) any judgc assigned to ltear this case (or spouse ot' fajnify tneniber of any 

assigned judge); (e) any employee cif tlic Court; (d) any juror selected to lhear this case; and (e) 

persons who tinicly anci properly exclucic tliemselves ti-om tihe Class. 

37. All reqttitrments for clas.s certitication are satisficd witlt respcct to t13e Class. 

—1U— 
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38. 	Asee.rtainable Class. The comniunity of interest among these Class menibers in 

the litigation is weil defuied and the proposed Class is ascet4ainable and identifiable from 

objcctivc critcria. As part of the hiring process and employntent reiationship, Defendant records 

employee's fitIl i>ame, address and othet• contact inforrnation. 

	

39, 	As such, the Class can be asceriaincd tlu•ouglt objectivc critcria and its metnbers 

can be individually identified ttirough Equifax's reeords. If necessary to preserve the case as a 

c11ss action, the Coul# itself can tvdefne the Class and any subclass. 

40. Numerosity of the Class. Members of tlte Class are so numcrous that tlteir 

individual joindcr herein is impracticable. The precise number of inembers of the Ctass is 

presently unknown to Plaintiff, but Plaintiff is infoimed and believes that the Class includes 

millions of individuals. 

41. Cornmon Qucstions of Fact attd Law Exist and Predomiiiate over Individual 

Issues. There is a welt-defined contutunity of interest in 1he questions of law and fact involved 

aflccting thc parties to be i-cpresented. "Clicsc conatnon questions of law and fact exist as to ail 

tnctnbcrs ofthc Class and predotninate over the cluestions affecting only individttal ntcinbers of 

the Class. Thesc coiumon legal aad factual qucstions include without liniitation: 

tt. Wttetlier llei'endant engaged in the conduct as alleged herein; 

b. Whcther Defendant owed a Iegal duty to Plaintirfand the Class to protect their 

private itiforntation and, if so, Miether Defettdant breached its legal duty; 

c. Wltether Defendant failcd to exercise reasortablc caee to protect the private j 

informalion oi'Plaintiff atid ntcntbers of thc; Class; 

d. Whether Defendant's conduct ivas t•eckless atid/or gnossly negligent; 

e. Whetliet• Defcndant infornied Ylaintiff and tnentbers of the Class of a bt•each 

of lheir private inl'orntation in a tiniely txnd actequate manner; 

f. Whether Defcndatnt's coitduct violatud Cal. Const., Art. 1, § 1; 

g. Whether Defendant's conduct violateci Cal. Civ. Code § 1798.80, et seq.; 

h. Wltetlter 1)efendant's colidttct violtttcd Cal. Bus. Prof: Code § 17200, et secl.; 

.11 
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I are involved as to all ntcmbers in the Class. Itidividual questions, if atty, liale by cotnparison, in 

both quality and quantity, to the numcrous common questions that doniinate this action. 

43. Plaintiff is a membcr of and prescnts elaims that are typieal of the claims of 

menibers of thc Class. Plaintiff and each Class member sulfered a breach of their private 

information during thc Class Neriod. Plaintiff and ail Class members each sustained damages 

at'ising front Defendant's rvrongfiul conduct, as alleged more fully hereiri. The saine utaterial facts 

that f)efendant witlilield from t}te Plaintiffs were vvithheld from the other tnenibers ofthe Class. 

Tlic tcst for materiality is an objective test subject to class widc proof. 

44. All tnernbers ot'the Class have been the subject of Defendant's unlawful conduct 

as described herein. 717e relief sought is common, unitary, and class-wide in nature. 

45. Adequacy of Representation. T'ltc adcquacy require.ment is satisfied. The above- 

named Plaintiff is adequate to serve as class rept-est:ittative for the Class and is willing to fulfill 

any required duties. The Court ntakes the ultimate detennination and appointment of class 

rrpresentatives and counscl. Plaintiff and counseI of record will ltave the opportunity to 

adequately represcnt and protcct the interests of tlte members of the Class at the timc the Court I 

decides wlsc•tltcr to ccrtify the Class. "[llc uttdersigned counsel are adcquate in all respects and 

qttalified to servc as class counsel. 

46. C:ommuni!y of Interests. "L'he Class (and any subclasses, if applicable) has awell-

dcfincd conmitinity of interest in the qucstions of fact anci law to be litigated. The common 

tittcstions of law and fact arc pl'edolillliFlnt R'itll 1-espect to the liability issttes, relief issues and 

auticipated aflirmative defcnses. The Naiued Plaintiff has claiuts typical ot'tlhe Class. 6Vithout 

-12- 
C;L,13S AC7'ION CUNlt'LAIi•iT 

i. Whcthei• Plaintiff and thc other membeis of the Class are entitled to acthtal, 

statutory, or other foi-ms of daniages, atid other iuotietary relief; and 

j. Whether Plaintiff and other membes•s of the Class are entitled to equitahle 

relief, including but not limited to injunctive relief and restitution. 

42. 	Defendant has engaged in a cominon course ot' coitduct giving rise to the legal 

rights sought to be enforced by Plaintiff' individually and on belial l' of the otlicr membet-s of the 

C:lass. Siniilar or identieal statutory ancl cornmon iaw violations, busincss praetices, and injuries 
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fI Iimitation, as a result of Defendant's conduct aticged herein, tlie namcd Plaintifi'was: (a) injured; 

(b) susl.ained pecuniAry loss in an asccrtaijiable an2otuit to be proven at lhc time of trial. 

47. Suoriority of Class Aditidication. 'I'he ccrtification of a class in this action is 

superior the litigation of a multitucic of cases by nicntbers of thc putativc classes. Class 

<tdjudication will conserve,judicial resnurces and will lvoid the possibility of inconsistentrulings. 

Morcover, there ai'e Class inembers who arc unlikely to join or bring an action due to, among 

11 otiier reasons, tlieir reluctance to sue Defendant and/or their inability to afford a separate action. 

jEquity dictates t1tAt al1 persons wlto stand to bene6t feom the reliefsought herein should be subject 

to the lawstiit and hence subject to an order sprea61g ihe costs of the litigation ainong the clas.5 

inembers irt relalionship to the benetits received. Even if the membeis of the Class themselves 

could afford individual litigation, the court system could not. liidividttalized litigation presents a 

potcntial for inconsislent or eontradictory,judgments. lndividualized litigation increases the delay 

tttld expense to all partic.~s and thc court system prescnted by the complex legal and factual issues 

of the case. 13y cont►ast, the elass action tlevice prescnts far fewer management difficulties, auid 

provides the betnuflts of singic adjudication, economy of scale, and comprehensive stupervision 

I by a single cotirt. 

48. ln the alteraative, (lie above-detined Class (and any stibclasses, if applicable) may 

I bc ccrtif ied because: 

a, `Tlie pt•osccution of separate actions b)r the individual meiiibers of t}ie Cla.ss 

wuuld creatc a risl: of inconsistent or varying acijudication witft respect ta 

iadividual {`lass mettibers' claims which would establish uiconipatible 

standards of cotldttct fol' DetCndatlt. 

b. The prosectition of separate actions by individual mernbets ofthc Class woit[d 

ereate a risk of adjudiccttions which ivould as a pY-actical matter be dispositive 

of the interests ol' olher mernbcrs of lhc Class who are not parties to the 

adjudictttiotts, or which Nvould stibstatttially innpair or impede the ability of 

other Class meinbers to protect tlicir interests; and 

-r3 - 
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c. Defcndant lias acted or refused lo act on grounds generally applicable to the 

t;lass, therelsy making appropriate final a2id injunctive relicf witli respect to 

the (:lass. 

p`iRST (,;AVSB OF A,CTION 

NEGLIGENCE 

(On f3ehalf oi' Plaintiff and Clstss Mentbers) 

49. Plaintiff re-aileges and incorporates by reference all pt-eceding paragraphs as 

thouglf fully set fort(t lter•ein. 

50. Piairrtiff and Class tnernbers were recluired to provide Equifax with certaity 

personal infortrratiotr, irrcluding but not (imitcd to their full nanie, social sectlrity nurnber, birth 

clate, address, telcpltone nutnber, drivers' license ntrmber, and credit card nurnber, in connection 

wit(r the use of its services. Fquifax collected and stored this information. 

51. Fguifax had full knowledge of thc sensitivity of Plaintiff's antf Clas,s niembers' 

personal inforrnation, as we11 as tlze type of harm thal would occur if suc(t personal inforntatiotr 

were wrongfully discloscd, if disclosure was not titnely 2•emediated, or if Class rnenibers were not 

tirnely and adecluately altered of the Data I3reaches. 

52. F,claifax owed a duty to PttrintillF arrd of(tcr C:Itiss nu:ttzbers to exercise reasonable 

care in safeguardind arrcl protectiug tlre private infor-inatiorr in its possession frotn being 

cornpromised, Iost, stolen, misused,and or/clisclosed to unautltorizeci part.ies.'1'his dttty inclttded, a 

among otlier lhirtgs, designing, ritaintainiog, and testing Fquifax's security systettts to ensu,-c tliat ' 

Plaintiffs and the otller Class mernber-s' privarc: irtforiltation in E?quifax's possession was 

adeqttately secw•cd artd protectecl. E:quifitx further hacf a duty to itnplement 13rocessrs tlrat would 

detect a breach of its security systent in a tirirely niartner, tard thereafter, report said bre.icll to its 

aff'erted users ,t1c(r as Plaintiff enci Class mcrtibers. 

53. Fqttifax h.rd a tluty to riniely disclosr to Plaintiff ttnd otlher Class rneniher;s that 

lheir private infwviation liaci ticen or was retisonahly be.lie~,ecl tu Imve been corttproniised.'1'itttely 

cfisetosure tivas apin-opriate so tiittl, ainntit! other tltin;;s. Plaintiff and otlte.t• C'lass tiietltbet•s ct,uicl 

-]9- 
CLASS ACTION (:U1•iPl..A17Y'I' 

000027

Case 1:18-cv-00034-TWT   Document 1-2   Filed 11/29/17   Page 15 of 26



V G C) ~r 44 N 6 

V ~ r o~ 

W 
y o 

U ~ ~ ~ ~ a~ 
V! o 4; 
. V ~ y 
z 

> s 

1 

2 

3 

4 

5 

6 

7 

$II 
9 I 

10 

11 

12 

13 

14 

15 

]6 

17 

18 

19 

20 

21 I 

22 

23 

24 

25 

26 

27 

28 

i

tstke appropriate measures to ftvoicl tt,c of their Social Security nunibers, credit card inforniation 

-itid ntonitnr titeir otther privttte inforrnation ancl cr-edit repoi•ts, for exarttllle,for #'rautltrlent activity, 

54. Eqttifax breaclted its duty to cxercise reasonable care in safcguarding and 

protecting PltritrtifPs attd Class utetttbet-s' private inforntation in its poss4ssion by failing to adopt, 

itttplement, and riiaintain adecluitte security rtncasures to safeguarrl Plaintiff:s and the other Class 

ntctnhet:S' 1N-ivate ittforniation; fliling to aciequately niouito,• tlte security of its ttetwork; allo+ving 

11 ttnatut)toriied access to Piaintiffs astd ttte otfter C:lass me2itbers' private inforrttation stored on its 

f servers atid systenis; and failing tu recogrtizc in a time!.y ntanner that its systetris anci servers hacl 

becrt bre;tc.ltecl and/or otlterwise comprortiisect by xrn tntautltorized tl3ird party. 

55. L:quifax breached its dtrty tu titnely disclose that Plaintiffs <tnd tlte otiter C:lass 

ntetttbers" private irtformation in its possession had been, or tvas reasonably believed to lrave been, 

( stnlen or cott3promised. 

56. Fquifs:x's failure to comply %vitlh irndustt-y negtdations, suclt as the Payment Carct 

inctastry Data Security Stanclard ("PC'1 L7SS"), and the delay bet►veen the tlate of intrrtsion (lblay 

to .fn1y 2(} 17) antl tlte date Equifttx inforntcd its users aitcl the Qeneral puhlic of the Data f3rettclt 

i
(Septeniber 7, 2017) ftrrfher evidence l:yuifztx's ttegligence in failing to exercise reasonable care 

in safcguattling and lrrotecting Plaintiff's and the other C:lass memher's private irtforntation in its 

possesston. 

57. Sttt for P.cluifax's wrongPul ttuti ttegligent brettch of its dutics o►ved to Plaitttiffattd j 

thc othc:r Class mentbers, tlteir ptivate infortrtation wott)ci ttot have heeu comprotnised and 

rtcccssect by cyber criminals, and likcly publicizeci and sold on tlte Black Market o,t tbe Jnternet. 

58. '1'Ite ittjury ancl harut suffcrccl by f'laintiff attcl tlte otlter Class menibers tivas the 

reasonarttly foresecable result of Equilax's faiiure to exer-cisc rettsonaUle carc in safeguar-ditig and 

hrotming Plaintiff s and the othcr Class membcr:g, privtttt itrforniation within its possession. I 

t~quit;tx knew or should have kuciwn that its systcuiy atrd techrnologic.s for processinr and securirng 

1'lairrtiffs and the othcr C'Ittss member:s' pr-ivrrte it3fcsrntatior►  trtd security vulnerabilities. 

59. 11rLen using Ftluifax's serviceti. Pl,rinti#f helicvecl that L:ctuit;tx would protect her 

wnsitive hersouul and lirrutcial inforinrrtion, incluclinr btrt not Iimiled to her full name, social 

- 15.. 
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security nernttler, l)itill datC. adLtress, teleplloile nurnbel', drlvers' llcense tltlnlber, and cr•edit carci 

mmber. In excllange, P1,iintiff allo►vcci srrch seusitive personal and firlancial inforcllatiort to be 

coliected and storcd by Etluifax. 

GU. 	Haid Plaintiff known that i:quifnx tivollld eitller disciose her information, 

ivadequately protect that infarmatiorl, or other4vise allow uuautlhot•ized persorts to acquire that 

illt'ortt1ation ►vitttout her perniission, slre cvould ttot have providecl that informatiott to E:quifax. 

Gl. 	F..quifax's ilegligellee was a substttntial factor i.n c,lusirlg llarrn to Plailttiff and 

ClAss Inenthers. 

62_ 	As a result of Equ'rf:rx's rlegligence, Plairttiff arid Class rllernbers incurt-ed andlor 

will contirtue to irtcur econornic daniages relating to expenses for ca•edit monitoring, time alld 

tnouey spent protectutg themselves, thcir credit aud their reputations. Econontic dantages tivill 

contirtne to accrue tlecause Plaintiff atncl Class members are at an increased risk of identity theft. 

63. To date, Piait►tiff has spettt several hottrs taking action to mitigAte the itnpact of 

the Data l3reach, inclirding reaearch tlte Data Breach, revie+ving her ct-edit reports and financial 

accotults for fraud aud suspicious activity and researching credit mortitorir2g services. 

64. Plaintiff, ott belialf of herself rtncf Class itlenlbers, seeks ati r-ernedies available at 

law, ittcludinK iitjunctive i-elief, in an arnount arnci/or form of relief to be determirted at trial . 

SLCO D t:Al)SL+' Ola' ACTYON 

VIOLAI'ION OF CAL. CONSTITiITION ART.1, SEC.1, CONSTITUTIONAI, 

INVASYON O.F PRIVACY 

(On Beltalf nf Plain#iff Rnd Class Members) 

65. plaintiff iucorpcnales by r'eference ail preceding paragr;Iphs of this Conlpl,tint as 

ihuahh fully stlttcl hcreiu. 

fiG. 	(:al. Const., Art. I., sectlou I flrovides, in pertiilent prut, tlrat "lalli lleople are tly 

nature free and indepc;nclent and htrve incilientl0le rights. Amonh tllrse ar-e e»joyi+lg and defericfirtg 

iif'e and Iiherty, rrcquirirnr, perssessing, and protectinr protlerty, rirld llursuing arld obtair► ing safety, 

lsappirle5s,.u:d lu•ivacy.,, 

- 16- 
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67. Plaintiff and C_'lass niembeis liad a legally protc:cted pr-ivttcy itttervst in tite private 

infor•uiation tttAt tbcy lxoviciccl to Eyuifax anci stored on it5 systcros ttttd servers. 

68. Plttintif'f anct Ciass rnentbers ltad a reflsortable expectatiou of privacy 1s to the 

privnte itnforiiiatioti thttt they provicled Equit'ax under the eircutnstances of their tuse of Equifax's 

cntail accottnt ,tttcl general online/settrch enlgine set-vices. 

69. Equifax's nctions ancl inactions, as allegeci lterein,:tmounted to a serioas ittvasion 

of the protecteci privacy interests of Plaintiff aud Clttss ttternbers. 

70. lrqttifax's invasiott of I'laintiffs auc-1 Clnss tneuibers' r•easottable expectation of 

I privncy causecl PIaintiff attd Class ntetniters to sttt'fet' darttages. 

71. 1'laintiff, individual[y flncl ott belialf of Class rnember:s, seeks all remedies 

avhilable at la4v, inclucling injuttctivc t-clief, in an amount ttntflor fortn to be deterinined at trial. 

THIRD CAUSE OF ACTION 

VIOLATION OF CALIrORNIA CIVIL C011E §1798.80, ET SEQ. 

(Ott I3ebalf of Plainttff and Class Members) 

72. Plalntiff incorporates by rcfeeence all preceding pnragralrhs of this Complaint as 

tltougla fully stated lterei-n. 

73. Section 1798,82 of the California Civil Code provides, iu pertinent poil, as 

I fol l ows: 

(a) Auy person or bttsiness ithat couclucts business in California, nttd that otivns or licenses I 

ccutitputerized data tlhat includes personal ittfrn•matiort, shttll disclose atty breach of the 

secttrity of tlte systeni folloivittg cliscovery or notificrttion of the breaelt in tlte seeurity of 

the cl;tta to any resiclent of Califoruia ivhose ttneitcrypted personal ittforttttttiort ivas, or is 

reasunably believecl to have tx;cu, acquired by ttn utiat,thoriced person. Tlte disclostire 

sh<til be ittacte in tlte ttiost expeclient tittte possible attci witltout unreftsonttble cleltty, 

con,istent witll the Ivgitimate neecls of Iim, ettforeemcnt, as proviciecf in sulxlivision (e), 

or any ineasures rteces,,try to dctermitte thc• scohe of the breacft ai►cl restore ttte re,lsonabie 

isttegrity of tltc clat<t systcnt. 
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(l>) Atty person or butiiness tltat tttaintaitts contpttterized (lata t€iat includes personttl 

infortttatiott that t!►e pet'son or businc;ss does tuol own sltall notifv the owtier crr licensee of 

tlte inforttiation of any brench of tlte secarity of the clata itttmediately following discovery, 

if the personal ittforinatiott tivas, or is reasottably beiieved to have been, aeclttired by 1n 

unattthorized pet'son. 

(e) Tlte tentificatioti required by this section niay be delayed if' tt law ettforcetnent agency 

deterntittes that tlte notification witl itnpede a critninal investigation. Tlte notification 

required by tltis scction shall be mttde after the law enforcement agency deterniines that it 

will not cotnpromise the investigatiotz. 

(d) Any person or busittess that i5 reyttirecf to issue a secttrity brettcb notifrcatioa pursttant 

to titis sEwtion slzalt meet all of tlte fUllowittg requirentents: 

(1) The security hreach tiotificetion slitill be ivritten in plaity €angaage. 

(2)'['he sectn•ity hreacli notificatioit slut€1 incltide, at tt miniroam, the foqowing 

inforrnation: 

(A) The name ttnd contact iufrn-tttation of the reporting persoo or bttsittess 

sttbject to illis section. 

(li) A list c>f the types of pet•sonttl inforrotttion tltat were or are Defendant' 

is a merchant willt respcct to tlte Uevices. 

(C) If thc infoi-mation is possible to deternyitte at tlie tinie the tnotice is 

lzrovided, thejt any o#' the Foltowing: (i) tlte date of tlte breach, (ii) the 

estimAted cltite of the breacli, ot' (iii) the cintc range tvithin ►vhich tlte breacit 

oamrird. T(te notificatinn shaJd also invlucic tlte dttte of the ttntice. 

(D) A1hethct' iir}tific.ttic»i +vas dclnyecl xs ti result of e lttw eEttioi-cenjent 

inve5tigatioti, il' that infiorm:ttiort is possible tu cirtertitirti :tt the tintr tltr 

noticc i5proviciccl. 
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(E) A general clescription of fiie breach incidcttt, if that ittforntation is 

poscible to cletcrmine at tlte tilne tlie nolice is provided. 

(F) 7"hc toll -free telepllone nurilbcrs and addresses of the rnajor credit 

repottittg agencies if the breach exposed a sociai secttrity nuniber or a 

driver's license or Califorrlia identificaticm card nutnber, 

(f) Any pei-son or business tliat is requirecl to issue a sectn•ity breach ttotification ptrrsuant 

to this section to rtiore tllan 500 Californin resicients as a resttlt of a single breach of the 

sectirity systetlt shati electronically submit a sittgle saritple c.opy of that sectrrity breach 

notifcation, excltldiitg any persottally identifiable information, to the Attottitey Genen[. 

A single samplc copy of a security breach notification slzall not be deetned to be within 

subdivision (f) of Section 6254 of tfhe Govertunettt Code. 

(g) For purposes of this section, "breaclt ofthe security oftlie systeni" rnean5 unnuthorized 

acqttisition of cotnputerized data that comprolnises the security, confidentiality, or 

iniegrity of personal info►'lnation tnaintaittcd by the person or busittess. Good faith 

accltrisitiort of per:tonal itnfortnatiolt by atl etttployee or agent nf the person or business for 

tlte purposes uf the person or busittess is not a breaclI of tlte sectrrity of tlte systein, 

provicled that the pet•soatal informztion is not used or subject to ftn-ltter utlauthorized I 

discloslire, 	 i 

74. Eqtliffix is a"bttsirtess" as det7rted by C.al. Civ. Code § 1798.80(a). 

75. The Uata 13reaclt constituled 1"br-eacli of tlhe security systeni" of Defendartt. 

76. Hquifax tuu'easonably cleltryed infortuing anyone aixtut tlie breach of security of 

PInilltrf#:s and other Class nletlbers' c•orlfidentinl and non hublic iuforntatinn after Defcnclant 

knetiv that tlte Dattt Br•ettch lrHd occtirred. 

77. Cquifax tsiiled to cfisc•lose lo Pl.rintiff and other C'lasv membcrs, witilorii 

uiireasuriable delay, aitd iu the ninst c:spedient tirnc possiUle., the brcat•h ot' sectrrity of its 

- '19 - 
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tnlencrypted, or not properly and securcly encrypted, privatc information ►vhen it tcnew or stlould 

Ilave reasonably believeci such itiformation had br.en cotitpi'ottlised. 

7R. 	Upon inforttiatiotl and belief, tio law enforcemct:t agency instrticted Defendattt 

that ilotiflcation to Plaiutiff or other C:lass iilei»bers wouid inipecle itivestigation. 

79. 'I`!te nature of tlie personal information of Plaintiff and Class ilienibers ►naintaittecl 

by Ccluifax tivas highly sensitive. The llighly sensitive natuj-e of the personal inforniatioit requii-ed 

F.quif.tx to act tivith heiglitened care to assure thc utforntation tivas protected. 

80. FAitifax failed to implement andloi• iziaintain reasonable secut•ity systenis and 

securlty practices aliCl procedtlres appropriate to protcct the higllly sensitive rlature of the personal 

inforniatioii it maintaiiled. 

81. F-quifax's failure to inipletlleut and/or maititain reasonable security systetl3s and 

sectirity practices and procedures appropriate to protect tlle biglily sensitive ntiture of the personai 

inforsnation it tliaitttained resulted in the unattt}toricecl access, use, a,id disclostcre of t'laintif!'s 

and Class +nent bers' personal infornlation. 

82. Pursuant to Cal. Civ. Code sectioti 1798.84: 

(a) Atly wt►iver ol- a provision of tllis title is contrary to public poiicy and is void 

and uilenforceable. 

(b) Any custonter irijared by a violatictt of this titie may institute tl civil actio,l to 

t-ecovel• danlages. 

(c) In addition, fot• a cvillful, intenti.oltal, or reckless violatiotl of Sectiott 1798.83, 

a custotller nlay recover a eivil pcnalty not to exceed three thotisattd dollai;s 

($3 ,00(1) per violation; othercvise, Ihe customer iltay recover a civil penalty of 

up to five hundred dollars ($500) per violation for st vioiation of Section 

1798.83. 

(8) ... 

(e) A+ly bttsiness that viol;t{es, proposes to vio3ate, or ltas vioiateci this tit[e may 

he enjoi»ccl. 

- 20 -- 
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83. Any cc»ttract or agreenient by whicfi ksquifax attentpted to tttake Plaintiff or Class 

mcntbers waive tlieir t•ight to sue Ectuifax or submit their disputes to arbitration are void and 

ttitenfc►rceable pursuAnt to Cal. Civ. Code section 1798.84(a). 

84. As a restult of Defetidant's violauon of Cal. Civ. Code scction 1798,82, Piaintiff 

I and other ClZss meinbers iiyciirreci ecotiotnic damages retating to cxpenses for credit ntonitoring 

and tinic spcnt investigatiug anci securing themsctves from efi'ects of the Data Dreach. 

85. Plaintiff,on behalf of heiself and the Ciass, sccks alI remedies available uuder C'al. 

Civ. Code section 1798.84, inciuding, but not limited to: (a) dantages suffered by Piaintiff and 

other Ciass ►nenibers as alleged above; (b) statutory datnages for Defendant's ivillful, intentional, 

aitd/or recktess viotation of section 1798.84; and (c) equitable reiicf. 

86. Ptaintiff also seeks reasonable attorncys' fees and costs under C:al. Civ. Code 

scctiUn 1798.84(g). 

FOURTI•I CAUSE OF ACTION 

Violation of Business & Professions Code § 17200 et. seq. 

(On I3eltalf of the Class) 

87. Plaintiff incorporates by referencc all pi•ececlitig paragraplts of tltis Cotttplaint as 

though fu!!y stated herein. 

88. 'i'he California Unfair Competition l.aw, Cal. Bus. & Prof. Code § 17200, et seq. 

f("UCL"), prohibits any "unlawful," "fraudttlent,' or "unfair" business act or practice and any 

; false or misleading advertising, as defiited by the CJCI, and relevant case law. 

89. By ivasons of Fquifax's above-dese►•ibed wrongftd actions, inaction, and 

omissions, the resulting T}ata RrcacEi, and tftc ttnatttlzoitized disclosure of Plaintiff's and Class 

metnbers' personal iufortnation, Equifax engagcd in unlawful, unfair, and fraudulcnt business 

practices in violation of the UCL, 

90. Plaintiff and Class iriembcrs suffered injuiy in fact and economic loss as a result 

oi t?clttifax's alleged violatioiLS of the IJCL, ittcitlding, but not limited to, fRiiitig to diselose that 

it does not enlist iijdustry standnt•d sectrrity prctetices, which render F:yuifax's pi•oducts and 

281 
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concenting custorner andlor uscrs' records-- which seck to protect custoincrluser data and ensnre 

that entities who solicit or are entrusted with personal private data utilize reasonable security 

I measures. I:quifax's failus-e to take remedial ineasu:•es such as notifytng its eustomers when it 

I Frst diseovered the Data Breach was also unlawful. 

66. Equifax's acts, omissions and conduct also constitute "unfaiu" business acts or 

practices bccause such acts, omissions and conduct offended public poliey and constitutes 

imynoral, unethical, oppressive, and uttscrupulous activities that caused substantial injury, 

ineltiding to Plaintiffs and thc Class members. The gravity of Equifax's conduct outweighs arty 

potential bencfits attributable to such conduct and thcre were i-casonably avaiiable altelnatives to 

ftcrther f'quifax's let;itimate business intet-ests, ollier than Equifax's conduct described herein. 

f;quifax's conduct also undertaiines Calitornia public policy—as reftected in statutes like the 

Unlitte 1'rivacy Pt•otection Act, Cal. Hus. & Prof. Code § 22576; the Inforination Practices Act, 

C:al. Civ. C:ode § 1798 et seq., and California Civil Code sections 1798.81.5 and 1798.82 

concern.ing custoniei• and/or users' records ---which seeic to protect customen/u.ser data and en,sure I 
that entities who solicit or ;trc cntrusted with personal data utilize reasonable security nteasures. 

The cottduct also ttnderniines Califoi-nia's public policy conccrning preservation of contracts and 

contractual riglits and obligatiotts. 

67. Eqtiifax's acts, omissions, and condttct also constitcute "fratiduicnt" business acts I 

or practices becatise. they are lil;cly to deceivc customers irtto believing that the personal I 

_22_ 
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services particularly vulnerable to data breaches, which, is a fraudulent business practice that is 

likely to deceive a reasonable consumer such as Plaintiff and Class members. 

91. The acts, omissions and conduct of Eqiufax as alleged constitutes a"business 

praotice" within the ineaning ofthe UCI... 

92. The acts, omissions and conduct of F,quifax constitutes a violation of the unlawful 

pt•ong of thc: UCL because tlrcy resulted in the systernic Data I3reach, which failed to compotl 

with a reasortable standard of cat-e and Califoititia public policy—as reflected in statutes like the 

Oiiline Privacy Protection Act, Cat. Bus. & Prof Code § 22576; the Information Practices Act, 

Cal. Civ. Code § 1798 et seq., and Calilbrnia Civil Code sections 1798.81.5 and 1798.82 
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1 iciforrnatioit they providc to Defcrtdant EquifFix will remain private and secure, whicll in fact it 

~ 

! 

i 

2+vas llot private and secure, and tllat Equifax would take proper tneasures to investignte and ~ 
~ 

3 renlediate the Data Eireacll, wllen it did not. 

4 95. 	Rut for Equifax's misrepresentations and omissions, Piaintift'and Class rnembers 
i 
! 

5 would not have provided their personal illformatiorl to Equifax, or would have insisted that their ` 

6 personal inf'ormation bc rnore sccurcly protected. ~ 

7 96. 	As a result of Rquifax's! violations, PlaintifT's and Ciass mernbers are entitled to ~ 

8 injtrnctive relief including, hut not linlited to: ~ 

9 (1) ordc:ring tltat Equifax utilize stror►g indusiry standard encryptioit algoritlltlls for ; 

V g 	10 encryption keys t1at provide access to stored eustomei/user data; 

11 (2) ordering that Ecluifax implcmetlt the use of its encryption keys in accordance 
~ n ~'~ 

w q 	12 with iridustry standards; ; 
~ 3 w 9 
-+ ~ ro N 	13 (3) ordering tilat Ftltrifax, consistent with industry standard practices engage third I 

w ..`N (xj ~~, ~ 	1~. ' party security auditors/penctr~tion testcrs a.s ►vell as internal security personnel to 1 

z~t r 	15 conduct testing, including sinlulated attacks, penetratiorl tests ar►d audits on ~ 

~ 3 ~ 	16 Fquifax's systems on a periodic basis; ! 

` 	17 (4) ordering that F:quifax engage third par4y security auditors and interllal ! 

78 pei-sonnel, consistent ►vith industty standard practices, to run automatett security I 

19 IllOnitorlilg', 
i 

20 (5) ordcring tlrat F.quifax audit, test and train its security personnel regarding any ~ 

27 new or moditied procedures; i 

22 (6) ordering that Equifax, consistent with industry standard practices, segment 
I 
; 

23 consurne.r/user data by, among other• things, creating firewalls and access controls ~ 

24 so tlzat if onc ar•ea of I3quifax is compromised, llackers cannot gain access to otller j 

25 partions ofEquifax's systeEns; ~ 

26 (7) ordering tllat Equifax pturge, deletc, destroy in a reasonable sectire nlanner i 

27 custorticr ciata not nccessary for its provisioils of services; i 

28 
l 

; 
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8); ordering tliat Equifax, eonsistent with industry standai•d practices, conduel 

rcgular databasc scainiting and security checks; 

(9) orderitig that Equifax, consistent with industry standard praetiees, evaluate web 

applications for vulYierabilities to prevent web applieation threats to consumers 

who purchase Equifax products and services tlirough the inteinet; 

(10) orderuig that Equifax, consistent with industry standard practices, 

periodically conduct internal training a,nd ediucation to inform internal security 

personnel how to identify and contttin a brcach Nvhen it occurs and what to do in 

►•esponse to a breach; atid 

. > (11.) ordering Equifax to n3eaningfully educate its custoxnc,rs ancVor users such as 

Plairntiff and Class members about the titreats they facc as a result of the loss of 

their private information to third parties and the theft of Equifax's soui•ce code, as 

weil as the steps I?quifiax's customers must take to protect theniselves. 

97. As a result of C3quifax's Ii•audulent and unfair practices, Plaintiff and Class 

inenzbers havc suffered injury in fact and lost moucy o2• property (i.e. control over their identity). 

98. Plaintiff and Class members request that the Court issue sufticient equitable relief 

to restox•c Plaintiff and Class metnbers to the po.sition tlicy would have been in liad Eqtiifax not 

engaged in unfair competitioji, inchiding by ordering the restitution of all fiinds, if any, that 

Fq3iifax may liave acquired as a result oCits ttnfair coinpetition as hei•ein alIeged. 

DEMANU FOR TRIAL BY JURY 

E'laintiff and Class members hereby derltaud a Trial by Jury on all appropriate issties pai•suant 

to each and cvery Cattse of Action and clainl hereitl asserted. 	 i 

PRAYER FOR RELIEF AS TO AL[. CAUSN.S OF AC11ON: 

WHf:R1;FUti;F:,1'Iaintiff, oti bclialf of Itcrscif aric! ttie Class, prays for judgineitt agaiust 

f)efcnclant as f'olloivs: 

A. 	For an order rertifyio,; the proposed C:lass aud aiiy subclasses. as appticfiisle. as aI 
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c[ass action, naming F'laintiff as the ctitss representative, and the itndersignzd 

couttiset ancl law firnis fts c;lass cciitnsel; 

13. 	That Plaitt tiff ancl the (.lass are eutitted to dantages, sttttutory datnages, petialties 

arut othcr inonetctry rclief provided by applicaUle law; 

C. That the Cottrt award eyuitable, injunctive arid declteratory relief as may be 

appropriate 

D. f-or prejudgtnent attd post jtidgmeitt interest accorditig tn proof; 

E. hor payment of attoritey's fees and costs, includin& tltose recoverable pursuaut to 

equitable priiiciples or contributiotZ  and/or otiier appticable tnetitod of awarding 

attorttey's fees and costs irt class actions;lnd 

F. For any and all sttch otlter atid further relief as the Court inay deem proper. 

SAMJHI SCHEINBi<✓RG, PC 

Date: Septembcr 8, 2017 	 By:  

Bobby Sarnini 
Theodore G.Spanos 
Mattlte4v M. Hoesly 
Bryan C. Oberle 
Attoriteys for Plaiirtiff, 
MONIQUF, DELA CRUZ, individually, 
and as representHtive of a class of similarly- 
situated persons 
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