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TO THE CLERK OF THE UNITED STATES DISTRICT COURT FOR THE

1
2

NORTHERN DISTRICT OF CALIFORNIA:

3

PLEASE TAKE NOTICE that Defendants Ally Bank and Ally Financial Inc. (together,

4

“Ally”) hereby jointly remove to this Court the state court action described below pursuant to 28

5

U.S.C. §§ 1332, 1441, and 1446. For its short and plain statement of the grounds for removal, Ally

6

asserts as follows:
STATEMENT OF THE CASE1

I.

7

1.

8

On November 2, 2021, Plaintiffs Bill Cornick and David Abbott (together,

9

“Plaintiffs”) filed a lawsuit in the Superior Court of California, County of Monterey, captioned Bill

10

Cornick, et al. v. Ally Bank, et al., and designated as Case No. 21CV003506 (the “State Court

11

Action”). On November 5, 2021, Defendant Ally Bank was served with the Summons and Class

12

Action Complaint. On November 8, 2021, Defendant Ally Financial Inc. was served with the

13

Summons and Class Action Complaint. Pursuant to 28 U.S.C. § 1446(a), true and correct copies

14

of the Summons, Class Action Complaint, and all associated papers served upon Ally are attached

15

hereto as Exhibits A.
2.

16

Plaintiffs’ Class Action Complaint asserts the following seven causes of action

17

against Ally: (i) negligence; (ii) negligence per se; (iii) violation of the California Customer

18

Records Act (“CCRA”), Cal. Civ. Code §§ 1798.80, et seq.; (iv) violation of the California

19

Consumer Privacy Act (“CCPA”), Cal. Civ. Code §§ 1798.100, et seq.; (v) violation of the

20

California Unfair Competition Law (“UCL”), Cal. Bus. & Prof. Code §§ 17200 et seq.; (vi) breach

21

of implied contract; and (vii) invasion of privacy. Plaintiffs generally allege that Ally failed to

22

adequately safeguard customer information, specifically certain customers’ usernames and

23

passwords, and that such information was inadvertently exposed to certain third parties with whom

24

Ally has business relationships. See, e.g., Compl. ¶¶ 1–2. Plaintiffs seek restitution, damages

25

1

26
27
28

For purposes of removal only, Ally assumes the truth of the allegations and causes of action
set forth in the Class Action Complaint. Ally denies that it has any liability to Plaintiffs or the class
they seek to represent, and denies that Plaintiffs or the putative class members are entitled to recover
the damages, restitution, or other relief requested in the Class Action Complaint. Ally also submits
that this action does not satisfy the requirements for class certification under Federal Rule of Civil
Procedure 23.
1
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1

(including statutory and punitive damages), and disgorgement, as well as attorney’s fees, litigation

2

expenses and costs, and injunctive and declaratory relief. See id. at Prayer for Relief.

3

II.

ALL PROCEDURAL REQUIREMENTS FOR REMOVAL ARE SATISFIED
3.

4

Removal of this action is timely. Ally Bank was served with the Summons and

5

Class Action Complaint on November 5, 2021; Ally Financial was served with the Summons and

6

Complaint on November 8, 2021. See Ex. A. This Notice of Removal, dated December 6, 2021,

7

was “filed within 30 days after the receipt by the defendant, through service or otherwise, of a copy

8

of the initial pleading setting forth the claim for relief upon which such action or proceeding is

9

based[.]” 28 U.S.C. § 1446(b)(1); Murphy Bros., Inc. v. Michetti Pipe Stringing, Inc., 526 U.S.

10

344, 347–48 (1999) (“[A] named defendant’s time to remove is triggered by simultaneous service

11

of the summons and complaint, or receipt of the complaint, ‘through service or otherwise,’ after

12

and apart from service of the summons, but not by mere receipt of the complaint unattended by any

13

formal service.”).

14

4.

15

Does 1–50 have not been named or served and need not consent to this Notice of

Removal. See Soliman v. Philip Morris Inc., 311 F.3d 966, 971 (9th Cir. 2002).
5.

16

Venue in this Court is proper under 28 U.S.C. § 1441(a) and Local Rule 3-2(e)

17

because the Complaint was filed in this District and Division, which embraces the Monterey County

18

Superior Court in which the State Court Action was filed.
6.

19
20

As stated above, pursuant to 28 U.S.C. § 1446(a), true and correct copies of all

pleadings and orders served upon Ally in the State Court Action are attached hereto as Exhibits A.
7.

21

Written notice of the filing of this Notice of Removal will be promptly served upon

22

Plaintiffs. Defendants will also promptly file a copy of this Notice with the Clerk of the Superior

23

Court of California, County of Monterey.

24
25

III.

THE BASIS FOR REMOVAL IS DIVERSITY OF CITIZENSHIP
8.

Section 1441(a) provides that “[e]xcept as otherwise expressly provided by Act of

26

Congress, any civil action brought in a State court of which the district courts of the United States

27

have original jurisdiction, may be removed by the defendant or defendants, to the district court of

28

the United States for the district and division embracing the place where such action is pending.”
2
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1
2

28 U.S.C. § 1441(a).
9.

This Court has original jurisdiction over this Action pursuant to 28 U.S.C.

3

§ 1332(a)(1) because there is complete diversity between the parties and the amount in controversy

4

exceeds the sum or value of $75,000, exclusive of interest and costs.

5

A.

The Parties Are Citizens Of Different States

6

10.

The diversity requirement is satisfied because Defendants are citizens of different

7
8
9
10

states than Plaintiffs.
11.

Plaintiffs are citizens of California and purport to represent a class comprised

entirely of California citizens. See Compl. ¶¶ 9–10.
12.

Defendant Ally Bank is, and was at the time that the State Court Action was filed, a

11

corporation organized under the laws of the State of Utah with its principal place of business located

12

in Utah. See Compl. ¶ 12.

13

13.

Ally Financial Inc. is, and was at the time that the State Court Action was filed, a

14

corporation organized under the laws of the State of Delaware with its principal place of business

15

in Michigan. See Compl. ¶ 11.

16

14.

The presence of Doe defendants has no bearing on whether an action may be

17

removed from state court on the basis of diversity jurisdiction. See 28 U.S.C. § 1441(b)(1) (“In

18

determining whether a civil action is removable on the basis of the jurisdiction under section

19

1332(a) of this title, the citizenship of defendants sued under fictitious named shall be

20

disregarded.”); see also Newcombe v. Adolf Coors Co., 157 F.3d 686, 690-91 (9th Cir. 1998) (“28

21

U.S.C. § 1441(b)(1) explicitly provides that the citizenship of defendants sued under fictitious

22

names shall be disregarded for purposes of removal”).

23

B.

The Amount In Controversy Exceeds $75,000

24

15.

In order to remove an action on diversity jurisdiction grounds, the amount in

25

controversy must exceed $75,000, and it is the removing party’s burden to establish, “by a

26

preponderance of the evidence, that the aggregate amount in controversy exceeds the jurisdictional

27

minimum.” Rodriguez v. AT&T Mobility Servs. LLC, 728 F.3d 975, 981 (9th Cir. 2013). The

28

removing party’s burden is not “daunting,” and a removing defendant “is not obligated to research,
3
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1

state, and prove the plaintiff’s claim for damages.” Korn v. Polo Ralph Lauren Corp., 536 F. Supp.

2

2d 1199, 1204-05 (E.D. Cal. 2008) (emphasis in original).

3

16.

Though the Complaint does not allege a specific amount in controversy, Plaintiffs

4

allege three California statutory violations, which permit recovery of actual or statutory damages,

5

in addition to common-law claims for negligence, negligence per se, breach of implied contract,

6

and invasion of privacy. Although Ally maintains that Plaintiffs’ claims are without merit and that

7

neither Plaintiffs nor the putative class they seek to represent are entitled to any damages

8

whatsoever, it is evident that the object of the relief sought in the Complaint is more than $75,000.

9

See Dart Basin Operating Co. v. Owens, 135 S. Ct. 547, 554 (2014) (“[A] defendant’s notice of

10

removal need include only a plausible allegation that the amount in controversy exceeds the

11

jurisdictional threshold.”); Campbell v. Vitran Exp., Inc., 471 F. App’x 646, 648 (9th Cir. 2012)

12

(“[I]n assessing the amount in controversy, a court must assume that the allegations of the complaint

13

are true and assume that a jury will return a verdict for the plaintiff on all claims made in the

14

complaint.”).

15

17.

Additionally, the Complaint seeks punitive damages, which further demonstrates

16

that the amount in controversy in this action exceeds the $75,000 threshold. See Compl. at Prayer

17

for Relief. For purposes of diversity jurisdiction, the amount in controversy may include punitive

18

damages if recoverable under state law, which may be the case for certain of Plaintiffs’ claims. See

19

Hernandez v. FCA US, LLC, No. CV 20-1058-RSWL-MAA, 2020 WL 3497399, at *4 (C.D. Cal.

20

June 29, 2020); see also In re Yahoo! Inc. Customer Data Security Breach Lit., 313 F. Supp. 3d

21

1113, 1149 (N.D. Cal. 2018) (noting that punitive damages may be available on a negligence claim

22

under certain circumstances).

23

18.

Plaintiffs also seek recovery of attorneys’ fees; this, too, confirms that the amount

24

in controversy in this action exceeds the $75,000 threshold. See Compl. at Prayer for Relief; see

25

Gibson v. Chrysler Corp., 261 F.3d 927, 942–43 (9th Cir. 2001) (finding attorneys’ fees are

26

properly included in the amount in controversy in a class action); see also Galt G/S v. JSS

27

Scandinavia, 142 F.3d 1150, 1156 (9th Cir. 1998) (“[W]here an underlying statute authorizes an

28

award of attorneys’ fees, either with mandatory or discretionary language, such fees may be
4
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1

included in the amount in controversy.”). Plaintiffs’ statutory causes of action allow for recovery

2

of attorneys’ fees under certain circumstances.

3

controversy calculation attorneys’ fees that, although not yet accrued, are reasonable to anticipate.

4

Oganesyan v. AT&T Mobility Sers. LLC, No. CV 14-5184-ODW-JC, 2014 WL 4665272 at *3 (C.D.

5

Cal. Sept. 18, 2014) (“[W]hen calculating the amount in controversy the Court does not merely

6

consider those fees which have already incurred; rather, it looks to the amount that can be

7

reasonably estimated.”). Based on Defendants’ experience defending against a pending action in

8

the Southern District of New York that involves substantially similar factual allegations,

9

Defendants reasonably anticipate that plaintiffs’ counsel’s attorneys’ fees in this action will exceed

10

Courts should include in their amount in

$75,000.
19.

11

In view of the foregoing, it is clear that the amount in controversy and diversity of

12

citizenship requirements are satisfied here, and therefore this Court may properly exercise diversity

13

jurisdiction over this case.

14

IV.
20.

15
16

As of the filing of this Notice of Removal, no further proceedings have been had in

the State Court Action.
21.

17
18

RESERVATION OF DEFENSES

Nothing in this Notice of Removal shall be interpreted as a relinquishment of Ally’s

right to assert any defense or affirmative matter.

19

22.

Ally reserves the right to amend or supplement this Notice of Removal.

20

WHEREFORE, Ally prays that the above-captioned action be removed from the Superior

21

Court of the State of California, County of Monterey, to this Court pursuant to 28 U.S.C. §§ 1332,

22

1441, 1446, and that this Court proceed as if this case has been initiated in this Court, as required

23

by law.

24
25
26
27
28
5
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2
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Dated: December 6, 2021
By: /s/ Stephen P. Blake
Stephen P. Blake (SBN 260069)
SIMPSON THACHER & BARTLETT LLP
2475 Hanover Street
Palo Alto, California 94304
Telephone: (650) 251-5000
sblake@stblaw.com
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5
6
7
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Brooke E. Cucinella (pro hac vice forthcoming)
Rachel S. Sparks Bradley (pro hac vice forthcoming)
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Telephone: (212) 455-2000
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Service of Process
Transmittal
11/05/2021
CT Log Number 540538442

TO:

Cindy Karaban
Ally Financial Inc.
500 Woodward Ave Fl 9
Detroit, MI 48226-3423

RE:

Process Served in Utah

FOR:

Ally Bank (Domestic State: UT)

ENCLOSED ARE COPIES OF LEGAL PROCESS RECEIVED BY THE STATUTORY AGENT OF THE ABOVE COMPANY AS FOLLOWS:
TITLE OF ACTION:

BILL CORNICK and DAVID ABBOTT, Individually and on Behalf of All Others Similarly
Situated vs. Ally Bank

DOCUMENT(S) SERVED:

Notice, Complaint

COURT/AGENCY:

Monterey County Superior Court, CA
Case # None Specified

NATURE OF ACTION:

Allegation of Violation of the California Consumer Privacy Act.

ON WHOM PROCESS WAS SERVED:

C T Corporation System, Midvale, UT

DATE AND HOUR OF SERVICE:

By Certified Mail on 11/05/2021 postmarked: "Not Post Marked"

JURISDICTION SERVED :

Utah

APPEARANCE OR ANSWER DUE:

Within 30 days of receipt

ATTORNEY(S) / SENDER(S):

Alexandra K Green
Schubert Jonckheer & Kolbe LLP
Three Embarcadero Center, Suite 1650
San Francisco, CA 94111
415-788-4220

ACTION ITEMS:

CT has retained the current log, Retain Date: 11/05/2021, Expected Purge Date:
11/10/2021
Image SOP
Email Notification, Cindy Karaban cynthia.karaban@ally.com

REGISTERED AGENT ADDRESS:

C T Corporation System
1108 E. South Union Avenue
Midvale, UT 84047
800-448-5350
MajorAccountTeam1@wolterskluwer.com

The information contained in this Transmittal is provided by CT for quick reference only. It does not constitute a legal opinion, and should not otherwise be
relied on, as to the nature of action, the amount of damages, the answer date, or any other information contained in the included documents. The recipient(s)
of this form is responsible for reviewing and interpreting the included documents and taking appropriate action, including consulting with its legal and other
advisors as necessary. CT disclaims all liability for the information contained in this form, including for any omissions or inaccuracies that may be contained
therein.
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SCHUBERT JONCKHEER & KOLBE LLP
Attorneys at Law
Robert C. Schubert
Willem F. Jonckheer
Dustin L. Schubert
Noah M. Schubert

OfCounsel
Miranda P. Kolbe

Kathryn Y. McCauley
Gregory T. Stuart
Alexandra K. Green
November 2, 2021
VIA CERTIFIED MAIL — RETURN RECEIPT REQUESTED
Ally Financial Inc.
500 Woodward Avenue, Floor 10
Detroit, Michigan 48226
Ally Bank
200 West Civic Center Drive, Suite 201
Sandy, Utah 84070
Re:

Notice of Violation of the California Consumer Privacy Act of 2018, CAL.CM.
CODE §§ 1798.100 et seq.

To Whom It May Concern:
Pursuant to the California Consumer Privacy Act of 2018 ("CCPA"), CAL. CIV. CODE
§ 1798.150(b), our clients Bill Cornick and David Abbott, individually and on behalf of all other
similarly situated California citizens, hereby give notice that the following entities have engaged
in conduct in violation of the CCPA by subjecting Bill Cornick, David Abbott, and putative class
customers' nonencrypted personally identifiable information ("PIT") to unauthorized access and
exfiltration, theft, or disclosure:(i) Ally Financial Inc. and (ii) Ally Bank (together, "Ally"). This
unauthorized disclosure occurred as a result of Ally's violation of its duty to implement and
maintain reasonable security procedures and practices appropriate to the nature and protection of
this PII, which culminated in the June 11, 2021 data breach notification letter that a programming
code error associated with Ally's website inadvertently revealed Ally's customers' usernames and
passwords to third parties with whom Ally had business relationships. Ally's conduct and actions
violated CAL. CIV. CODE § 1798.150(a).
Mr. Cornick and Mr. Abbott are both customers of Ally. Mr. Cornick received a data breach
letter from Ally, dated June 11, 2021, which notified him that his PIT, including his username and
password, were revealed to unnamed third parties with whom Ally had business relationships. On
information and belief, Mr. Abbott believes that his PII was subject to the Ally data breach. Ally
claims that it first detected the programming on April 12, 2021.

3 Embarcadero Center, Suite 1650 • San Francisco, CA 94111 • (415)788-4220 • Fax:(415)788-0161
www.sjk.law
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6

Ally Financial Inc.
Ally Bank
Notice of Violation ofthe California Consumer Privacy Act of 2018
November 2, 2021
Page 2
The breach that resulted was entirely Ally's own doing and did not result from a
cyberattack by unauthorized third parties. Since Ally is an online bank, data security is essential
to their business, including protecting customer usemames and passwords that provide access to
customers' account information as well as other assets. However, Ally negligently revealed its
customers' usemames and passwords during a routine update. Had Ally taken reasonable steps to
test or monitor the security of its website, Ally would have immediately discovered and stopped
revealing those usemames and passwords to third parties. Ally has acknowledged that this data
breach harmed Ally's customers and has offered 24 months of credit monitoring by Equifax.
However, Equifax does not fully protect Ally's customers from identity theft and 24 months is
certainly not a sufficient duration of credit monitoring given the PII that was compromised in the
data breach. The offered service is inadequate to protect Mr. Cornick, Mr. Abbott, and Class
members from the future threats they face, particularly given the PH at issue here. The full claims,
including the facts and circumstances surrounding these claims, are detailed in the attached draft
Class Action Complaint which is incorporated by reference.
If Ally fails to cure its violations of the CCPA within thirty days of receiving this letter,
then pursuant to the CCPA, Mr. Cornick and Mr. Abbott reserve their right to amend the Class
Action Complaint to seek actual, punitive, and statutory damages, restitution, and any other relief
individually and on behalf of the putative class that the Court deems proper as a result of Ally's
CCPA violations pursuant to CAL. CIV. CODE § 1798.150(a).
If you have any questions regarding this notice, please contact me at (415) 788-4220 or
agreen@sjk.law.
Respectfully,

Alexandra K. Green
Schubert Jonckheer & Kolbe LLP
Counselfor Bill Cornick, David Abbott, and the Putative
Class
Encl.
cc:

Ally Financial Inc.
c/o The Corporation Company
40600 Ann Arbor Road East, Suite 201
Plymouth, MI 48170
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Ally Bank
Notice of Violation ofthe California Consumer Privacy Act of 2018
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Page 3
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Robert C. Schubert(No.62684)
Noah M. Schubert(No. 278696)
Alexandra K. Green(No. 333271)
Schubert Jonckheer & Kolbe LLP
Three Embarcadero Center, Suite 1650
San Francisco, California 94111
Telephone:
(415)788-4220
Facsimile:
(415)788-0161
rschubert@sjk.law
nschubert@sjk.law
agreen@sjk.law

8 Attorneysfor Plaintiffs and the Putative Class
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SUPERIOR COURT OF THE STATE OF CALIFORNIA

11

cOUNTY OF MONTEREY

<

c

CL)

tiLj
0

ur 12
." 00
0 00
h

CU •

es,

U

-cj C.) tr.)

Z
gi

f2

co
U

BILL CORNICK and DAVID ABBOTT,
Individually and on Behalf of All Others
14 Similarly Situated,

Class Action Complaint

15

Demand for Jury Trial
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Case No.
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16

Plaintiffs,
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18

ALLY BANK,ALLY FINANCIAL INC., and
DOES 1-50,

19

Defendants.

20
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22
23
24
25
26
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1

Upon personal knowledge as to his own acts, and based upon their own investigation, the

2 investigation of counsel, and information and belief as to all other matters, Plaintiffs Bill Cornick
3 and David Abbott, on behalf of themselves and all others similarly situated, allege as follows:
SUMMARY OF THE ACTION

4
5

1.

This is a class action brought on behalf of all California citizens whose personally

6 identifiable information ("PII") was compromised as a direct result of Ally Bank's and Ally
7 Financial Inc.'s (collectively,"Ally".or "Defendants")failure to adequately safeguard Plaintiffs' PII
8 and notify Plaintiffs of the Ally Data Breach. Cornick and Abbott were harmed by Ally's
9 unauthorized disclosure that exposed Ally customers' account usernames, passwords, and other PII
:L
f

kr)
,
J7)

10 to unnamed third parties (the "Data Breach" or "Breach").
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2.

On June 11, 2021, Ally notified customers through a data breach notification letter

12 (the "Data Breach Letter") that a programming code error associated with Ally's website
13

inadvertently revealed Ally's customers' usernames and passwords to third parties with whom Ally

..r1
ce;

CO
Cf)

14 had business relationships. The Data Breach Letter also informed customers of steps to take to
15
16

mitigate the increased thrept of identity theft to them as a result of the Ally Data Breach.
3.

Ally claims that it first detected the programming code error on April 12, 2021.

17 Notably, the Breach which resulted was entirely Ally's own doing and did not result from a
18 cyberattack by unauthorized third parties. Ally negligently programmed its website to reveal,in clear
19 unencrypted text, Cornick's, Abbott's, and other Class members' usernames and passwords used to
20 access their Ally accounts to Ally business partners.
21

4.

Since Ally is an online bank, data security is essential to their business, including

22 protecting customer usernames and passwords that provide access to customers' account information
23 as well as other assets.
24

5.

Ally claims that "security is one of Ally's top priorities." Yet, Ally negligently

25 revealed its customers' usernames and passwords during a routine update. Ally also failed to
26 adequately test or monitor the security of its website. Had Ally taken reasonable steps to test or
27
28 'https://www.ally.comlsecurity/our-approach.html (last visited Oct. 26, 2021).
Class Action Complaint
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1

monitor the security of its website, Ally would have immediately discovered and stopped revealing

2 those usernames and passwords to third parties.
3

6.

However, Ally delayed notifying Plaintiffs and Class members about the Data Breach

4 for almost two months.
5

7.

Ally had a statutory obligation under California law to protect the PIT of their

6 customers yet failed to prevent, detect, or limit the scope of the Data Breach. More specifically,
7 Defendants, inter alia,failed to(a)test and monitor their website to adequately safeguard the security
8 of Plaintiffs' and Class member's usernames and passwords and (b) timely notify its customers of
9 the Data Breach and provide them with adequate protection measures.
a. c'
kr,
•-J /
1
40
,-J

10
11

8.

Defendants concealed the programming code error, were negligent in safeguarding

customer data, and violated various California statutes, including the California Consumer Privacy

i CT 0
CNI
,=

r.cli

12 Act of 2018, CAL. CIV. CODE §§ 1798.100 et seq. ("CCPA"),the California Customer Records Act,

Lej.3 \-1
2 0 C.) r.....
s..--.
C.) -Lo •
C .--.
z

13 CAL. CIV. CODE §§ 1798.80 et seq. ("CCRA"), and the California Unfair Competition Law, CAL.
vs a kr,
5
-)' 0S2 Lrt
ml
14 Bus.& PROF.CODE §§ 17200 etseq.("UCL"). As a direct result ofthe data breach, Plaintiff Cornick,
.
.c)
E6 E g
CO LT-1 CID
15 Plaintiff Abbott, and the Class(defined herein)suffered damages,including(a)costs associated with
n a)
2 4.)
s...
(
..) -0
V
) L—.

16 the detection and prevention of identity theft and unauthorized use oftheir personal information and
17 (b) the imminent and impending costs from future fraud and identity theft. Therefore, all Class
18

members suffered damages as a result of the Ally Data Breach. Finally, all Class members face the

19 continued risk of misuse oftheir personal information, which remains in Ally's possession and may
20 remain in unknown third party systems, and is subject to subsequent breaches so long as Defendants
21

fail to secure their systems.
PARTIES

22
23

9.

Plaintiff Cornick is, and has been, at all times relevant hereto, a citizen of the State

24 of California residing in Salinas, California. Cornick has been a customer of Ally Bank since
25

September 25, 2013 and began using Ally's brokerage services on February 3, 2020. When signing

26 up for Ally's services, Cornick believed that Ally's website was secure. Since Cornick was notified
27 of the breach, Cornick has had to change his Ally bank password. Cornick received a Data Breach
28 Letter from Ally, dated June 11, 2021, which notified Cornick that because of a programming error
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1

in its customer website, Ally breached the security of Cornick's username and password revealing

2 PII to unnamed third parties with whom Ally has business relationships. On information and belief,
3 Plaintiff Cornick believes his PIT was exposed in the Ally Data Breach.
4

10.

Plaintiff Abbott is, and has been, at all times relevant hereto, a citizen of the State of

5

California residing in Winton, California. Abbott has been an Ally customer since at least 2013.

6

When signing up for Ally's services, Abbott believed that Ally's website was secure. Specifically,

7 Plaintiff Abbott saw and relied on the same or substantially similar terms located in Ally's security
8

policies

on

Ally's

webpage

titled "How

Our

Security

Approach

Protects

You"

9 (https://www.ally.com/security/our-approach.html). Additionally, Abbott was aware and relied on
10 Ally's privacy policies, which Ally has sent periodically to Abbott over the years, and took these
11

policies to mean that his PIT and financials were protected. On information and belief, Plaintiff

12 Abbott believes his PII was exposed in the Ally Data Breach.
San Fran

13

1 1.

Defendant Ally Financial Inc. is a Delaware corporation with its corporate

14 headquarters located at 500 Woodward Avenue, Floor 10, Detroit, Michigan 48226. Ally Financial
15

is registered as a bank holding company under the Bank Holding Company Act and a financial

16 holding company under the Gramm-Leach-Bliley Act. Ally Financial Inc. describes itself as a
17 leading digital financial-services company that is customer-centric and relentlessly focused on
18 "Doing it Right." Ally prides itself as a trusted financial-services provider to its consumer,
19 commercial, and corporate customers.
20
21

12.

Defendant Ally Bank is a subsidiary of Ally Financial Inc. Ally Bank is incorporated

under the laws of the state of Utah and maintains its headquarters at 200 West Civic Center Drive,

22 Sandy, Utah 84070. Ally Bank is a FDIC Member and Equal Housing Lender, and offers an array
23 of deposit, personal lending, and mortgage products and services. Ally Bank is one ofthe country's
24 largest branchless online-only banks with about 2.5 million banking customers and $139 billion in
25 total deposits.
26

13.

Defendants Does 1 through 50 are presently unknown to Cornick and Abbott.

27 Pursuant with CAL. CIV. PROC. CODE § 474, Cornick and Abbott are unaware of the true names and
28 capacities of these defendants and therefore, bring suit against these defendants under fictitious
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1

names. Cornick and Abbott will seek to amend this Class Action Complaint and include these Doe

2 defendants' true names and capacities when they are ascertained. Each of the fictitiously named
3 defendants is responsible in some capacity for the conduct alleged and wrongs described herein.
4
JURISDICTION AND VENUE

5
14.

This Court has jurisdiction over this action pursuant to CAL. CIV. PROC. CODE

7 § 410.10 because Defendants have sufficient minimum contacts with California and/or Defendants
8 otherwise purposely avail themselves of the markets of California. The acts at issue in this Class
9 Action Complaint occurred in California, Plaintiffs are both citizens of California, and Defendants
10 conduct substantial business, including the promotion and marketing oftheir services, in California.
11

Defendants also provide digital direct banking services and investment services to consumers

12 throughout California. These acts render the exercise ofjurisdiction by this Court permissible under
13 traditional notions of fair play and substantial justice. This action is brought as a class action on
14 behalf Plaintiffs and Class members pursuant to CAL. CIV. PROC. CODE § 382.
15

15.

Venue is proper in the County of Monterey pursuant to CAL.CIV.PROC.CODE § 395.5

16 because a substantial part ofthe events, acts, or omissions giving rise to the unlawful conduct alleged
17 herein occurred in this County.
FACTUAL ALLEGATIONS

18

19 Ally Collects Sensitive Personal Information from Its Customers
20
21
22
23
24

16.

Ally is a leading digital financial-services company and one of the country's largest

branchless online-only banks, with approximately 2.5 million banking customers and $139 billion
in total deposits. As part of the process to sign up for it online banking services, Ally requires its
customers to provide PTT, including full legal names, street addresses, email addresses, telePhone
numbers, dates of birth, social security numbers, and occupation information.

25
26
27
28
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17.

Ally is acutely aware that the customer information it stores is highly sensitive and

2 highly valuable to third-party marketers, and identity thieves and other criminals. On its website,
3 Ally describes its data security policies:2
4

How Our Security Approach Protects You

5

Your security is one ofAlly's top priorities. For your protection, only people who need
your information to do their jobs have access to the personal information you provide us. . .

6
7

***

8
Transport Layer Security(TLS)Encryption
9
We use the latest encryption technology to help protect your information:..

10

* **
11
12

Credential Confidentiality

13

We never share your usernames and passwords with anyone... .

14 (Emphasis added).
15

18. Additionally, on its "Security Center" webpage, Ally represents:3

16

Protection and Peace of Mind

17

Keeping your accounts and personal information secure is a top priority for us.

18 (Emphasis added).
19

19.

20

Security Of Your Personal Information
We restrict access to the personal information obtained from our website to only those
employees, agents and contractors who need it to do their jobs. We maintain administrative,
technical, and physical safeguards designed to protect your personal information. . . .

21
22

Additionally, Ally's Privacy Policy states: 4

23 (Emphasis added).
20.

24
25

"Do It Right" is Ally's promise and purported philosophy.5 However, Ally's Breach

violated the Company's own policies,their commitment to keep confidential Plaintiffs' and the Class

26
https://www.ally.corn/security/our-approach.html (last visited Oct. 26, 2021).
https://www.ally.com/security/ (last visited Oct. 26, 2021).
4 https://www.ally.corn/privacy/ (last visited Oct. 26, 2021).
28 5 See, e.g., https://www.ally.com/do-it-right/ (last visited Oct. 26, 2021);
2

27

3
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1

members' personal and private information, including usernames and passwords secure, and the

2 most basic standards and practices of data security.
3

21.

Ally's policies demonstrate that it was well aware of the need for it to protect

4 members' highly valuable PII. By collecting and storing such extensive and detailed data, Ally
5

obligates itself to use every reasonable means available to protect this data from falling into the

6 hands of third-parties and criminals.
7 The Ally Data Breach Exposed Ally's Customers' Valuable PII
8

22.

Ally claims that they first detected the programming code error on April 12, 2021.

SCHUBERT JONCKHEER & KOLBE LLP

9 This programming error resulted in Ally's customers' usernames and passwords being exposed to
10 third parties with whom Ally has business relationships.
11

23.

. Yet, Ally did not notify its customers until two months later on June 11, 2021 when

C"

12 notification of this data breach was sent to Ally customers.
00
00
N

13

24.

14

During a routine update to our .website, a programming code error occurred that inadvertently
resulted in your .username and password being exposed to third parties with whom we have
business relationships.

15

Ally's Data Breach Letter states:

16
***

17
18
19
20
21
22
23
24
25
26

Upon detecting the error on April 12, 2021, we immediately updated the programming
code to ensure it no longer included username and password information.
25.

Cornick has been forced to devote time to deal with the consequences of the Data

Breach, including changing his password, exploring credit monitoring and identity theft: protection,
and self-monitoring his accounts.
26.

Ally customers have voiced concerns regarding certain statements omitted in Ally's

Data Breach Letter. For instance, Ally customers are questioning:6
• why did it take Ally 60 days to notify customers;
• the number and identities of the third parties that received Ally customers' username
and password information;

27
28

https://www.ally.com/about/company-structure/(last visited Oct. 26, 2021).
Oct. 26, 2021).

6 https://www.youtube.com/watch?v=KQRi-3ifQTs (last visited
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1

• what the third parties are now doing to secure information that they now have from
Ally's customers;

2
3

• how long was the programming code error active on Ally's website and revealing

4

customers' usernames and passwords to third parties prior to Ally detecting the error;

5

• whether the programming error revealed usernames and passwords to the third parties
in unencrypted clear text;

6
7

• how the third parties used or monetized information about Ally customers accessed
via the Ally website, including usernames and passwords;

8
9

• what steps the third parties are taking to secure the PII captured from Ally customers;
and

10
11

• how will Ally verify that the data captured by the third parties is actually deleted.

12

27.

13

Managing Passwords and Verification

14

** *

15

Protect your passwords
Be cautious about sharing your usernames and passwords with people, companies and
services — especially when your personal information and money are involved. Never store
your passwords in a note, memo or file on your computer or mobile device. If you do need
to save your passwords, use a more secure location like a password manager app.

16
17

Additionally, on Ally's website, the Company states:7

18
(Emphasis in original).
19
28.

Ally also recommends:8

20
Using Social Media and Sharing Information Safely
21
* * *

22
23
24
25
26

Think carefully before you provide personal details on social networks like Facebook,
Twitter and LinIcedIn. Never share information that financial institutions might use to
identify you like your Social Security number (including the last 4 digits), date of birth,
personal phone number, home address, where you were born or schools you attended.
Criminals might use this information to gain access to your account or use it to open accounts
in your name.
(Emphasis in original).

27
28

7 https://www.ally.com/security/password-security-tips.html (last visited Oct. 26, 2021).
8 https://www.ally.com/security/social-media-safety.html (last visited Oct. 26, 2021).
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Another one of Ally's tips includes:9

1

29.

2

Offline Precautions
***

3

Always shred documents that contain personal information instead of placing them in your
trashcan or recycling bin. . .. Criminals look for personal information in trashcans and
use it to access your accounts or open new accounts using your identity. ...

4
5
6

(Emphasis in original).
30.

7
8
9

Despite the known risk and Ally's repeated warnings to Plaintiffs and Class members

that usernames and passwords should be safeguarded, Ally did not follow its own policies. Ally
knew the risks of data breach, yet failed to take reasonable steps to adequately protect their systems.
For instance, on January 17, 2014, Ally warned of data breaches at other companies and explained
that they "take data breaches very seriously":10
At Ally Bank, we want you to know we take data breaches very seriously and are
committing to protecting your personal andfinancial information. We actively monitor our
customer accounts .. . .
(Emphasis added). Additionally, on July 5, 2019, Ally posted a checklist that advised Ally's
customers of how to keep their information safe online:"
Unfortunately, today's tech-savvy cyber criminals are experts at nabbing your login
credentials to access your bank, credit, card, or social media accounts. Scary...

17

18 (Emphasis added).
31.

19

Ally's negligence in safeguarding is particularly egregious in light of its repeated

20 warnings to customers about protecting and securing their data, as well as Ally's knowledge of the
21

consequences from other companies' data breaches. It is also well known that PIT, especially that

22 possessed by a financial company, is a frequent target of hackers and highly sought after.
32.

23

State lawmakers have even voiced their disapproval of the Ally Bank Data Breach:12

24
https://www.ally.com/security/how-to-protect-yourself-offline.html (last visited Oct. 26, 2021).
to https://www.ally.com/do-it-right/trends/ally-bank-data-breach-protection-frequently-asked•
26 questions/(last visited Oct. 26, 2021).
I I https://www.ally.com/do-it-right/trends/the-checklist-that-can-help-keep-cybercriminals-hands27 off-your-money/(last visited Oct. 26, 2021). •
12 See https://patch.com/connecticut/milford/lawmakers-voice-disapproval-following-ally-bank28 password-leak (last visited Oct. 26, 2021).
25

9
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1
2
3
4

Customer security should be foremost on business' minds, especially essential services like
banks that offer services directly impacting customers' lives. For Ally Bank to not only leak
customer information to marketing partners but take two months to even notify customers is
a betrayal of those customers' trust. . . . They even refuse to provide information on where
and who the data was leaked to, vital information that customers need to know to know how
serious this issue is and protect themselves from potential financial harm. It's an abdication
of their responsibilities.
***

5

7

The decisions made by Ally Bank in this situation seem to have been made by committee
and without urgency — when customers may face serious personal harm because of them...
. When phishing and cyber vulnerability continue to grow as threats in the modern day, it's
a serious lapse ofjudgment for Ally to slow-walk such a precarious situation.

8

33.

6

The Ally Data Breach has exposed its customers' PIT, leaving Plaintiffs and Class

9 Members at risk to identity theft. The consequences of Ally's failure to keep Plaintiffs and Class
10 members' PII secure are severe.
11

34.

Ally's customer usernames and passwords expose the following:

12

• The Customer's Full Legal Name;

13

• Email Addresses;

14

• Account Numbers;

15

• Account Balances;

16

• Checking, savings, and investment account statements of all transactions;

17

• Images of all checks;

18

• Names and dates of birth of account beneficiaries;

19

• Employment information;

20

• Linked bank account information;

21

• Tax forms with last four digits of Social Security Numbers; and

22

• Zelle account information and transaction history.

Co
Co
tr)

23

35.

Ally's Data Breach Letter fails to provide its customers with sufficient detail about

24 what PIT was accessed and by whom and fails to warn customers that some data involved in the Data
25 Breach may still be in third parties' systems. Without this critical information, Cornick, Abbott, and
26 Class members cannot adequately protect themselves against identity theft.
27

36.

Ally has acknowledged that the Data Breach harmed Plaintiffs and the Class by

28 putting them at a heightened risk of identity theft when, "as a precautionary measure to help
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1

safeguard" Plaintiffs' and the Class's information, Ally offered 24 months of credit monitoring by

2 Equifax. However, Equifax does not fully protect Plaintiffs from identity theft and 24 months is
3 certainly not a sufficient duration of credit monitoring given the PII that was compromised in the
4 Data Breach.
5 Cornick, Abbott, and the Class Suffered Actual and Impending Injuries as a Result of the
Data Breach
6
37.
Ally's negligence concerning its privacy and security systems, including its
7
programming, maintenance, and monitoring of Ally's website, has left Plaintiffs and Class Members
8
exposed to identity theft. By failing to implement adequate and reasonable security measures to
9
protect usernames and passwords, and other PII, Ally has caused Plaintiffs and the Class significant
damages.
38.

The Federal Trade Commission ("FTC") defines identify theft as "when someone

uses your personal or finapcial information without your permission."I3
39.

According to the Bureau of Justice Statistics ("BJS"), it takes an average of about 7

hours for each victim of identity theft to resolve the issue.I4 Thus, reimbursing a consumer for
financial loss due to fraud does not make the individual whole again.
40.

Additionally, identity thieves can retain the stolen information for years. At any

17
moment, the thief can take control of a victim's identity, resulting in thousands of dollars in losses
18
and lost productivity.I5
19
41.

Cornick and Abbott have suffered imminent and impending injury arising from the

20
heightened threat of identity theft and other fraudulent acts resulting from their lost PIT.
21
42.

As a result of Defendants' unreasonable security practices, third parties and

22
potentially identity thieves now possess the sensitive PII of Cornick, Abbott, and the Class.
23
24
25
26
27
28

13 https://www.consumer.ftc.gov/4rticles/what-know-about-identity-theft#what_is (last visited Oct.
26, 2021); See also 17 C.F.R §248.201 (2013)("Identity theft means a fraud committed or
attempted using the identifying information of another person without authority."); id.
("Identifying information means any name or number that may be used, alone or in conjunction
with any other information, to identify a specific person.).
14 Victims of Identity Theft, 2014(Nov. 30, 2017), https://bjs.ojp.gov/content/pub/pdf/vit14.pdf.
15 https://www.lifelock.com/learn-identity-theft-resources-lasting-effects-of-identity-theft.html
(last visited Oct. 26, 2021).
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43.

1

The PII of Cornick, Abbott, and Class members is private and sensitive in nature and

2 was left inadequately protected by
44.

3

Cornick and Abbott suffered actual injury in the form of damages to and diminution

4 in the value oftheir P11—a form of intangible property that Cornick and Abbott entrusted to Ally for
5

the purpose offacilitating their Ally accounts, which were compromised because ofthe Data Breach.
45.

6

Cornick and Abbott suffered lost time, annoyance, interference, and inconvenience

7 because ofthe Data Breach and have increased concerns for the loss oftheir privacy.
46.

8

Cornick, Abbott, and Class members have been damaged by the Ally breach.

9 Cornick, Abbott, and Class members have had the security of their accounts compromised and have
a. c)
—.) kn
,:,
—]

10 had to carefully review the records of all their financial dealings for suspicious activity. Cornick,
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Abbott, and Class members now face years of constant surveillance of their financial and personal

(-4 12
4
records,and have to monitor and mitigate the heightened threat ofidentity threat and other fraudulent
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13 acts.
14

47.

Cornick and Abbott have a continuing interest in ensuring that their PII which, upon

15

information and belief, remains stored in Ally's possession, is protected and safeguarded from future

16

breaches.

17

48.

At all relevant times, Ally knew,or reasonably should have known,ofthe importance

18 of safeguarding PII and of the foreseeable consequences that would occur, including, specifically,
19 the significant costs that would be imposed on individuals as a result of a breach.
20
21

49.

Ally's approach to maintaining the privacy and security ofthe PII of Cornick, Abbott,

and Class members was reckless, or at the very least, grossly negligent. The injuries to Cornick,

22 Abbott, and Class members was directly and proximately caused by Ally's failure to implement or
23
24

maintain adequate data security measures for its customers.
50.

Ally's Data Breach Letter to its customers failed to provide adequate remediation and

25 compensation for Ally's wrongful conduct and actions described herein. Therein, Ally only offered
26 affected customers two years ofcredit monitoring through Equifax. The offered service is inadequate
27 to protect Cornick, Abbott, and Class members from the future threats they face, particularly given
28 the PII at issue here.
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CLASS ACTION ALLEGATIONS

1
2

51.

Cornick and Abbott bring this action on behalf of themselves and all other similarly

3 situated persons as a member of a proposed Class defined as follows:
4

All California citizens whose PII was compromised in the data breach announced by
Ally Bank on or about June 11,2021.

5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23

52.

Excluded from the Class are governmental entities, Defendants, any entity in which

Defendants have a controlling interest, and Defendants' officers, directors, affiliates, legal
representatives, employees, co-conspirators, successors, subsidiaries, and assigns. Also excluded
from the Class are any judges, justices, or judicial officers presiding over this matter and the
members of their immediate families and judicial staff.
53.

This action is brought and may be properly maintained as a class action pursuant to

CAL. Cry.PROC. CODE § 382 and the procedural provisions of Rule 23 of the Federal Rules of Civil
Procedures as adopted for use in California. This action satisfies the numerosity, commonality,
typicality, adequacy, predominance, and superiority requirements of these rules.
54.

Numerosity. The Class is so numerous that the individual joinder of all members is

impracticable, and the disposition of the claims of all Class members in a single action will provide
substantial benefits to the parties and the Court. Cornick and Abbott, on information and belief,
allege that the Class includes at least tens ofthousands of persons. Ally Bank has at least 2.45 million
deposit customers and 503,000 brokerage accounts.
55.

Commonality. Common legal and factual questions exist that predominate over any

questions affecting only individual members. These common questions, which do not vary among
Class members and which may be determined without reference to any Class member's individual
circumstances, include, but are not limited to:

24
a.
25
26
27

Whether Defendants owed a duty to Cornick, Abbott and the Class to

adequately protect their personal information;
b.

Whether Defendants owed a duty to provide timely and accurate notice ofthe

data breach to Cornick, Abbott, and the Class;

28
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c.

1

Whether Defendants were negligent in monitoring the operation and

2 programming of their website such that =encrypted clear text customer usernames and passwords
3

were revealed to third parties;

4

d.

How long the programming error that revealed usernames and passwords

5

went undetected by Defendants;

6

e.

The extent of dissemination of usernames and passwords revealed due to the

7 website programming error;
f.

8

Whether Defendants' security practices were adequate and reasonable to

9 protect the Class'sIPII in light of industry standard practices;
10
11

g•

The PII of Cornick, Abbott, and the Class accessible with their usernames and

h.

Whether Defendants' conduct, including their failure to take reasonable

passwords;

12

13 security precautions, resulted in the loss of tens of thousands of consumers' PIT;'
i.

14
15

Whether Defendants failed to timely and sufficiently notify consumers of the

breach of their PII in violation of the CCRA,CAL. CIV. CODE §§ 1798.80 et seq.;
j.

16

Whether the Defendants violated the CCPA, CAL. CIV. CODE § 1798.100, et

17 seq. by subjecting consumers' nonencrypted PIT to unauthorized access and exfiltration, theft, or
18 disclosure as a result oftheir violation oftheir duties to implement and maintain reasonable security
19 procedures and practices appropriate to the nature and protection ofthat information;
k.

20
21

Whether Defendants engaged in unfair, unlawful, or deceptive business

practices in violation of the UCL, CAL. BUS.& PROF. CODE §§ 17200,et seq.;
1.

22

Whether Cornick, Abbott, and the Class have been damaged by the wrongs

23 alleged and are entitled to compensatory or punitive damages; and
m.

24
25
26

Whether Cornick, Abbott, and the Class are entitled injunctive or other

equitable relief, including restitution.
56.

Each of these common questions is also susceptible to a common answer that is

27 capable of class wide resolution and will resolve an issue central to the validity of the claims.
28
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57.

1

Typicality. Cornick's and Abbott's claims are typical of the Class members' claims.

2 Cornick and Abbott, like all proposed members of the Class, had their PIT compromised in the data
3

breach. Defendants' uniformly unlawful course ofconduct injured Cornick and Abbott and the Class

4 members from the same wrongful acts, practices, and omissions. Likewise, Cornick and Abbott and
5 other Class members must prove the same facts in order to establish the same claims.
58.

6

Adequacy of Representation. Cornick and Abbott are adequate representatives of

7 the Class because they are members of the Class and their interests do not conflict with the interests
8 of the Class. Cornick and Abbott have retained counsel competent and experienced in complex
9 litigation and consumer protection class action matters such as this action, and Plaintiffs and their
10 counsel intend to vigorously prosecute this action for the Class's benefit and have the resources to
11

do so. Plaintiffs and their counsel have no interests adverse to those of the other members of the

12 Class.
13

59.

Predominance and Superiority. A class action is superior to all other available

14 methods for the fair and efficient adjudication of this controversy because individual litigation of
15

each Class member's claim is impracticable. The damages, harm, and losses suffered by the

16 individual members ofthe Class will likely be small relative to the burden and expense of individual
17 prosecution of the complex litigation necessitated by Defendants' wrongful conduct. Even if each
18 Class member could afford individual litigation, the Court system could not. It would be unduly
19 burdensome if thousands of individual cases proceeded. Individual litigation also presents the
20 potential for inconsistent or contradictory judgments, the prospect of a race to the courthouse, and
21

the risk of an inequitable allocation of recovery among those individuals with equally meritorious

22 claims. Individual litigation would increase the expense and delay to all parties and the Courts
23

because it requires individual resolution of common legal and factual questions. By contrast, the

24 class action device presents far fewer management difficulties and provides the benefit of a single
25 adjudication, economies of scale, and comprehensive supervision by a single court.
26

60.

As a result of the foregoing, class treatment is appropriate.

27
28
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1

FIRST CAUSE OF ACTION
Negligence
(Against All Defendants and Does 1-50)

2
3
4
5

61.

Cornick and Abbott, individually and on behalf ofthe Class,incorporate by reference

all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as iffully

6 set forth herein.
7

62.

Defendants required Cornick, Abbott and members of the Class to create usernames

8 and passwords and to submit non-public financial and other PII to open, use, and maintain banking
SCHUBERT JONCKHEER & KOLBE LLP

9 and brokerage accounts at Ally.
10
11

63.

Defendants were entrusted with collecting and storing the PIT of Cornick, Abbott, and

Class members. By accepting Cornick's, Abbott's, and Class members' nonpublic PII, and using it

12 for commercial gain, Defendants assumed a duty requiring them to use reasonable and, at the very
13

least, industry-standard care to secure such information against theft and misuse. This duty included,

14 inter alia, securing and safeguarding Plaintiffs' and Class members' PII to prevent unauthorized
15

disclosure and to safeguard the privacy ofthat private information. Defendants' duties also included

16 taking other reasonable security measures, like implementing procedures and practices to secure the
17 PIT from inadvertent unauthorized disclosure.
18

64.

Defendants also assumed a duty to timely disclose to Cornick, Abbott, and the Class

19 that their PII had been or was reasonably believed to have been compromised. Timely disclosure
20 was imperative so that Cornick, Abbott, and the Class could report identify theft to the relevant
21

agencies and legal authorities, monitor their credit reports for identity fraud, undertake appropriate

22 measures to avoid unauthorized charges on their debit and credit cards, and change or cancel their
23 debit and credit card PINs to mitigate the risks offraud.
24
25

65.

Defendants knew, or should have known, of the risks inherent in collecting and

storing the PII of Cornick, Abbott, and the Class. Ifcompanies like Ally are not held responsible for

26 failing to take reasonable security measures to protect their customers' PII, these customers will not
27 be protected against future data breaches. Only Ally was in a position to program its website and to
28
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1

ensure that its website was safe for customers to use such that their PII entrusted with Ally was

2 secure.
3

66.

Ally breached its duty to exercise reasonable care in protecting the PII of Cornick,

4 Abbott, and the Class by failing to use reasonable measures to protect Cornick's, Abbott's, and Class
5
6

members' PII.
67.

Specifically, the negligent acts and omissions committed by Ally include, but are not

7 limited to, the following: (a) programming its website in a manner that revealed rather than
8 safeguarded customers'.PII,(b)failing to adequate monitor its computer systems and the operation
SCHUBERT JONCKHEER & KOLBE LLP

9 of their website; (c) failing to timely discover the programming errors; (d) failing to encrypt
10 usernames and passwords; and (e) sharing customers' usernames and passwords with persons who
11
12

did not need such private information to do their jobs.
68.

Ally further breached its duty of care by failing to promptly and completely inform

13 Cornick, Abbott, and the Class that their PII had been compromised, even though Ally admits it was
14 aware of the programming error as early as April 12, 2021.
15

69.

Ally acted with wanton disregard fOr the security of Cornick, Abbott, and the Class

16 members' PII.
17

70.

As a direct and proximate result of Defendants'- failure to take reasonable care and

18 use, at a minimum,industry-standard measures to protect the PII in their care, Cornick, Abbott, and
19 the Class had their PII stolen, causing direct and measurable monetary losses, threat offuture losses,
20 identity theft, and the threat offuture identity theft. But for Defendants' actions and breaches oftheir
21

duties, Cornick, Abbott, and the Class members' information would be secure and they would not

22 have been compromised. It was reasonably foreseeable that Defendants' conduct as alleged herein
23

would harm Cornick, Abbott, and the Class. Defendants knew or should have known that their failure

24 to adequately protect user information would cause harm to Cornick, Abbott, and the Class.
25

71.

Cornick, Abbott, and the Class did not contribute to Defendants' misconduct.

26

72.

Cornick, Abbott, and the Class have suffered injury in fact in an amount to be proven

27 at trial, including monetary damages, and will continue to be injured and incur damages as a direct
28 result of Defendants' negligence. This includes identity theft, damage to credit scores and reports,
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1

time and expenses resolving fraud claims, and the costs of purchasing credit monitoring services not

2 otherwise necessary.
3

SECOND CAUSE OF ACTION
Negligence Per Se
(Against All Defendants and Does 1-50)

4
5
73.

6.

Cornick and Abbott, individually and on behalf ofthe Class,incorporate by reference

7 all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as iffully
8 set forth herein.
74.

9

Pursuant to the California Consumer Privacy Act of 2018, CAL. CIV. CODE §§

10

1798.100 et seq., Defendants owed a duty to Cornick, Abbott, and Class members to implement and

11

maintain reasonable security procedures and practices to safeguard their PIT.
75.

12

Defendants violated the California Consumer Privacy Act of 2018 by failing to

13 provide fair, reasonable, or adequate computer systems and data security practices to safeguard the
14 PIT of Cornick, Abbott, and Class members.
76.

15

Defendants' failure to comply with the California Consumer Privacy Act of 2018

16 constitutes negligence per se.
77.

17
18

•

But for Defendants' wrongful and negligent breach of their duties owed to Cornick,

Abbott, and Class members,they would not have been injured.
78.

19

The injury and harm suffered by Cornick, Abbott, and Class members was the

20 reasonably foreseeable result of Defendants' breaches of their duties. Defendants knew or should
21

have known that they were failing to meet their duties, and that Defendants' breaches would cause

22 Cornick, Abbott, and Class members to experience the foreseeable harms associated with the
23 exposure of their PIT.
79.

24
25

As a direct and proximate result of Defendants' negligent conduct, Cornick, Abbott,

and Class members have suffered injury and are entitled to damages in an amount to be proven at

26 trial.
27
28
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1

THIRD CAUSE OF ACTION
Violation of the CCRA,CAL.CIV. CODE §§ 1798.80 et seq.
(Against All Defendants and Does 1-50)

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

80.

Cornick and Abbott, individually and on behalf ofthe Class,incorporate by reference

all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as if fully
set forth herein.
81.

Businesses that own or license computerized data that includes personal information

are required to notify California residents when their PII has been acquired (or has reasonably
believed to have been acquired) by unauthorized persons in a data security breach "in the most
expedient time possible and without unreasonable delay." CAL. CIV. CODE § 1798.82. Among other
requirements, the security breach notification must include "the types of personal information that
were or are reasonably believed to have been the subject of a breach." CAL. CIV. CODE § 1798.82.
82.

Defendants are businesses that own or license computerized data that includes

personal information as defined by CAL. CIV. CODE § 1798.82.
83.

Cornick's, Abbott's, and Class members' PII includes personal information such as

their usernames and passwords, and is thereby covered by CAL. CIV. CODE §§ 1798.80(e) and
1798.82.
84.

The Ally Data Breach constituted a breach of Defendants' security systems.

85.

Because Ally reasonably believed that Cornick's, Abbott's and Class members' PIT

was acquired by unauthorized persons during the Ally Data Breach, Ally had an obligation to
disclose the data breach in a timely and accurate fashion as mandated by CAL. CIV. CODE § 1798.82.
86.

Ally unreasonably delayed informing Cornick, Abbott, and Class members about the

breach of security of their PII after they knew the breach had occurred.
87.

Upon information and belief, no law enforcement agency instructed Ally that

notification to Class members would impede an investigation.
88.

Thus, by failing to disclose the Ally Data Breach in a timely and accurate manner,

the Ally Defendants also violated CAL. CIV. CODE § 1798.82.

27
28
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1

89.

Pursuant to CAL. CIV. CODE § 1798.84, "[a]ny waiver of a provision of this title is

2 contrary to public policy and is void and unenforceable," "[a]ny customer injured by a violation of
3 this title may institute a civil action to recover damages," and "[a]ny business that violates, proposed
4 to violate, or has violated this title may be enjoined."
5
6

90.

As a direct and proximate result of Defendants' violation of CAL. CIV. CODE §

1798.82, Cornick, Abbott, and Class members were (and continue to be) injured and suffered (and

7 will continue to suffer) damages, as described above.
8

91.

Cornick, Abbott, and Class members seek relief under CAL. CIV. CODE § 1798.84,

9 including, but not limited to, actual damages, any applicable statutory damages, and equitable and
10 injunctive relief
FOURTH CAUSE OF ACTION
Violation of the CCPA,CAL.CIV. CODE §§ 1798.100 et seq.
(Against All Defendants and Does 1-50)

11
12
13
92.
14
15
16

all ofthe'allegations contained in the preceding paragraphs ofthis Class Action Complaint as if fully
set forth herein.
93.

17
18
19
20
21

94.

PII that they provided to Defendants.

26
27
28

Cornick, Abbott, and Class members -provided Ally "personal information" within

the meaning of CAL. CIV. CODE § 1798.140(v).
96.

25

At all times during Cornick, Abbott and Class members' interactions with Ally,

Defendants were aware of the confidential and sensitive nature of Plaintiffs' and Class members'

95.

24

The CCPA was enacted to protect consumers' PIT from collection and use by

businesses without appropriate notice and consent.

22
23

Cornick and Abbott, individually and on behalf ofthe Class, incorporate by reference

Through the conduct and actions complained of herein, Defendants violated the

CCPA by subjecting Plaintiffs and Class members' nonencrypted PIT to unauthorized access and
exfiltration, theft, or disclosure as a result of Defendants' violation of their duties to implement and
maintain reasonable security procedures and practices appropriate to the nature and protection of
that information. Defendants thereby violated CAL. CIV. CODE § 1798.150(a).
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97.

1

Cornick, Abbott, and Class members are "consumers" within the meaning of CAL.

2 CIV. CODE § 1798.140(g).
3

98.

Defendants are "businesses" within the meaning of CAL. CIV. CODE § 1798.140(c).

4

99.

Pursuant to CAL. CIV. CODE § 1798.150(b), prior to the filing of this Class Action

5 Complaint, on November 2, 2021, counsel for Cornick and Abbott served Defendants with notice of
6 these CCPA violations by certified mail, return receipt requested.
100.

7

On behalf of Class members, Cornick and Abbott seek injunctive relief in the form

8 of an order enjoining Defendants from continuing to violate the CCPA. Unless and until Defendants
9 are restrained by order ofthe Court, Defendants' wrongful conduct will continue to cause irreparable
10 injury to Cornick, Abbott, and the Class.
101.

11

Notwithstanding any other statements in this Complaint, and in accordance with CAL.

12 CIV. CODE § 1798.150(b), Cornick and Abbott do not seek monetary damages (including statutory
13 damages) in connection with their CCPA claim—and will not do so—unless Defendants fail to
14 rectify or cure the CCPA violations described herein within 30 days of Plaintiffs' CCPA notice.
102.

15

If Defendants fail to rectify or otherwise cure the CCPA violations described herein,

16 individually and on behalf of the Class, Cornick and Abbott reserve their right to amend this
17 complaint to seek actual, punitive, and statutory damages, restitution, and any other relief the Court
18 deems proper as a result of Defendants' CCPA violations pursuant to CAL. CIV. CODE § 1798.150(a).
19

FIFTH CAUSE OF ACTION
Violation of the UCL,CAL.BUS.& PROF. CODE §§ 17200,et seq.
(Against All Defendants and Does 1-50)

20
21
103.

22
23
24

all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as if fully
set forth herein.
104.

25
26
27
28

Cornick and Abbott, individually and on behalf ofthe Class, incorporate by reference

Cornick and Abbott have standing to pursue this claim as they have suffered injury

in fact and have lost money or property as a result of Defendants' actions as set forth above. All
Class members have been injured by the significant costs of protecting themselves from identity
theft.
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1

105.

Defendants' actions as alleged in this Class Action Complaint constitute an

2 "unlawful" practice as encompassed by CAL. BUS. & PROF. CODE §§ 17200 et seq. because
3 Defendants' actions: (a) violated the Gramm-Leach-Bliley Act ("GLBA"), 15 U.S.C. §§ 6801 et
4 seq.,(b) violated the California Financial Information Privacy Act("CalFIPA"), CAL. FIN. CODE §§
5 4050 et seq.,(c)CCRA,CAL. CIV. CODE §§ 1798.80 et seq.,(d)violated the CCPA,CAL. CIV. CODE
6 §§ 1798.100 et seq., and (e) constituted negligence. Ally's actions were additionally "unlawful"
7 because they (a) violated their implied contract to adequately protect their customers' sensitive PIT,
8 and (b) violated CAL. BUS. & PROF. CODE § 22576, which prohibits website operators that collect
9 PII from failing to comply with posted privacy policies(i)knowingly and willfully, or(ii) negligently
10 and materially.
11

106.

Ally's actions as alleged in this Class Action Complaint constitute a "fraudulent"

12 practice as encompassed by CAL. BUS. & PROF. CODE §§ 17200 'et seq., because Ally's failure to
13 adequately disclose their lax security practices was likely to deceive consumers, including Cornick,
14 Abbott, and the Class. A reasonable consumer who provides extraordinarily sensitive PIT to a
15 financial company would expect the company to provide adequate,.industry-standard security to
16 protect that information. Ally's failure to disclose these inadequate security practices, especially ill
17 light of their commitments to safeguard user data as contained in their privacy policies, constitutes
18 a material omission in violation of the UCL.
19

107.

Ally's actions as alleged in this Class Action Complaint constitute an "unfair"

20 practice as encompassed by CAL. BUS. & PROF. CODE §§ 17200 et seq., because they offend
'71

established public, policy

and are immoral, unethical, oppressive, unscrupulous, and substantially

22 injurious. The harm caused by Defendants' wrongful conduct outweighs any utility of such conduct
23 and has caused—and will continue to cause—substantial injury to the Class. There were ample
24 reasonably available alternatives that would have furthered Defendants' legitimate business
25

practices, including undertaking appropriate safeguards and data security practices and policies

26 consistent with industry standards to protect user data. Defendants also unreasonably delayed
27 notifying Cornick, Abbott, and Class members regarding the unauthorized release and disclosure of
28 the PII. Additionally, Defendants' conduct was "unfair" because it violated the legislatively declared
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1

policies reflected by the California's strong data-breach and online-privacy laws, including the

2 CCRA,CAL. CIV. CODE §§ 1798.80 et seq.
3

108.

As a result of Defendants' unlawful, unfair, and fraudulent conduct, Cornick, Abbott,

4 and the Class were damaged. Class members have been injured by the significant costs of protecting
5
6

themselves from identity theft and face ongoing and impending damages related to theft oftheir PII.
109.

Defendants' wrongful practices constitute a continuing course of unfair competition

7 because, on information and belief, Defendants have failed to remedy the lax security practices or
8 even fully notify all affected Class members. Cornick, Abbott, and the Class seek equitable relief
9 pursuant to CAL. BUS. & PROF. CODE § 17203 to end Defendants' wrongful practices and require
10 Defendants to maintain adequate and reasonable security measures to protect the PII of Cornick,
11
12
00
00
t"--

Abbott, and the Class.
1 10.

Cornick, Abbott, and the Class also seek an order requiring Defendants to make full

13 restitution of all monies they have wrongfully obtained from Class members, together with all other

Lel

14 relief permitted under CAL. BUS.& PROF. CODE §§ 17200 et seq.
15

SIXTH CAUSE OF ACTION
Breach of Implied Contract
(Against All Defendants and Does 1-50)

16
17
18

1 11.

Cornick and Abbott, individually and on behalf ofthe Class, incorporate by reference

19 all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as iffully
20 set forth herein.
21

1 12.

As part of the process to sign up for Ally's services, Cornick, Abbott, and the Class

22 were required to disclose their sensitive PII to Ally to obtain financial services. As a result, Cornick,
23

Abbott, and the Class entered into an implied contract with the Ally under which Ally agreed to

24 take reasonable measures to safeguard and protect such information and to timely and accurately
25
26

notify Cornick, Abbott, and the Class if their data had been breached or compromised.
1 13.

As part of its regular business practices, Ally solicited and invited prospective

27 customers to provide their PII through Ally's website. These Class members accepted Ally's offers
28 and provided their PII to Ally. In entering such implied contracts, Plaintiffs and members of the
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1

Class assumed that Ally would "Do it Right" and undertake appropriate safeguards and data security

2 practices and policies consistent with industry standard, and that Ally would use part of the fees
3 paid by Plaintiffs and the members of the Class to pay for adequate and reasonable data security
4 practices. This implied contract includes the terms of Ally's privacy policy16 and Ally's security
5

approach.17

6

1 14.

Cornick, Abbott, and members of the Class would not have used Ally's website or

7 entrusted their PII with Ally in the absence ofthe implied contract between them and Ally, by which
8

Ally would keep their usernames, passwords, and other PIT secure.
1 15.

9

Cornick, Abbott, and the Class fully performed their obligations under the implied

10 contracts with Ally.
1 16.

11

By failing to adequately safeguard and protect Cornick's, Abbott's, and Class

12 members' PIT and failing to timely and accurately notify Cornick, Abbott, and the Class ofthe Ally
13 data breach, Ally violated the express terms of their privacy and security policies.
1 17.

14

By breaching their implied contracts with Cornick, Abbott, and the Class, Ally is not

15 entitled to retain the benefits they received.
1 18.

16

As a direct and proximate result of Ally's breach of the implied contracts, Cornick,

17 Abbott, and Class members have suffered actual losses and damages. These losses and damages
18 include, inter alia,(a) a substantially increased risk of identity theft,(b)the improper disclosure of
19 their PIT to unauthorized individuals, and(c)lost time and money incurred to mitigate and remediate
20 the effects of the Ally Data Breach.
21

SEVENTH CAUSE OF ACTION
Invasion of Privacy
(Against All Defendants and Does 1-50)

22
23
1 19.

24
25

Cornick and Abbott, individually and on behalf ofthe Class, incorporate by reference

all ofthe allegations contained in the preceding paragraphs ofthis Class Action Complaint as iffully

26 set forth herein.
27
See https://www.ally.com/privacy/ (last visited Oct. 26, 2021).
1 7 See https://www.ally.com/security/our-approach.html (last visited Oct. 26, 2021).
16

28

Class Action Complaint

23

Case 5:21-cv-09439 Document 1-1 Filed 12/06/21 Page 31 of 69

1

120.

Cornick, Abbott, and the Class had a reasonable expectation of privacy in the PII that

2 Ally disclosed without authorization.
3

121.

By failing to keep Cornick, Abbott, and Class members' PIT safe and disclosing PII

4 to unauthorized parties for unauthorized use, Ally unlawfully invaded Cornick's, Abbott's, and Class
5

members' privacy by, inter alia: (a) intruding into their private affairs in a manner that would be

6 highly offensive to a reasonable person,(b) invading their privacy by improperly using their PIT
7 properly obtained for a specific purpose for other purposes, or disclosing it to third parties,(c)failing
8 .to adequately secure their PII from disclosure to unauthorized persons, and (d) enabling the
9 disclosure of their PIT without consent.
kr)
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Ally knew, or acted with reckless disregard that, a reasonable person in the position
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12
13

of Cornick, Abbott, and Class members would consider Ally's actions and conduct highly offensive.
123.

Ally invaded Cornick's, Abbott's, and Class members' right to privacy and intruded

into their private affairs by disclosing their PIT to unauthorized persons without their informed,

14 voluntary, affirmative, or clear consent.
15

124.

As a proximate result ofsuch unauthorized disclosures, Cornick's, Abbott's and Class

16 members' reasonable expectations of privacy in their PII was unduly frustrated and thwarted. Ally's
17 conduct and actions constitute a serious invasion of Cornick's, Abbott's and Class members'
18 protected privacy interests.
19

125.

In failing to protect Cornick's, Abbott's and Class members' PII, and in disclosing

20 their information without authorization, Ally acted with malice and oppression and in conscious
21
22

disregard of their rights to have such information kept confidential and private.
126.

Cornick, Abbott, and the Class seek injunctive relief, restitution (plus interest), and

23 all other available damages and relief.
PRAYER FOR RELIEF

24
25

WHEREFORE,Cornick and Abbott, on behalf ofthemselves and the Class, request that the

26 Court order the following relief and enter judgment against Defendants as follows:
27
28

A.

an Order certifying the proposed Class under CAL. CIV. PROC. CODE § 382 and
appointing Cornick and Abbott and their counsel to represent the Class;
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1

B.

an Order declaring that Defendants engaged in the illegal conduct alleged herein in

2

violation ofthe CCRA(CAL. CIV. CODE §§ 1798.80 et seq.), CCPA(CAL. Civ. CODE

3

§§ 1798.100 et seq.), and California's UCL (CAL. Bus. & PROF. CODE §§ 17200 et

4

seq.), and constitutes negligence, negligence per se, invasion of privacy, and breach

5

of implied contract;

6

C.

conduct described herein;

7
8

an Order that Defendants be permanently enjoined from their improper activities and

D.

a Judgment awarding Cornick, Abbott, and the Class restitution, damages(including

9

statutory and punitive damages where applicable), and disgorgement in amounts

10

according to proof at trial, including an award of pre- and post-judgment interest, to

11

the extent allowable;

12

E.

expense, costs, and attorneys' fees;

13
14

F.

17

an Order awarding such other injunctive and declaratory relief as is necessary to
protect the interests of Cornick, Abbott, and the Class; and

15
16

an Order awarding Cornick, Abbott, and the Class their reasonable litigation

G.

an Order awarding such other and further relief as the Court may deem necessary,
just, and proper.
DEMAND FOR JURY TRIAL

18
19

Cornick and Abbott demand a trial by jury for all claims and issues so triable.

20
21

Dated: November 2, 2021

Schubert Jonckheer & Kolbe LLP
/s/Alexandra K Green
Robert C. Schubert(No. 62684)
Noah M. Schubert(No. 278696)
Alexandra K. Green(No. 333271)
Schubert Jonckheer & Kolbe LLP
Three Embarcadero Center, Suite 1650
San Francisco, California 94111
Telephone: (415) 788-4220
Facsimile:
(415)788-0161
rschubert@sjk.law
E-mail:
nschubert@sjk.law

22
23
24
25
26
27
28
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agreen@sjk.law
1

Attorneysfor Plaintiffs and the Putative Class

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
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11/08/2021
CT Log Number 540550460

TO:

Cindy Karaban
Ally Financial Inc.
500 Woodward Ave Fl 9
Detroit, MI 48226-3423

RE:

Process Served in Michigan

FOR:

Ally Financial Inc. (Domestic State: DE)

ENCLOSED ARE COPIES OF LEGAL PROCESS RECEIVED BY THE STATUTORY AGENT OF THE ABOVE COMPANY AS FOLLOWS:
TITLE OF ACTION:

Re: Bill Cornick and David Abbott // To: Ally Financial Inc.

DOCUMENT(S) SERVED:

Notice

COURT/AGENCY:

None Specified
Case # None Specified

NATURE OF ACTION:

Letter of Intent - Threatening Litigation

ON WHOM PROCESS WAS SERVED:

The Corporation Company, Plymouth, MI

DATE AND HOUR OF SERVICE:

By Certified Mail on 11/08/2021 postmarked: "Not Post Marked"

JURISDICTION SERVED :

Michigan

APPEARANCE OR ANSWER DUE:

Within 30 days after service

ATTORNEY(S) / SENDER(S):

SCHUBERT JONCKHEER & KOLBE LLP
3Embarcadero Center Suite 1650
San Francisco, CA 94111

ACTION ITEMS:

CT has retained the current log, Retain Date: 11/09/2021, Expected Purge Date:
11/14/2021
Image SOP

REGISTERED AGENT ADDRESS:

The Corporation Company
40600 Ann Arbor Road E
Suite 201
Plymouth, MI 48170
800-448-5350
MajorAccountTeam1@wolterskluwer.com

The information contained in this Transmittal is provided by CT for quick reference only. It does not constitute a legal opinion, and should not otherwise be
relied on, as to the nature of action, the amount of damages, the answer date, or any other information contained in the included documents. The recipient(s)
of this form is responsible for reviewing and interpreting the included documents and taking appropriate action, including consulting with its legal and other
advisors as necessary. CT disclaims all liability for the information contained in this form, including for any omissions or inaccuracies that may be contained
therein.
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Attachment A
I(a). Parties
Plaintiffs:

Bill Cornick and David Abbott, Individually and on Behalf of All Others
Similarly Situated

Defendants:

Ally Bank, Ally Financial Inc., and Does 1-50.

I(c). Attorneys
Attorneys for Plaintiffs:
SCHUBERT JONCKHEER & KOLBE LLP
Robert C. Schubert
Noah M. Schubert
Alexandra K. Green
Three Embarcadero Center, Suite 1650
San Francisco, California 94111
Telephone: (415) 788-4220
Attorneys for Defendants:
SIMPSON THACHER & BARTLETT LLP
Stephen P. Blake
2475 Hanover Street
Palo Alto, California 94304
Telephone: (650) 251-5000
Brooke E. Cucinella
Rachel S. Sparks Bradley
425 Lexington Avenue
New York, New York 10017
Telephone: (212) 455-2000

ClassAction.org
This complaint is part of ClassAction.org's searchable class action lawsuit
database and can be found in this post: Ally Bank Hit with Class Action Over
April 2021 Data Breach

