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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

BRADY COHEN, individually and on behalf Civil Action No.:
of all others similarly situated,
CLASS ACTION COMPLAINT
Plaintiff,
JURY TRIAL DEMANDED
V.

NEW MOOSEJAW, LLC and NAVISTONE,
INC.,

Defendants.

Plaintiff Brady Cohen (“Plaintiff”), individually and on behalf of himself and all others
similarly situated, by and through his attorneys, makes the following allegations pursuant to the
investigation of his counsel and based upon information and belief, except as to allegations
specifically pertaining to himself and his counsel, which are based on personal knowledge.

NATURE OF THE CASE

1. This is a class action suit brought against Defendants New Moosejaw, LLC
(“Moosejaw’) and NaviStone, Inc. (“NaviStone”) (collectively, “Defendants™) for wiretapping
the computers of visitors to Defendant Moosejaw’s website, Moosejaw.com. NaviStone
employs these wiretaps to observe visitors” keystrokes, mouseclicks and other electronic
communications in real time for the purpose of gathering visitors’ Personally Identifiable
Information (“PII”’) to de-anonymize those visitors — that is, to match previously unidentifiable
website visitors to postal names and addresses. These wiretaps enable Defendants to
immediately, automatically, and secretly observe the keystrokes, mouseclicks and other

electronic communications of visitors regardless of whether the visitor ultimately makes a
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purchase from Moosejaw. By doing so, Defendants have violated Title | of the Electronic
Communications Privacy Act of 1986, 18 U.S.C. 8§ 2510-22, also known as the “Wiretap Act,”
which prohibits the intentional interception of wire, oral, and electronic communications unless
specifically authorized by a court order.

2. On several occasions within the past 6 months, Plaintiff Brady Cohen visited
Moosejaw.com, but has never made any purchase from Moosejaw. During each of Plaintiff’s
visits Moosejaw wiretapped his electronic communications with the website, disclosed the
intercepted data to NaviStone in real time, and used the intercepted data to attempt to learn his
identity, postal address, and other PII.

3. Plaintiff brings this action on behalf of himself and a class of all persons whose
electronic communications were intercepted through the use of NaviStone’s wiretap on
Moosejaw.com, pursuant to 18 U.S.C. § 2520, and seeks all civil remedies provided under the
Wiretap Act including but not limited to statutory damages of $10,000 per class member.

PARTIES

4. Plaintiff Brady Cohen is a natural person and citizen of the State of New York
who resides in New York, New York. Several times over the last six months, Mr. Cohen
browsed Defendant Moosejaw’s website at Moosejaw.com while shopping for outerwear.
Although Mr. Cohen never purchased anything from Defendants and never consented to any
interception, disclosure or use of his electronic communications, Mr. Cohen’s keystrokes,
mouseclicks and other electronic communications were intercepted in real time and were
disclosed to NaviStone through Moosejaw’s use of NaviStone’s wiretap. Mr. Cohen was
unaware at the time that his keystrokes, mouseclicks and other electronic communications were
being intercepted and disclosed to a third party.

5. Defendant New Moosejaw, LLC is a Delaware limited liability company with its
2
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principal place of business at 32200 North Avis Suite 100, Madison Heights, Michigan.
Moosejaw does business throughout New York and the entire United States. “Moosejaw is a
leading online active outdoor retailer with a large web presence as well at 10 physical stores.”
“Moosejaw carries more than 400 brands, including Patagonia, The North Face, Marmot,
Arc’teryx and more. [Moosejaw] ha[s] an extensive assortment of apparel and gear for climbing,
hiking, camping, snow sports, yoga, swimming and biking.”?

6. Defendant NaviStone, Inc. is a Delaware corporation with its principal place of
business at 1308 Race Street, Cincinnati, Ohio 45202. NaviStone does business throughout New
York and the entire United States. NaviStone is an online marketing company and data broker
that deals in U.S. consumer data.

JURISDICTION AND VENUE

7. This action is brought pursuant to the federal Wiretap Act, 18 U.S.C. 8§ 2510, et
seq.

8. The jurisdiction of this Court is predicated on 28 U.S.C. § 1331.

9. Both Defendants transact business in this District. Venue is proper in this District
under 28 U.S.C. 8§ 1391 because Plaintiff resides in this District, Defendants do substantial
business in this District, and a substantial part of the events giving rise to Plaintiff’s claims took
place within this District.

10.  This Court has personal jurisdiction over Defendants because Defendants conduct
substantial business within New York, such that Defendants have significant, continuous, and

pervasive contacts with the State of New York. Furthermore, a substantial part of the events

! https://news.walmart.com/2017/02/15/walmart-announces-the-acquisition-of-moosejaw-a-
leading-online-outdoor-retailer
2 1d.
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giving rise to Plaintiff’s claims took place within New York.

FACTS COMMON TO ALL CLAIMS

Overview Of NaviStone’s Wiretaps

11. Defendant NaviStone is a marketing company and data broker that deals in U.S.
consumer data. NaviStone’s business model involves entering into voluntary partnerships with
various e-commerce websites. Upon partnering with NaviStone, these e-commerce websites will
agree to insert a small parcel of computer code into their websites, which is provided by
NaviStone (and is written by NaviStone). This small parcel of computer code serves as a so-
called “back door” in computer terminology — its function is to retrieve and execute a much
larger portion of JavaScript code that is remotely hosted on NaviStone’s servers. As NaviStone
explains on http://navistone.com, “[a]dding a simple line of code to each page of your website
enables a wealth of new marketing data.”

12.  This “back door” code permits NaviStone to execute its own computer code on
the websites of its e-commerce partners. Stated otherwise, the “simple line of code” that
NaviStone requests its partners add “to each page of [their] website[s]” serves to call and execute
remote computer code that is: (i) provided by NaviStone, (ii) written by NaviStone, and
(iii) hosted on a remote server by NaviStone.

13.  Ascurrently deployed, NaviStone’s remote code functions as a wiretap. That is,
when connecting to a website that runs this remote code from NaviStone, a visitor’s IP address
and other P11 is sent to NaviStone in real-time. NaviStone’s code will then continue to spy on
the visitor as he or she browses the website, instantaneously reporting the visitor’s every
keystroke and mouse click to NaviStone. This real-time interception and transmission of visitors’

electronic communications begins as soon as the visitor loads Moosejaw.com into their web
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browser. Every keystroke and mouseclick is instantaneously intercepted and transmitted to
NaviStone through the wiretap. This real-time transmission includes, among other things,
information typed on forms located on Moosejaw.com, regardless of whether the user completes
the form or clicks “Submit.” Upon transmission to NaviStone, this information is used to de-
anonymize website visitors.

14, NaviStone maintains a back-end database containing data and profiles on
consumers across the U.S., which includes consumers’ names and mailing addresses. As users
browse the various e-commerce websites that deploy NaviStone code, NaviStone attempts to
“match” website visitors with records of real-life people maintained in its back-end database.
This matching may occur as simply as running a database query to correlate the IP address of a
website visitor, though NaviStone may also attempt to match user profiles through the use of
names, addresses, and other PIl. Once a match is found, NaviStone de-anonymizes the user and
updates its back-end database with the user’s current browsing activities and PII.

15. NaviStone has partnered with hundreds e-commerce websites since beginning its
operations. By combining and correlating its data, NaviStone can watch consumers as they
browse hundreds of participating e-commerce sites, in real-time.

16. Pursuant to an agreement with NaviStone, Moosejaw intentionally embedded
NaviStone’s software coded wiretap on Moosejaw.com

17. NaviStone obfuscates the wiretap codes through dummy domains to attempt to
conceal its activities. For example, part of NaviStone’s remote code running on the Moosejaw is
located at http://code.murdoog.com/onetag/C1DFC24D045BDD.js (as of the writing of this
Complaint).

18.  OnJune 20, 2017, a leading tech news website, gizmodo.com, published an
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exposé on NaviStone’s wiretaps entitled “Before You Hit ‘Submit,” This Company Has Already
Logged Your Personal Data.”® The Gizmodo article describes NaviStone as “a company that
advertises its ability to unmask anonymous website visitors and figure out their home
addresses.” The article revealed that NaviStone is “in the business of identifying ‘ready to
engage’ customers and matching ‘previously anonymous website visitors to postal names and
addresses.” [NaviStone] says it can send postcards to the homes of anonymous website shoppers
within a day or two of their visit, and that it’s capable of matching ‘60-70% of your anonymous
site traffic to Postal names and addresses.”””®
19. Indeed, on its own website, NaviStone boasts that it “invented progressive
website visitor tracking technology,” which allows it to “reach [] previously unidentifiable
website visitors.”® According to NaviStone, “[b]y simply adding one line of code to each
website page, you can unlock a new universe of ‘ready to engage’ customers.”’
20. NaviStone also explains how to implement this software wiretap on its clients’
webpages:
1: Insert One Line Of Code On Each Webpage.

We’ll provide you and your IT team with a short tracking

code (and instructions) to insert on each page of your

website. Data collection begins immediately and is

reviewed for quality by our staff.

2: Identify Engaged Website Visitors.

Data is stored in a secure environment specifically

dedicated to your company’s information. Website visitors

are identified as direct marketing prospects or reactivation

targets based on their level of engagement on your site, as
identified by unique algorithms developed by our data

3 https://gizmodo.com/before-you-hit-submit-this-company-has-already-logge-1795906081
41d.

°1d.

® https://www.navistone.com/

"1d.
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scientists.

3: Identify Verified Names and Addresses.
When unidentified website visitors show an intent to
purchased based on the modeling process described above,
NaviStone® will secure postal names and addresses to
include in your direct marketing prospecting and
reactivation programs. ...
4: Use, Expand, Repeat.
NaviStone® will continue to track website behavior to
identify new, unique prospects and reactivation targets so
you can expand and optimize this unique process for
success time and time again.®
21.  NaviStone’s wiretap intercepts communications in real time. As Gizmodo put it,
“before you hit ‘submit,” this company has already logged your personal data.”® Consumerist
also shared the same concern: “these forms collect your data even if you don’t hit ‘submit.””’*
22. NaviStone’s wiretap is engaged as soon as the visitor arrives at Moosejaw.com.
By merely loading the main page on Moosejaw.com, with no other action, the visitor is
connected to NaviStone’s wiretap, which begins to intercept and monitor their communications.
23.  As the visitor interacts with Moosejaw.com, for example, by adding an item to a
shopping cart, typing information onto a form, viewing an item, etc., all of these
communications are intercepted and disclosed to NaviStone in real time, through the wiretap.
Indeed, as will be demonstrated below, when NaviStone’s code is deployed on a webpage that

contains an online form — such as a “sign up” page or an “account registration” page — the data is

sent to NaviStone as it is typed. Visitors do not need to click “Submit” on the form, or take any

8 https://www.navistone.com/how-it-works (last visited Nov. 3, 2017).

® https://gizmodo.com/before-you-hit-submit-this-company-has-already-logge-1795906081 (last
visited Nov. 3, 2017).

10 https://consumerist.com/2017/06/29/these-forms-collect-your-data-even-if-you-dont-hit-
submit/
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other action, for their communications to be intercepted and disclosed to NaviStone.

24.  NaviStone’s wiretaps are deployed on hundreds of e-commerce websites. Upon
information and belief, NaviStone maintains and correlates its back-end database of User Data
and P11 across these hundreds of websites. For example, assume that Site X and Site Y are both
running NaviStone’s wiretap. Now, assume that a user provides her name and phone number to
Site X, but not to Site Y. Through the use of NaviStone’s wiretap and back-end database,
NaviStone can de-anonymize the user on Site Y and know her name and phone number, even
though she never provided that information to Site Y.

NaviStone’s Wiretap In Action On Moosejaw.com

25.  The operation of NaviStone’s wiretap on the Moosejaw.com website can be
observed using the Developer Tools Window in the Google Chrome browser. In the images
below, the Moosejaw.com website, as it appears normally through the browser is shown in the
left-hand side of the window, while the Developer Tools Network View, showing incoming and
outgoing transmissions, is shown in the right-hand window.

26.  When Moosejaw.com is loaded into a browser, the website automatically
retrieves a computer file located on a remote server. At the time this Complaint was written, the
computer file was named “C1DFC24D045BDD.js,” and it was hosted at

http://code.murdoog.com/onetag/
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B8 North Face Jackets | Pat: X

Ir
Q
®

5./ /www.moosejaw.com,

27.  The file “C1DFC24D045BDD.js” is 24.9 KB in size and contains computer code

written in a language called JavaScript. It appears as such:
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B Morth Face Jackets | Pat= X / [ httpsi//codemurdoogcc X

C | @ Secure | https://code.murdoog.com/onetag/

#=1 MGX v2 |(c) 2015 Melasa Group, llc. | melasagroup.com | moosejaw.com | origin onetag 10/19/2017 1:4@:08 AM =/
/=t 1.es %/

(function(n,t,1){n._MGX_LU=Ffunction{n){this.url-n;this.addParam=function(n,t}{return typeof t-="undefined"||t===null||t===""2this: (this.url+=this.url.index0F("?")
<@?"?2":"&",this .url+=n+"="+encodeURIComponent (t),this)}}in. MGX_LG=function(n,i,r,u,f,e){try{var o=t.cresteElement("img"),s=t.getElementsByTagName( "body")[@],h=new

_MSX_LU("https://apis.murdoog. com/mgx_2/visitaction/pxloghessage”) ;h.addParan("k",n) . addParan("v", 1) .addParan( "p" ) .addParan("rr",u) .addParan("ns", f .replace (/ (\rin| \n| \r
B[a-z]+;)/8," ").replace(/[\s\uFEFF\xABT+/g," ")).addParam("st", e .replace(/(\rin|\n|\r|&[a-2]+;) /g, " ").replace(/[\s\uFEFF\xA0]+/g,"
"})io.style="display:none”jo.src=h.url;s8&s.appendChild(o)}catch{c){}};try{if(/(googlebot|bingbot)/i.test(n.navigator.userAgent))return;i(n,t)}catch(r)
{_MGX_LG("DFC24D@4580D" ,null,null, 106", r.message,r.stack)}}) (window, document,function(n,t){if(t.cookie.index0f("MGX_Dev=")>-18&typeof n._MGX_Dev=="undefined")
{n._MGX_Dev=unescape(t.cookie.split("MGX_Dev=")[1] lit(";")[@]);var i= MGX_Dev.split("|"},
n._MGX_LU("//api2.murdoog. con/dev/C1DFC24D4SEOD .addParam("seq", typeof 1[@ ndefined”?i[@]: "*).addParam( ver", typeof i[1]!="undefined"?

S[1]:"7).addParan("urp” typeof i[2]!="undefined"?i[2]:""),r=t.createElement("script");r. type="text/javascript”;r. src=u.url; t.bady. appendChild(r) sconsole. Log("Loading MGX
Dev Library "+ _MGX _Dev)jelse(function(n,t,i){typeof t[n]=="undefined"&&(t[n]=new i(n,t,t.document))})(typeof
MGXnamespace=="undefined" ?"MGX" : MGXnamespace,n, function(n,t,i,r}{var ujreturn{Info:"MGX Version 2.84.xxx(see MGX.Version for
subversion)”,TimeOut:1e4,Delay: 1e3,ProspectingInterval :3e3, LoopInterval:1e3, CommitType: "jsonp” ,BaseApi: "https: //apis.murdoog. com/mgx_2/C/RauData/",PixelApi: "https://apis.m
urdoog.com/mgx_2/C/Pixel/",ProspectingString:"",Debug: !1,FrameRef:!1,OverrideHost: 11,Syncvisitor:!1,Synclrl:[],Def:{ ageload {Label:"Pageload”}}. EmallPar‘ams

{RestrictedFie sRestrictedvalues:""},Version:"2.84 3",AccessKey:"DFC24D@458DD", Prospecting: "B2926D" ,BulkParam cid”,
[1,PageLoadid: ™", visitorTd: ", HgxWisitorTd: ", SessionTd: " ewSession: ", Sequence: 1,VisitSequence: 1,Rundnce: 8, Keycod
SOM,Title:i. tltle Domain:t.location.hostname. spht{'. lengt ."+t.location.hostname:t. location.hostname.slice(t.location.hostname. indexOf (",

1 rotocol,Host:t.location.hostname,Path:t. lu(atl\)n pathname,Search:t.location.search,Hash:t.location.hash,Referrer:i.referrer,EmSent:

SUtmted L UtmCampaign:"",regex: {Guid:/~[@-9a- 'F]{B} [@-9a-f1{4}-[1-5][@-2a-F]{3}-[89ab][@-9a-f]{3}-[@-2a-F1{12}8/1,Email: /([ \w-". J+@['w-\. 1+ [a-2]
{1,3])/4, Haney /A8 ({1, 3], 2) "\, ’\d(Z}’/l},ev {cl:®,ch:@,5u:8,5¢:8),pg: "pageload”, restrict:
["identifier”,"priorit altFunction”, "preProcess”, "postProcess”, "waitFor"],procs:
["setPageType”, "setUid ,"handlePageLoad”, "handleProspecting”, "handleEvents"”, "handleLoops"],cd:[],rs:[],main: function(n){var t=this;t.RunOnce||
(t.RunOnce=1,t.FrameRefl&t.setFrame(),t.pg="pageload”, (t.checkHost ()| |t.OverrideHost)&&(t.Delay?setTimeout (function()
{t._main(n)},t.Delay):t._main(n)))},__main:function(n){var r:this;r.each(m,Fun:tion(n)i){try{r.lﬂg‘add("EEGIN["+i+"]",r.DEhug);r[ﬂ
();r.log.add("END["+1'+‘ 1",r.Debug) jcatch(u){t._MGX_LG(r.Accesskey,r.Visitorld,r.Pageloadld, 200" ,u.message,u.stack);r.log. add("ERROR["+i+"]:

“4u.message, r.getCallstack(u), r.Debug)}});typeof r.completed=="function"8&r.completed();typeof
£.16X_Ready-="function"8&t .HGX_Ready();r.getCookie("HOX _Analyze”)!==""RhsetTimeaut (function(){if (typeof t. MGXA-="undefined"){var
n=i.createElement("script™);n.src="https://code.murdoog. com/js/mgxa.js" jn. type="text/javascript™;i.body.appendChild(n)}else t. MGXA()},2e3)},init:function()
{this.log.add("INFO[init]: Start MGX Init function",this.Debug);var
t=this.getCookis("MGX_P"),i=this.getCookie("MGX_U"),n=this.getCookie("MGX_PX"},r=this.getCookie("MGX_CID");this.NewSession=n
his.uuid());this.setCookie("MEX_P",t,385);this.VisitorId=t;this.regex.Guid.test(i)]|
his.uuid());this.setCookie("MGX_U",1,365);this.MgxVisitorTd=i;this.regex.Guid.test(n) ||
his.uuid());this.setCookie("MGX_PX",n);this.SessionId=n;this.regex.Guid.test(r)|]
(r=this.uuid());this.setCookie("MGX_CID",r,265);this.Cid=r;this.PageloadId=this.uuid{);this.setUtm();this.log.add("INFO[init]: End MGX Init
function",this.Debug)},run: function(){var n-this;n.RunOnce?
{n.RunOnce=@,n.Referrer=n.Url,n.Url=t.location.href,n.Protocol=t.location.protocol,n.Host=t.location.hestname,n.Path=t.location.pathname,n.Search=t.location.search,n.Hash=
t.location.hash,n.Sequence=1,n.VisitSequence=1,n. setCookie( "MGX_E",n.stringify({p:n.Pageloadld,d:n.ev}),null, 0),n.ev=
{c1:@,ch:@,5ui0,5c:0},n.init(),n.main(["setPageType", "handleEm", “handlePagsload", "handleEvents"]}) in.main(n.procs)}, error: function(}{}, trim: function(n){return typeof
n string”?n.replace (/[ \s\UFEFF\xA@]+| [\s\uFEFF\xA8]+$/g," sgetPageText:function(){return this.getText('1.getElEmentsByTagName("bod “y[@])}.cleanText: function(n)
{return typeof n=="string"?n.replace(/(\r\n|[\n|\r|&[a-z]+;)/g," ").replace(/[\s\UFEFFLAO]+/g,™ "):""},getText: function(n){if (typeof n=="undefined")return”";var
i-this,t="";try{t=n.innerText| |n.textContent}catch(n){this.log.add("ERROR[getText]: "+n.meszage,this.getCallStack(n),this.Debug) ireturn
this.trim(this.cleanText(t))},getValue: function(n){var £="";if (typeof n=="undefined")return t;switch(n.nodeName){case"INPUT" : suitch(n.type)
{case"text":case"hidden": case"password”:case"button”:case"reset":case"submit":case"color":case"date" :case"datetime":cace"datetime-
local":case"month”:case"week"icase " time™icase”email” icase”number”case"range”icase"search”: case“tel":case"url": .value;break;case”"checkbox":case"radio”:in.checkedi&
(t=n.value)}bresk;case" TEXTAREA value;break; case "SELECT":switeh(n. type){case"select-one” it=n.value;break; case”select-multiple" ifor(j=n.options. length-1;3>=0;=]-
1)n.options[§].selectedRf(t+=t [5].value:n.aptions[3].value)Joreak;case "BUTTON" tsuitch(n. type) {case"reset" :case"submit " : case"button” it=n.value} Lreturn
this.trim(t)},getRegex:function(n, t){lf(typeuf t string”)return””;var i=n.exec(t);return i!==null?this.isDefined(i[@]):""},elems:function{n,t){var i=this;return typeof
n=="string"?i.s21(n,t):1. type(n)=="array"||1. type(n)=="htnlcallection"?n:[n]},sText :function(n,t){var i=this,r="",u=i.clems(n,t);return u.lengthili.each(u,function(n,t)
{var u=i.getText(t);u! 2", "+uiu)}),r}, sRegex:function(n, t,1) {var rthis,u="",f=r.elems(t,i);return .lengthddr.=ach(f,function(t,1){var

=ML "R this . regex.Guid. test(t) |

The top line of the code contains a comment indicating that it is to be used on “Moosejaw.com.”
However, the remainder of the code lacks comments, explanations, proper indenting, or
intelligible names for variables. Essentially, this code is obfuscated.

28.  The domain “code.murdoog.com,” which deploys this code, is owned and
operated by NaviStone.

29. Next, the code in CLDFC24D045BDD.js is executed, with no further actions by
the user, or prompting by Moosejaw or NaviStone. This immediately begins intercepting the

visitors’ electronic communications and transmitting them to https://apis.murdoog.com/

10
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[Glesd = m] X
North Face Jackets | Patz: X
i~ C | & Secure | https://www.moosejaw.com/moosejaw/shop/home_ :
[® 0] | Elements Console Sources Network Perforn 5 X
ot
M ,h.wd (=) @ l & @ E ® O | ™ ¥ | View = = [ Groupbyframe Disable cache
oosesad b dte UL
21 XHR JS CSS Img Media Font Doc WS Manife
— - ‘
= [t iosieto 8 e
— |
— — ‘ ' BER e Name Status | Ty Initiator Size | Time |Waterfall 67 min A
- _—— — ‘— .- — - —— || C1DFC24D0458DDjs 200 i home 249.. 35ms||
— i

- —v o — | DFC24D0458DD%... 200 home :8 10K8 92ms||
,?'0 I‘{D Al D E_A—E | DFC24D0458DD?v... 20K home :8 1.0KB 12ms||
http:
| USE CODE: 5XREWARD17 | SHOP NOW » Sadscasds

LTRF

o

SOREL

25" OFF

» 3 /390 requests | 26,9 KB /3.2 MB transferred | Finish: 7.5 min | DOMCententloaded: 1.22 s | Load: 14...

30.  The domain “apis.murdoog.com” is also owned and operated by NaviStone.

31. The intercepted communications are encoded in a format called Base64. When

decoded, they appear as such:

{"v":"4d27f1a2-866c-4a6e-8dff-0e25babel77b"," m":"08ec4766-
4a7a-464d-a6c8-
0b021c10124e","csi™:2003644151,"se™:"86d1748b-f3ea-48e2-
9cf0-5a45¢c85d699b","p":"e6ch9e61-fabe-4e44-83eb-
58f9ee2d5e6a","u": "https://www.moosejaw.com/moosejaw/shop/h
ome____ " "pn™:"/moosejaw/shop/home___ " "t":"North Face
Jackets | Patagonia Jackets | Arcteryx Jackets | Mountain
Hardwear","c":"https://www.moosejaw.com/moosejaw/shop/home
__""pr:"B2926D","eid":"ns_seg_100","sid":"30594e2641630c
11abd0dd73b8c4061e™,"s":2,"vs":1,"I":"Action","v01":"Eid","v02"
:"ns_seg_100"}

11
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Based on information and belief, other portions of these intercepted data (which are obfuscated
such that they are machine-readable but are not readable by humans) include a timestamp, an ID
number, the user’s IP address, and other PI1.

32.  NaviStone’s wiretap will then continue to monitor the user as he or she browses
Moosejaw.com. It will report every page visited by the user. Among other monitoring, the
software wiretap will also report any items the user added to his or her online shopping cart.
Assume that a visitor is interested in a “Moosejaw Men’s The Jack Pullover Hoodie,” and adds it

to his or her shopping cart:

[Gliesig = o X
Moosejaw Men's The Jac %
& > C | @ Secure | httpsy//www.moosejaw.com/moosejaw/shop/product_Moosejaw-Men-s-The-Jack-Pullover-Hoody_10273018_10208_10000001_-1_
[® ] | Elements Console Sources Network Performance  » 7 X
® O | ™ ¥ | View I= == [ Group by frame Preserve log [ Disable cache
Nice One! You just added this item to your cart. murdoog Hide data URLs
Z)| XHR JS €SS Img Media Font Doc WS Manifest Other
You have 3 item(s) in your cart |

4000 ms. 6000 ms 8000 ms, 10000 ms 12000 ms 14000 ms

ORDER SUMMARY

Moosejaw Men's The
Jack Pullover Hoody Subtotal: 5150.00 .
Size: Medium Name Status | Type | Initiater Size | Time |Waterfall 10005 &

Shipping: FREE [ | CIDFC24D045BDDs 200  script product.. (fro.. 24ms|l

Color: Shale

Qty:1 Sales Tax: See Checkout [ | DFC24D04380D%v.., 200  script product .. 1.0KE 200.. 1
$50.00 [] DFC24D045BDD?v.. 200  script product .. 1.0KE 200.. 1
Chanae Size/Color Order Total: $150.00 [| DFC24D045BDD?.. 200  script product .. 1.0KB 12ms 1

[] DFC24D045BDD?v... 200  script product.. LOKB 31ms |

You Earned: $15.00

hites:/apismurdoog.com/mex 2/C/RanDate/DFC24D0SSI0DYy= -d¢ +122-866¢-4abe-Bdff-
Oe25babe 17708 3-05021c10124e8s2=85d1748b-F3ea-4822-0cf0-
5245c85d69908d N2 Y5 TIEODY 2y 00N TZILTRZmYEMGUYNWIRVm UxNzdiliwibS |61/ A4Z W
. . MONzV2LTRRN2E AN AT MDY ZEWMTIOZS 225 SI6MTgOMTaMjkxOSwic2UiOiIdNm Cx
View/Edit Cart NzQ4Yi 1 mM2VhLTQ4ZTHOWNmMCO1YTQ1Yzg1ZDYSOWILCIwljoiNzkd Nz TgtZGheMiOOMGMOLWIIM
WIMEMTASOTExZDwY2gxlividS|51mh0dHB=0i Bud3d3Lm Tvb3N|am F3LmkyES 9¢52827 W hely BzaGowL 38
b’RHSRT“VQ\:Z\,qv‘X:t fuLXMEVGhILUphY 25tUHVsbGA2ZX S GOVZHIMMTAyNMwMTHFMTAYMDhf
MTAWMDAwMDFALTFliwicGAI0ivbWSyc2VYXevc2hy
YWNrLVE1bGrvdmVyLUvb2

ek WNOXO T3 Nlam F2LU TIbiT2LVRoZS 1€
R5XzEwMjczMDEAXZEWMAdXEwMDAWMDAxXy DXy lsinliOlodHRwezovL3
d2dy5tb292Z Wphdy 5jb20vbWIve2VgYXove2 hveCzZWFy Y2hTWVucy 11b29ka W\ zX 198Ky1sInQiOUNb2%z
ZWphdyBNZWdncyBUaGUgSmFayB0aWxsb37)ciB Ib20keS AIGFOIE Tvb 3N lamF3LenNybSlsimMiOlodHRw
czovl 3d3dy5tb29zZWphdy5]b20vbWIve Vg VXcve2hve CowemIkdWNOX0TvbINIamF3LUTIbi1zLVRoZS 1K
' Pay With PayPal YWNLVE1bGrvdmVyLUnvb?| 1jcMDEAXZEWMAZXZEWMDAWMDAXYOXylsInByljoiQ)ISMjZElwi
ZWikljoibnNfc2VnXzEwMCls \anLaculmwTkozm DE2MzBjMTFhYmQwZGQ3M214VzQuwNjFlliwicyl 6N
CwidnMiCjkslmwiOUBY2Rpb24il CJ2MDEIOiBZGRUBONRenQiLCI2MDMIOUDY 002 ¥25il LMD

l:WB\:.:JqVchthchQ wemSkdWNOX01vb3NlamF3LU11bi1zLVRoZSTKYWNILVB1bGxvdmVyLUhvb2R5Xz
EwMjczMDE4XzEwMjAdXz EwMDAwMDAxXyOxXy)98icallback=cb06103ece1c70c

| 57351 requests | 4.0 KB / 660 KB transferred | Finish: 1213 s | DOMContentloaded: 777 ms | Load: 1.4.

This activity is immediately communicated to NaviStone as such:

{"v":"4d27f1a2-866c-4a6e-8dff-0e25babel77b","m":"08ec4766-
4a7a-464d-a6c8-
0b021c10124e","csi":1841982919,"se":"86d1748b-f3ea-48e2-
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9cf0-5a45¢85d699b","p":"74ff4509-26a4-4c4c-88ce-
68a9e3793d7a","u":"https://www.moosejaw.com/moosejaw/shop/p
roduct_Moosejaw-Men-s-The-Jack-Pullover-

Hoody 10273018 10208 10000001_-

1 " "pn":"/moosejaw/shop/product_Moosejaw-Men-s-The-Jack-
Pullover-Hoody 10273018 10208 10000001 -

1 " "r":"https://www.moosejaw.com/moosejaw/shop/search_Mens
-Hoodies____ ""t":"Moosejaw Men's The Jack Pullover Hoody - at
Moosejaw.com™,"c":"https://www.moosejaw.com/moosejaw/shop/
product_Moosejaw-Men-s-The-Jack-Pullover-

Hoody 10273018 10208 10000001_-

1 " "pr:"B2926D","eid":"ns_seg_100","sid":"30594e2641630c11
abd0dd73b8c4061e","s™":3,"vs":7,"I":" Action","v01":"AddToCart",
"v03":"CartClick","v04":"/moosejaw/shop/product_Moosejaw-
Men-s-The-Jack-Pullover-Hoody 10273018 10208 10000001 _-

1 "}gem$q

33.  When filling out forms, any PII the user provides is immediately, automatically,
and secretly transmitted to NaviStone in real-time. Here, the user has just arrived on the

“Checkout” page, and has not entered any information yet:

13
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[GlesH - [m) X
Moosejaw - Shipping an X
& C | & Secure | https://www.moosejaw.com/m shop/QrderShippingBilling &langld=-18tkrypto=0JRk5pTd4K1r5QISdrdjoSCvKI1PRvgeH2f3rbbgkGRPZVPNYS3...
® @] | Eements Sources  Network Performance  » 4 X
RETURN ANY TIME SECURITY & PRIVACY ® 0 =YV -~ [ Group by frame Preserve log [0 Disable cache
ooseja as long as you're alive are guaranteed murdoog Hide data URLs
L)/ XHR JS €SS Img Media Font Doc WS Manifest Other
5000 me 8000 me 10000 e 1200
Existing customers sign in for easier checkout.
1. CONTACT INFO MY CART Details Name Status Type | Initiator  Size  Time | Waterfall 10,0054
[] C1DFC24D0458DDjs 200  script  OrderS fro.. 23ms||
Subtotal: $50.00 | | DFC24D045BDDv... 200 script 10K8 15ms |
Emai For order confirmation and Shipping: FREE [] DFC24D0458DD%v.. 200  script CIDFC24.. 1.0KB 13ms 1
fracking info Sales Tax: $0.00
TOTAL: $50.00
2. ADDRESS INFO
You Earned: $5.00
Rewards of

SHIPPING ADDRESS
‘ First Name ‘ ‘ Last Name ‘
ABOUT SSLceRTIFICATES
[ Phone Number | [ unitedseares -]
Company Name (optional) Street address
Enterandwe'll
‘ Street address line 2 (optional) ‘ ‘ ZIP code look-up your
city and state.
B | [ crooseastate v]
[ Tnisis also my billing address
BILLING ADDRESS
[ st Name | [ |
Phone Number ‘ [ United states v

w | 3 /250 requests | 2.0 KB / 605 KB transferred | Finish: 7.16 5 | DOMContentloaded: 2.15 5

Load: 3.03 5

Now, the user has entered his name “John.” A transmission is automatically, immediately, and

secretly made to NaviStone:

14
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Moosejaw - Shipping an X

< c &

ure | https:

//wWhw.moosejaw.com/r

Existing customers sign in for essier checkout.

Document 1

1. CONTACTINFO

Email

For order confirmation and

tracking info

2. ADDRESS INFO
SHIPPING ADDRESS
‘ John | ‘ Last Name
| Phone Number | [ unieasistes -]
‘ Company Name (optional) | ‘ Street address ‘
Enter and we'll
‘ Street address line 2 (optional) | ‘ ZIP code loak-up your

city and state.

v]

| city | [[cnooseastete

O This is also my billing address

BILLING ADDRESS

‘ First Name | ‘ Last Name |
United States M

‘ Phone Number

‘ Company Name (optional)

Street address

‘ Street address line 2 (optional)

| ‘ ZIP code

Enter and we'll

look-up your

city and state.

MY CART Details
Subtotal: $50.00
Shipping: FREE
Sales Tax: $0.00
TOTAL: $50.00
You Earned: $5.00
Rewards of

ABOUT SSL CERTIFICATES

~ | 47284 requests

Filed 11/30/17 Page 15 of 22

“|® O] Eemens Metwork  Performance % 4 1 %
® 0 =V Group by frame
murdoog Hide data URLs
[/ XHR J5 CS5 Img Media Font Doc WS Manifest Other

20 6000

4000

Name Status  Type | Initiator Size | Time |Waterfall 174
|| C1DFC24D0458DDjs 200  script  OrderShi.. (fro... 23 ms ||
[ | DFC24D0458DD?v... 200  script CIDFC24.. 1.0KB 15ms| |
[] DFC24D045BDD?v... 200  script CIDFC24.. 1.0KB 13ms| |
| | DFC24D045BDD?v... 200  script C1DFC24.. 1.0KB 69 ms 1

itpsi//apismurdocg.com/mg Z'L,’RanData’DFCUDDLSBDDN:AdaH 2-866ic-4abe-Bdfi-
0e25babeT77 4766-4a72-4640-a5c8-0b02 11012428 di7- 2-9cf0-
5245c85d699batd = ey )2 joiNGQyN2YxYTIRODY2Yy 00V TZILThkZmYAl GU\/N\'\‘ Vm.JxI\th\.-an\Sl AdZW
MON2Y2LTRhN2ESNDYOZCT hNmMALTBIMDY EwMTIOZSIsImNzaSI6MTgOM Tk Mjior0 Swic2 UOi AN m Qe
NzQ4Yi1mM2VhLTQ4ZTIROWNMMCO1YTQ1Y2g1ZDY5OWILCIwljoiM2EZNmYjOTQINmImMS0OMQ1LTk
X¥mELMZA NFIMzVhOWFKliwidS|6Imh0dHBz0i8vd 3d3Lm 1 vb3NIamF3LmMNybS9th29zZWphdy9zaGIwL0
9y7GVyU2hpcHBpbmdCaWssaWSn¥mlldz92d GOy ZUIKPTEWM]A4ImNhd GFsb2d ZD0XMDAWMDAWMSZSY
W5nSWQILTEma3JScHRYPTBKUmS 1 cFRNEskclNREFNkemRab 1 NDdkt/MVBSdmdISDImM3iYnFrR 1IQWI
ZQbnkzVZBHUWIQUXpEUEHS ExrbVY MOWQyRSUy RmozSkdh TFRRT 1FTVz)kTnd 0SFBKNEISWFZN TRV
mEMilzbDUMWVZNDC 1bUJvS2t6001B<VIETiZkZGtieTlodHRwey UzQUIyZGVyUHIVY2Vzc INIenZpY2VPe
mRIcIByZXBhemUiLCIwbil6ligth29zZWphdy3zaGawL09yZGVyU2hpcHBpbmdCaWasaWSnVmlidylsinliGie
dHRuezov 3d3dy5tb292ZWphdy 5ib20vbWve2 Vg Y XcveZhveCOPemRICKIOZW EaXNwb GFSP2NhdGFsbad
JZD0xMDAWMDAWMSZsYWSnSWQILTEme3RvemVIZDOxXM DiwOCZrenlwd GBI0TdsN00zeS Uy RmNYakxw
VjBNdnZHVEVKYTIGeEdBITICoDgOVIZS TmpUd2hRd2NYaUZUaVIMC 1215]13a FKUOVERESTVVNZNWZ6SW
VAVDhhQnRkbnENUKDIMIJUY TdDemkIMKY 1VUo2aXRLEWAZWHRON HivMiVMMHUSNNIUVGekaQNk
NSaHBndWabmozdT hsVTIoWmFwN 1VmTUUSRmADZz)eMnQ3cCUyRINpZVI1SFBVT2EIMKY3cRCbDZgb1
AIMIIDUTRrSIUYRINGWiZkZGtleT TodHRwey UzQUyZ GVyQ2FsY3VsVXRIiwidCl6k 1vb3NIamF3IC0gU2hpe
HBpbmegYW5KIEJpbGxpbmegRGIz<GrheS slmMiOiodHRwezovl 3d3dy5to29:Z Wphdy 5jb20vEWOve VgV
KeveZhveCOPemRiclNoaXBwaW5nQmisbGluZ 1ZpZXc%2F c3RvemVIZDOxMDIWOCZYXRbGInSWQIMTA

whDAWMDEmbGFUZOIkPSCix)m tyeXBObz0wSLrNXBUZDRLMXITUWKTZH)kam9TQ3ZLSTFQUAZnZUgyZjN
y¥mixa0dSUFOWUGSSM 1dwR | FpUFFGelBLRORMa2 IVTDIKMKUIMKZaMOpHYLXUUUSRU 1/ ZESIAERQS R

CWINWTUS0bzZhITICc2wSSTFIWTQ3NW1ChOtrekNNQXFSekdmZGRrZXk9aHROcHMIMOFFcmRIciByb2Nic
ANTZXI2aWNIT3 I Qem\w X liwicHIOUCMjly NiQILC W OiJuc1SzZ Wa M TAwliwic2IkdjoiMzA10T
RIMjYOMTYzMGMxMWFIZDBIZDczYjhjNDA2MWUILCJzljozLC)2cy I BMTMsimwiOiBY3Rpb24iLCJ2MDEIOi)
hZGRyliwidjAzljoiZmlyc3ROYW1IFFdDX 19TaGIwcEIuZONhcnREZGRyZXNZRWS0cnIGE3JtX3NoaXBwaWsn
QWRkemV/2eONyZWFOZUVkaXRGb2HRGI2X=FfZmlyc3ROVW XzEiLCI2MDQIOi xIn0%3D callback =cb 977
a7c502b64d

3.0KB / 616 KB transferred | Finish: 1.6 min | DOMContentloaded: 2.15 s | Load

Now, the user has entered his address at “123 State Street.” Again, another transmission is

automatically, immediately, and secretly made to NaviStone:
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[Gle= - o X
Moosejaw - Shipping an X

& C | & Secure | httpsy//www.moosejaw.com/maoose) hipping Ylangld=-18tkrypto=0JRk5pTd4K1r5QISdrdjoSCvKITPRvgeH2f3rbbgkGRPZV
LLCUNIACTINFO “ % O] Elements Sources twork  Performance 4 1 X
® 0 =Yy Group by frame Preserve log Disable cache
Email For order confirmation and murdoog Hide data URLs
tracking info MY CART Details 20| XHR IS CSS Img Media Font Doc WS Manifest Other
] 000ms  60000mMs 80000 mMS 120000ms 150000 m
Subtotal: $50.00
2. ADDRESS INFO - .-
Shipping: FREE :
Sales Tax: $0.00
BHIRRINGADDRESS TOTAL: $50.00 Name e Initiator Time |Waterfall 1.7 min a
Vou Earmed $5.00 [] C1DFC24D0458DD s fro.. 23ms||
‘ouU Earned: 2 FC240045 ) 1 o -
| John ‘ | Last Name | Rewards of | DFC24D045BDD.. 0K8 15ms| |
|_| DFC24D045BDD?v. . 1.0KB 13ms|]|
| United s | .| DFC24D0458DDv.. 200 4. 1.0KB 68 ms 1
Phane her v
| hone Number ‘ nited States [] DFC24D0458DDv... 2 . 10KB 46ms
Hfapis.murd.
| Company Name (optional) ‘ Str address | i
ABQUT SSL CERTIFICATES
Enter and we'll
| 123 State Street ‘ | ZIP code look-up your
city and state.
[ oy | [ choose s state V]
[ Thisis also my billing address
BILLING ADDRESS
| First Name ‘ | Last Name ‘
| Phone Number ‘ [ united states v ]

| Company Name (optional) ‘ Street address ‘

Enter and we'll
Street address line 2 (optional) ‘ | ZIP code look-up your
city and state.

| City ‘ [ choase astate v

| 5/311 requests | 4.0 KB / 624 KB transferred | Finish: 2.9 min | DOMContentloaded: 2,155 | Load: 3.03 ¢

34. By intercepting these communications, NaviStone is able to learn the identity of
the visitor. As NaviStone boasts, it is capable of matching “60-70% of your anonymous site

traffic to Postal names and addresses.”!!

Other Allegations Common To All Claims

35.  Defendants, as corporations, are “persons” pursuant to 18 U.S.C. § 2510(6).

36. Plaintiff’s and Class Members’ keystrokes, mouseclicks, and other interactions
with Moosejaw.com are “electronic communications” as defined by 18 U.S.C. § 2510(12).

37. Throughout the entirety of the conduct upon which this suit is based, Defendants’

actions have affected interstate commerce.

38.  Defendants’ actions are and have been intentional as evidenced by, inter alia,

.
16
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their design and implementation of the software wiretap on Moosejaw.com, and their disclosures
and uses of the intercepted communications for profit.

CLASS ACTION ALLEGATIONS

39. Plaintiff seeks to represent a class all persons whose electronic communications
were intercepted through the use of NaviStone’s wiretap on Moosejaw.com.

40. Members of the Class are so numerous that their individual joinder herein is
impracticable. On information and belief, members of the Class number in the millions. The
precise number of Class members and their identities are unknown to Plaintiff at this time but
may be determined through discovery. Class members may be notified of the pendency of this
action by mail and/or publication through the distribution records of Defendants.

41.  Common questions of law and fact exist as to all Class members and predominate
over questions affecting only individual Class members. Common legal and factual questions
include, but are not limited to, whether Defendants intentionally intercepted electronic
communications in violation of 18 U.S.C. 8 2511(1)(a); whether Defendants intentionally
disclosed the intercepted electronic communications in violation of 18 U.S.C. § 2511(1)(c);
whether Defendants intentionally used, or endeavored to use the intercepted electronic
communications to de-anonymize website visitors in violation of 18 U.S.C. § 2511(1)(d);
whether Moosejaw procured NaviStone to intercept or endeavor to intercept electronic
communications in violation of 18 U.S.C. § 2511(1)(a); whether NaviStone procured Moosejaw
to intercept or endeavor to intercept electronic communications in violation of 18 U.S.C.

8 2511(1)(a); whether NaviStone’s wiretaps, including the software codes described herein, are
an “electronic, mechanical, or other device” as defined by 18 U.S.C. 8 2510(5); whether

NaviStone’s wiretaps are primarily useful for the purpose of the surreptitious interception of

17
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electronic communications in violation of 18 U.S.C. § 2512; whether NaviStone violated 18
U.S.C. § 2512 by intentionally creating the wiretap codes, by possessing those wiretaps, by
advertising them on the NaviStone website, and by distributing them to Moosejaw for
installation on Moosejaw’s website; whether Moosejaw violated 18 U.S.C. § 2512 by receiving
the wiretaps from NaviStone, which were transported through interstate commerce, by
possessing those wiretaps, and by further distributing them through the software codes embedded
on Moosejaw.com; whether each class member is entitled to the remedies specified under 18
U.S.C. § 2520, including but not limited to statutory damages of $10,000 per class member.

42.  The claims of the named Plaintiff are typical of the claims of the Class because
the named Plaintiff, like all other class members, visited Moosejaw.com and had his electronic
communications intercepted and disclosed to NaviStone through the use of NaviStone’s wiretap.

43. Plaintiff is an adequate representative of the Class because his interests do not
conflict with the interests of the Class members he seeks to represent, he has retained competent
counsel experienced in prosecuting class actions, and he intends to prosecute this action
vigorously. The interests of Class members will be fairly and adequately protected by Plaintiff
and his counsel.

44.  The class mechanism is superior to other available means for the fair and efficient
adjudication of the claims of Class members. Each individual Class member may lack the
resources to undergo the burden and expense of individual prosecution of the complex and
extensive litigation necessary to establish Defendants’ liability. Individualized litigation
increases the delay and expense to all parties and multiplies the burden on the judicial system
presented by the complex legal and factual issues of this case. Individualized litigation also

presents a potential for inconsistent or contradictory judgments. In contrast, the class action

18
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device presents far fewer management difficulties and provides the benefits of single
adjudication, economy of scale, and comprehensive supervision by a single court on the issue of
Defendants’ liability. Class treatment of the liability issues will ensure that all claims and
claimants are before this Court for consistent adjudication of the liability issues.

45, Plaintiff brings all claims in this action individually and on behalf of members of

the Class against Defendants.

Count |
For Interception Of Electronic Communications In Violation Of The Wiretap Act,
18 U.S.C. § 2511(1)(a)

46.  Plaintiff repeats the allegations contained in {1 1-45, above, as if fully set forth
herein.

47. By implementing NaviStone’s wiretaps on Moosejaw.com, each Defendant
intentionally intercepted, endeavored to intercept, and procured another person to intercept, the
electronic communications of Plaintiff and Class Members, in violation of 18 U.S.C.

§ 2511(1)(a).
Count 1l

For Disclosure Of Intercepted Electronic Communications In Violation Of The Wiretap
Act, 18 U.S.C. 8 2511(1)(c)

48. Plaintiff repeats the allegations contained in 1 1-45, above, as if fully set forth
herein.

49. By intentionally disclosing the intercepted electronic communications of the
Plaintiff and Class Members to each other, and to other third parties, while knowing or having
reason to know that the information was obtained through the interception of an electronic
communication in violation of 18 U.S.C. 8 2511(1)(a), Defendants have violated 18 U.S.C.

§ 2511(1)(c).
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Count 1
For Use Of Intercepted Electronic Communications In Violation Of The Wiretap Act,
18 U.S.C. § 2511(1)(d)

50. Plaintiff repeats the allegations contained in {{ 1-45, above, as if fully set forth
herein.

51. By intentionally using, or endeavoring to use, the contents of the Plaintiff’s and
Class Members’ intercepted electronic communications to de-anonymize them, and for other
purposes, while knowing or having reason to know that the information was obtained through the
interception of an electronic communication in violation of 18 U.S.C. § 2511(1)(a), Defendants

have violated 18 U.S.C. § 2511(1)(d).

Count IV
For Procuring In Violation Of The Wiretap Act, 18 U.S.C. § 2511(1)(a)

52. Plaintiff repeats the allegations contained in {{ 1-45, above, as if fully set forth
herein.

53. By intentionally procuring NaviStone to intercept or endeavor to intercept
electronic communications, Moosejaw violated 18 U.S.C. § 2511(1)(a).

54. By intentionally procuring Moosejaw to intercept or endeavor to intercept

electronic communications, NaviStone violated 18 U.S.C. § 2511(1)(a).

Count V
For Manufacture, Distribution, Possession And Advertising Of Electronic
Communication Intercepting Devices
In Violation Of The Wiretap Act,
18 U.S.C. § 2512
55. Plaintiff repeats the allegations contained in { 1-45, above, as if fully set forth
herein.

56. NaviStone’s wiretaps, including the software codes described herein, are an

“electronic, mechanical, or other device” as defined by 18 U.S.C. § 2510(5), are primarily useful
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for the purpose of the surreptitious interception of electronic communications.

57. By intentionally creating the wiretap codes, by possessing those wiretaps, by
advertising them on the NaviStone website, and by distributing them to Moosejaw for
installation on Moosejaw’s website, NaviStone violated 18 U.S.C. § 2512.

58. By receiving the wiretaps from NaviStone, which were transported through
interstate commerce, by possessing those wiretaps, and by further distributing them through the

software codes embedded on Moosejaw.com, Moosejaw violated 18 U.S.C. § 2512.

Relief Sought
59. WHEREFORE, Plaintiff, individually and on behalf of all others similarly

situated, seeks a judgment against Defendants as follows:

A. For an order certifying the Class under Rule 23 of the Federal Rules
of Civil Procedure and naming Plaintiff as representative of the
Class and Plaintiff’s attorneys as Class Counsel to represent the
Class;

B. For an order declaring that Defendants’ conduct as described herein
violates the statutes referenced herein;

C. For an order finding in favor of Plaintiff and the Class on all counts
asserted herein;

D. For all remedies specified in the Wiretap Act, 18 U.S.C. § 2520,
including the actual damages suffered by the plaintiff, any profits
made by Defendants as a result of the violations, statutory damages
of whichever is greater of $100 a day for each day of violation or
$10,000 for each class member, such preliminary and other
equitable or declaratory relief as may be appropriate, punitive
damages, and a reasonable attorney’s fee and other litigation costs
reasonably incurred,;

E. For prejudgment interest on all amounts awarded,

F. For an order of restitution and all other forms of equitable monetary
relief;

G. For injunctive relief as pleaded or as the Court may deem proper;
and

H. For an order awarding Plaintiff and the Class their reasonable
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attorneys’ fees and expenses and costs of suit.

Jury Demand

60. Plaintiff demands a trial by jury on all causes of action and issues so triable.

Dated: November 30, 2017 Respectfully submitted,
BURSOR & FISHER, P.A.

By: /sl Scott A. Bursor
Scott A. Bursor

Scott A. Bursor

Neal J. Deckant

Frederick J. Klorczyk, I11

Alec M. Leslie

888 Seventh Avenue

New York, NY 10019

Telephone: (212) 989-9113

Facsimile: (212) 989-9163

Email: scott@bursor.com
ndeckant@bursor.com
fklorczyk@bursor.com
aleslie@bursor.com

Attorneys for Plaintiff
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