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From: Dataleakege <DataLeakege@hashtag-bg.com> 

Sent: Sunday, December 24, 2023 3:07 PM 

To: Campbell-Detrixhe, Dia 

(9R 

Subject: [INTEGRISOK BREACH] Your personal data is selling on the darknet 

EXTERNAL SENDER: Use caution with links and attachments 

Hello Dia D Campbell-Detrixhe, 

lntegris Health (httP-s://linkP-rotect.cudasvc.com/url? 

a=httP-s%3a%2f%2fintegrisok.c_om&c=E,1,StgFYRgsWwWbj rXOhHSK 
ulhOFm-EW5a-wa8YeEg3j~7 A8fOhAO9ak-zx4d 71 Lz

R8UkaG22MUZANbTGf13kW8vat-93cYS04c-wWRs16wG

~UcRoH4w,,&tY.P-O= 1) was breached on November 2023. The data of 

over 2 million patients was compromised including SSN, DOB, 

Address, Phone, Insurance Information, and Employer Information. 

This data will sell on the darknet and be used for fraud and identity 

theft. If you are receiving this message, your data have been 

compromised. We provide a sample of your data as proof. 
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.2jUcRoH4w,,&tY.P-O= 1) was breached on November 2023. The data of 
over 2 million patients was compromised including SSN, DOB, 

Address, Phone, Insurance Information, and Employer Information. 

This data will sell on the darknet and be used for fraud and identity 
theft. If you are receiving this message, your data have been 
compromised. We provide a sample of your data as proof. 

TUTTLE OK 73089-3001 

We have contacted lntegris Health, but they refuse to resolve this 
issue. We give you the opportunity to remove your personal data 
from our databases before we sell the entire database to data 
brokers on Jan S 2024. 

Our tor shop allows users to purchase data for fraud. Any buyer can 
purchase data "exclusively" for 50$. This gives the buyer exclusive 

rights on the data and will remove the data from the shop 
completely. This feature is useful for fraud activity such as identity 
theft, opening SIM lines, opening bank accounts, taking out loans, 
and making USA companies. A buyer can also purchase data without 

exclusive rights for 3$. In this case, the data will still be listed on the 
shop. 
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issue. We give you the opportunity to remove your personal data 

from our databases before we sell the entire database to data 

brokers on Jan 5 2024. 

Our tor shop allows users to purchase data for fraud. Any buyer can 

purchase data "exclusively" for 50$. This gives the buyer exclusive 

rights on the data and will remove the data from the shop 

completely. This feature is useful for fraud activity such as identity 

theft, opening SIM lines, opening bank accounts, taking out loans, 

and making USA companies. A buyer can also purchase data without 

exclusive rights for 3$. In this case, the data will still be listed on the 

shop. 

You can remove your data from our shop and protect it from future 

fraud by purchasing exclusive rights on it (50$). 

Instructions to access our shop: 

1) Download and install Tor Browser from: 

httP-s://I in kP-rotect.cudasvc.com/u rl? 

a= httP-s%3a%2f%2ftoq:Jroject.org%2f &c= E,1,cVIWPHY.Gv Ah I KOSU6c2 

J3bjWDVVJY.OZMf0NVMYBR NSDWKZ1I3e5ka9Bf2IkvoSF0LwEf Wbg 

gTUUhZSmKU YCelcKU8cm5JYY.0eFoEvnB-xKSMPKg,,&tY.P-0=1 

2) Navigate to: httr2s://linkP-rotect.cudasvc.com/url? 

a=httP-%3a%2f%2f3z3si7ga7e6uujcft7j5m  

 

 

 

about:blank 

V 

1/1 

Case 5:23-cv-01209-R   Document 1-1   Filed 12/29/23   Page 4 of 5



12/27/23, 9:49AM Fw: [INTEGRISOK BREACH] Your personal data is selling on the darknet - Campbell-Detrixhe, Dia - Outlook 

"@ Delete B Archive O Report ~ Reply <~ Reply all ~ Forward v ©_ Zoom 

Fw: [INTEGRISOK BREACH] Your personal data is selling on the darknet 
0 General\AII Employees (unrestricted) 

8 

 
 

2) Navigate to: httP-s://linkP-rotect.cudasvc.com/url? 
a= httP-%3a%2f%2f3z3si7 ga 7 e6uujcft7j5m  

 
 

 
3) Create an account and login 
4) Purchase credits with BTC (httP-s:ljlinkP-rotect.cudasvc.com/url? 
a= httP-s%3a%2f%2fcoinbase.com&c= E,1,d 1I3C 1 Ava66Y5o2Kj 1 IToerZ 

CVwuUOb86yjjh9Jjj 1 M32fbY-V0ZonxDVd Dke TbUflVkOH FQSN 19bMW 

y__gsVKILv9Y-NEtE kmjA9dDDfHxnjbX lws&tY-P-O= 1 
[httP-s://binance.com)]httP-s://binance.com) 
5) Find your data and click 11 REMOVE 11 

If you purchase the 50$, and you are unhappy about this data, 
contact our support at data.seller@onionmail.org and we will refund 
you 45$ then add the data back to the shop and it will show + 1 for 
Buys. We keep 5$ because you still view the data. 

If you have questions or problems, contact data.seller@onionmail.org 

~ Reply ~ Forward 

about:blank 

V 

1/1 

Case 5:23-cv-01209-R   Document 1-1   Filed 12/29/23   Page 5 of 5


