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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION
JOSE CALDERON and BARBARA
WESTBROOK, on behalf of themselves and all
others similarly situated,
Plaintiffs
COMPLAINT - CLASS ACTION
v.
NO. ___________________
EQUIFAX INC. and EQUIFAX
INFORMATION SERVICES LLC,

Jury Trial Demanded

Defendants

Plaintiffs Jose Calderon and Barbara Westbrook (“Plaintiffs”), on behalf of
themselves and all others similarly situated, brings this class action against
EQUIFAX

INC.

and

EQUIFAX

INFORMATION

SERVICES

LLC

(“Defendants”) and respectfully allege the following:
NATURE OF ACTION
1.

Plaintiffs bring this class action suit on behalf of themselves and all

others similarly situated, to redress Defendants’ failure to adequately safeguard
confidential personal information and related data.
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2.

This action arises from one of the largest data security breaches ever

to occur in the United States.
3.

As a result of this breach, Plaintiffs and the millions of individuals

whose sensitive personal data was made accessible now face substantial risk of
further injury from identity theft, credit and reputational harm, false tax claims, or
even extortion.
PARTIES
4.

Jose Calderon is a citizen of the State of Texas, County of Bexar.

5.

Barbara Westbrook is a citizen of the State of Texas, County of

Nueces.
6.

Defendant Equifax Inc. is a global consumer credit reporting agency

incorporated in Georgia, with its principal place of business at 1500 Peachtree
Street NW, Atlanta, Georgia.
7.

Equifax, along with Experian and TransUnion, is one of the three-

largest credit-reporting firms in the U.S. Equifax organizes and analyzes data on
more than 820 million consumers and more than 91 million businesses worldwide.
Equifax's databases hold employee data submitted by more than 7,100 employers.
8.

Equifax Information Services LLC operates as a subsidiary of Equifax

Inc. and collects and reports consumer information to financial institutions.
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Equifax Information Services LLC is incorporated in Georgia with its principal
place of business at 1500 Peachtree Street NW, Atlanta, Georgia.
9.

Defendants do business nationwide, including in this District.

10.

Upon information and belief, the wrongful acts and/or decisions by

Defendants leading to this data breach occurred nationwide and in this District.
FACTUAL ALLEGATIONS
11.

On September 7, 2017, Defendants publicly disclosed a massive data

security breach that affected approximately 144 million American consumers.
12.

Equifax has stated that the cyberattack was discovered on July 29,

2017. Even though it discovered the attack in July, and despite the breadth and
severity of the release, Equifax waited approximately six weeks before publicly
announcing the breach.
13.

Defendants first indicated that the attack was carried out from mid-

May to July 2017.
14.

Equifax has now admitted that its systems were breached in March

2017, months earlier than previously acknowledged.
15.

Defendants admit that their U.S. website application had a security

“vulnerability” that allowed third parties to access a vast amount of individual
personal identifying information.
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16.

As a result of Defendants’ actions, the Social Security numbers, birth

dates, addresses, driver's license numbers, and other confidential personal
information (“Confidential Personal Information”) of millions of U.S. consumers
were unlawfully accessed by hackers. Hackers also gained access to credit-card
numbers for approximately 209,000 consumers, as well as dispute records
containing the Confidential Personal Information of roughly 182,000 consumers.
17.

None of the individuals whose Confidential Personal Information was

compromised by the hacking authorized such access or disclosure by Defendants.
18.

Defendants themselves have stated that Confidential Personal

Information was accessed by – and therefore presumably is in the hands of –
“criminals.”
19.

Defendants purport to be sophisticated companies with “industry

expertise” in handling “trusted unique data,” including the highly sensitive and
Confidential Personal Information of individual consumers like Plaintiffs.
20.

Despite

these

representations,

Defendants

have

been

sued,

investigated, and fined multiple times in recent years for fundamental flaws in their
electronic systems that store and handle Confidential Personal Information.

26249.0001 -- 3397459_1

4

Case 1:17-cv-04389-MHC Document 1 Filed 11/02/17 Page 5 of 27

21.

After more than a month, Equifax established a website that allows

U.S. Consumers to determine whether their data may have been compromised and
enroll in free credit monitoring.
22.

The website Equifax set up and directed consumers to use to check

whether their Confidential Personal Information had been compromised was itself
fraught with security risks. The site has a flawed Transport Layer Security
implementation, and runs on free blogging software unsuitable for secure
applications.
23.

The site also asks consumers to provide their last name, as well as the

last six digits of the social security numbers, without any assurance that that the
information would be secure. It fails to warn consumers to use a secure computer
or encrypted network to transmit such sensitive information.
24.

In fact, the site appears to generate the same responses regardless of

whether a consumer enters valid or fictional information.
25.

The site asks consumers to enroll in an Equifax product (TrustedID)

that requires consumers to provide additional sensitive personal information.
26.

In order to use the TrustedID free credit monitoring, the site also

inconspicuously requires consumers to waive certain legal rights and submit
disputes to individual arbitration.
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27.

Upon information and belief, the wrongful acts and/or decisions by

Defendants leading to this data breach occurred nationwide and in this District.
JURISDICTION
28.

This Court has original jurisdiction pursuant to 28 U.S.C.A. §

1332(d)(2), in that the matter in controversy, exclusive of interest and costs,
exceeds the sum of $5,000,000 and is a class action in which members of the Class
are citizens of a state different from Defendants.
29.

This Court has personal jurisdiction over Defendants because they are

incorporated and their principle place of business is in Georgia.
30.

Venue is proper in this District pursuant to 28 U.S.C. § 1391 because

a substantial part of the events giving rise to Plaintiffs’ and putative Class
Members’ claims occurred in this jurisdiction. Defendants are authorized to do
business in this District and are subject to personal jurisdiction in this District.
CLASS ACTION ALLEGATIONS
31.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further allege as follows.
32.

Plaintiffs bring this action on behalf of the Class, which is defined as:
All United States residents whose Confidential Personal
Information became accessible in either Equifax data
breach disclosed on September 7, 2017, or September 18,
2017.
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33.

Plaintiffs also bring this action on behalf of the Texas Subclass, which

is defined as:
All residents of the State of Texas whose Confidential
Personal Information became accessible in either Equifax
data breach disclosed on September 7, 2017, or
September 18, 2017.
34.

Excluded from the Class and Texas Subclass are: a) any Judge or

Magistrate presiding over this action and members of their families; b) Defendants,
Defendants’ subsidiaries, parents, successors, predecessors, and any entity in
which Defendants or their parents have a controlling interest and their current or
former employees; c) persons who properly execute and file a timely request for
exclusion from the Class; d) the legal representatives, successors or assigns of any
such excluded persons; e) all persons who have previously had claims finally
adjudicated or who have released their claims against Defendants similar to those
alleged herein; and f) any individual who contributed to the unauthorized access of
the Confidential Personal Information held by Defendants.
35.

While the exact number and identities of the Class Members are

unknown at this time, and can only be ascertained through appropriate discovery,
on information and belief, the Class is so numerous – over one hundred and fortyfour million (144,000,000) –that joinder of all Class Members is impracticable.
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36.

Defendants’ wrongful conduct affected all of the Class Members in

precisely the same way, including: a) Defendants improperly and inadequately
stored consumers’ Confidential Personal Information; b) Defendants failed to
safeguard consumers’ Confidential Personal Information; c) Defendants failed to
immediately notify consumers of the data breach and/or notify them directly as
soon as practicable after discovering the data breach; and d) Defendants failed to
monitor and ensure compliance with pertinent data security standards, statutes and
regulations.
37.

Questions of law and fact common to all Plaintiffs and Class

Members predominate over any questions affecting only individual Class Members
including, without limitation:
(a)

Whether Defendants’ owed duties to Class Members under
federal and state law to protect their Confidential Personal
Information, provide timely notice of unauthorized access to
this information, and provide meaningful and fair redress;

(b)

Whether Defendants breached these duties;

(c)

Whether

Defendants

acted

wrongfully

by

improperly

monitoring, storing and/or failing to properly safeguard
consumers’ Confidential Personal Information;
26249.0001 -- 3397459_1
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(d)

Whether Defendants knew, or reasonably should have known,
about the deficiencies in their data storage systems;

(e)

Whether Defendants willfully failed to design, employ, and
maintain a system adequate to protect consumers’ personal
information;

(f)

Whether representations that Defendants made about the
security of their systems were false or misleading;

(g)

Whether Defendants’ failures resulted in the statutory and
common law breaches alleged herein; and

(h)

Whether Defendants failed to properly and timely notify
Plaintiffs and Class Members of the breach as soon as practical
after it was discovered.

38.

Plaintiffs’ claims are typical of the claims of all Class Members

because such claims arise from the Defendants’ wrongful conduct, as alleged
above, pertaining to Plaintiffs’ and Class Members’ Confidential Personal
Information. Plaintiffs have no interests antagonistic to the interests of the other
Class Members.
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39.

Plaintiffs will fairly and adequately represent and protect the interests

of the Class Members. Plaintiffs have retained competent counsel experienced in
complex commercial litigation and class actions to represent himself and the Class.
40.

This class action also provides a fair and efficient method for

adjudicating the claims of Plaintiffs and Class Members for the following reasons:
(a)

common questions of law and fact predominate over any
question affecting any individual Class Member;

(b)

the prosecution of separate actions by individual Class
Members would likely create a risk of inconsistent or varying
adjudications with respect to individual Class Members,
thereby establishing incompatible standards of conduct for the
Defendants and/or would allow some Class Members’ claims to
adversely affect the ability of other Class Members to protect
their interests;

(c)

Plaintiffs anticipate no difficulty in the management of this
litigation as a class action; and

(d)

The Class is readily definable. Prosecution as a class action will
eliminate the possibility of repetitious litigation while also
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providing redress for claims that may be too small to support
the expense of individual, complex litigation.
41.

For these reasons, a class action is superior to other available methods

for the fair and efficient adjudication of this controversy. Certification, therefore, is
appropriate under Rule 23(b)(1) or (b)(3) of the Federal Rules of Civil Procedure.
COUNT I
VIOLATION OF FAIR CREDIT REPORTING ACT (“FCRA”)
42.

Plaintiffs incorporate by reference the allegations in the preceding

paragraphs as if fully set forth herein.
43.

Plaintiffs and Class Members are individual consumers within the

meaning of the FCRA, 15 U.S.C. § 1681a(c).
44.

The Confidential Personal Information at issue was a “consumer

report” within the meaning of the FCRA (15 U.S.C. § 1681a(d)) because the
Confidential Personal Information was a communication of information that bears
on the credit worthiness, credit standing, credit capacity, character, general
reputation, personal characteristics, or mode of living of Plaintiffs and Class
Members that was expected to be used or collected to serve as a factor in
establishing Plaintiffs’ and Class Members’ eligibility for credit.
45.

Defendants are consumer reporting agencies within the meaning of

the FCRA (15 U.S.C. § 1681e(a)) because they regularly engage, for monetary
26249.0001 -- 3397459_1
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fees, in assembling and evaluating consumer credit information and other
consumer information for the purpose of furnishing consumer reports to third
parties, such as banks, cell phone carriers, and other lenders and retailers.
46.

Under the FCRA, Defendants were required to maintain reasonable

procedures that are designed to limit the furnishing of consumer reports to six
circumstances (“purposes”) identified at 15 U.S.C. § 1681b.
47.

Defendants violated the FCRA by furnishing the personal information

in various consumer reports to the unauthorized individuals or entities that
accessed the Confidential Personal Information through the Equifax website,
because furnishing consumer reports in such circumstances is not one of the
permitted “purposes” under the FCRA. In addition, Defendants failed to maintain
reasonable technological or other procedures designed to prevent such
impermissible furnishing of consumer reports.
48.

In light of Defendants’ knowledge, experience, and expertise in

consumer data security, prior failures in their systems, and the vast nature of this
breach, which affected such core consumer information and went on for so long
without detection and disclosure, it also is clear that Defendants acted willfully or
recklessly in their failure to safeguard the Confidential Personal Information at
issue here.
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49.

Defendants’ willful and/or reckless violations of the FCRA provided

the means for third parties to access, obtain, and misuse the Confidential Personal
Information of Plaintiffs and Class Members without authorization and for
purposes not permitted by the FCRA.
50.

Defendants’ violation of their duties under the FCRA constitutes a de

facto injury to Plaintiffs and Class Members. In addition, Defendants’ violation of
the FCRA has directly and proximately injured Plaintiffs and Class Members,
including by foreseeably causing them to expend time and resources investigating
the extent to which their personal information has been compromised, taking
reasonable steps to minimize the extent to which the breach puts their credit,
reputation, and finances at risk, and taking reasonable steps (now or in the future)
to redress fraud, identity theft, and similarly foreseeable consequences of criminals
obtaining the personal information.
51.

Pursuant to 15 U.S.C. § 1681n(a)(1)–(3), Plaintiffs and Class

Members are entitled to recover their attorney’s fees and costs for Defendants’
negligent and willful non-compliance with the FCRA.
COUNT II
BREACH OF FIDUCIARY DUTY
52.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
26249.0001 -- 3397459_1
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53.

By virtue of their possession, custody and/or control of Plaintiffs’ and

Class Members’ Confidential Personal Information, and their duty to properly
monitor and safeguard it, Defendants were, and continue to be, in a confidential,
special and/or fiduciary relationship with Plaintiffs and Class Members. As
fiduciaries, Defendants owed, and continue to owe, Plaintiffs and Class Members:

54.

(a)

the commitment to deal fairly and honestly;

(b)

the duties of good faith and undivided loyalty; and

(c)

integrity of the strictest kind.

Defendants were, and continue to be, obligated to exercise the highest

degree of care in carrying out their responsibilities to Plaintiffs and Class Members
under such confidential, special and/or fiduciary relationships.
55.

Defendants breached their fiduciary duties to Plaintiffs and Class

Members by, inter alia, improperly storing, monitoring and/or safeguarding
Plaintiffs’ and Class Members’ Confidential Personal Information.
56.

To the extent that Defendants are fiduciaries who did not breach the

duties outlined above, Defendants are nonetheless liable because they had
knowledge of the breaches of fiduciary duty committed by other fiduciaries, and
did not make reasonable efforts under the circumstances to remedy such fiduciary
breaches.
26249.0001 -- 3397459_1
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57.

To the extent that Defendants are not fiduciaries, Defendants are

nonetheless liable because they engaged in transactions with a breaching fiduciary
under circumstances in which they knew, or should have known, about such
fiduciary breaches.
58.

Defendants breached their fiduciary duties to Plaintiffs and Class

Members by their wrongful actions described above. Defendants willfully and
wantonly breached their fiduciary duties to Plaintiffs and Class Members or, at the
very least, committed these breaches with conscious indifference and reckless
disregard of their rights and interests.
COUNT III
NEGLIGENCE
59.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
60.

Defendants were, and continue to be, in confidential, special and/or

fiduciary relationships with Plaintiffs and Class Members by virtue of being
entrusted with their Confidential Personal Information. At the very least, therefore,
Defendants assumed a duty, and had duties imposed upon them by regulations and
common law, to use reasonable care to keep Plaintiffs’ and Class Members’
Confidential Personal Information private and secure, including a duty to comply
with applicable data security standards, statutes and/or regulations.
26249.0001 -- 3397459_1
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61.

Defendants also had a duty to timely inform Plaintiffs and Class

Members of the breach and the fact that their Confidential Personal Information
had been stolen and/or compromised, and, upon learning of the breach, a duty to
take immediate action to protect Plaintiffs and Class Members from the foreseeable
consequences of the breach. By their acts and omissions described therein,
Defendants unlawfully breached their duty, and Plaintiffs and Class Members were
harmed as a direct result.
62.

Defendants knew, or should have known, that their computer network

for processing and storing consumers’ Confidential Personal Information had
security vulnerabilities. Defendants were negligent by continuing to accept,
process, and store such information in light of these computer network
vulnerabilities and the sensitivity of the Confidential Personal Information stored
within.
63.

The breach, and the resulting damages suffered by Plaintiffs and Class

Members, were the direct and proximate result of a number of negligent actions
and omissions, including but not limited to:
(a)

Defendants’ improper retention and storage of Plaintiffs’ and

Class Members’ Confidential Personal Information;
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(b)

Defendants’ failure to use reasonable care to implement and

maintain appropriate security procedures necessary to protect such
information from unlawful intrusion and access;
(c)

Defendants’ delay in notifying Plaintiffs and Class Members

about the breach for more than a month; and
(d)

Defendants’ failure to take immediate and effective action to

protect Plaintiffs and Class Members from potential and foreseeable
damage.
64.

Defendants’ wrongful actions constitute negligence.

65.

When Defendants gathered and transmitted consumers’ Confidential

Personal Information, they came into the possession, custody and control of this
sensitive information and as such, were and continue to be in confidential, special
and/or fiduciary relationships with Plaintiffs and Class Members. At the very least,
Defendants had a duty to monitor and safeguard such information to keep it private
and secure, including a duty to ensure that Defendants complied with applicable
data security standards, statutes and/or regulations.
66.

Defendants knew, or should have known, that their network for

processing and storing consumers’ Confidential Personal Information had security
vulnerabilities. Indeed, Defendants were aware in March 2017 of the security
26249.0001 -- 3397459_1
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vulnerabilities of their data due to unlawful access by hackers but yet failed to take
all necessary steps to preclude the later hacker access. Defendants were negligent
in continuing to maintain and process such Confidential Personal Information in
light of those vulnerabilities and the sensitivity of the information.
67.

The breach was a direct and/or proximate result of Defendants’ failure

to use reasonable care to ensure that they maintained appropriate security
procedures reasonably designed to protect Plaintiffs’ and Class Members’
Confidential Personal Information. Defendants’ wrongful conduct constitutes
negligence.
68.

Plaintiffs and Class Members have not in any way contributed to the

security breach or the compromise or theft of their Confidential Personal
Information from Defendants.
COUNT IV
NEGLIGENCE PER SE
69.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
70.

Pursuant to the Gramm-Leach-Bliley Act (the “Act”), 15 U.S.C. §

6801, Defendants had a duty to protect and keep consumers’ Confidential Personal
Information secure, private and confidential.
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71.

Defendants violated the Act by not adequately safeguarding Plaintiffs’

and Class Members’ Confidential Personal Information, as defined under the Act,
and by not adequately monitoring and ensuring that Defendants complied with data
security standards, card association standards, statutes and/or regulations designed
to protect such Confidential Personal Information.
72.

Defendants also failed to comply with data security standards, statutes

and regulations prohibiting the storage of unprotected Confidential Personal
Information.
73.

Defendants’ failure to comply with the Act, industry standards and/or

regulations constitutes negligence per se.
COUNT V
BREACH OF CONTRACT
74.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
75.

Plaintiffs and Class Members were parties to actual or implied

contracts with Defendants that required Defendants to properly safeguard their
Confidential Personal Information from theft, compromise and/or unauthorized
disclosure.
76.

Additionally, Plaintiffs and Class Members were third party

beneficiaries to contracts and/or agreements by and between Defendants and other
26249.0001 -- 3397459_1
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institutions and networks. These agreements required Defendants to properly
safeguard Confidential Personal Information from theft, compromise and
unauthorized disclosure.
77.

Defendants breached their agreements with Plaintiffs and Class

Members by failing to properly safeguard Confidential Personal Information from
theft, compromise and/or unauthorized disclosure. Defendants’ wrongful conduct
constitutes breach of contract.
COUNT VI
COMMON LAW INVASION OF PRIVACY
78.

Plaintiffs incorporate the allegations above as if fully described

herein, and further alleges as follows.
79.

Defendants are and were not authorized to disclose, transmit, or

otherwise allow access to Plaintiffs’ and Class Members’ Confidential Personal
Information to unauthorized persons.
80.

As a result of Defendants’ conduct, Plaintiffs’ and the Class

Members’ Confidential Personal Information was disclosed to, or allowed to be
accessed by, unauthorized persons.
81.

Defendants’ conduct alleged herein was highly offensive and

egregious and would be offensive to a reasonable person as well as an egregious
breach of the social norm.
26249.0001 -- 3397459_1
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82.

Defendants’ conduct violated Plaintiffs’ and the Class Members’

common law right of privacy.
83.

Defendants’ conduct directly resulted in substantial damages and

irreparable harm to Plaintiffs and the Class Members.
84.

Defendants’ conduct was intentional, reckless, and/or negligent.

85.

Plaintiffs and the Class Members are entitled to damages in an amount

to be proven at trial, punitive damages, injunctive relief, and attorney’s fees.
COUNT VII
DECLARATORY JUDGMENT
86.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
87.

As set forth above, Plaintiffs and the Class Members have valid

common law and statutory claims against Equifax. An actual controversy has
arisen in the wake of Equifax’s Data Breach regarding Equifax’s current
obligations to provide reasonable internet security measures to protect Confidential
Personal Information of Plaintiffs and the Class Members.
88.

Plaintiffs thus seek a declaration that to comply with its existing

obligations, Equifax must implement specific additional, prudent industry security
practices, as outlined below, to provide reasonable protection and security to the
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Confidential Personal Information of the Plaintiffs and the Class Members.
Specifically, Plaintiffs and the Class Members seek a declaration that
(a) Equifax’s existing internet security measures do not comply with
its obligations, and
(b) that to comply with its obligations, Equifax must implement and
maintain reasonable internet security measures on behalf of Plaintiffs and
the Nationwide Class, including, but not limited to:
(1) engaging third party security internet security testers as well
as internal security personnel to conduct testing consistent with
prudent industry practices, including simulated attacks, penetration
tests, and audits on Equifax’s internet security measures on a periodic
basis;
(2) engaging third party interest security testers and internal
personnel to run automated security monitoring of Equifax’s websites
and databases consistent with prudent industry practices;
(3) audit, test, and train its internal internet security personnel
regarding any new or modified procedures;
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(4) conducting regular website, internet, and online database
scanning and security checks consistent with prudent industry
practices;
(5) periodically conducting internal training and education to
inform internal personnel how to identify and contain a data breach
when it occurs and what to do in response to a breach consistent with
prudent industry practices;
(6) receiving periodic compliance audits by a third party
regarding the security of the Equifax’s online websites and databases
it uses to store the Confidential Personal Information of its customers;
(7) providing ongoing identity theft protection, monitoring, and
recovery services to Plaintiffs and Class Members.
89.

Plaintiffs and each Class Member is entitled to a declaration of rights

providing that Equifax is obligated, pursuant to terms established by the Court, to
reimburse said individuals for any and all future harm caused by the data breach.
COUNT VIII
VIOLATION OF TEXAS DECEPTIVE TRADE PRACTICES ACT, TEX.
BUS. & COM. CODE § 17.41 ET SEQ.
(ON BEHALF OF PLAINTIFFS AND THE TEXAS SUBCLASS)
90.

Plaintiffs incorporate each paragraph of this Complaint as if set forth

fully here, and further alleges as follows.
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91.

Plaintiffs bring this Count on behalf of themselves and the Texas

Subclass.
92.

Texas Business and Commerce Code section 17.46 prohibits “[f]alse,

misleading, or deceptive acts or practices in the conduct of any trade or
commerce.” For the reasons described above, Defendants have engaged in unfair
or fraudulent business acts or practices in violation of TEX. BUS. & COM. CODE
§ 17.46.
93.

Defendants’ misrepresented that they were sophisticated companies

with “industry expertise” in handling “trusted unique data,” including the highly
sensitive and Confidential Personal Information of individual consumers like
Plaintiffs.
94.

Defendants’

misrepresentations

constitute

“misleading”

or

“deceptive” business acts and practices within the meaning of Texas Business and
Commerce Code section 17.46, in that Defendants’ conduct was injurious to
consumers, offended public policy, and was unethical and unscrupulous.
Defendants’ violation of Texas’ consumer protection and unfair competition laws
resulted in harm to consumers, including Plaintiffs and the Texas Subclass.
95.

Plaintiffs and members of the Texas Subclass have suffered economic

losses, compensable under Tex. Bus. & Com. Code § 17.50, including losses of
26249.0001 -- 3397459_1
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time and resources investigating the effects of the breach and taking preventative
measures to minimize their substantial risk of further injury from identity theft,
credit and reputational harm, false tax claims, or even extortion as a result of
Defendants’ fraudulent, unlawful, and unfair business practices.
96.

Defendants have thus engaged in unlawful, unfair, and fraudulent

business acts entitling Plaintiffs and members of the Texas Subclass to equitable
relief, judgment, and an award of reasonable attorneys’ fees, against Defendants, in
amounts to be determined at trial.
REQUESTED RELIEF
97.

As a direct and/or proximate result of Defendants’ wrongful conduct,

Plaintiffs and Class Members have sustained, and will continue to sustain, damages
in the form of:
98.

(a) the unauthorized disclosure and/or compromise of their

confidential personal information;
99.

(b) monetary losses and damage to credit from fraudulent charges

made on their accounts; and
100. (c) the burden and expense of credit monitoring.
101. Plaintiffs’ and Class Members’ damages were reasonably foreseeable
by Defendants.
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102. Plaintiffs and Class Members are entitled to equitable relief to prevent
any additional harm including, but not limited to, provision of credit monitoring
services for a period of time to be determined by the trier of fact.
103. Plaintiffs and Class Members are entitled to recover their reasonable
and necessary attorneys’ fees, litigation expenses and court costs.
WHEREFORE, Plaintiffs, on behalf of themselves and all other similarly
situated Class Members, respectfully request that this Court:
A.

Certify this action as a class action pursuant to Rule 23(b)(3) of the

Federal Rules of Civil Procedure, appoint Plaintiffs as representatives of the Class
and Texas Subclass, and appoint Plaintiffs’ counsel as Class Counsel;
B.

Enter judgment in favor of Plaintiffs and the Class against Defendants

under the legal theories alleged herein;
C.

Award damages and/or equitable relief in an amount to be determined

by the trier of fact;
D.

Award attorneys’ fees, expenses and costs of suit;

E.

Award pre-judgment and post-judgment interest at the maximum rate

allowed by law; and
F.

Such other and further relief as to this Court may deem necessary, just

and proper.
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JURY TRIAL DEMANDED
Plaintiffs respectfully demand a trial by jury on all the claims and causes of
action so triable.
Dated: November 2, 2017

KENT & RISLEY, LLC
By: /s/Daniel A. Kent
Daniel A. Kent
Georgia Bar Number 415110
5755 N. Point Pkwy, Suite 57
Alpharetta, GA 30022
Telephone: (404) 585-4214
Facsimile: (404) 829-2412
Email: dankent@kentrisley.com
and
HELLMUTH & JOHNSON, PLLC
By: /s/Gregory S. Otsuka
Michael R. Cashman (MN#206945)
Richard M. Hagstrom (MN #39445)
Gregory S. Otsuka (MN #397873)
8050 West 78th Street
Edina, Minnesota 55439
Telephone: (952) 941-4005
Facsimile: (952) 941-2337
Email: mcashman@hjlawfirm.com
Email: rhagstrom@hjlawfirm.com
Email: gotsuka@hjlawfirm.com
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I. (a) PLAINTIFF(S)

DEFENDANT(S)

Jose Calderon and Barbara Westbrook, on behalf of
themselves and all other similarly situated,

Equifax, Inc. and Equifax Information Services, LLC

(b) COUNTY OF RESIDENCE OF FIRST LISTED

COUNTY OF RESIDENCE OF FIRST LISTED
DEFENDANT

Bexar, TX

PLAINTIFF

(EXCEPT IN U.S. PLAINTIFF CASES)

(IN U.S. PLAINTIFF CASES ONLY)
NOTE: IN LAND CONDEMNATION CASES, USE THE LOCATION OF THE TRACT OF LAND
INVOLVED

(c) ATTORNEYS (FIRM NAME, ADDRESS, TELEPHONE NUMBER, AND

ATTORNEYS

(IF KNOWN)

E-MAIL ADDRESS)

Daniel A. Kent (GA Bar 415110)
Kent & Risley, LLC
5755 N. Point Pkwy, Suite 57
Alpharetta, GA 30022
404-585-4214 | dankent@kentrisley.com

II. BASIS OF JURISDICTION

III. CITIZENSHIP OF PRINCIPAL PARTIES

(PLACE AN “X” IN ONE BOX ONLY)

(PLACE AN “X” IN ONE BOX FOR PLAINTIFF AND ONE BOX FOR DEFENDANT)
(FOR DIVERSITY CASES ONLY)
PLF

1 U.S. GOVERNMENT
PLAINTIFF
2 U.S. GOVERNMENT
DEFENDANT

IV. ORIGIN

3 FEDERAL QUESTION
(U.S. GOVERNMENT NOT A PARTY)

✔

✔

4 DIVERSITY
(INDICATE CITIZENSHIP OF PARTIES
IN ITEM III)

PLF

DEF

1

DEF
1 CITIZEN OF THIS STATE

4

✔ 4

2

2

CITIZEN OF ANOTHER STATE

5

5

INCORPORATED AND PRINCIPAL
PLACE OF BUSINESS IN ANOTHER STATE

3

3

CITIZEN OR SUBJECT OF A
FOREIGN COUNTRY

6

6

FOREIGN NATION

INCORPORATED OR PRINCIPAL
PLACE OF BUSINESS IN THIS STATE

(PLACE AN “X “IN ONE BOX ONLY)

✔ 1 ORIGINAL
PROCEEDING

2 REMOVED FROM
STATE COURT

3 REMANDED FROM
APPELLATE COURT

4 REINSTATED OR
REOPENED

TRANSFERRED FROM
5 ANOTHER DISTRICT
(Specify District)

MULTIDISTRICT
6 LITIGATION TRANSFER

APPEAL TO DISTRICT JUDGE
7 FROM MAGISTRATE JUDGE
JUDGMENT

MULTIDISTRICT
8 LITIGATION DIRECT FILE

V. CAUSE OF ACTIONJURISDICTIONAL
(CITE THE U.S. CIVIL STATUTE UNDER WHICH YOU ARE FILING AND WRITE A BRIEF STATEMENT OF CAUSE - DO NOT CITE
STATUTES UNLESS DIVERSITY)
Violation of Fair Credit Reporting Act, 15 U.S.C. § 1681, et seq.

(IF COMPLEX, CHECK REASON BELOW)
✔

1. Unusually large number of parties.

6. Problems locating or preserving evidence

2. Unusually large number of claims or defenses.

7. Pending parallel investigations or actions by government.

3. Factual issues are exceptionally complex

8. Multiple use of experts.

4. Greater than normal volume of evidence.

9. Need for discovery outside United States boundaries.

5. Extended discovery period is needed.

10. Existence of highly technical issues and proof.

CONTINUED ON REVERSE
FOR OFFICE USE ONLY
RECEIPT #

AMOUNT $

JUDGE

MAG. JUDGE
(Referral)

APPLYING IFP

MAG. JUDGE (IFP) ______________________

NATURE OF SUIT

CAUSE OF ACTION______________________

Case 1:17-cv-04389-MHC Document 1-1 Filed 11/02/17 Page 2 of 2
VI. NATURE OF SUIT (PLACE AN “X” IN ONE BOX ONLY)
CONTRACT - "0" MONTHS DISCOVERY TRACK

CIVIL RIGHTS - "4" MONTHS DISCOVERY TRACK

150 RECOVERY OF OVERPAYMENT &
ENFORCEMENT OF JUDGMENT
152 RECOVERY OF DEFAULTED STUDENT
LOANS (Excl. Veterans)
153 RECOVERY OF OVERPAYMENT OF
VETERAN'S BENEFITS

440 OTHER CIVIL RIGHTS
441 VOTING
442 EMPLOYMENT
443 HOUSING/ ACCOMMODATIONS
445 AMERICANS with DISABILITIES - Employment
446 AMERICANS with DISABILITIES - Other
448 EDUCATION

SOCIAL SECURITY - "0" MONTHS DISCOVERY
TRACK
861 HIA (1395ff)
862 BLACK LUNG (923)
863 DIWC (405(g))
863 DIWW (405(g))
864 SSID TITLE XVI
865 RSI (405(g))

CONTRACT - "4" MONTHS DISCOVERY TRACK
110 INSURANCE
120 MARINE
130 MILLER ACT
140 NEGOTIABLE INSTRUMENT
151 MEDICARE ACT
160 STOCKHOLDERS' SUITS
190 OTHER CONTRACT
195 CONTRACT PRODUCT LIABILITY
196 FRANCHISE

IMMIGRATION - "0" MONTHS DISCOVERY TRACK
462 NATURALIZATION APPLICATION
465 OTHER IMMIGRATION ACTIONS

✔

PRISONER PETITIONS - "4" MONTHS DISCOVERY
TRACK
550 CIVIL RIGHTS - Filed by Counsel
555 PRISON CONDITION(S) - Filed by Counsel

FORFEITURE/PENALTY - "4" MONTHS DISCOVERY
TRACK
625 DRUG RELATED SEIZURE OF PROPERTY
21 USC 881
690 OTHER

375 FALSE CLAIMS ACT
376 Qui Tam 31 USC 3729(a)
400 STATE REAPPORTIONMENT
430 BANKS AND BANKING
450 COMMERCE/ICC RATES/ETC.
460 DEPORTATION
470 RACKETEER INFLUENCED AND CORRUPT
ORGANIZATIONS
480 CONSUMER CREDIT
490 CABLE/SATELLITE TV
890 OTHER STATUTORY ACTIONS
891 AGRICULTURAL ACTS
893 ENVIRONMENTAL MATTERS
895 FREEDOM OF INFORMATION ACT
899 ADMINISTRATIVE PROCEDURES ACT /
REVIEW OR APPEAL OF AGENCY DECISION
950 CONSTITUTIONALITY OF STATE STATUTES

OTHER STATUTES - "8" MONTHS DISCOVERY
TRACK
410 ANTITRUST
850 SECURITIES / COMMODITIES / EXCHANGE

LABOR - "4" MONTHS DISCOVERY TRACK
710 FAIR LABOR STANDARDS ACT
720 LABOR/MGMT. RELATIONS
740 RAILWAY LABOR ACT
751 FAMILY and MEDICAL LEAVE ACT
790 OTHER LABOR LITIGATION
791 EMPL. RET. INC. SECURITY ACT

OTHER STATUTES - “0" MONTHS DISCOVERY
TRACK
896 ARBITRATION
(Confirm / Vacate / Order / Modify)

PROPERTY RIGHTS - "4" MONTHS DISCOVERY
TRACK

TORTS - PERSONAL PROPERTY - "4" MONTHS
DISCOVERY TRACK
370 OTHER FRAUD
371 TRUTH IN LENDING
380 OTHER PERSONAL PROPERTY DAMAGE
385 PROPERTY DAMAGE PRODUCT LIABILITY

OTHER STATUTES - "4" MONTHS DISCOVERY
TRACK

463 HABEAS CORPUS- Alien Detainee
510 MOTIONS TO VACATE SENTENCE
530 HABEAS CORPUS
535 HABEAS CORPUS DEATH PENALTY
540 MANDAMUS & OTHER
550 CIVIL RIGHTS - Filed Pro se
555 PRISON CONDITION(S) - Filed Pro se
560 CIVIL DETAINEE: CONDITIONS OF
CONFINEMENT

TORTS - PERSONAL INJURY - "4" MONTHS
DISCOVERY TRACK
310 AIRPLANE
315 AIRPLANE PRODUCT LIABILITY
320 ASSAULT, LIBEL & SLANDER
330 FEDERAL EMPLOYERS' LIABILITY
340 MARINE
345 MARINE PRODUCT LIABILITY
350 MOTOR VEHICLE
355 MOTOR VEHICLE PRODUCT LIABILITY
360 OTHER PERSONAL INJURY
362 PERSONAL INJURY - MEDICAL
MALPRACTICE
365 PERSONAL INJURY - PRODUCT LIABILITY
367 PERSONAL INJURY - HEALTH CARE/
PHARMACEUTICAL PRODUCT LIABILITY
368 ASBESTOS PERSONAL INJURY PRODUCT
LIABILITY

870 TAXES (U.S. Plaintiff or Defendant)
871 IRS - THIRD PARTY 26 USC 7609

PRISONER PETITIONS - "0" MONTHS DISCOVERY
TRACK

REAL PROPERTY - "4" MONTHS DISCOVERY
TRACK
210 LAND CONDEMNATION
220 FORECLOSURE
230 RENT LEASE & EJECTMENT
240 TORTS TO LAND
245 TORT PRODUCT LIABILITY
290 ALL OTHER REAL PROPERTY

FEDERAL TAX SUITS - "4" MONTHS DISCOVERY
TRACK

820 COPYRIGHTS
840 TRADEMARK

* PLEASE NOTE DISCOVERY
TRACK FOR EACH CASE TYPE.
SEE LOCAL RULE 26.3

PROPERTY RIGHTS - "8" MONTHS DISCOVERY
TRACK

BANKRUPTCY - "0" MONTHS DISCOVERY TRACK
422 APPEAL 28 USC 158
423 WITHDRAWAL 28 USC 157

830 PATENT
83 PATENT$%%5(9,$7('1(:'58*
$33/,&$7,216 $1'$ DND
+DWFK:D[PDQFDVHV

VII. REQUESTED IN COMPLAINT:
✔

CHECK IF CLASS ACTION UNDER F.R.Civ.P. 23

JURY DEMAND

✔

YES

>$5,000,000
DEMAND $_____________________________

NO (CHECK YES ONLY IF DEMANDED IN COMPLAINT)

VIII. RELATED/REFILED CASE(S) IF ANY
JUDGE_______________________________
None Assigned

MDL # 2800
DOCKET NO._______________________

CIVIL CASES ARE DEEMED RELATED IF THE PENDING CASE INVOLVES:
✔

(CHECK APPROPRIATE BOX)

1.
2.
3.
4.

PROPERTY INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.
SAME ISSUE OF FACT OR ARISES OUT OF THE SAME EVENT OR TRANSACTION INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.
VALIDITY OR INFRINGEMENT OF THE SAME PATENT, COPYRIGHT OR TRADEMARK INCLUDED IN AN EARLIER NUMBERED PENDING SUIT.
APPEALS ARISING OUT OF THE SAME BANKRUPTCY CASE AND ANY CASE RELATED THERETO WHICH HAVE BEEN DECIDED BY THE SAME
BANKRUPTCY JUDGE.
5. REPETITIVE CASES FILED BY PRO SE LITIGANTS.
6. COMPANION OR RELATED CASE TO CASE(S) BEING SIMULTANEOUSLY FILED (INCLUDE ABBREVIATED STYLE OF OTHER CASE(S)):

7. EITHER SAME OR ALL OF THE PARTIES AND ISSUES IN THIS CASE WERE PREVIOUSLY INVOLVED IN CASE NO.
DISMISSED. This case
IS
IS NOT (check one box) SUBSTANTIALLY THE SAME CASE.
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