
UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF OHIO 

EASTERN DIVISION AT CLEVELAND 
 
  

 
DANIEL BOZIN, as Executor of the 
Estate of AURORA MURGU, and 
individually and on behalf of all others 
similarly situated, 
3054 Village Green Drive 
Westlake, OH 44145 
            
            Plaintiffs 

  
v. 

  
KEYBANK, N.A. 

Christopher M. Gorman, C.E.O,  
127 Public Square 
Cleveland, OH 44107 
 
AND 
 
OVERBY-SEAWELL CO. 

Registered Agent 
2 Sun Court, Suite 400 
Peachtree Corners, GA 30144 
  

Defendants. 

Case No.  
  
CLASS ACTION COMPLAINT 
  
DEMAND FOR JURY TRIAL 

  
Plaintiff Daniel Bozin, as Executor of the Estate of Aurora Murgu, and Plaintiff Daniel 

-

experiences, and upon information and belief as to all other matters, as follows: 
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INTRODUCTION 

1. This consumer data breach lawsuit arises out of Defendants’ unreasonable, 

acquired certain inf  

2.  

addresses, loan numbers, and Social Se

 

3. 

Breach consists of some of the most sensitive and damaging information when in the hands of 

-digits of 

––their home. 

4. junction 

with other pieces of information, to perpetrate crimes against Plaintiff and Class members that can 

their credit, and/or obtain loans on favorable terms 

in the future. 
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5. Plaintiff and Class members entrusted Defendants with an extensive amount of their 

1, OSC 

states: 

including -

from sharing nonpublic personal information about consumers or customers 
s the institution provides such 

customers and the categories of persons or entities to whom the information 
 

 
 

* * * 
 
Confidentiality and Security of Information 
 
We restrict access to nonpublic personal information about Participants to 

information in order to provide products or services to our Participants. We 
ical, electronic, and procedural safeguards in order to 

Participants. 
 
Professional Standards 
 

highest of professi
 

 
6. 

 
1  

Case: 1:22-cv-01536-DAR  Doc #: 1  Filed:  08/30/22  3 of 36.  PageID #: 3



4 
 

2 mation, we also 

use: 

 -  

 Multifactor identification practices that protect clients’ identities 

  

 

3 

7. 

criminals breac

sures and 

protocols. 

 

incurred in the future. Plaintiffs also seek injun

continue to col  

PARTIES, JURISDICTION, AND VENUE 

9. Plaintiffs are citizens of Ohio. Plaintiff Bozin is also the executor of The estate of 

ge originated and/or 

 

 
2 -  
3 Id. 
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10. 

Ohio.  

11. 

a principal place of business in Clevelan

4  

12. 

Georgia. O

 

13. 

e this is a Class action involving 100 or more Class members and 

the Class, including Plaintiffs, are citizens of different states from Defendants.  

14. 

within this District, and Defendants conduct substantial business in this District.  

GENERAL ALLEGATIONS 

The Data Breach 

15. 

the Notice Letter is attached as Exhibit 1. 

 
4 -

-2021-Annual-Report-w-  
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16. 

 

17. The specific information that was acq

and home insurance information. 

 -

 been uncovered and 

not disclosed.  

19. 

–– ––and which 

would have prevented or limited the impact of the Data Breach. 

20. More than one month after Defendants discovered the Data Breach and notified law 

 

21. Defendants advised in the Notice Letter that Class members should obtain credit 

See 

Exhibit 1. 

22. As a result of the Data Breach, Plaintiffs and Class members have been and must 

 and other steps to protect themselves against 
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Industry Standards for Data Security 

23. Defendants are aware of the importance of safeguarding Plaintiffs’ and Class 

 

 

24. 

 

25. Because o

s to 

unauthorized access to Defendants’ network unimpeded and acquired Plaintiffs’  and Class 

members’ personal and financial information in the Data Breach without being stopped. 

26. 

 

27. Defendants were unable to prevent the Data Breach, and were unable to detect the 

unauthorized access to vast quantities of sensitive and protected files containing protected 

investigators, and private investigators, will reveal more specific facts about Defendants’ deficient 

 

 

 

 Maintaining a secure firewall configuration; 

 Monitoring for suspicious or irregular traffic to servers; 
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 Monitoring for suspicious credentials used to access servers; 

  

 Monitoring for suspicious or unknown users; 

 Monitoring for suspicious or irregular server requests; 

 Monitoring for server requests for personal and financial information; 

 Monitoring for server requests from VPNs; and 

 Monitoring for server requests from Tor exit nodes. 

29. 

5 and protection of personal and financial information6 

 

30.  

 
information; 
 

 own or 
 

 
 

connection unless it is essential for conducting their business; 
 

 
 

certain computer, a business should consider closing the ports to those 
services on that computer to prevent unauthorized access to that machine; 

 
 —the 

software used to give information to visitors to their websites and to retrieve 

 
5 See Start with Security: A Guide for Business  
documents/plain-language/pdf0205- last accessed  
6 See Protecting Personal Information: A Guide for Business www.ftc.gov/ 

-language/pdf- last accessed 
 

Case: 1:22-cv-01536-DAR  Doc #: 1  Filed:  08/30/22  8 of 36.  PageID #: 8



9 
 

infor
 

 
 

 
 

 Determine whether a border firewall should be installed where the 
business’s network connects to the internet. A border firewall separates the 

to a computer on the network where sensitive information is stored. Set 
access controls—settings that determine which devices and traffic get 
through the firewall—to allow 
business need to access the network. Since the protection a firewall provides 

 
 

 
-in attempts from 

unknown users or computers, and higher-than-average traffic at unusual 
 

 
 Monitor outgoing traffic for signs of a data breach. Watch for unexpect

network, the transmission should be investigated to make sure it is 
authorized. 

 
31. nforcement actions against businesses for failing to 

and appropriate measures to protect against unauthorized access to confidential consumer data as 

an unfai

7 

32. Because Defendants were entrusted with consumers’ personal and financial 

 

 
7 Privacy and Security Enforcement: Press Releases, https://www.ftc.gov/news-events/media-
resources/protecting-consumer- - - last accessed  
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33. 

 safeguard their personal and 

financial information. 

34. Despite Defendants’ obligations, Defendants failed to upgrade and maintain their 

 

35. ndants failed to: 

 

 
 

 Block all inbound and outbound 
foreign countries; 

 
 Maintain a secure firewall configuration; 

 
 Monitor for suspicious or irregular traffic to servers; 

 
 Monitor for suspicious credentials used to access servers; 

 
  

 
 Monitor for suspicious or unknown users; 

 
 Monitor for suspicious or irregular server requests; 

 
 Monitor for server requests for personal and financial information; 

 
 Monitor for server requests from VPNs;  

 
 Monitor for server requests from Tor exit nodes; 

 
 

information; 
 

 
 

 
 

ope
 

 

Case: 1:22-cv-01536-DAR  Doc #: 1  Filed:  08/30/22  10 of 36.  PageID #: 10



11 
 

 —
the software used to give information to visitors to its websites and to 
retrieve information from them; 
 

 
 

 
 Determine whether a border firewall should be installed where Defendants’ 

 
 

  
 

 Monitor outgoing traffic for signs of a data breach.  
 

36. 

 

37. SC and failed to require 

 

 

 

Defendants Owed Duties to Plaintiffs and Class Members to Adequately Safeguard Their PII  
 
39. 

place o  

40. Defendants owe duties to Plaintiffs and the Class members to maintain adequate 

 

41. 

 

their personal data and to take adequate measures to prevent further breaches. 
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The Categories of PII at Issue Here Are Particularly Valuable to Criminals 

42. Businesses that 

Credit card and bank account numbers are tempting targets for hackers. However, information 

de  

43. 

damage has been done.  

44.  

reporting companie
Along with other personal information, credit reporting companies use the 

other personal 
.  

.  

problems

 

45. ools 

—

 
8 - , 
available at http://www.ssa.gov/pubs/EN-05-  
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-

 

46. According to the 

9 

ilities 

fraud, and bank and finance fraud.10  

47. 

network vulnerabilities, impl

detection programs, monitoring data traffic, and having in place a response plan. 

 

 

49. 

years. According to 

 

[L]aw enf

ears. As a result, studies that 

 
9 See Taking Charge, What to Do If Your Identity is Stolen
http://www.consumer.ftc.gov/articles/pdf-0009-taking-  
10 Id. 

or government issued driver's license or identification number, alien registration number, government 
Id.   
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rule out all future harm.11 

50. 

-

’ personal 

data that was stolen has a high value on both legitimate and black markets.  

51. -Commissioner Orson Swindle described 

the value of a consumer’s personal information as follows:  

ion from public records, information 
aggregators and even competitors for marketing has become a major 

Greenspan suggested here some time ago that it’s something on the order of 
the life blood, the free flow of information.12 

52. 

– and the amount is considerable.  

53. 

restriction of improper access to their personal information – – between 

– 

13 -

lives since then indicates that these values— —

 

 
11 See  
12 The Information Marketplace: Merging and Exchanging 
Consumer Data, transcript available at http://www.ftc.gov/news-events/events-
calendar/2001/03/information-marketplace-merging-exchanging-consumer-  
13 Hann, Hui, et al
17. Oct. 2002, available at 
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54. 

obtaining a driver’s license or identification card in the victim’s name but with another’s picture, 

me to light and be detected.  

55. 

accounts or file fraudulent tax returns.14 Plaintif

problems ass

their credit and tax filings for an indefinite duration.  

56. Again, because the information Defendants allowed to be compromised and taken 

is of such a durable and near-perma

to grow, and Plaintiffs and the Class will continue to be at substantial risk for further imminent 

and future harm. 

Damages From Data Breaches 

57. 17 alone over 16.7 million 

 

 

 
14 

file a tax return. 
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reactions. 

59. 

existing accounts—such as unauthorized use of a stolen credit card number—or fraudulent 

creation of new accounts—such as using stolen data to open a credit card account in someone 

See In re Zappos.com, Inc.

 

60. take several steps to protect their 

personal and financial information after a data breach, including contacting one of the credit 

viewing their credit reports often, contacting companies to remove 

fraudulent charges from their accounts, placing a credit freeze on their credit, and correcting their 

credit reports. 

61. 

In re 

Zappos.com, Inc. tion exfiltrated in the Data Breach can also be 

requesting personal, financial, and/or login credentials. 
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62. n harm occurs versus when it is discovered, 

and also between when personal and financial information is stolen and when it is used. According 

 

rule out all future harm. 
 

See GAO Report, at p. 29. 
 

63. 

that once the information has been compromised, criminals often trade the information on the 

 

64. 

dumped on the black market, meaning Plaintiffs 

future. 

65. 

st all cases, the data breaches that occurred could 

personal 

 

66. 

ced in a rigorous and 
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67. 

 

 The 

Defendants state that Plaintiffs and all Class members’ names, mortgage pro

-

insurance information were accessed and acquired. See Exhibit 1. 

immutable and can be used to perpetrate scams, victimize the persons who own the information, 

 

69. 

and Class 

harm or fraudulent use of the information. Just like a birthdate or a mother’s maiden name, these 

changing them in settings, 

fraud. 

70. 

engineering schemes capitalizing on the genuine information stolen from Defendants to send 

fraudulent mail, emails, and other communications to Plaintiffs and Class members that look 

that the criminals can use t
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71. According to Experian:15 

 

ffering help 

 
 
Also known as foreclosure scams or foreclosure rescue schemes, this kind 

 
 
72. 

to perpetrate fraud that will leave Plaintiffs and Class members holding the bag. Experian explains 

loan number.16 

 
 

thief ste
mortgage account number, he or she can use that information to take out a 

thousands of dollars, in the homeowner’s name. 
 
73. Experian explains how mortgage fraud impacts the homeowner. When the credit is 

provided to the fraudster:17 

homeowner is left holding the bill. Or, the fraudster could take out a second 
mortgage using the homeowner’s stolen data information, and escape with 
the cash, once again leaving the debt to the homeowner. 
 

 
15 https://www.experian.com/blogs/ask-experian/heres- - -need-to-know-about-the-risks-of-
mortgage-   
16 Id. 
17 Id. 
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fficult to overcome, and 

of mortgage fraud. 
 
74. 

 

 
 

al risk. A thief can steal 

home for more than what’s owed and then take the extra cash or obtain a 
 line of credit and drain that account. 

 

 
no longer own that real estate. Since the criminal’s name is on the deed, he 
or she would have the right to take out loans against the house. With no 

into foreclosure. 
 

 

 
 

Plaintiffs Received Defendants’ Data Breach Notification Letter 

75. 

performed ser

 

76. Plaintiffs and Class members provided Defendants with significant personal, 

 
18 -loan- -theft.  
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obtaining credit reports and banking information from third parties. Such information included, 

but is not limited to: 

 
identification number; 

 Co-borrower contact information, phone numbers, email address, and 
mailing address; 

 Notations and comments concerning collections and loan servicing; 

  

 
pertinent thereto; 

 
dates, transaction amount, principal amount, end principal balance, interest, 
escrow amounts, check numbers, late charges, assistance amounts; details 
on loans in arrears; 

 
information; 

 Credit information from consumer reports and files h
reporting agencies; and 

 Other information, but Plaintiffs do not know the full extent of the 
information Defendants have relating to Plaintiffs. 

77. 

Plaintiffs and Class members were exposed, compromised, accessed, viewed without 

 

continues to investigate the Data Breach as of August 26, 2022. The logical inference is that 
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—including their 

-digits of S

—

See Exhibit 1. 

Plaintiffs’ and Class Members’ Damages 
 

79. As a direct and proximate result of Defendants’ conduct, Plaintiffs and Class 

members have been placed at an imminent, immediate, and continuing increased risk of harm from 

 

 

the Data Breach including:  

 
fraudulent charges; 

  

  

 dit reporting agencies 

 

 Spending time on the phone with or visiting financial institutions to dispute 
fraudulent charges; 

 Conta
accounts compromised as a result of the Data Breach; and  

 
 

 Moreover, Plaintiffs and the Class members have an interest in ensuring that their 
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ir 

personal and financial information is secure. 

 As a direct and proximate result of Defendants’ actions and inactions, Plaintiffs and 

 

 As a direct and proximate result of Defendants’ actions and inactions, Plaintiffs and 

and fraud related to their financial accounts.  

 As a result of the Data Breach, Plaintiffs and Class members are at an imminent 

prevent being victimized for the rest of their lives. 

 

 Plaintiffs and Class members must 

 

 -of-pocket costs for, among other 

things, purchasing credit monitoring services or other protective measures to deter and detect 

 

CLASS ACTION ALLEGATIONS 

 Plaintiffs bring this action pursuant  
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information was accessed in the Data Breach. 

 

as follows: 

accessed in the Data Breach. 
 

 

predecessors, successors, and assigns of Defendants. Also excluded are the judges and court 

 

90. 

 

91. Numerosity. The Classes are so numerous that joinder of all members is 

19 The 

identities of all Class members are ascertainable through Defendants’ records. 

92. Commonality. There are numerous questions of law and fact common to Plaintiff 

and the Class, including the following: 

 
Plaintiffs and Class members; 

 
members to unauthorized third parties; 

 
19 

- -2021-Annual-Report-w-
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members for non-business purposes; 

 Whether Defendants fail
Class members; 

  

 
sed; 

 
 

 
procedures and practices appropriate to the nature and scope of the 
information compromised in the Data Breach; 

 
which permitted the Data Breach to occur; 

 
 

 Whether Plaintiffs and Class members are entitled to actual damages, 

wrongful conduct; 

 Whether Plaintiffs and Class members are entitled to restitution as a result 
of Defendants’ wrongful conduct; and 

 Whether Plaintiffs and Class members are entitled to injunctive relief to 

Data Breach. 

93. Typicality

like all Class members, had their personal data compromised, breached and stolen in the Data 

Breach. Plaintiffs and Class members were injured through Defendants’ uniform misconduct 

described in this Complaint and assert the same claims for relief. 

94. Adequacy

the Class. Plaintiffs have retained counsel who are experienced in class actions and complex 

sts that are 
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antagonistic to, or in conflict with, the interests of other members of the Class.  

95. Predominance. The questions of law and fact common to Class members 

 

96. Superiority. A class action is superior to other available methods for the fair and 

 Class treatment of common questions of law and fact is 

superior to multiple individual actions or piecemeal litigation. Moreover, absent a class action, 

therefo

violations of law inflicting substantial damages in the aggregate would go unremedied without 

efendants’ 

of repetitious litigation relating to Defendants’ conduct and/or inaction. Plaintiffs know of no 

difficulties that would be encountered in this litigation that would preclude its maintenance as a 

class action.  

97. 

members of the Class, and a class action is superior to other available methods for the fair and 

 

 

Defendants have acted or refused to act on grou
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FIRST CAUSE OF ACTION 
Negligence 

(On behalf of Plaintiffs and the Class and Ohio Subclass) 
(Against All Defendants) 

 
99. Plaintiffs repeat and reallege the allegations of paragraphs 1-

 

100. 

unreasonable risk of harm to Plaintiffs and Class members. Defendants knew, or should have 

known, of the risks inherent in collecting and storing the personal and financial information of 

ion. 

-publicized data breaches that exposed the 

personal and financial information of individuals.  

101. 

and probable victims of the failure of Defendants to adopt, implement, and maintain reasonable 

 

102. Defendants had a special relationship with Plaintiffs and Class members. 

Defendants were entrusted with Plaintiffs’ and Class members’ personal and financial information, 

and Defendants were in a position to protect the personal and financial information from 

unauthorized access.  

103. TC Act, which prohibits 

the unfair practice of failing to use reasonable measures to protect individuals’ personal and 
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further form the basis of the duties of Defendants. 

104. 

safeguarding, deleting, and protecting Plaintiffs’ and Class members’ personal and financial 

information in their possession so that the personal and financial information would not come 

within the possession, access, or control of unauthorized persons.  

105. her things, the 

 

 
ures; 

 
 

contractors that were the vectors of or facilitated the infiltration into the 
 

 
 

and other vendors or contractors that were the vectors of the Data Breach; 
 

 
protecting an individual’s personal and financial information to ensure that 

 
 

 
ts’ 

business needs no longer required such information to be stored and 
maintained; and 

 
 

affected persons wi  
 
106. Defendants breached the foregoing duties to exercise reasonable care in obtaining, 

retaining, securing, safeguarding, deleting, and protecting individual’s personal and financial 
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information in their possession so that the information would not come within the possession, 

access, or control of unauthorized persons.  

107. 

financial information of Plaintiffs and the Class because Defendants knew or should have known 

that their data secur

was collected and stored.  

 Defendants acted with reckless disregard for the rights of Plaintiffs and the Class 

 

and the Class members of the Data Breach in the most expedient time possible and without 

-

breach notification, so that Plaintiff

themselves from the consequences of the unauthorized access to the personal and financial 

information compromised in the Data Breach.  

109. As a result of the conduct of Defendants, Plaintiffs and Class members have 

suffered and will continue to suffer foreseeable harm. Plaintiffs and Class members have suffered 

spent on credit monitoring for a period of 

card statements, and credit reports; time spent initiating fraud alerts and credit freezes and 

Plaintiffs an

and non-economic losses.  
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SECOND CAUSE OF ACTION 
Negligence Per Se 

(On Behalf of Plaintiffs and the Class and Ohio Subclass) 
(Against All Defendants) 

 
110. Plaintiffs repeat and realleges the allegations of paragraphs 1-

 

111. 5] is a statute that creates enforceable 

In re 

Capital One Consumer Data Sec. Breach Litig.

example, in F.T.C. v. Wyndham Worldwide Corp.

enforcement of Section 5 of the 

Capital One Data Security Breach Litigation

407.  

112. 

based on conduct declared unlawful under t

-Leach-

administrative, technic ’ 

 

113.  

program, [a financial institution] shall: 
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 al risks to 

that could result in the unauthorized disclosure, misuse, alteration, 

destruction or other compromise of such information, and assess the 

e to control these risks. At a 

minimum, such a risk assessment should include consideration of 

 

  

 

software design, as well as information processing, storage, 

transmission and disposal; and 

 Detecting, preventing and responding to attacks, 

 

 Design and implement information safeguards to control the 

 

  

 Taking reasonable steps to select and retain service 

providers that are capable of maintaining appropriate 

safeguards for the customer information at issue; and 

 

implement and maintain such safeguards. 
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114. The Safeguards Rule is a process-

their particular 

20 

115. Defendants are financial institutions within the meaning of the GLBA. 

116. Plaintiffs’ 

customer information. 

117. 

the Safeguards Rule, including but not limited to, failing to: 

  
prevent the Data Breach; 

 

 

 nd network traffic to 

 
20 

-
-for-safeguarding-customer-  
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foreign countries; 

 Maintain a secure firewall configuration; 

 Monitor for suspicious or irregular traffic to servers; 

 Monitor for suspicious credentials used to access servers; 

 s; 

 Monitor for suspicious or unknown users;  

 Monitor for suspicious or irregular server requests;  

 Monitor for server requests for personal and financial information;  

 Monitor for server requests from VPNs; 

 Monitor for server requests from Tor exit nodes; 

 
information;  

 
 

 
oper

 

 —
the software used to give information to visitors to their websites and to 
retrieve information from them; 

 
 

 Determine whether a border firewall should be installed where Defendants’ 
 

  

 Monitor outgoing traffic for signs of a data breach; 

 
information;  
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connection unless it is essential for conducting their business; 

 

 

certain computer, a business should consider closing the ports to those 
services on that computer to prevent unauthorized access to that machine;  

 —the 
software used to give information to visitors to their websites and to retrieve 

 

 ct their computers from hacker attacks while it is 
 

 Determine whether a border firewall should be installed where the 
business’s network connects to the internet. A border firewall separates the 
network from 
to a computer on the network where sensitive information is stored. Set 
access controls—settings that determine which devices and traffic get 
through the firewall— ith a legitimate 
business need to access the network. Since the protection a firewall provides 

 

 
an -in attempts from 
unknown users or computers, and higher-than-average traffic at unusual 

 

 
large amounts of d

network, the transmission should be investigated to make sure it is 
authorized. 
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119. 

Safeguards Rule, Plaintiffs and Class members have suffered and will continue to suffer 

foreseeable harm. Plaintiffs and Class members have suffered actual damages including, but not 

time 

-economic losses.  

PRAYER FOR RELIEF 
 

 

A.  action on behalf of the Classes defined above, 
appoint Plaintiffs as the Class representative, and appoint the undersigned 
counsel as Class counsel;  

 
B. 

protect the interests of Plaintiffs and Class members;  

C. Award restitution and damages to Plaintiffs and Class members in an 
amount to be determined at trial;  

D. Award Plaintiffs and Class members their reasonable litigation expenses 
 

E. Award Plaintiffs and Class members pre- and post-judgment interest, to the 
extent allowable; and  
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DEMAND FOR JURY TRIAL 
 

  

  
 

/s/ Marc E. Dann    
 
 

DannLaw  
15000 Madison Avenue 
Lakewood, OH 44107  

-0539 
-0536 

notices@dannlaw.com 
 

 
pro hac vice anticipated  

 
pro hac vice anticipated  

Zimmerman Law Offices, P.C. 
77 W. Washington Street, Suite 1220 

 
-0020 telephone 
-  

www.attorneyzim.com 
firm@attorneyzim.com 
 

Counsel for Plaintiffs and the Class and Subclass 
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