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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA
ATLANTA DIVISION

BRIAN H. BLAKE and CATHERINE

HARRISON individually and on behalf of CASE NO.
all others similarly situated,
Plaintiffs, JURY TRIAL DEMANDED

V.

GLOBAL PAYMENTS INC., a Georgia
corporation and ACTIVE NETWORK,
LLC, a Delaware limited liability
company,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

CLASS ACTION COMPLAINT

Plaintiffs Brian H. Blake and Catherine Harrison (“Plaintiffs”), individually
and on behalf of all others similarly situated, allege the following against Defendants
Global Payments Inc. and ACTIVE Network, LLC (“Defendants”) based on
personal knowledge as to their own experiences, on information and belief, and on

investigation of counsel as to all other matters.

NATURE OF THE ACTION

1. Plaintiffs bring this action, individually and on behalf of all others
similarly situated whose personal and non-public information, including names,

1



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 2 of 57

credit card and debit card numbers, expiration dates, security codes (the three or
four-digit value included on the front or back of payment cards and used for
verification of certain transactions), and Blue Bear account usernames and
passwords, (collectively, “Personal Information”) was compromised in a massive
security breach of Defendants’ Blue Bear software platform and payment card
environment between October 1, 2019 and November 13, 2019 (the “Data Breach™).

2. Defendants Blue Bear software platform and payment card
environment, which includes school accounting software, a student management
system, and an online school store, is used by thousands of schools and districts
across the United States.

3. As a result of the Data Breach, thousands of consumers who made
payments via school websites across the United States using Defendants’ Blue Bear
software platform and payment card environment have had their sensitive Personal
Information stolen and exposed to fraudsters.

4, On or about December 30, 2019, nearly three months after the Data
Breach began, Defendants announced the Data Breach to the public. At this time

ACTIVE began mailing to victims of the Data Breach and filing with various State
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Attorneys General a Notice of Data Breach (“Notice”)!. Apparently, Defendants
believed it was in their best interest not to immediately disclose the Data Breach to
victims via email or website notices. This delay hindered Data Breach victims from
taking measures to protect against fraud and identity theft.

5. Unfortunately, the Notice sent to Data Breach victims and filed with
various State Attorneys General contained very little detail about the Data Breach.
This lack of detail made it more difficult for victims of the Data Breach to adequately
respond to the Data Breach and protect themselves from fraud and identity theft.
Furthermore, as of the date of the filing of this action, Defendants have not provided
victims with any post-breach reports or findings that might aid them in dealing with
the aftermath of the Data Breach.

6. The Notice ACTIVE sent to Data Breach victims stated that “[a]s soon
as we identified the suspicious activity, our counsel engaged a leading cybersecurity
firm to investigate the incident and took steps to enhance its monitoring tools and

security controls.”®> One may deduce that the referenced enhancements to

' Sample Notice of Data Breach filed with the Attorney General of California:
https://oag.ca.gov/system/files/Individual%20Letter%20CA.pdf (last visited April
10, 2020).
2 ACTIVE, Notice of Data Breach, supra note 1.
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Defendants’ monitoring tools and security controls were enhancements that could
have and likely should have been in place before the Data Breach.

7. As alleged herein, Defendants’ failure to implement adequate data
security measures to protect their customers’ sensitive Personal Information directly
and proximately caused injuries to Plaintiffs and Class Members.

8. The Data Breach was the inevitable result of Defendants’ inadequate
data security measures and careless approach to data security. Despite the well-
publicized and ever-growing threat of security breaches involving payment card
networks and systems, and even though these types of data breaches were and are
occurring frequently throughout a myriad of industries, Defendants failed to ensure
that they maintained adequate data security measures to protect customer Personal
Information from criminals.

0. As a direct and proximate result of Defendants’ conduct and data
security negligence, a massive amount of Plaintiffs’ and Class Members’ Personal
Information was exfiltrated from Defendants’ Blue Bear software platform and
payment card environment and exposed to those who would misuse that Personal
Information. Victims of the Data Breach have had their sensitive Personal

Information compromised, had their privacy rights violated, been exposed to the
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increased risk of fraud and identify theft, lost control over their personal and
financial information, and otherwise have been injured.

10.  Moreover, Plaintiffs and Class Members have been forced to spend
significant time associated with, among other things, closing out and opening new
credit or debit card accounts, ordering replacement cards, obtaining fraud monitoring
services, losing access to cash flow and credit lines, monitoring credit reports and
accounts, purchasing identity theft insurance, and/or other losses resulting from the
unauthorized use of their cards or accounts.

11.  Rather than providing meaningful assistance to Data Breach victims to
help deal with the fraud that has and will continue to result from the Data Breach,
Defendants simply provided access to one year of credit monitoring and instructed
Data Breach victims to “be diligent in watching for unauthorized activity[.]”* Credit
monitoring is the bare minimum remedy that Defendants could have offered Data
Breach victims and is much less than what has been frequently made available to
victims of other data breaches.

12.  Plaintiffs and Class Members seek to recover damages caused by
Defendants’ negligence, negligence per se, breach of implied contract, breach of

contract (as third-party beneficiaries), violations of Georgia’s consumer protection

3 ACTIVE, Notice of Data Breach, supra note 1.
5



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 6 of 57

and data breach notification statutes, violations of Utah’s consumer protection
statutes, violations of Nevada’s consumer protection statutes, and unjust enrichment.
PARTIES

Plaintiff Brian H. Blake

13.  Plaintiff Brian H. Blake is an adult residing in Salt Lake City, Utah.
During the period of time the Data Breach occurred, between October 1, 2019 and
November 13, 2019, Plaintiff Blake used his credit card to pay a school fee for his
child via Defendants’ Blue Bear software platform and payment card environment.

14. In late-November of 2019, Plaintiff Blake received a communication
from his credit card company notifying him that the credit card he used on
Defendants’ Blue Bear software platform and payment card environment during the
Data Breach period had likely been compromised and that suspected fraudulent
charges had been made. The suspected fraudulent charges were confirmed by
Plaintiff Blake to be fraudulent and the card was cancelled. A new card was then
issued to Plaintiff Blake by his credit card company. Prior to this, Plaintiff Blake had
not experienced any fraud on this credit card.

15. As aresult of this incident, Plaintiff Blake went without access to his
card until his new card was delivered. Plaintiff Blake also had auto-payments

connected to his card disrupted as a result of the card cancellation.
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16. Asaresult of being victimized by the Data Breach, Plaintiff Blake was
required to spend a significant amount of time addressing fraud concerns related to
his compromised card and otherwise dealing with the aftermath of the Data Breach.

17.  Plaintiff Blake experienced actual fraud because of the breach. Had
Plaintiff Blake known Defendants would not adequately protect his Personal
Information and other sensitive information entrusted to them, he would not have
made payments via Defendants’ Blue Bear software platform and payment card
environment.

18.  Onorabout January 2, 2020, Plaintiff Blake received ACTIVE’s Notice
of Data Breach in the mail.

19. As a result of Defendants’ failure to adequately safeguard Plaintiff
Blake’s Personal Information, he has been injured.

Plaintiff Catherine Harrison

20.  Plaintiff Catherine Harrison is an adult residing in Las Vegas, Nevada.
During the period of time the Data Breach occurred, between October 1, 2019 and
November 13, 2019, Plaintiff Harrison used her credit card to pay a test fee for her

child via Defendants’ Blue Bear software platform and payment card environment.
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21.  As aresult of being victimized by the Data Breach, Plaintiff Harrison
was required to spend a significant amount of time addressing fraud concerns and
otherwise dealing with the aftermath of the Data Breach.

22.  Had Plaintiff Harrison known Defendants would not adequately protect
her Personal Information and other sensitive information entrusted to them, she
would not have made payments via Defendants’ Blue Bear software platform and
payment card environment.

23.  On or about January 2, 2020, Plaintiff Harrison received ACTIVE’s
Notice of Data Breach in the mail.

24.  As a result of Defendants’ failure to adequately safeguard Plaintiff
Harrison’s Personal Information, she has been injured.

Defendant Global Payments Inc.

25. Defendant Global Payments Inc. is a Georgia corporation that
maintains its headquarters in Atlanta, Georgia.

26. Defendant Global Payments Inc. owns Defendant ACTIVE Network,
LLC.

Defendant ACTIVE Network, LLC

27. Defendant ACTIVE Network, LLC is a Delaware limited liability

company that maintains its headquarters in Dallas, Texas.
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JURISDICTION AND VENUE

28.  This Court has subject matter jurisdiction pursuant to 28 U.S.C. § 1332,
as amended by the Class Action Fairness Act of 2005, because the matter in
controversy exceeds $5 million, exclusive of interest and costs, and is a class action
in which some members of the Class are citizens of states different than Defendants.
See 28 U.S.C. § 1332(d)(2)(A). This Court also has supplemental jurisdiction over
state law claims pursuant to 28 U.S.C. § 1367.

29.  This Court has personal jurisdiction over Global Payments Inc. Global
Payments Inc. is Georgia corporation headquartered in Atlanta, Georgia.

30. This Court has personal jurisdiction over ACTIVE Network, LLC.
ACTIVE Network, LLC has sufficient minimum contacts with the state of Georgia,
including clients and consumers utilizing the Blue Bear software platform and
payment card environment within this district. =~ ACTIVE Network, LLC
intentionally avails itself of clients, consumers and markets within the state of
Georgia through the promotion, marketing, and sale of its products and services.

31.  Venue properly lies in this district pursuant to 28 U.S.C. § 1391(a)(2)
because, as noted above, Global Payments Inc. is headquartered in this district and

ACTIVE Network, LLC conducts substantial business in this district. A substantial



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 10 of 57

part of the events and/or omissions giving rise to the claims occurred, in part, within
this district.

FACTUAL ALLEGATIONS

Defendants’ Business Activities

32.  Global Payments is a worldwide provider of payment technology and
software solutions.

33.  According to Global Payments’ corporate website, it “provide[s]
cutting-edge payments and software solutions all under one roof to help startups to
enterprise businesses simplify commerce”.*

34.  Global Payments purportedly provides “a broad range of solutions that
allow [its] customers to accept various payment types and operate their businesses
more efficiently”.’

35.  On September 1, 2017, Global Payments added ACTIVE Network to
its stable of companies for total purchase consideration of $1.2 billion.

36. According to ACTIVE, it “offers intelligent and intuitive registration,

secure payment processing, insightful data and services to help organizers drive

4 https://www.globalpaymentsinc.com/en-us/about-us (last visited April 10, 2020).
> https://www.globalpaymentsinc.com/en-es/company (last visited April 10, 2020).
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increased participation and revenue while streamlining administration.”®

37. ACTIVE claims it “engages over 15M participants on behalf of over
27,000 organizers through [its] global marketplace for activities and events.”’

38. According to ACTIVE’s Blue Bear website, Blue Bear is the
“[t]echnology partner to thousands of schools & districts™.®

39. Defendants’ Blue Bear software platform and payment card
environment is a school administration software suite that provides a library of
products, including school accounting software, school management software and

online store software.

The Data Breach

40. On or about December 30, 2019, ACTIVE confirmed in a “Notice of
Data Breach” filed with various State Attorneys General and mailed to Data Breach
victims that it recently became aware of a security incident involving the Blue Bear
software platform and payment card environment that compromised customers’
sensitive Personal Information. The Notice provided the following:

We are writing to inform you that we recently became aware of a

security incident involving Blue Bear Software, a software platform
that facilitates administration and management of school accounting,

Shttps://www.activenetwork.com/Assets/ActiveNetwork/Docs/ACTIVENetwork C
orporateFactSheet-2019.pdf (last visited April 10, 2020).

7 https://www.activenetwork.com/home (last visited April 10, 2020).

8 http://www .bluebearsoft.com (last visited April 10, 2020).
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student fees, and online stores on behalf of educational institutions. You
may have conducted business on the Blue Bear platform when you
purchased items from the webstore of an educational institution. The
Blue Bear platform is operated by ACTIVE Network, LLC, however,
this incident did not impact other systems of ACTIVE or its affiliates.

What Happened?

We recently identified suspicious activity on the Blue Bear platform.
Our investigation determined the activity related to Blue Bear webstore
users between October 1, 2019 and November 13, 2019. During this
time, some personal information that you provided may have been
accessed or acquired by unauthorized third parties.

What Information Was involved?

While we are unable to determine with certainty whether your personal
information was affected, the personal information involved may have
included: name, credit card or debit card number ending in [xxxx],
expiration date and security code (the three or four-digit value included
on the front or back of payment cards and used for verification of
certain transactions), and Blue Bear account usernames and passwords.
This incident did not involve unauthorized access to Social Security
numbers, driver license numbers, or similar government ID card
numbers.

What We Are Doing?

We take this matter very seriously. As soon as we identified the
suspicious activity, our counsel engaged a leading cybersecurity firm
to investigate the incident and took steps to enhance its monitoring tools
and security controls. We are also offering you free identity monitoring
services. More information on how to access these services can be
found below and in the enclosed reference guide.

What You Can Do

We encourage you to be diligent in watching for unauthorized activity
associated with your payment card accounts and to quickly report
suspicious activity to your bank or credit card company. The phone
number to call is usually on the back of the credit or debit card. The
Reference Guide contains additional information on steps you can take

12
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to monitor and protect your personal information. We have also
arranged for Kroll to provide you one year of identity monitoring
services at no cost to you. For instructions on how to access these
complimentary services, please call the toll-free number, 1-844-967-
1237. The Reference Guide contains additional information about these
services.

Your Kroll Membership Number is: []

Other Important Information

The enclosed Reference Guide also includes additional information on
general steps you can take to monitor and protect your personal
information.

For more information

We apologize for any inconvenience this incident may cause. You may
contact us at 1-844-967-1237, Monday through Friday between 8:00
a.m. and 5:30 p.m. Central Time if you have questions or would like
additional information about this incident.

41. The Notice makes clear that at Defendants’ Blue Bear software

platform and payment card environment did not utilize all monitoring tools, security

controls and other technology available to it. Only after the breach did ACTIVE take

“steps to enhance its monitoring tools and security controls.”

42. It is unclear from the Notice why Defendants decided to not enhance

the monitoring tools and security controls until after the Data Breach.

43.  As is typical with payment card data breaches, the Data Breach was a

result of malware that criminals routinely use in payment card breaches. According

to CISCOMAG,
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Security pros at Active Network opined that the incident appears to be

a web skimming attack, where attackers planted malicious code in

Active Network’s Blue Bear platform and collected users’ payment

details while they were paying fees.’

44.  Furthermore, the Notice issued by ACTIVE give no indication as to the
actual magnitude of the Data Breach, including the actual number of customers and
cards affected.

45.  The unfortunate reality is that Defendants have provided very limited
information surrounding the Data Breach that would allow victims to protect

themselves against payment card fraud and identity theft.

Industry Standards and the Protection of Customer Personal Information

46. It 1s well known in the retail industry that sensitive Personal
Information is valuable and frequently targeted by hackers. In a recent article,
Business Insider noted that “[d]ata breaches are on the rise for all kinds of
businesses, including retailers. ... Many of them were caused by flaws in payment

systems either online or in stores.”!?

? Attackers Compromised School Management Platform Blue Bear, CISCOMAG
(January 6, 2020), https://www.cisomag.com/attackers-compromised-school-
management-platform-blue-bear/ (last visited April 10, 2020).

10 Dennis Green, Mary Hanbury and Aine Cain, “If you bought anything from
these 19 companies recently, your data may have been stolen,” BUSINESS INSIDER
(November 19, 2019), available at https://www.businessinsider.com/data-breaches-
retailers-consumer-companies-2019-1 (last visited April 10, 2020).
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47.  Despite the known risk of POS malware intrusions and web skimming
(Magecart) attacks, and the widespread publicity and industry alerts regarding other
notable (similar) data breaches, Defendants failed to take reasonable steps to
adequately protect the Blue Bear software platform and payment card environment
from being breached, and then failed to detect the Data Breach for approximately 6
weeks.

48. Defendants are, and at all relevant times have been, aware that the
Personal Information they maintain as a result of purchases made via the Blue Bear
software platform and payment card environment is highly sensitive and could be
used for nefarious purposes by third parties. Indeed, ACTIVE acknowledged in the
Notice that it took steps to enhance its monitoring tools and security controls as a
result of the Data Breach.

49. Defendants’ decision to utilize at least some monitoring tools and
security controls in conjunction with the Blue Bear software platform and payment
card environment, coupled with ACTIVE’s explicit statements in its Privacy Policy,
makes clear that Defendants recognized the importance of adequately safeguarding
their customers’ sensitive Personal Information yet failed to take the steps necessary

to protect that sensitive data.

15
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50. On its website, ACTIVE’s Privacy Policy!! that was posted during the
Data Breach provided the following in part:
Your Privacy Rights
Effective date: Effective date: May 25, 2018

Active Network, LLC (“ACTIVE,” “us”, “we” or “our”
values your privacy, and we are committed to protecting
your personal information.

kkk

Security

We have implemented and maintain appropriate technical
and organisational security measures, policies and
procedures designed to reduce the risk of accidental
destruction, or loss, or unauthorised disclosure or access
to such information appropriate to the nature of the
information concerned, including:

. (where  appropriate)  password  protection,
encryption, and use of secure communication transmission
software (known as "secure socket layering" or "SSL") to
protect our Sites;

. placing confidentiality requirements on our
employees and service providers;
. destroying or permanently anonymising personal

information if it is no longer needed for the purposes for
which it was collected; and

. following strict security procedures in the storage
and disclosure of your personal information to prevent
unauthorised access to it. Whilst we take appropriate

' ACTIVE, Privacy Policy, available at
https://web.archive.org/web/20191029225057/www.activenetwork.com/informatio
n/privacy-policy (last visited April 10, 2020).
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technical and organisational measures to safeguard your
personal information, no transmission over the Internet
can ever be guaranteed to be secure. Therefore, we cannot
guarantee the security of any personal information that
you transfer over the Internet to us and any such
transmission is at your own risk.

51. On its website, ACTIVE’s current Privacy Policy!'? provides the
following in part:
Your Privacy Rights
Last Updated: December 19, 2019

Active Network, LLC (“ACTIVE,” “us”, “we” or “our”
values your privacy, and we are committed to protecting
your personal information.

kokk

Security

We have implemented and maintain appropriate technical
and organisational security measures, policies and
procedures designed to reduce the risk of accidental
destruction, or loss, or unauthorised disclosure or access
to such information appropriate to the nature of the
information concerned, including:

. (where  appropriate)  password  protection,
encryption, and use of secure communication transmission
software (known as “transport layer security” or “TLS”)
to protect our Sites;

12 ACTIVE, Privacy Policy, available at
https://www.activenetwork.com/information/privacy-policy (last visited April 10,
2020).
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. placing confidentiality requirements on our
employees and service providers;
. destroying or permanently anonymising personal

information if it is no longer needed for the purposes for
which it was collected; and

. following strict security procedures in the storage
and disclosure of your personal information to prevent
unauthorised access to it. Whilst we take appropriate
technical and organisational measures to safeguard your
personal information, no transmission over the Internet
can ever be guaranteed to be secure. Therefore, we cannot
guarantee the security of any personal information that
you transfer over the Internet to us and any such
transmission is at your own risk.

52.  Furthermore, ACTIVE’s Blue Bear software website!? claims that its
“intelligent online school store solution” is a “much more secure” way to collect
payments. ACTIVE also states that the Blue Bear software features “secure online
payments with PCI (Payment Card Industry) compliance.” Benefits of the Blue Bear
software purportedly also include “reduced risk of fraud” and “increased security.”

53. Defendants are thus aware of the importance of safeguarding their
customers’ Personal Information from the foreseeable consequences that would

occur if their data security systems and computer servers were breached.

13 http://www .bluebearsoft.com/online-school-store-software.htm (last visited
April 10, 2020).
18
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54.  Financial institutions and credit card processing companies have issued
rules and standards governing the basic measures that merchants must take to ensure
that consumers’ valuable data is protected.

55. The Payment Card Industry Data Security Standard (“PCI DSS”) is a
list of twelve information security requirements that were promulgated by the
Payment Card Industry Security Standards Council. The PCI DSS list applies to all
organizations and environments where cardholder data is stored, processed, or
transmitted, and requires merchants like Global Payments and ACTIVE to protect
cardholder data, ensure the maintenance of vulnerability management programs,
implement strong access control measures, regularly monitor and test networks, and
ensure the maintenance of information security policies.

56.  The twelve requirements of the PCI DSS are: (1) Install and maintain a
firewall configuration to protect cardholder data; (2) Do not use vendor-supplied
defaults for system passwords and other security parameters; (3) Protect stored
cardholder data; (4) Encrypt transmission of cardholder data across open, public
networks; (5) Protect all systems against malware and regularly update anti-virus
software or programs; (6) Develop and maintain secure systems and applications;
(7) Restrict access to cardholder data by business need to know; (8) Identify and

authenticate access to system components; (9) Restrict physical access to cardholder

19



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 20 of 57

data; (10) Track and monitor all access to network resources and cardholder data;
(11) Regularly test security systems and processes; (12) Maintain a policy that
addresses information security for all personnel.'*

57. Moreover, PCI DSS sets forth detailed and comprehensive
requirements that must be followed to meet each of the twelve mandates.

58. Defendants were, at all material times, fully aware of their data
protection obligations considering their participation in the payment card processing
networks and their daily collection and transmission of thousands of sets of Personal
Information.

59. Because Defendants accepted payment cards containing sensitive
financial information, they knew that their customers were entitled to and did in fact
rely on them to keep that sensitive information secure from would-be data thieves in
accordance with the PCI DSS requirements.

60. Additionally, according to the Federal Trade Commission (“FTC”), the
failure to employ reasonable and appropriate measures to protect against

unauthorized access to confidential consumer data constitutes an unfair act or

14 PCI SECURITY STANDARDS COUNCIL, PCI DSS Quick Reference Guide:
Understanding the Payment Card Industry Data Security Standard version 3.2.1, at
9 (May 2018), available at
https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-

v3 2 1l.pdf?agreement=true&time=1586531966831 (last visited April 10, 2020).
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practice prohibited by Section 5 of the Federal Trade Commission Act of 1914
(“FTC Act”), 15 U.S.C. § 45. See, e.g., FTC v. Wyndham Worldwide Corp., 799
F.3d 236, 248 (3d Cir. 2015); see also See Consumer Data Protection: Hearing
Before the Subcomm. on Commerce, Mfg. & Trade of the H. Comm. on Energy &
Commerce, 2011 WL 2358081, at *6 (June 15, 2011) (statement of Edith Ramirez,
Comm’r, FTC) (“[T]he Commission enforces the FTC Act’s proscription against
unfair . . . acts . . . in cases where a business[‘s] . . . failure to employ reasonable
security measures causes or is likely to cause substantial consumer injury.”); Data
Theft Issues: Hearing Before the Subcomm. on Commerce, Mfg. & Trade of the H.
Comm. on Energy & Commerce, 2011 WL 1971214, at *7 (May 4, 2011) (statement
of David C. Vladeck, Director, FTC Bureau of Consumer Protection) (same).

61. In 2007, the FTC published guidelines that establish reasonable data
security practices for businesses. The guidelines note that businesses should protect
the personal customer information that they keep; properly dispose of personal
information that is no longer needed; encrypt information stored on computer
networks; understand their network’s vulnerabilities; and implement policies for
installing vendor-approved patches to correct security problems. The guidelines also
recommend that businesses consider using an intrusion detection system to expose

a breach as soon as it occurs; monitor all incoming traffic for activity indicating

21
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someone may be trying to hack the system; watch for large amounts of data being
transmitted from the system; and have a response plan ready in the event of a breach.

62. The FTC has also published a document, entitled “Protecting Personal
Information: A Guide for Business,” which highlights the importance of having a
data security plan, regularly assessing risks to computer systems, and implementing
safeguards to control such risks. !

63. The FTC has issued orders against businesses that failed to employ
reasonable measures to secure payment card data. These orders provide further
guidance to businesses with regards to their data security obligations.

Defendants Disregarded Industry Standards for Customer Data Security

64. As noted above, Defendants should have been and, based upon their
acknowledged use of at least some monitoring tools and security controls in
conjunction with the Blue Bear software platform and payment card environment,
were aware of the need to have adequate data security systems in place.

65. Despite this, Defendants failed to upgrade or maintain the data security

systems in a meaningful way in order prevent data breaches. Defendants’ security

15 FEDERAL TRADE COMMISSION, Protecting Personal Information: A Guide for
Business (Oct. 2016), https://www.ftc.gov/system/files/documents/plain-
language/pdf-0136 proteting-personal-information.pdf (last visited April 10,
2020).
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flaws run afoul of industry best practices and standards. More specifically, the
security practices Defendants had in place with respect to the Blue Bear software
platform and payment card environment are in contrast and conflict with the PCI
DSS core security standards.

66. Had Defendants maintained the Blue Bear software platform and
payment card environment, adequately protected them, and had adequate security
safeguards in place, the Data Breach could have been prevented.

67. As aresult of industry warnings, awareness of industry best practices,
the PCI DSS, and numerous well-documented data breaches, Defendants were
alerted to the risk associated with failing to ensure that the Blue Bear software
platform and payment card environment were adequately secured.

68. Defendants were not only aware of the threat of data breaches,
generally, but were aware of the specific danger of malware infiltration. Malware
has been used recently to infiltrate large retailers such as, inter alia, Home Depot,
Target, GameStop, Chipotle, Jason’s Deli, Whole Foods, Sally Beauty, Neiman
Marcus, Michaels Stores, and Supervalu. As a result, Defendants were aware that
malware is a real threat and is a primary tool of infiltration used by hackers seeking

to carry out payment card breaches.
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69. In addition to the publicly announced data breaches described above
(among many others), Defendants knew or should have known of additional
warnings regarding malware infiltrations from the U.S. Computer Emergency
Readiness Team, a government unit within the Department of Homeland Security,
which alerted retailers to the threat of malware on July 31, 2014, and issued a guide
for retailers on protecting against the threat of malware, which was updated on
August 27, 2014.16

70.  Despite the fact that Defendants were on notice of the very real
possibility of consumer data theft associated with their security practices and that
Defendants knew or should have known about the elementary infirmities associated
with the Blue Bear software platform and payment card environment, they still failed
to make necessary changes to their security practices and protocols, and permitted
massive malware intrusions to occur for approximately 6 weeks.

71.  Defendants, at all times relevant to this action, had a duty to Plaintiffs
and Class Members to: (a) properly secure Personal Information submitted or
collected via the Blue Bear software platform and payment card environment; (b)

encrypt Personal Information using industry standard methods; (c) use available

16 See U.S. COMPUTER EMERGENCY READINESS TEAM, Alert (TA14-212A): Backoff
Point-of-Sale Malware (July 31, 2014) (revised Sept. 30, 2016), https://www.us-
cert.gov/ncas/alerts/TA14-212A (last visited April 10, 2020).
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technology to defend their systems from well-known methods of invasion; (d) act
reasonably to prevent the foreseeable harms to Plaintiffs and Class Members, which
would naturally result from Personal Information theft; and (e) promptly notify
victims when Defendants became aware of the likelihood that Personal Information
may have been compromised.

72. Defendants permitted customers’ Personal Information to be
compromised by failing to take reasonable steps against an obvious threat.

73.  In addition, leading up to the Data Breach, during the breach itself, and
during the investigation that followed, Defendants failed to follow the guidelines set
forth by the FTC.

74.  Industry experts are clear that a data breach is indicative of data security
failures. Indeed, industry-leading research and advisory firm Aite Group has
identified that: “If your data was stolen through a data breach that means you were
somewhere out of compliance” with payment industry data security standards.!’

75.  The Data Breach is particularly egregious and the data security failures
are particularly alarming given that the Data Breach was permitted to occur for over

6 weeks. Clearly, had Defendants utilized adequate data security and data breach

17 Lisa Baertlein, Chipotle Says Hackers Hit Most Restaurants in Data Breach,
REUTERS (May 26, 2017), https://www.reuters.com/article/us-chipotle-cyber-
idUSKBN18M2BY (last visited April 10, 2020).
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precautions, the window of the Data Breach would have been significantly
mitigated, and the level of impact could have been reduced, had the breach been
permitted to happen at all in the first place.

76. Because payment card data breaches involving malware are so
common, and given the high level of data security measures available to companies
that take customer payment information in, like Defendants, there is no reason why
Defendants could not have adequately protected the Blue Bear software platform
and payment card environment from the Data Breach.

77. As aresult of the events detailed herein, Plaintiffs and Class Members
suffered actual, palpable fraud and losses resulting from the Data Breach, including:
financial losses related to the purchases made via Defendants’ Blue Bear software
platform and payment card environment that Plaintiffs and Class Members would
not have made had they known of Defendants’ careless approach to cybersecurity;
lost control over the value of personal information; unreimbursed losses relating to
fraudulent charges; losses and fees relating to exceeding credit and debit card limits,
balances, and bounced transactions; harm resulting from damaged credit scores and
information; loss of time and money resolving fraudulent charges; loss of time and

money obtaining protections against future identity theft; increased risk of future

26



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 27 of 57

fraud and identity theft; and other harm resulting from the unauthorized use or threat
of unauthorized use of stolen Personal Information.

78.  These costs and expenses will continue to accrue as additional fraud
alerts and fraudulent charges occur and are discovered.

79.  Furthermore, the Personal Information stolen due to Defendants’
actions can be used to drain debit card-linked bank accounts, make ‘“clone” credit
cards, or to buy items on certain less-secure websites.

80. To date, and as made clear in the Notice, Defendants are not taking any
real measures to assist affected customers. In the first place, Defendants have
released very little information about the Data Breach, leaving victims of the breach
in the dark and vulnerable to continued fraud. Defendants merely provided one year
of credit monitoring and instructed Data Breach victims to “be diligent in watching
for unauthorized activity[.]”'®

81. Defendants’ advice makes it clear that they are shifting the
responsibility for the Data Breach to victims, rather than taking real steps to assist
their customers in protecting against the fraud to which Defendants exposed them.
Upon information and belief, to date, Defendants are not offering identity theft

insurance to customers impacted by the Data Breach.

8 ACTIVE, Notice of Data Breach, supra note 1.
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82. Defendants’ failure to adequately protect their customers’ Personal
Information has resulted in consumers having to undertake various errands (e.g.,
obtaining identity theft insurance, checking credit reports, etc.) that require extensive
amounts of time, calls, and, for many of the credit and fraud protection services,
payment of their own money. At the same time, Defendants are doing very little to
assist those affected by the Data Breach and have withheld important details about
the Data Breach as the investigation is conducted. Instead, Defendants are putting
the burden on the consumer to discover possible fraudulent transactions.

CLASS ALLEGATIONS

83.  Plaintiffs bring this action individually and on behalf of the following
classes and subclasses (collectively “Class” or “Classes”) pursuant to Fed. R. Civ.

P. 23:

National Class

All persons in the United States who had their personal information
compromised as a result of the Data Breach.

84. In the alternative to the National Class, Plaintiffs bring this
action individually and on behalf of the following state subclasses:
Utah Class

All persons in Utah who had their personal information compromised
as a result of the Data Breach.
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Nevada Class

All persons in Nevada who had their personal information
compromised as a result of the Data Breach.

85. Excluded from the Classes are Defendants, their affiliates, officers,
directors, assigns, successors, and the Judge(s) assigned to this case. Plaintiffs
reserve the right to modify, change, or expand the definitions of the Classes based
on discovery and further investigation.

86.  Numerosity: While the precise number of Class Members has not yet
been determined, members of the Classes are so numerous that their individual
joinder is impracticable, as the proposed Classes appear to include tens of thousands
of members who are geographically dispersed. Upon information and belief, the
Data Breach affected at least tens of thousands of consumers across the United
States.

87.  Typicality: Plaintiffs’ claims are typical of Class Members’ claims.
Plaintiffs and all Class Members were injured through Defendants’ uniform
misconduct. The same event and conduct that gave rise to Plaintiffs’ claims are
identical to those that give rise to the claims of every other Class Member because
Plaintiffs and each Class Member had their sensitive data and Personal Information

compromised in the same way by the same conduct by Defendants.
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88.  Adequacy: Plaintiffs are adequate representatives of the Classes
because Plaintiffs’ interests do not conflict with the interests of the Classes that they
seek to represent; Plaintiffs have retained counsel that are competent and highly
experienced in class action litigation, including data breach cases in particular; and
Plaintiffs and Plaintiffs’ counsel intend to prosecute this action vigorously. The
interests of the Classes will be fairly and adequately protected by Plaintiffs and their

counsel.

89.  Superiority: A class action is superior to other available means of fair
and efficient adjudication of the claims of Plaintiffs and the Class Members. The
injury suffered by each individual Class Member is relatively small in comparison
to the burden and expense of individual prosecution of complex and expensive
litigation. It would be very difficult if not impossible for Class Members individually
to effectively redress Defendants’ wrongdoing. Even if Class Members could afford
such individual litigation, the court system could not. Individualized litigation
presents a potential for inconsistent or contradictory judgments. Individualized
litigation increases the delay and expense to all parties, and to the court system,
presented by the complex legal and factual issues of the case. By contrast, the class

action device presents far fewer management difficulties and provides the benefits
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of single adjudication, economy of scale, and comprehensive supervision by a single
court.

90. Existence and Predominance of Common Questions of Fact and

Law: Common questions of law and fact exist as to Plaintiffs and all Class Members.
These questions predominate over the questions affecting individual Class
Members. These common legal and factual questions include, but are not limited to,
the following:

* whether Defendants engaged in the wrongful conduct alleged herein;

* whether Defendants owed duties to Plaintiffs and Class Members to
protect their Personal Information and to provide timely and accurate
notice of the Data Breach to Plaintiffs and the Class, and whether it
breached these duties;

» whether Defendants violated federal and state laws as a result of the Data
Breach;

» whether Defendants knew or should have known that the Blue Bear
software platform and payment card environment was vulnerable to
attacks from hackers and cyber-criminals;

» whether Defendants’ conduct was the proximate cause of the breach of

the Blue Bear software platform and payment card environment resulting
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in the theft of customers’ Personal Information;

» whether Defendants wrongfully failed to inform Plaintiffs and Class
Members that they did not maintain computer software and other security
procedures and precautions sufficient to reasonably safeguard
consumers’ sensitive Personal Information;

» whether Defendants failed to inform Plaintiffs and the Class Members of
the Data Breach in a timely and accurate manner;

» whether Defendants have taken adequate preventive and precautionary
measures to ensure the Plaintiffs and Class Members will not experience
further harm,;

» whether Plaintiffs and Class Members suffered injury as a proximate
result of Defendants’ conduct or failure to act; and

» whether Plaintiffs and Class Members are entitled to recover damages,
equitable relief, and other relief, and the extent of the remedies that
should be afforded to Plaintiffs and Class Members.

91. Defendants have acted or refused to act on grounds generally applicable
to Plaintiffs and the other Class Members, thereby making appropriate final
injunctive relief and declaratory relief with respect to the Classes as a whole.

92.  Given that Defendants have engaged in a common course of conduct as
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to Plaintiffs and the Class Members, similar or identical injuries and common law
and statutory violations are involved, and common questions outweigh any potential
individual questions.

93. The Classes are defined in terms of objective characteristics and
common transactional facts; namely, the exposure of sensitive Personal Information
to cyber criminals due to Defendants’ failure to protect this information, adequately
warn the Classes that adequate data security measures were not in place, and failure
to adequately warn of the Data Breach. Class membership will be readily
ascertainable from Defendants’ business records, and/or from records of third
parties.

94. Plaintiffs reserve the right to revise the above Class definitions and any
of the averments of fact herein based on facts adduced in discovery.

COUNT I
NEGLIGENCE

95.  Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

96. Defendants collected Personal Information from Plaintiffs and Class
Members via the Blue Bear software platform and payment card environment.

97. Defendants owed a duty to Plaintiffs and the Class Members to

maintain confidentiality and to exercise reasonable care in safeguarding and
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protecting their Personal Information in Defendants’ possession from being
compromised by unauthorized persons. This duty included, among other things,
designing, maintaining, and testing Defendants’ Blue Bear software platform and
payment card environment, networks and data security systems to ensure that
Plaintiffs’ and Class Members’ Personal Information in Defendants’ possession was
adequately protected in the process of collection and following collection while
stored on Defendants’ systems.

98. Defendants further owed a duty to Plaintiffs and Class Members to
implement processes that would detect a breach of the Blue Bear software platform
and payment card environment and security system in a timely manner and to timely
act upon warnings and alerts, including those generated by their own security
systems.

99. Defendants owed a duty to Plaintiffs and Class Members to provide
security consistent with industry standards and requirements and to ensure that the
Blue Bear software platform and payment card environment, computer systems and
networks—and the personnel responsible for them—adequately protected the
Personal Information of Plaintiffs and Class Members whose confidential data

Defendants processed, obtained and/or maintained.
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100. Defendants owed the Plaintiffs and Class Members an independent
duty of care to safeguard their personal information. “It is well-established that
entities that collect sensitive, private data from consumers and store that data on their
networks have a duty to protect that information[.]” In re Equifax, Inc., 362
F.Supp.3d 1295, 1321 (N.D. Ga. 2019).

101. Defendants knew, or should have known, of the risks inherent in
collecting and storing Plaintiffs’ and Class Members’ Personal Information and the
critical importance of providing adequate security for that information.

102. Defendants’ conduct created a foreseeable risk of harm to Plaintiffs and
Class Members. This conduct included but was not limited to Defendants’ failure to
take the steps and opportunities to prevent and stop the Data Breach as described
herein. Defendants’ conduct also included decisions not to comply with industry
standards for the safekeeping and maintenance of the Personal Information of
Plaintiffs and Class Members.

103. Defendants knew or should have known that they had inadequate
software, computer systems and data security practices to safeguard such
information, and Defendants knew or should have known that hackers would attempt
or were attempting to access the personal financial collected and stored by

Defendants.
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104. Defendants breached the duties they owed to Plaintiffs and Class
Members by failing to exercise reasonable care and implement adequate software,
security systems, protocols, and practices sufficient to protect the Personal
Information of Plaintiffs and Class Members, as identified above. This breach was a
proximate cause of injuries and damages suffered by Plaintiffs and Class Members.

105. As a direct and proximate result of Defendants’ negligence, Plaintiffs
and Class Members have suffered harm, including loss of time and money resolving
fraudulent charges; loss of time and money obtaining protections against future
identity theft; financial losses related to the purchases made via Defendants’ Blue
Bear software platform and payment card environment that Plaintiffs and Class
Members would not have made had they known of Defendants’ careless approach
to cyber security; lost control over the value of personal information; unreimbursed
losses relating to fraudulent charges; losses relating to exceeding credit and debit
card limits and balances and bounced transactions; harm resulting from damaged
credit scores and information; increased risk of future fraud and identity theft; and
other harm resulting from the unauthorized use or threat of unauthorized use of
stolen Personal Information, entitling them to damages in an amount to be proven at

trial.
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COUNT 11
NEGLIGENCE PER SE

106. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

107. Pursuant to the FTC Act, 15 U.S.C. § 45, Defendants had a duty to
provide fair and adequate software, computer systems and data security practices to
safeguard Plaintiffs’ and Class Members’ Personal Information.

108. Section 5 of the FTC Act prohibits “unfair . . . practices in or affecting
commerce,” including, as interpreted and enforced by the FTC, the unfair act or
practice by businesses, such as Defendants, of failing to use reasonable measures to
protect Personal Information. The FTC publications and orders described above also
form part of the basis of Defendants’ duty to protect Plaintiffs’ and Class Members’
sensitive information.

109. Defendants violated Section 5 of the FTC Act (and similar state
statutes) by failing to use reasonable measures to protect Personal Information and
not complying with applicable industry standards, including PCI DSS, as described
in detail herein. Defendants’ conduct was particularly unreasonable given the nature
and amount of Personal Information collected and stored and the foreseeable
consequences of a data breach, including, specifically, the immense damages that

would result to consumers and financial institutions.
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110. Plaintiffs and Class Members are within the class of persons intended
to be protected by the FTC Act and the harm that has occurred is the type of harm
the FTC Act (and similar state statutes) is intended to guard against. Indeed, the FTC
has pursued numerous enforcement actions against businesses that, as a result of
their failure to employ reasonable data security measures and avoid unfair and
deceptive practices, caused the same harm as that suffered by Plaintiffs and the
Class.

111. Defendants had a duty to Plaintiffs and Class Members to implement
and maintain reasonable security procedures and practices to safeguard Plaintiffs’
and Class Members’ Personal Information.

112. Defendants owed the Plaintiffs and Class Members an independent
duty of care to safeguard their personal information. “It is well-established that
entities that collect sensitive, private data from consumers and store that data on their
networks have a duty to protect that information[.]” In re Equifax, Inc., 362
F.Supp.3d 1295, 1321 (N.D. Ga. 2019).

113. Defendants breached their duties to Plaintiffs and Class Members under
the FTC Act (and similar state statutes), by failing to provide fair, reasonable, or
adequate software, computer systems and data security practices to safeguard

Plaintiffs’ and Class Members’ Personal Information.
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114. Defendants’ violation of Section 5 of the FTC Act (and similar state
statutes) and their failure to comply with applicable laws and regulations constitute
negligence per se.

115. But for Defendants’ wrongful and negligent breach of their duties owed
to Plaintiffs and Class Members, they would not have been injured.

116. The injury and harm suffered by Plaintiffs and Class Members was the
reasonably foreseeable result of Defendants’ breach of their duties. Defendants knew
or should have known that they were failing to meet their duties and that their breach
would cause Plaintiffs and Class Members to suffer the foreseeable harms associated
with the exposure of their Personal Information.

117. Had Plaintiffs and Class Members known that Defendants did and do
not adequately protect customer Personal Information, they would not have made
purchases via Defendants’ Blue Bear software platform and payment card
environment.

118. As a direct and proximate result of Defendants’ negligence per se,
Plaintiffs and Class Members have suffered harm, including loss of time and money
resolving fraudulent charges; loss of time and money obtaining protections against
future identity theft; financial losses related to the purchases made via Defendants’

Blue Bear software platform and payment card environment that Plaintiffs and Class
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Members would not have made had they known of Defendants’ careless approach
to cyber security; lost control over the value of personal information; unreimbursed
losses relating to fraudulent charges; losses relating to exceeding credit and debit
card limits and balances and bounced transactions; harm resulting from damaged
credit scores and information; increased risk of future fraud and identity theft; and
other harm resulting from the unauthorized use or threat of unauthorized use of
stolen Personal Information, entitling them to damages in an amount to be proven at
trial.

COUNT 111
BREACH OF IMPLIED CONTRACT

119. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

120. Plaintiffs and Class Members who made purchases via Defendants’
Blue Bear software platform and payment card environment during the period in
which the Data Breach occurred had implied contracts with Defendants.

121. Specifically, Plaintiffs and Class Members paid money via Defendants’
Blue Bear software platform and payment card environment and, in connection with
those transactions, provided Defendants with their Personal Information. In
exchange, Defendants agreed, among other things: (1) to accept payments via the

Blue Bear software platform and payment card environment for a fee; (2) to take
40



Case 1:20-cv-01585-SDG Document 1 Filed 04/13/20 Page 41 of 57

reasonable measures to protect the security and confidentiality of Plaintiffs’ and
Class Members’ Personal Information; and (3) to protect Plaintiffs’ and Class
Members’ personal information in compliance with federal and state laws and
regulations and industry standards.

122. Protection of personal information is a material term of the implied
contracts between Plaintiffs and Class Members, on the one hand, and Defendants,
on the other hand. Indeed, as set forth, supra, Defendants recognized the importance
of data security and privacy of consumers’ sensitive financial information. Had
Plaintiffs and Class Members known that Defendants would not adequately protect
their Personal Information, they would not have made purchases via Defendants’
Blue Bear software platform and payment card environment.

123. Defendants did not satisfy their promises and obligations to Plaintiffs
and Class Members under the implied contracts because they did not take reasonable
measures to keep the Personal Information secure and confidential and did not
comply with the applicable laws, regulations, and industry standards.

124. Defendants materially breached their implied contracts with Plaintiffs
and Class Members by failing to implement adequate payment card and Personal

Information security measures.
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125. Plaintiffs and Class Members fully performed their obligations under
their implied contracts with Defendants.

126. Defendants’ failure to satisfy their obligations led directly to the
successful intrusion of Defendants’ software and computer systems and stored
Personal Information and led directly to unauthorized parties access and exfiltration
of Plaintiffs’ and Class Members’ Personal Information.

127. Defendants breached these implied contracts as a result of their failure
to implement adequate security measures.

128. Also, as a result of Defendants’ failure to implement the security
measures, Plaintiffs and Class Members have suffered actual damages resulting from
the theft of their personal information and remain at imminent risk of suffering
additional damages in the future.

129. Accordingly, Plaintiffs and Class Members have been injured as a
proximate result of Defendants breaches of implied contracts and are entitled to
damages and/or restitution in an amount to be proven at trial.

COUNT 1V
BREACH OF CONTRACTS TO WHICH PLAINTIFFS AND CLASS
MEMBERS WERE INTENDED THIRD-PARTY BENEFICIARIES

130. Plaintiffs reallege and incorporate all previous allegations as though

fully set forth herein.
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131. Upon information and belief, Plaintiffs and Class Members are
intended third-party beneficiaries of contracts entered into between Defendants and
various entities including, without limitation, (i) contracts between Defendants and
their merchant customers to process credit card and/or debit card transactions, (ii)
contracts between Defendants and Visa and/or MasterCard (including their
operating regulations), and (iii) contracts between Defendants and their acquiring
banks.

132. Upon further information and belief, these contracts and regulations
require, inter alia, that Defendants take appropriate steps to safeguard the sensitive
financial information of Defendants’ customers, like Plaintiffs and Class Members.

133. Plaintiffs and the Class Members are intended third party beneficiaries
of these contracts and regulations. Under the circumstances, recognition of a right to
performance by Plaintiffs and the Class Members is appropriate to effectuate the
intentions of the parties to these contracts. One or more of the parties to these
contracts intended to give Plaintiffs and the Class Members the benefit of the
performance promised in the contracts.

134. Defendants breached these agreements, which directly and/or

proximately caused Plaintiffs and the Class Members to suffer substantial damages.
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135. Upon further information and belief, Defendants saved (or avoided
spending) a substantial sum of money by knowingly failing to comply with their
contractual obligations, and continues to do so.

136. Accordingly, Plaintiffs and Class Members who have been injured are
entitled to damages, restitution, and other relief in an amount to be proven at trial.

COUNT V
VIOLATION OF THE UTAH CONSUMER SALES PRACTICES ACT
Utah Code Ann. § 13-11-4
(On Behalf of Plaintiff Blake and the Utah Class)

137. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

138. Utah Code Ann. § 13-11-4(1) provides:

A deceptive act or practice by a supplier in connection
with a consumer transaction violates this chapter whether
it occurs before, during, or after the transaction.

139. Utah Code Ann. § 13-11-4(2) provides in part:

Without limiting the scope of Subsection (1), a supplier

commits a deceptive act or practice if the supplier
knowingly or intentionally:

skokk

(a) indicates that the subject of a consumer transaction has
sponsorship, approval, performance characteristics,
accessories, uses, or benefits, if it has not;
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140.

141.

142.

143.

144,

(b) indicates that the subject of a consumer transaction is
of a particular standard, quality, grade, style, or model, if
it 1S not;

kokk

(1) indicates that the supplier has a sponsorship, approval,
or affiliation the supplier does not have;

Utah Code Ann. § 13-11-2 provides in part:

This act shall be construed liberally to promote the
following policies:

ok ok

(4) to make state regulation of consumer sales practices
not inconsistent with the policies of the Federal Trade
Commission Act relating to consumer protection;

Plaintiff Blake and Utah Class Members are “persons” as defined by
Utah Code Ann. § 13-11-3(5).
Defendants are “suppliers” as defined by Utah Code Ann. § 13-11-3(6).
The payments made by Plaintiff Blake and Utah Class Members via
Defendants’ Blue Bear software platform and payment card environment were
“consumer transactions” as defined by Utah Code Ann. § 13-11-3(2)(a).
As noted above, the FTC and federal courts interpreting Section 5(a) of
the Federal Trade Commission Act have concluded that failing to employ reasonable

and appropriate measures to protect against unauthorized access to confidential
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consumer data and overstating a business’s cybersecurity through misleading
privacy policies constitute unfair acts or practices prohibited by 15 U.S.C. § 45(a).
See, e.g., F.T.C. v. Wyndham Worldwide Corp., 799 F.3d 236, 245-47 (3d Cir. 2015);
Inre BJ’s Wholesale Club, Inc., 140 F.T.C. 465 (2005).

145. By reason of the conduct alleged herein, and by failing to provide
reasonable security measures for the protection of the Personal Information of
Plaintiff Blake and the Utah Class Members, Defendants violated the above stated
provisions of Utah Code Ann. § 13-11-4.

146. The acts and conduct of Defendants as alleged above violated the above
stated provisions of Utah Code Ann. § 13-11-4 by, among other things:

o failing to maintain sufficient security to keep confidential
and sensitive financial information of Plaintiff Blake and
the Utah Class Members from being hacked and
exfiltrated;

o misrepresenting material facts to Plaintiff Blake and the
Utah Class Members, in connection with the sale of goods
and providing online purchases services, by representing
that Defendants would maintain adequate data privacy and
security practices and procedures to safeguard Plaintiff
Blake’s and Utah Class Members’ Personal Information
from unauthorized disclosure, release, data breaches, and
exfiltration;

o misrepresenting material facts to Plaintiff Blake and the
Utah Class Members, in connection with the sale of goods
and providing online purchases services, by representing
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that Defendants did and would comply with the
requirements of relevant federal and state laws pertaining
to the privacy and security of Plaintiff Blake’s and Utah
Class Members’ Personal Information; and,

o failing to prevent the Data Breach and promptly notify
consumers thereof, failing to maintain the privacy and
security of Plaintiff Blake’s and Utah Class Members’
Personal Information, in violation of duties imposed by
and public policies reflected in applicable federal and state
laws.

147. Due to the Data Breach, Plaintiff Blake and Utah Class Members have
lost property in the form of their Personal Information and have suffered actual
damages. Further, Defendants’ failure to adopt reasonable practices in protecting
and safeguarding the confidential and sensitive financial information of their
customers has resulted in Plaintiff Blake and Utah Class Members spending time
and money to protect against identity theft. Plaintiff Blake and Utah Class Members
are now at a higher risk of identity theft crimes. This harm sufficiently outweighs
any justifications or motives for Defendants’ practice of collecting and storing
confidential and sensitive financial information without the appropriate and
reasonable safeguards to protect such information.

148. As a result of Defendants’ practices, Plaintiff Blake and Utah Class
Members have suffered injury-in-fact and have lost money or property. As a result

of Defendants’ failure to adopt, implement, and maintain reasonable security
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procedures, and the resulting Data Breach, Plaintiff Blake and Utah Class Members
have incurred costs and spent time associated with monitoring and repairing their
credit and issues of identity theft.

149. Plaintiff Blake and Utah Class Members seek all remedies available
under Utah law.

COUNT VI
VIOLATION OF NEVADA’S DECEPTIVE TRADE PRACTICES ACT
Nev. Rev. Stat. Ann. § 598.0915
(On Behalf of Plaintiff Harrison and the Nevada Class)

150. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.
151. Nev. Rev. Stat. Ann. § 598.0915 provides in part:

A person engages in a “deceptive trade practice” if, in the
course of his or her business or occupation, he or she:

Hkk

2. Knowingly makes a false representation as to the
source, sponsorship, approval or certification of goods or
services for sale or lease.

skokk

5. Knowingly makes a false representation as to the
characteristics, ingredients, uses, benefits, alterations or
quantities of goods or services for sale or lease or a false
representation as to the sponsorship, approval, status,
affiliation or connection of a person therewith.
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Hokk

15. Knowingly makes any other false representation in a
transaction.

152. By reason of the conduct alleged herein, and by failing to provide
reasonable security measures for the protection of the Personal Information of
Plaintiff Harrison and the Nevada Class Members, Defendants violated the above
stated provisions of Nev. Rev. Stat. Ann. § 598.0915.

153. The acts and conduct of Defendants as alleged above violated the above
stated provisions of Nev. Rev. Stat. Ann. § 598.0915 by, among other things:

o failing to maintain sufficient security to keep confidential
and sensitive financial information of Plaintiff Harrison
and the Nevada Class Members from being hacked and
exfiltrated;

o misrepresenting material facts to Plaintiff Harrison and the
Nevada Class Members, in connection with the sale of
goods and providing online purchases services, by
representing that Defendants would maintain adequate
data privacy and security practices and procedures to
safeguard Plaintiff Harrison’s and Nevada Class
Members’ Personal Information from unauthorized
disclosure, release, data breaches, and exfiltration;

o misrepresenting material facts to Plaintiff Harrison and the
Nevada Class Members, in connection with the sale of
goods and providing online purchases services, by
representing that Defendants did and would comply with
the requirements of relevant federal and state laws
pertaining to the privacy and security of Plaintiff
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Harrison’s and Nevada Class Members’ Personal
Information; and,

o failing to prevent the Data Breach and promptly notify
consumers thereof, failing to maintain the privacy and
security of Plaintiff Harrison’s and Nevada Class
Members’ Personal Information, in violation of duties
imposed by and public policies reflected in applicable
federal and state laws.

154. Due to the Data Breach, Plaintiff Harrison and Nevada Class Members
have lost property in the form of their Personal Information and have suffered actual
damages. Further, Defendants’ failure to adopt reasonable practices in protecting
and safeguarding the confidential and sensitive financial information of their
customers has resulted in Plaintiff Harrison and Nevada Class Members spending
time and money to protect against identity theft. Plaintiff Harrison and Nevada Class
Members are now at a higher risk of identity theft crimes. This harm sufficiently
outweighs any justifications or motives for Defendants’ practice of collecting and
storing confidential and sensitive financial information without the appropriate and
reasonable safeguards to protect such information.

155. As a result of Defendants’ practices, Plaintiff Harrison and Nevada
Class Members have suffered injury-in-fact and have lost money or property. As a
result of Defendants’ failure to adopt, implement, and maintain reasonable security

procedures, and the resulting Data Breach, Plaintiff Harrison and Nevada Class
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Members have incurred costs and spent time associated with monitoring and
repairing their credit and issues of identity theft.
156. Plaintiff Harrison and Nevada Class Members seek all remedies
available under Nevada law.
COUNT VII
VIOLATION OF GEORGIA’S DATA BREACH NOTIFICATION

STATUTE, Ga. Code Ann. § 10-1-910 et seq.
(On Behalf of All Plaintiffs and the National Class)

157. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

158. Ga. Code Ann. § 10-1-910 provides:
The General Assembly finds and declares as follows:

(1) The privacy and financial security of individuals is
increasingly at risk due to the ever more widespread
collection of personal information by both the private and
public sectors;

(2) Credit card transactions, magazine subscriptions, real
estate records, automobile registrations, consumer
surveys, warranty registrations, credit reports, and Internet
websites are all sources of personal information and form
the source material for identity thieves;

(3) Identity theft is one of the fastest growing crimes
committed in this state. Criminals who steal personal
information such as social security numbers use the
information to open credit card accounts, write bad
checks, buy cars, purchase property, and commit other
financial crimes with other people's identities;
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(4) Implementation of technology security plans and
security software as part of an information security policy
may provide protection to consumers and the general
public from identity thieves;

(5) Information brokers should clearly define the standards
for authorized users of its data so that a breach by an
unauthorized user is easily identifiable;

(6) Identity theft is costly to the marketplace and to
consumers; and

(7) Victims of identity theft must act quickly to minimize
the damage; therefore, expeditious notification of
unauthorized acquisition and possible misuse of a person's
personal information is imperative.
159. Defendants are “information brokers” as defined by Ga. Code Ann. §
10-1-911(3).
160. Defendants are “persons” as defined by Ga. Code Ann. § 10-1-911(5).
161. The Data Breach was a “breach of the security of the system” as defined
by Ga. Code Ann. § 10-1-911(1).
162. Plaintiffs’ and Class Members’ Personal Information compromised in
the Data Breach was “personal information” as defined by Ga. Code Ann. § 10-1-
911(5).

163. The Data Breach constituted a security breach that triggered the notice

provisions of Ga. Code Ann. § 10-1-910 ef seq. and the Personal Information taken
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includes categories of personal information protected by Ga. Code Ann. § 10-1-910
et seq.

164. Defendants unreasonably delayed in informing Plaintiffs and Class
Members, about the Data Breach after Defendants knew or should have known that
the Data Breach had occurred.

165. Had Defendants provided timely and accurate notice, Plaintiffs and
Class Members could have avoided or mitigated the harm caused by the Data
Breach. For example, they could have contacted their banks to cancel any affected
cards, taken security precautions in time to prevent or minimize identity theft, or
could have avoided using uncompromised payment cards during subsequent
purchases via the Blue Bear software platform and payment card environment.

166. Defendants’ failure to provide timely and accurate notice of the Data
Breach violated Ga. Code Ann. § 10-1-912.

167. Plaintiffs and Class Members were damaged by Defendants’ failure to
comply with Georgia’s data breach notification statute.

168. Plaintiffs and Class Members seek all remedies available under Georgia

law.
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COUNT VIII
UNJUST ENRICHMENT

169. Plaintiffs reallege and incorporate all previous allegations as though
fully set forth herein.

170. This claim is plead in the alternative to the above breach of contract
claims.

171. Plaintiffs and Class Members conferred a monetary benefit upon
Defendants in the form of fees Defendants collected for processing payments
Plaintiffs and Class Members made via Defendants’ Blue Bear software platform
and payment card environment.

172. Defendants appreciated or had knowledge of the benefits conferred
upon them by Plaintiffs and Class Members. Defendants also benefited from the
receipt of Plaintiffs’ and Class Members’ Personal Information, as this was utilized
by Defendants to facilitate payments.

173. The monies collected by Defendants in exchange for processing
payments via Defendants’ Blue Bear software platform and payment card
environment were supposed to be used by Defendants, in part, to pay for the
administrative costs of reasonable data privacy and security practices and

procedures.
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174. Defendants failed to provide reasonable data privacy and security
practices and procedures for the Blue Bear software platform and payment card
environment.

175. As a result of Defendants’ conduct, Plaintiffs and Class Members
suffered actual damages in an amount equal to the difference in value between their
purchases made with reasonable data privacy and security practices and procedures
that Plaintiffs and Class Members paid for, and those purchases without
unreasonable data privacy and security practices and procedures that they received.

176. Under principals of equity and good conscience, Defendants should not
be permitted to retain the money belonging to Plaintiffs and Class Members because
Defendants failed to implement (or adequately implement) the data privacy and
security practices and procedures that Plaintiffs and Class Members paid for and that
were otherwise mandated by federal, state, and local laws and industry standards.

177. Defendants should be compelled to disgorge into a common fund for
the benefit of Plaintiffs and Class Members all unlawful or inequitable proceeds
received by it as a result of the conduct and Data Breach alleged herein.

PRAYER FOR RELIEF

Plaintiffs, on behalf of themselves and the Class, respectfully request that the

Court grant the following relief:
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A.  Certify this case as a class action pursuant to Fed. R. Civ. P. 23(a) and
(b), and, pursuant to Fed. R. Civ. P. 23(g), appoint Plaintiffs as Class representatives
and their counsel as Class counsel.

B.  Award Plaintiffs and the Class appropriate monetary relief, including
actual damages, statutory damages, punitive damages, restitution, and disgorgement.

C.  Award Plaintiffs and the Class equitable, injunctive, and declaratory
relief as may be appropriate. Plaintiffs, on behalf of the Class, seek appropriate
injunctive relief designed to ensure against the recurrence of a data breach by
adopting and implementing best security data practices to safeguard consumers’
financial and personal information, extend credit monitoring services and similar
services to protect against all types of identity theft, especially including card theft
and fraudulent card charges, and to provide elevated credit monitoring services to
minor and elderly Class Members who are more susceptible to fraud and identity
theft.

D.  Award Plaintiffs and the Class pre-judgment and post-judgment interest
to the maximum extent allowable.

E.  Award Plaintiffs and the Class reasonable attorneys’ fees and costs as

allowable.
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F. Award Plaintiffs and the Class such other favorable relief as allowable

under law or at equity.

Dated: April 13, 2020 Respectfully submitted,

/s/ Andrea S. Hirsch

Andrea Hirsch (GA Bar No. 666557)
THE HIRSCH LAW FIRM

230 Peachtree Street, Suite 2260
Atlanta, Georgia 30303

Telephone: 404-487-6552

Facsimile: 678-541-9356
andrea@thehirschlawfirm.com

Tina Wolfson (CA Bar No. 174806)
AHDOOT & WOLFSON, PC

10728 Lindbrook Drive

Los Angeles, California 90024
310.474.9111 (telephone)
310.474.8585 (facsimile)
twolfson@ahdootwolfson.com

Cornelius P. Dukelow (OK Bar No. 19086)
ABINGTON COLE + ELLERY

320 South Boston Avenue, Suite 1130
Tulsa, Oklahoma 74103

918.588.3400 (telephone & facsimile)
cdukelow(@abingtonlaw.com

Counsel for Plaintiffs and the Putative
Classes
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