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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA
SAVANNAH DIVISION

HEATHER ERICA BETZ,

on behalf of herself

and all others similarly situated,
Case No.
Plaintiffs,
CLASS ACTION
V.

ST. JOSEPH'S/ CANDLER
HEALTH SYSTEM, INC,,

Defendant. JURY TRIAL DEMANDED

CLASS ACTION COMPLAINT

Plaintiff Heather Erica Betz (“Plaintiff”), individually and on behalf of all
others similar situated (collectively, the “Class,” “Class Members,” or “Plaintiffs”),
by and through her attorneys, brings this Class Action Complaint against
Defendant St. Joseph’s/Candler Health System, Inc. (“Defendant” or “SJ/C”),
seeking damages, restitution, and injunctive relief for the Class, upon investigation
of her counsel, personal knowledge, facts that are a matter of public record, and

information and belief as to all other matters.
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NATURE OF THE ACTION

1. SJ/C is a healthcare provider rendering medical services to patients
in 117 locations spanning 4,000 square miles of Georgia and South Carolina.

2. On or about December 18, 2020, unauthorized individuals hacked
SJ/C’s IT network and accessed the private and confidential medical information
of approximately 1,400,000 individuals! (the “Data Breach”), including names,
addresses, Social Security numbers, dates of birth, driver’s license numbers, billing
account information, financial information, health insurance information,
employment information, family member and emergency contact information,
medical record numbers, dates of service, provider names, and medical and
clinical treatment information (collectively, “Personally Identifiable Information”
or “PII” and “Personal Health Information” or “PHI").

3. For a full six months after these cyber criminals first accessed SJ/C’s
IT system, the hackers were able to move freely and undetected through the
hospital system’s IT network.2

4, It was not until June 17, 2021, that “SJ/ C identified suspicious activity

in its IT network.”3

! Department of Health and Human Services Office of Civil Rights, Breach Portal,
https://ocrportal.hhs.gov/ocr/breach/breach report.jsf (last accessed Sept. 9, 2021).

2 St. Joseph’s/Candler, Notice to Our Patients of a Data Security Incident, https://www.sjchs.org/patient-
privacy/policy/notice-to-our-patients-of-a-data-security-incident (last accessed Sept. 9, 2021).
1.



















































































































